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tunnel-protocol 621

IGMP SNOOPING CONFIGURATION COMMANDS
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MuLTiICAST VLAN CONFIGURATION COMMANDS
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IGMP CONFIGURATION COMMANDS
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PIM CONFIGURATION COMMANDS

auto-rp enable 671
bsr-policy 671
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c-bsr admin-scope 673
c-bsr global 673
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c-bsrinterval 676
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MSDP CONFIGURATION COMMANDS

cache-sa-enable 715
display msdp brief 715
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display msdp sa-cache 718
display msdp sa-count 719
encap-data-enable 720
import-source 721

msdp 721

originating-rp 722

peer connect-interface 722
peer description 723
peer mesh-group 724
peer minimum-ttl 724
peer request-sa-enable 725
peer sa-cache-maximum 725
peer sa-policy 726

peer sa-request-policy 727
reset msdp peer 728
reset msdp sa-cache 728
reset msdp statistics 728
shutdown 729
static-rpf-peer 729

timer retry 730

MULTICAST ROUTING CONFIGURATION COMMANDS

display multicast boundary 733

display multicast forwarding-table 734
display multicast routing-table 736
display multicast routing-table static 737
display multicast rpf-info 738

ip rpf-route-static 739

mtracert 740

multicast boundary 742

multicast forwarding-table downstream-limit 743
multicast forwarding-table route-limit 743
multicast load-splitting 744

multicast longest-match 744

multicast routing-enable 745

reset multicast forwarding-table 745

reset multicast routing-table 746

802.1X CONFIGURATION COMMANDS

display dot1x 749
dot1x 751
dot1x authentication-method 752
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dot1x guest-vlan 753
dot1x handshake 755
dot1x max-user 755

dot1x multicast-trigger 756
dot1x port-control 757
dot1x port-method 758
dot1x quiet-period 759
dot1x retry 759

dot1x supp-proxy-check 760
dot1x timer 761

reset dot1x statistics 763

EAD FAST DEPLOYMENT CONFIGURATION COMMANDS

dot1x free-ip 765
dot1x timer ead-timeout 766
dotixurl 766

MAC AUTHENTICATION CONFIGURATION COMMANDS

display mac-authentication 769
mac-authentication 770
mac-authentication domain 771
mac-authentication timer 772
mac-authentication user-name-format 773
reset mac-authentication statistics 774

AAA CONFIGURATION COMMANDS

access-limit 775
accounting default 775
accounting lan-access 777
accounting login 777
accounting optional 778
accounting portal 779
attribute 780
authentication default 781
authentication lan-access 782
authentication login 783
authentication portal 783
authorization command 784
authorization default 785
authorization lan-access 786
authorization login 787
authorization portal 788
cut connection 788
display connection 789
display domain 790
display local-user 792
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domain 793
domain default 794
idle-cut 794

level 795
local-user 796
local-user password-display-mode 796
password 797
self-service-url 798
service-type 799
service-type ftp 800
state 800
work-directory 801

RADIUS CONFIGURATION COMMANDS

data-flow-format 803

display radius scheme 803
display radius statistics 805
display stop-accounting-buffer 807
key 808

nas-ip 809

primary accounting 810
primary authentication 810
radius client 811

radius nas-ip 812

radius scheme 813

radius trap 813

reset radius statistics 814

reset stop-accounting-buffer 814
retry 815

retry realtime-accounting 816
retry stop-accounting 817
secondary accounting 818
secondary authentication 818
security-policy-server 819
server-type 820

state 820
stop-accounting-buffer enable 821
timer quiet 822

timer realtime-accounting 823
timer response-timeout 823
user-name-format 824

HWTACACS CONFIGURATION COMMANDS

data-flow-format 827

display hwtacacs 827

display stop-accounting-buffer 829
hwtacacs nas-ip 829
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hwtacacs scheme 830

key 831

nas-ip 831

primary accounting 832
primary authentication 833
primary authorization 834

reset hwtacacs statistics 834
reset stop-accounting-buffer 835
retry stop-accounting 835
secondary accounting 836
secondary authentication 837
secondary authorization 837
stop-accounting-buffer enable 838
timer quiet 839

timer realtime-accounting 839
timer response-timeout 840
user-name-format 841

WEB AUTHENTICATION CONFIGURATION COMMANDS

display portal acl 843

display portal connection statistics 844
display portal free-rule 846

display portal interface 847

display portal server 848

display portal server statistics 849
display portal tcp-cheat statistics 850
display portal user 851

portal auth-network 852

portal delete-user 853

portal free-rule 853

portal server 854

portal server method 855

reset portal connection statistics 856
reset portal server statistics 856

reset portal tcp-cheat statistics 857

SSH CONFIGURATION COMMANDS

display public-key local 859
display public-key peer 860
display sftp client source 861
display ssh client source 861
display ssh server 862

display ssh server-info 863
display ssh user-information 863
peer-public-key end 864
public-key-code begin 864
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public-key-code end 865

public-key local create 866
public-key local destroy 866
public-key local export rsa 867
public-key peer 868

public-key peer import sshkey 868
sftp 869

sftp client ipv6 source 870

sftp client source 870

sftp ipv6 871

sftp server enable 872

sftp server idle-timeout 872

ssh client authentication server 873
ssh client first-time enable 873

ssh client ipv6 source 874

ssh client source 875

ssh server authentication-retries 875
ssh server authentication-timeout 876
ssh server compatible-ssh1x enable 876
ssh server enable 877

ssh server rekey-interval 877

ssh user 878

ssh2 879

ssh2 ipv6 880

ARP CONFIGURATION COMMANDS

arp max-learning-num 883
arp static 883

arp timer aging 884
display arp 885

display arp ip-address 886
display arp timer aging 887
naturemask-arp enable 887
resetarp 887

GRATUITOUS ARP CONFIGURATION COMMANDS

gratuitous-arp-sending enable 889
gratuitous-arp-learning enable 889

ARP SOURCE SUPPRESSION CONFIGURATION COMMANDS

arp source-suppression enable 891
arp source-suppression limit 891
display arp source-suppression 892
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ARP SPOOFING PROTECTION CONFIGURATION COMMANDS
arp resolving-route enable 893

PrROXY ARP CONFIGURATION COMMANDS

proxy-arp enable 895
local-proxy-arp enable 895
display proxy-arp 896
display local-proxy-arp 896

DHCP SERVER CONFIGURATION COMMANDS

bims-server 897

bootfile-name 898

dhcp enable 898

dhcp select server global-pool 899
dhcp server detect 899

dhcp server forbidden-ip 900
dhcp server ip-pool 900

dhcp server ping packets 901
dhcp server ping timeout 901
dhcp server relay information enable 902
display dhcp server conflict 902
display dhcp server expired 903
display dhcp server free-ip 904
display dhcp server forbidden-ip 904
display dhcp server ip-in-use 904
display dhcp server statistics 905
display dhcp server tree 906
dns-list 908

domain-name 908

expired 909

gateway-list 909

nbns-list 910

netbios-type 911

network 911

option 912

reset dhcp server conflict 913
reset dhcp server ip-in-use 913
reset dhcp server statistics 914
static-bind client-identifier 914
static-bind ip-address 915
static-bind mac-address 916
tftp-server domain-name 917
tftp-server ip-address 917
voice-config 918
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61

62

DHCP RELAY AGENT CONFIGURATION COMMANDS

dhcp enable 921

dhcp relay address-check 921

dhcp relay information enable 922
dhcp relay information format 922
dhcp relay information strategy 923
dhcp relay release 924

dhcp relay security static 924

dhcp relay security tracker 925

dhcp relay server-detect 926

dhcp relay server-group 926

dhcp relay server-select 927

dhcp select relay 927

display dhcp relay 928

display dhcp relay security 928

display dhcp relay security statistics 929
display dhcp relay security tracker 930
display dhcp relay server-group 930
display dhcp relay statistics 931

reset dhcp relay statistics 932

DHCP CLIENT CONFIGURATION COMMANDS

display dhcp client 933
ip address dhcp-alloc 934

DHCP SNOOPING CONFIGURATION COMMANDS
dhcp-snooping 937

dhcp-snooping information enable 938

dhcp-snooping information format 938

dhcp-snooping information strategy 939
dhcp-snooping trust 940

display dhcp-snooping 940

display dhcp-snooping trust 941

reset dhcp-snooping 941

CommoN ACL CONFIGURATION COMMANDS
display acl resource 943

display time-range 944

time-range 945

IPv4 ACL CONFIGURATION COMMANDS
acl 947

acl copy 948

aclname 949

description 950
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display acl 950
reset acl counter 951

rule 952
rule 953
rule 957
rule comment 958
step 959

IPv6 ACL CONFIGURATION COMMANDS

aclipve 961

acl ipvé copy 962

acl ipv6 name 963
description 964

display acl ipv6 964

reset acl ipv6 counter 965

rule 966
rule 967
rule comment 970
step 971

BANDWITH MANAGEMENT CONFIGURATION COMMANDS

display gos Ir interface 973
gos Ir outbound 973

QoS TRAFFIC CLASSES CONFIGURATION COMMANDS

display traffic classifier 975
if-match 975
traffic classifier 978

TRAFFIC BEHAVIOR CONFIGURATION COMMANDS

accounting 981

car 981

display traffic behavior 983
fiter 984

nest 984

redirect 985

remark customer-vlan-id 985
remark dotlp 986

remark drop-precedence 987
remark dscp 987

remark ip-precedence 988
remark local-precedence 989
remark service-vlan-id 989
traffic behavior 990
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69

70

71

72

73

QoS PoLicy CONFIGURATION COMMANDS

classifier behavior 991
display gos policy 991
display gos policy global 992
display gos policy interface 993
display gos vlan-policy 994
gos apply policy 995

qos apply policy global 997
gos policy 997

gos vlan-policy 998

reset qos policy global 999
reset qos vlan-policy 999

CONGESTION MANAGEMENT CONFIGURATION COMMANDS
display gos sp interface 1001

display gos wrr interface 1001

gossp 1002

gos wrr 1003

PRIORITY MAPPING TABLE CONFIGURATION COMMANDS
display gos map-table 1005

gos map-table 1006

import 1006

PORT PRIORITY CONFIGURATION COMMANDS
gos priority 1009

PORT PRIORITY TRUST MODE CONFIGURATION COMMANDS

display qos trust interface 1011
gos trust 1011

TRAFFIC MIRRORING CONFIGURATION COMMANDS
mirror-to 1013

PORT MIRRORING CONFIGURATION COMMANDS
display mirroring-group 1015

mirroring-group 1016

mirroring-group mirroring-port 1017

mirroring-group monitor-egress 1018
mirroring-group monitor-port 1019

mirroring-group remote-probe vlan 1020
mirroring-port 1020

monitor-port 1021
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SNMP CONFIGURATION COMMANDS

display snmp-agent local-switch fabricid 1023

display snmp-agent community 1023
display snmp-agent group 1024
display snmp-agent mib-view 1025
display snmp-agent statistics 1026
display snmp-agent sys-info 1027
display snmp-agent trap-list 1028
display snmp-agent usm-user 1029
enable snmp trap updown 1029
snmp-agent calculate-password 1030
snmp-agent 1031

snmp-agent community 1031
snmp-agent group 1032

snmp-agent local-switch fabricid 1033
snmp-agentlog 1034

snmp-agent mib-view 1035
snmp-agent packet max-size 1035
snmp-agent sys-info 1036
snmp-agent target-host 1037
snmp-agent trap enable 1038
snmp-agent trap if-mib link extended 1039
snmp-agent trap life 1040
snmp-agent trap queue-size 1041
snmp-agent trap source 1041
snmp-agent usm-user {v1|v2c} 1042
snmp-agent usm-user v 1043

RMON CONFIGURATION COMMANDS

display rmon alarm 1047
display rmon event 1048
display rmon eventlog 1048
display rmon history 1049
display rmon prialarm 1050
display rmon statistics 1051
rmon alarm 1053

rmon event 1054

rmon history 1055

rmon prialarm 1056

rmon statistics 1058

NTP CONFIGURATION COMMANDS
display ntp-service sessions 1061
display ntp-service status 1062

display ntp-service trace 1063
ntp-service access 1064
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ntp-service authentication enable 1065
ntp-service authentication-keyid 1065
ntp-service broadcast-client 1066
ntp-service broadcast-server 1066
ntp-service in-interface disable 1067
ntp-service max-dynamic-sessions 1068
ntp-service multicast-client 1068
ntp-service multicast-server 1069
ntp-service refclock-master 1069
ntp-service reliable authentication-keyid 1070
ntp-service source-interface 1070
ntp-service unicast-peer 1071
ntp-service unicast-server 1072

DNS CONFIGURATION COMMANDS

display dns domain 1075
display dns dynamic-host 1075
display dns proxy table 1076
display dns server 1077
display ip host 1077

dns domain 1078

dns proxy enable 1078

dns resolve 1079

dns server 1079

ip host 1080

reset dns dynamic-host 1080

FILE SYSTEM CONFIGURATION COMMANDS
cd 1083

copy 1083

delete 1084

dir 1084

execute 1085

file prompt 1086

fixdisk 1086
format 1087
mkdir 1087
more 1088
mount 1088
move 1089
pwd 1089

rename 1090

reset recycle-bin 1090
rmdir 1091

umount 1091
undelete 1092
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CONFIGURATION FILE MANAGEMENT COMMANDS

backup startup-configuration 1093
display saved-configuration 1093
display startup 1094

reset saved-configuration 1095
restore startup-configuration 1096
save 1096

slave auto-update config 1097
startup saved-configuration 1098

FTP SERVER CONFIGURATION COMMANDS

display ftp-server 1099
display ftp-user 1099
free ftp user 1100
ftp server enable 1100
ftp timeout 1101
ftp update 1101

FTP CLIENT CONFIGURATION COMMANDS

ascii - 1103
binary 1103

bye 1104

cd 1104

cdup 1105
close 1105
debugging 1105
delete 1106

dir 1107

disconnect 1107
display ftp client configuration 1108
ftp 1108

ftp client source 1109
ftpipv6 1110

get 1111

lcd 1112

Is 1112

mkdir 1113

open 1113
openipve 1114
passive 1115

put 1115

pwd 1116

quit 1116
remotehelp 1116
rmdir 1118

user 1118
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verbose 1119

TFTP CLIENT CONFIGURATION COMMANDS
display tftp client configuration 1121

tftp-server acl 1121

titp 1122

tftp client source 1123

tftp ipv6 1124

SFTP CONFIGURATION COMMANDS

bye 1127
cd 1127
cdup 1128
delete 1128
dir 1128
exit 1129
get 1129
help 1130
Is 1130
mkdir 1131
put 1131
pwd 1132
quit 1132

remove 1133
rename 1133
rmdir 1133

INFORMATION CENTER CONFIGURATION COMMANDS

display channel 1135

display info-center 1136

display logbuffer 1138

display logbuffer summary 1140
display logfile buffer 1140

display logfile summary 1141
display trapbuffer 1141
info-center channel name 1142
info-center console channel 1143
info-center enable 1143
info-center logbuffer 1144
info-center logfile enable 1144
info-center logfile frequency 1145
info-center logfile size-quota 1145
info-center logfile switch-directory 1146
info-center loghost 1146
info-center loghost source 1147
info-center monitor channel 1148
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info-center snmp channel 1149
info-center source 1149
info-center synchronous 1151
info-center timestamp 1152
info-center timestamp loghost 1153
info-center trapbuffer 1153
logfile save 1154

reset logbuffer 1155

reset trapbuffer 1155
terminal debugging 1155
terminal logging 1156
terminal monitor 1156
terminal trapping 1157

BAsic CONFIGURATION COMMANDS

clock datetime 1159

clock summer-time one-off 1159
clock summer-time repeating 1160
clock timezone 1162
command-privilege 1163
display clipboard 1164

display clock 1164

display current-configuration 1165
display diagnostic-information 1166
display history-command 1167
display hotkey 1167

display this 1168

display version 1169

header 1170

hotkey 1171

quit 1173
return 1173
super 1173

super password 1175
sysname 1176
system-view 1176

SYSTEM MAINTENANCE COMMANDS
ping 1177

ping ipv6 1178

tracert 1180

tracert ipv6 1181

SYSTEM DEBUGGING COMMANDS

debugging 1183
display debugging 1184
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SYSTEM MANAGEMENT COMMANDS

boot-loader 1185

bootrom 1185

display cpu-usage 1186

display boot-loader 1188

display device 1188

display device manuinfo 1190

display environment 1191

display fan 1191

display memory 1192

display power 1192

display schedule reboot 1193

display switch-mode status 1193
display transceiver alarm interface 1194
display transceiver diagnosis interface 1196
display transceiver interface 1197
display transceiver manuinfo interface 1198
reboot 1199

reset unused porttag 1199

schedule reboot at 1200

schedule reboot delay 1201
shutdown-interval 1202

switch-mode (for Fabric) 1203
switch-mode (for IO Module) 1204
temperature-limit 1205

POE CONFIGURATION COMMANDS

apply poe-profile 1207

apply poe-profile interface 1207

display poe device 1208

display poe interface 1209

display poe interface power 1212
display poe power-usage 1214

display poe pse 1215

display poe-power 1216

display poe-power ac-input state 1218
display poe-power alarm 1218

display poe-power dc-output state 1219
display poe-power dc-output value 1220
display poe-power status 1220

display poe-power supervision-module 1221
display poe-power switch state 1222
display poe-profile 1222

display poe-profile interface 1224

poe enable 1225

poe enable pse 1226

poe legacy enable 1226
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poe max-power 1226

poe max-power 1227

poe mode 1228

poe pd-description 1229

poe pd-policy priority 1229

poe power max-value 1230
poe priority 1230

poe priority 1231

poe pse-policy priority 1232

poe update 1232

poe utilization-threshold 1233
poe-power input-threshold 1233
poe-power output-threshold 1234
poe-profile 1234

IPv4 VRRP CONFIGURATION COMMANDS
display vrrp 1237

display vrrp statistics 1238

reset vrrp statistics 1240

vrrp vrid authentication-mode 1240
vrrp method 1241

vrrp ping-enable 1242

vrrp un-check ttl - 1242

vrrp vrid preempt-mode 1243

vrrp vrid priority 1244

vrrp vrid timer advertise 1244

vrrp vrid track 1245

vrrp vrid virtual-ip 1246

IPv6 VRRP CONFIGURATION COMMANDS
display vrrp ipv6 1249

display vrrp ipv6 statistics 1250

reset vrrp ipv6 statistics 1252

vrrp ipv6 vrid authentication-mode 1252
vrrp ipvé method 1253

vITp ipv6 ping-enable 1254

vrrp ipv6 vrid preempt-mode 1254

vrrp ipv6 vrid priority 1255

vrrp ipv6 vrid timer advertise 1256

vrrp ipv6 vrid track 1257

vrrp ipv6 vrid virtual-ip 1257

REDUNDANCY CONFIGURATION COMMANDS
display switchover state 1259

ha slave-ignore-version-check 1259

slave auto-update config 1260
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slave restart 1260
slave switchover 1261
slave switchover { enable | disable} 1261

RRPP CONFIGURATION COMMANDS

control-vlan 1263
display rrpp brief 1263
display rrpp statistics 1265
display rrpp verbose 1267
reset rrpp statistics 1268
ring 1269

ring enable 1271

rrpp domain 1272

rrpp enable 1272

timer 1273






ABOUT THIS GUIDE

This guide describes the 3Com® Switch S7900E and how to install hardware,
configure and boot software, and maintain software and hardware. This guide
also provides troubleshooting and support information for your switch.

This guide is intended for Qualified Service personnel who are responsible for
configuring, using, and managing the switches. It assumes a working knowledge
of local area network (LAN) operations and familiarity with communication
protocols that are used to interconnect LANSs.

Always download the Release Notes for your product from the 3Com World Wide
Web site and check for the latest updates to software and product
documentation:

http://ww. 3com com

Conventions

Table 1 lists icon conventions that are used throughout this guide.

Table 1 Notice Icons

Icon Notice Type Description
@ Information note Information that describes important features or
instructions.

é Caution Information that alerts you to potential loss of data
or potential damage to an application, system, or
device.
C Warning Information that alerts you to potential personal
injury.

Related
Documentation

The following manuals offer additional information necessary for managing your
Switch S7900E:

m  Switch S7900E Family Getting Started Guide— Provides instructions for
installing your switch.

= Switch S7900E Family Command Reference Guide — Provides detailed
descriptions of command line interface (CLI) commands, that you require to
manage your Switch S7900E.

= Switch S7900E Family Configuration Guide— Describes how to configure your
Switch S7900E using the supported protocols and CLI commands.
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ABOUT THIS GUIDE

m  Switch S7900E Family Release Notes — Contains the latest information about
your product. If information in this guide differs from information in the release
notes, use the information in the Release Notes.

These documents are available in Adobe Acrobat Reader Portable Document
Format (PDF) on the CD-ROM that accompanies your router or on the 3Com
World Wide Web site:

http://ww. 3com conl



ALPHABETICAL LISTING OF

COMMANDS

abr-summary 297
abr-summary 489

access-limit 775

accounting 981

accounting default 775
accounting lan-access 777
accounting login 777
accounting optional 778
accounting portal 779

acl 83

acl 947

acl copy 948

acl ipv6 961

acl ipvé copy 962

acl ipvé name 963

acl name 949

activation-key 59

active region-configuration 169
aggregate 395
aggregation-group 615

apply as-path 447

apply comme-list delete 448
apply community 448

apply cost 449

apply cost-type 450

apply extcommunity 450
apply ip-address next-hop 467
apply ipv6 next-hop 575

apply isis 451

apply local-preference 452
apply origin 452

apply poe-profile 1207

apply poe-profile interface 1207
apply preference 453

apply preferred-value 454
apply tag 454

area 298

area 490
area-authentication-mode 347
arp max-learning-num 883
arp resolving-route enable 893
arp source-suppression enable 891
arp source-suppression limit 891
arp static 883

arp timer aging 884
asbr-summary 298

ascii 1103

attribute 780

authentication default 781
authentication lan-access 782
authentication login 783
authentication portal 783
authentication-mode 299
authentication-mode 60
authorization command 784
authorization default 785
authorization lan-access 786
authorization login 787
authorization portal 788

auto cost enable 348
auto-execute command 61
auto-rp enable 671

backup startup-configuration 1093
balance 396

balance 531
bandwidth-reference 300
bandwidth-reference 348
bestroute as-path-neglect 397
bestroute as-path-neglect 531
bestroute compare-med 397
bestroute compare-med 532
bestroute med-confederation 398
bestroute med-confederation 532
bgp 398

bims-server 897

binary 1103

bootfile-name 898
boot-loader 1185

bootrom 1185

bpdu-tunnel dot1q enable 166
bpdu-tunnel dot1q stp 165
bpdu-tunnel tunnel-dmac 167
broadcast-suppression 89
bsr-policy 671

bye 1104

bye 1127

cache-sa-enable 715

car 981



c-bsr 672

c-bsr admin-scope 673

c-bsr global 673

c-bsr group 674

c-bsr hash-length 675

c-bsr holdtime 675

c-bsr interval 676

c-bsr priority 676

cd 1083

cd 1104

cd 1127

cdup 1105

cdup 1128

check region-configuration 169
checkzero 273

checkzero 475

circuit-cost 349

classifier behavior 157
classifier behavior 991

clock datetime 1159

clock summer-time one-off 1159
clock summer-time repeating 1160
clock timezone 1162

close 1105
command-privilege 1163
compare-different-as-med 399
compare-different-as-med 533
confederation id 399
confederation nonstandard 400
confederation peer-as 401
control-vlan 1263

copy 1083

cost-style 350

c-rp 677

c-rp advertisement-interval 678
c-rp holdtime 679

crp-policy 679

cut connection 788
dampening 401

dampening 534

databits 62

data-flow-format 803
data-flow-format 827
debugging 1105

debugging 1183

default 300

default cost 273

default cost 475

default cost 490

default ipv4-unicast 402
default local-preference 403

default local-preference 535
default med 403

default med 535

default-cost 301

default-cost 491

default-route imported 404
default-route imported 536
default-route originate 274
default-route-advertise 302
default-route-advertise 351

delete 1084

delete 1106

delete 1128

delete ipv6 static-routes all 473
delete static-routes all 269
description 123

description 303

description 90

description 950

description 964

destination 616

dhcp enable 898

dhcp enable 921

dhcp relay address-check 921
dhcp relay information enable 922
dhcp relay information format 922
dhcp relay information strategy 923
dhcp relay release 924

dhcp relay security static 924

dhcp relay security tracker 925
dhcp relay server-detect 926

dhcp relay server-group 926

dhcp relay server-select 927

dhcp select relay 927

dhcp select server global-pool 899
dhcp server detect 899

dhcp server forbidden-ip 900
dhcp server ip-pool 900

dhcp server ping packets 901
dhcp server ping timeout 901
dhcp server relay information enable
902

dhcp-snooping 937
dhcp-snooping information enable
938

dhcp-snooping information format
938

dhcp-snooping information strategy
939

dhcp-snooping trust 940

dir 1084



dir 1107

dir 1128

disconnect 1107

display acl 950

display acl ipv6 964

display acl resource 943

display arp 885

display arp ip-address 886

display arp source-suppression 892
display arp timer aging 887

display bgp group 405

display bgp ipv6 group 536
display bgp ipv6 network 537
display bgp ipv6 paths 538

display bgp ipv6 peer 539

display bgp ipv6 routing-table 540
display bgp ipv6 routing-table
as-path-acl 541

display bgp ipv6 routing-table
community 542

display bgp ipv6 routing-table
community-list 543

display bgp ipv6 routing-table
dampened 543

display bgp ipv6 routing-table
dampening parameter 544

display bgp ipv6 routing-table
different-origin-as 544

display bgp ipv6 routing-table
flap-info 545

display bgp ipv6 routing-table peer
546

display bgp ipv6 routing-table
regular-expression 547

display bgp ipv6 routing-table
statistic 547

display bgp network 406

display bgp paths 406

display bgp peer 407

display bgp routing-table 409
display bgp routing-table as-path-acl
410

display bgp routing-table cidr 410
display bgp routing-table community
411

display bgp routing-table
community-list 412

display bgp routing-table dampened
412

display bgp routing-table dampening
parameter 413
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retry 815

retry realtime-accounting 816
retry stop-accounting 817
retry stop-accounting 835
return 1173

revision-level 179
rfc1583 compatible 340
ring 1269

ring enable 1271

rip 285

rip authentication-mode 286
rip input 287

rip metricin 287

rip metricout 288

rip mib-binding 288

rip output 289

rip poison-reverse 289

rip split-horizon 290

rip summary-address 290
rip version 291

ripng 483

ripng default-route 483
ripng enable 484

ripng metricin 485

ripng metricout 485

ripng poison-reverse 486
ripng split-horizon 486
ripng summary-address 487
rmdir 1091

rmdir 1118

rmdir 1133

rmon alarm 1053

rmon event 1054

rmon history 1055

rmon prialarm 1056
rmon statistics 1058
robust-count 668
route-policy 464
router-aging-time 645
router-id 444

router-id 516



router-id 572

rrpp domain 1272

rrpp enable 1272

rule 952

rule 953

rule 957

rule 966

rule 967

rule comment 958

rule comment 970

save 1096

schedule reboot at 1200
schedule reboot delay 1201
screen-length 71

secondary accounting 818
secondary accounting 836
secondary authentication 818
secondary authentication 837
secondary authorization 837
security-policy-server 819
self-service-url 798

send 72

send-router-alert 668
server-type 820

service-type 73

service-type 799

service-type ftp 800

set authentication password 74
set-overload 387

sftp 869

sftp client ipv6 source 870
sftp client source 870

sftp ipv6 871

sftp server enable 872

sftp server idle-timeout 872
shell 75

shutdown 107

shutdown 127

shutdown 729
shutdown-interval 1202
silent-interface 292
silent-interface 341
silent-interface 517

slave auto-update config 1097
slave auto-update config 1260
slave restart 1260

slave switchover { enable | disable }
1261

slave switchover 1261
snmp-agent 1031
snmp-agent calculate-password

1030

snmp-agent community 1031
snmp-agent community 83
snmp-agent group 1032
snmp-agent group 84
snmp-agent local-switch fabricid
1033

snmp-agent log 1034
snmp-agent mib-view 1035
snmp-agent packet max-size 1035
snmp-agent sys-info 1036
snmp-agent target-host 1037
snmp-agent trap enable 1038
snmp-agent trap enable ospf 341
snmp-agent trap if-mib link extended
1039

snmp-agent trap life 1040
snmp-agent trap queue-size 1041
snmp-agent trap source 1041
snmp-agent usm-user { v1 | v2c}
1042

snmp-agent usm-user 85
snmp-agent usm-user v3 1043
source 620

source-deny 646

source-lifetime 708

source-policy 708

speed 107

speed 75

spf timers 517
spf-schedule-interval 343
spf-slice-size 388
spt-switch-threshold 709

ssh client authentication server 873
ssh client first-time enable 873
ssh client ipv6 source 874

ssh client source 875

ssh server authentication-retries 875
ssh server authentication-timeout
876

ssh server compatible-ssh1x enable
876

ssh server enable 877

ssh server rekey-interval 877

ssh user 878

ssh2 879

ssh2 ipv6 880

ssm-policy 710

startup saved-configuration 1098
state 800

state 820



state-refresh-interval 711
state-refresh-rate-limit 711
state-refresh-ttl 712

static-bind client-identifier 914
static-bind ip-address 915
static-bind mac-address 916
static-rp 712

static-rpf-peer 729

step 959

step 971
stop-accounting-buffer enable 821
stop-accounting-buffer enable 838
stopbits 76

storm-constrain 108
storm-constrain control 109
storm-constrain enable log 110
storm-constrain enable trap 110
storm-constrain interval 111
stp 179

stp bpdu-protection 180

stp bridge-diameter 181

stp compliance 182

stp config-digest-snooping 183
stp cost 183

stp edged-port 184

stp loop-protection 185

stp max-hops 186

stp mcheck 186

stp mode 187

stp no-agreement-check 188
stp pathcost-standard 188

stp point-to-point 189

stp port priority 191

stp port-log 190

stp priority 192

stp region-configuration 193
stp root primary 193

stp root secondary 194

stp root-protection 195

stp tc-protection 196

stp tc-protection threshold 196
stp timer forward-delay 197
stp timer hello 198

stp timer max-age 199

stp timer-factor 200

stp transmit-limit 200

stub 344

stub 518

stub-router 344

summary 293

summary 389

summary automatic 445
super 1173

super password 1175
switch-mode (for Fabric) 1203
switch-mode (for I/O Module) 1204
synchronization 445
synchronization 573

sysname 1176

sysname 77

system-view 1176

tcp ipv6 timer fin-timeout 609
tcp ipv6 timer syn-timeout 609
tcp ipv6 window 610

tcp timer fin-timeout 241

tcp timer syn-timeout 241

tcp window 242

telnet 77

telnet client source 78

telnet ipv6 78

telnet server enable 79
temperature-limit 1205
terminal debugging 1155
terminal logging 1156
terminal monitor 1156
terminal trapping 1157
terminal type 80

tftp 1122

tftp client source 1123

tftp ipve 1124

tftp-server acl 1121
tftp-server domain-name 917
tftp-server ip-address 917
timer 1273

timer 446

timer 574

timer hello 713

timer isp-generation 390
timer join-prune 714

timer Isp-max-age 391

timer Isp-refresh 392

timer other-querier-present 669
timer query 670

timer quiet 822

timer quiet 839

timer realtime-accounting 823
timer realtime-accounting 839
timer response-timeout 823
timer response-timeout 840
timer retry 730

timer spf 392

time-range 945



timers 293

timers 487

tracert 1180

tracert ipv6 1181

traffic behavior 162
traffic behavior 990
traffic classifier 162
traffic classifier 978
tunnel-protocol 621
umount 1091

undelete 1092
unicast-suppression 111
user 1118

user privilege level 81
user-bind 245
user-interface 80
user-name-format 824
user-name-format 841
validate-source-address 294
verbose 1119

version 295

version 670
virtual-system 393

vlan 128

vlan-mapping modulo 201
vlink-peer 345
vlink-peer 519

voice vlan 150

voice vlan aging 151

voice vlan enable 151

voice vlan mac-address 152

voice vlan mode auto 154

voice vlan security enable 154
voice-config 918

vrrp ipve method 1253

vrrp ipv6 ping-enable 1254

vrrp ipv6 vrid authentication-mode
1252

vrrp ipv6 vrid preempt-mode 1254
vrrp ipv6 vrid priority 1255

vrrp ipv6 vrid timer advertise 1256
vrrp ipv6 vrid track 1257

vrrp ipv6 vrid virtual-ip 1257

vrrp method 1241

vrrp ping-enable 1242

vrrp un-check ttl 1242

vrrp vrid authentication-mode 1240
vrrp vrid preempt-mode 1243

vrrp vrid priority 1244

vrrp vrid timer advertise 1244

vrrp vrid track 1245

vrrp vrid virtual-ip 1246
work-directory 801
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activation-key

Syntax activation-key character

undo activation-key
View AUX interface view

Parameters character: Shortcut key for starting terminal sessions, a character or its ASCII
decimal equivalent in the range 0 to 127; or a string of 1 to 3 characters.

Description  Use the activation-key command to define a shortcut key for starting a terminal
session.

Use the undo activation-key command to restore the default shortcut key.

You can use a single character (or its corresponding ASCIl code value in the range
0to 127) or a string of 1 to 3 characters to define a shortcut key. In the latter case,
the system takes only the first character to define the shortcut key. For example, if
you input an ASCII code value 97, the system will set the shortcut key to <a>; if
you input the string b@c, the system will set the shortcut key to <b>.

You may use the display current-configuration command to verify the shortcut
key you have defined.

By default, pressing Enter key will start a terminal session.

Examples # Set the shortcut key for starting terminal sessions to <s>.

<Sysnane> systemvi ew

System View. return to User Viewwth Crl+Z
[ Sysnane] user-interface aux O

[ Sysnane-ui - aux0] activation-key s

To verify the configuration, do the following:

# Exit the terminal session on the aux port, and enter <s> at the prompt of “Please
press ENTER”. You will see the terminal session being started.

[ Sysnane- ui - aux0] return

<Sysname> qui t
khkkkhkhkhkhkhkdkhkdkhkhhhdhhkdhkhhhhhdhdbhhhhdhhdbhhhhdhhdhkdbhhhhdhhkhkdrhrdrhdhdhrdrhkrhrhrdxdxxxk
* Copyright (c) 2004-2007 3Com Corporation Al rights reserved. *
* Wthout the owner’s prior witten consent, *
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* no deconpiling or reverse-switch fabricering shall be all owed. *

R R R R

User interface aux0 is avail able.

Pl ease press ENTER

<Sysnhanme>
%Apr 28 04:33:11:611 2005 Sysname SHELL/5/LOG N: Consol e | ogin from aux0

authentication-mode

Syntax

View

Parameters

Description

authentication-mode { none | password | scheme
[ command-authorization | }

User interface view

none: Does not authenticate users.
password: Authenticates users using the local password.
scheme: Authenticates users locally or remotely using usernames and passwords.

command-authorization: Performs command authorization on TACACS
authentication server.

Use the authentication-mode command to specify the authentication mode.

m If you specify the password keyword to authenticate users using the local
password, remember to set the local password using the set authentication
password { cipher | simple } password command.

m If you specify the scheme keyword to authenticate users locally or remotely
using usernames and passwords, the actual authentication mode depends on
other related configuration. Refer to “HWTACACS Configuration Commands”
on page 827 for more information.

m [If this command is executed with the command-authorization keywords
specified, authorization is performed on the TACACS server whenever you
attempt to execute a command, and the command can be executed only when
you pass the authorization. Normally, a TACACS server contains a list of the
commands available to different users.

After you specify to perform local password authentication, when a user logs in
through the Console port, a user can log into the switch even if the password is
not configured on the switch. But for a VTY user interface, a password is needed
for a user to log into the switch through it under the same condition.

By default, users logging in through the Console port are not authenticated,
whereas modem users and Telnet users are authenticated.

CAUTION: For VTY user interface, if you want to set the login authentication
mode to none or password, you must first verify that the SSH protocol is not
supported by the user interface. Otherwise, your configuration will fail. Refer to
“protocol inbound” on page 71.
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# Configure to authenticate users using the local password.

<Sysnane> systemvi ew

System View. return to User Viewwth Crl+Z

[ Sysnane] user-interface aux O

[ Sysnane- ui - aux0] aut henti cati on-node password

auto-execute command

Syntax

View
Parameters

Description

Examples

auto-execute command text

undo auto-execute command
User interface view
text: Command to be executed automatically.

Use the auto-execute command command to set the command that is
executed automatically after a user logs in.

Use the undo auto-execute command command to disable the specified
command from being automatically executed.

Use these two commands in the VTY user interface only.

Normally, the telnet command is specified to be executed automatically to enable
the user to Telnet to a specific network device automatically.

By default, no command is automatically executed.

CAUTION:

m The auto-execute command command may cause you unable to perform
common configuration in the user interface, so use it with caution.

m Before executing the auto-execute command command and save your
configuration, make sure you can log into the switch in other modes and
cancel the configuration.

# Configure the telnet 10.110.100.1 command to be executed automatically
after users log into VTY 0.

<Sysnanme> systemvi ew

System View return to User Viewwith Crl+Z

[ Sysnane] user-interface vty O

[ Sysnane-ui - vt y0] aut o-execute conmand tel net 10.110.100.1

% This action will lead to configuration failure through ui-vty0. Ar
e you sure?[Y/ Ny

After the above configuration, when a user logs onto the device through VTY 0,
the device automatically executes the configured command and logs off the
current user.
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databits

Syntax

View

Parameters

Description

s

Examples

databits {56 |7 |8}

undo databits
AUX interface view

5: Five data bits.
6: Six data bits.
7: Seven data bits.

8: Eight data bits.

Use the databits command to set the databits for the user interface.
Use the undo databits command to revert to the default data bits.
The default data bits is 8.

3Com S7900E Family only support data bits 7 and 8. To establish the connection
aqgain, you need to modify the configuration of the termination emulation utility
running on your PC accordingly.

# Set the data bits to 7.

<Sysnane> systemvi ew

System View return to User Viewwth Crl+Z
[ Sysnane] user-interface aux O

[ Sysnane- ui - aux0] databits 7

display telnet client configuration

Syntax
View
Parameter

Description

Example

display telnet client configuration
Any view
None

Use the display telnet client configuration command to display the source IP
address or source interface configured for the current device.

# Display the source IP address or source interface configured for the current
device.

<Sysnanme> di splay telnet client configuration
The source IP address is 1.1.1.1.
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display user-interface
Syntax display user-interface [ type number | number ] [ summary ]
View Any view

Parameters type: User interface type.

number: Absolute or relative index of the user interface. This argument can be an
absolute user interface index (if you do not provide the type argument) or a
relative user interface index (if you provide the type argument).

summary: Displays the summary information about a user interface.

Description  Use the display user-interface command to view information about the
specified or all user interfaces.

When the summary keyword is absent, the command will display the type of the
user interface, the absolute or relative number, the speed, the user privilege level,
the authentication mode and the physical location.

When the summary keyword is present, the command will display all the number
and type of user interfaces under use and without use.

Examples # Display the information about user interface 0.

<Sysnanme> di splay user-interface 0O

Idx Type Tx/ Rx Modem Privi Auth Int
F O AUX 0O 9600 - 3 N -
+ : Current user-interface is active.
F : Current user-interface is active and work in async node.
Idx : Absolute index of user-interface.

Type : Type and rel ative index of user-interface.
Privi: The privilege of user-interface.
Auth : The authenticati on node of user-interface.

Int : The physical |ocation of U s.
A . Aut henticate use AAA.
L : Aut hentication use |ocal database.

N : Current U need not authentication.
P : Authenticate use current U’'s password.

Table 2 Descriptions on the fields of the display user-interface command

Filed Description

+ The information displayed is about the current user interface.

F The information displayed is about the current user interface. And the
current user interface operates in asynchronous mode.

Idx The absolute index of the user interface

Type User interface type and the relative index

Tx/Rx Transmission speed of the user interface

Modem Indicates whether or not a modem is used.

Privi The available command level
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Table 2 Descriptions on the fields of the display user-interface command

Filed Description
Auth The authentication mode
Int The physical position of the user interface

display users
Syntax
View
Parameters

Description

Examples

display users [ all ]
Any view
all: Displays the information about all user interfaces.

Use the display users command to display the information about user
interfaces. If you do not specify the all keyword, only the information about the
current user interface is displayed.

# Display the information about the current user interface.

<Sysname> di spl ay users
The user application information of the user interface(s):
I dx ul Del ay Type Userl evel

1 VIY O 00:11:45 TEL
2 VIY 1 00:16:35 TEL
3 VIY 2 00:16:54 TEL
4 VIY 3 00:00:00 TEL

W www

+

Foll owi ng are nore details.

VTY 0
Location: 192.168.0.123
VTY 1 :
Location: 192.168.0.43
VTY 2 :
Location: 192.168.0.2
VTY 3 :
User name: user
Location: 192.168.0.33
+ : Current operation user.
F : Current operation user work in async node.

Table 3 Descriptions on the fields of the display users command

Field Description

+ The information displayed is about the current user interface.

F The information is about the current user interface, and the current user
interface operates in asynchronous mode.

ul The numbers in the left sub-column are the absolute user interface indexes,
and those in the right sub-column are the relative user interface indexes.

Delay The period in seconds the user interface idles for.

Type User type

Userlevel The level of the commands available to the users logging into the user

interface
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Table 3 Descriptions on the fields of the display users command

Field Description
Location The IP address form which the user logs in.
User name The login name of the user that logs into the user interface.

escape-key

Syntax

View

Parameters

Description

Examples

escape-key { default | character }

undo escape-key
User interface view

default: Restores the default escape key combination <Ctrl + C>.

character: Specifies the shortcut key for aborting a task, a single character (or its
corresponding ASCII code value in the range 0 to 127) or a string of 1 to 3
characters.

Use the escape-key command to define a shortcut key for aborting tasks.
Use the undo escape-key command to restore the default shortcut key.

You can use a single character (or its corresponding ASCII code value in the range
0 to 127) or a string of 1 to 3 characters to define a shortcut key. But in fact, only
the first character functions as the shortcut key. For example, if you enter an ASCII
value 113, the system will use its corresponding character <g> as the shortcut key;
if you input the string q@c, the system will use the first letter <g> as the shortcut
key.

By default, you can use <Ctrl + C> to terminate a task. You can use the display
current-configuration command to verify the shortcut key you have defined.

# Define <Q> as the escape key.

<Sysnanme> system Vi ew

System View return to User Viewwith Crl+Z
[ Sysnane] user-interface aux O

[ Sysnane- ui - aux0] escape-key Q

To verify the configuration, do the following:
# Run the ping command to test the connection.

<Sysname> ping -c 20 125.241. 23. 46
PI NG 125.241.23.46: 56 data bytes, press Qto break
Request tine out

--- 125.241.23.46 ping statistics ---
2 packet(s) transnitted
0 packet(s) received
100. 00% packet | oss
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Enter <Q>, if the ping task is terminated and return to the current view, the
configuration is correct.

<Sysnane>

flow-control

Syntax

View

Parameters

Description

s

Examples

flow-control { hardware | none | software }

undo flow-control
AUX interface view

hardware: Configures to perform hardware flow control.
none: Configures no flow control.

software: Configures to perform software flow control.

Using flow-control command, you can configure the flow control mode on AUX
port. Using undo flow-control command, you can restore the default flow
control mode.

By default, the value is none. That is, no flow control will be performed.

3Com S7900E Family only support none keyword.

# Configure software flow control on AUX port.

<Sysnane> systemvi ew

System View return to User Viewwth Crl+Z
[ Sysnane] user-interface aux O

[ Sysnanme- ui - aux0] flow control none

free user-interface
Syntax
View

Parameters

free user-interface [ type ] number
User view

type: User interface type.
number: Absolute user interface index or relative user interface index.

m Relative user interface index: If you provide the type argument, number
indicates the user interface index of the type. When the type is AUX, the
number is 0; when the type is VTY, the number ranges from 0 to 4.

m Absolute user interface index: If you do not provide the type argument,
number indicates absolute user interface index, which ranges from 0 to 5.
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Use the free user-interface command to clear a specified user interface. If you
execute this command, the corresponding user interface will be disconnected.

Note that the current user interface can not be cleared.

# Log into user interface 0 and clear user interface 1.

<Sysnanme> free user-interface 1
Are you sure to free user-interface vty0

[Y/' Ny
[ K]

After you execute this command, user interface 1 will be disconnected. The user in
it must log in again to connect to the switch.

history-command max-size

Syntax

View

Parameters

Description

Examples

history-command max-size value

undo history-command max-size
User interface view

value: Size of the history command buffer. This argument ranges from 0 to 256
and defaults to 10. That is, the history command buffer can store 10 commands
by default.

Use the history-command max-size command to set the size of the history
command buffer.

Use the undo history-command max-size command to revert to the default
history command buffer size.

# Set the size of the history command buffer to 20 to enable it to store up to 20
commands.

<Sysnane> systemvi ew

System View return to User Viewwith Crl+Z
[ Sysnane] user-interface aux O

[ Sysnane- ui - aux0] hi st ory-conmmand max-si ze 20

idle-timeout

Syntax

View

Parameters

idle-timeout minutes [ seconds |

undo idle-timeout
User interface view

minutes: Number of minutes. This argument ranges from 0 to 35,791.
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seconds: Number of seconds. This argument ranges from 0 to 59.

Description  Use the idle-timeout command to set the timeout time. The connection to a
user interface is terminated if no operation is performed in the user interface
within the specified period.

Use the undo idle-timeout command to revert to the default timeout time.
You can use the idle-timeout 0 command to disable the timeout function.
The default timeout time is 10 minutes.

Examples # Set the timeout time of AUX 0 to 1 minute.

<Sysnanme> systemvi ew

System View return to User Viewwth Crl+Z
[ Sysnane] user-interface aux O

[ Sysnane-ui-aux0] idle-tineout 1 0

lock
Syntax lock
View  User view
Parameters None

Description  Use the lock command to lock the current user interface to prevent unauthorized
users from operating the user interface.

With the execution of this command, the system prompts to enter and confirm
the password (up to 16 characters), and then locks the user interface.

To cancel the lock, press the Enter key and enter the correct password.
By default, the system will not lock the current user interface automatically.

Examples # Lock the current user interface.

<Sysname> | ock

Pl ease i nput password<l to 16> to lock current user termnal interface
Passwor d:

Agai n:

| ocked
# Cancel the lock.

Passwor d:
<Sysnane>
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modem

Syntax

View

Parameters

Description

Examples

modem [ both | call-in | call-out ]

undo modem [ both | call-in | call-out ]
AUX interface view

both: Allows both incoming and outgoing calls.
call-in: Allows incoming calls only.

call-out: Allows outgoing calls only.

Use the modem command to enable the switch-side modem to accept incoming
calls, initiate outgoing calls, or both.

Use the undo modem command to remove the modem dial-up configuration.

By default, modem calls are not allowed.

# Enable the modem to accept both incoming and outgoing calls.

<Sysnane> systemvi ew

System View. return to User Viewwth Crl+Z
[ Sysnane] user-interface aux O

[ Sysnane- ui - aux0] nbdem bot h

modem auto-answer

Syntax

View
Parameters

Description

Examples

modem auto-answer

undo modem auto-answer
AUX interface view
None

Use the modem auto-answer command to configure the switch-side modem to
operate in the auto-answer mode.

Use the undo modem auto-answer command to restore the default.

By default, the switch-side modem operates in the manual answer mode.

# Configure the switch-side modem to operate in the auto-answer mode.

<Sysnane> system Vi ew

System View return to User Viewwith Crl+Z
[ Sysnane] user-interface aux O

[ Sysnane- ui - aux0] nbdem aut o- answer
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modem timer answer

Syntax

View

Parameters

Description

Examples

modem timer answer seconds

undo modem timer answer
AUX interface view

seconds: Timeout time in seconds, ranging from 1 to 60. The default is 30
seconds.

Use the modem timer answer command to set the maximum amount of time
that the modem waits for the carrier signal after the off-hook action during
incoming call connection setup.

Use the undo modem timer answer command to restore the default.

# Set the maximum amount of time that the switch-side modem waits for the
carrier signal after the off-hook action to 45 seconds.

<Sysnanme> system vi ew

System View return to User Viewwith Crl+Z
[ Sysnane] user-interface aux O

[ Sysnane- ui - aux0] nodem timer answer 45

parity

Syntax

View

Parameters

Description

parity { even | mark | none | odd | space }

undo parity
AUX interface view

even: Performs even checks.
mark: Performs mark checks.
none: Does not check.

odd: Performs odd checks.

space: Performs space checks.

Use the parity command to set the check mode of the user interface.
Use the undo parity command to revert to the default check mode.

No check is performed by default.
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3Com S7900E Ethernet switches support the even, none, and odd check modes
only. To establish the connection again, you need to modify the configuration of
the termination emulation utility running on your PC accordingly.

# Set to perform mark checks.

<Sysnane> systemvi ew

System View. return to User Viewwth Crl+Z
[ Sysnane] user-interface aux O

[ Sysnanme-ui -aux0] parity mark

protocol inbound

Syntax

View

Parameters

Description

Related command:

AN

Examples

protocol inbound { all | ssh | telnet }
VTY interface view

all: Supports both Telnet protocol and SSH protocol.
ssh: Supports SSH protocol.

telnet: Supports Telnet protocol.

Use the protocol inbound command to configure the user interface to support
specified protocols.

Both Telnet and SSH protocols are supported by default.

user-interface vty.

CAUTION: If you want to configure the user interface to support SSH, to ensure a
successful login, you must first configure the authentication mode to scheme on
the user interface. If you set the authentication mode to password or none, the
protocol inbound ssh command will fail. Refer to “authentication-mode” on
page 60.

# Configure VTY 0 to support only SSH protocol.

<Sysnane> systemvi ew

System View return to User Viewwith Crl+Z
[ Sysnane] user-interface vty O

[ Sysnane-ui -vty0] protocol inbound ssh

screen-length

Syntax

View

screen-length screen-length

undo screen-length

User interface view
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Parameters screen-length: Number of lines the screen can contain. This argument ranges from
0 to 512 and defaults to 24.
Description  Use the screen-length command to set the number of lines the terminal screen
can contain.
Use the undo screen-length command to revert to the default number of lines.
You can use the screen-length 0 command to disable the function to display
information in pages.
Examples # Set the number of lines the terminal screen can contain to 20.
<Sysnane> systemvi ew
System View return to User Viewwth Crl+Z
[ Sysnane] user-interface aux O
[ Sysnane- ui - aux0] screen-length 20
send
Syntax send { all | number | type number }
View  User view
Parameters all: Specifies to send messages to all user interfaces.
type: User interface type.
number: Absolute user interface index or relative user interface index.
m Relative user interface index: If you provide the type argument, the number
argument indicates the user interface index of the type. When the type is AUX,
number is 0; when the type is VTY, number ranges from 0 to 4.
= Absolute user interface index: If you do not provide the type argument, the
number argument indicates the absolute user interface index, and ranges from
0 to 5.
Description  Use the send command to send messages to a specified user interface or all user
interfaces.
Examples # Send messages to all user interfaces.

<Sysnanme> send al |

Enter nmessage, end with CTRL+Z or Enter; abort with CTRL+C
hel | o*Z

Send nessage? [Y/ Ny

<Sysnane>

* k%
* k%

***NMessage fromvty0 to vtyO

* k%
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hello

<Sysnane>

service-type

Syntax

View

Parameters

Description

service-type { ftp | lan-access | { ssh | telnet | terminal }* [ level /eve/ ] }

undo service-type { ftp | lan-access | { ssh | telnet | terminal }* }
Local user view

ftp: Specifies the users to be of FTP type.

lan-access: Specifies the users to be of LAN-access type, which normally means
Ethernet users, such as 802.1x users.

ssh: Specifies the users to be of SSH type.
telnet: Specifies the users to be of Telnet type.

terminal: Makes terminal services available to users logging in through the
Console port.

level /evel. Specifies the user level for Telnet users, Terminal users, or SSH users.
The level argument ranges from 0 to 3 and defaults to 0.

Use the service-type command to specify the login type and the corresponding
available command level.

Use the undo service-type command to cancel login type configuration.

Commands fall into four command levels: visit, monitor, system, and manage,
which are described as follows:

m Visit level: Commands of this level are used to diagnose network and change
the language mode of user interface, such as the ping, tracert. The Telnet
command is also of this level. Commands of this level cannot be saved in
configuration files.

= Monitor level: Commands of this level are used to maintain the system, to
debug service problems, and so on. The display and debugging command
are of monitor level. Commands of this level cannot be saved in configuration
files.

= System level: Commands of this level are used to configure services.
Commands concerning routing and network layers are of system level. You can
utilize network services by using these commands.

= Manage level: Commands of this level are for the operation of the entire
system and the system supporting modules. Services are supported by these
commands. Commands concerning file system, file transfer protocol (FTP),
trivial file transfer protocol (TFTP), downloading using XModem, user
management, and level setting are of administration level.
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Examples

# Configure commands of level O are available to the users logging in using the
user name of zbr.

<Sysnane> system vi ew

System View return to User Viewwth Crl+Z

[ Sysnane] |ocal -user zbr

[ Sysnanme- | user-zbr] service-type telnet level 0

# To verify the above configuration, you can quit the system, log in again using the
user name of zbr, and then list the available commands, as listed in the following.

[ Sysnane] quit
<Sysname> ?
User vi ew conmands:

cluster Run cl uster conmand

pi ng Ping function

qui t Exit from current command vi ew

super Set the current user priority |evel

tel net Est abli sh one TELNET connecti on

tracert Trace route function

undo Undo a command or set to its default status

set authentication password

Syntax

View

Parameters

Description

set authentication password { cipher | simple } password

undo set authentication password
User interface view

cipher: Specifies to display the local password in encrypted text when you display
the current configuration.

simple: Specifies to display the local password in plain text when you display the
current configuration.

password: Password. The password must be in plain text if you specify the simple
keyword in the set authentication password command. If you specify the
cipher keyword, the password can be in either encrypted text or plain text.
Whether the password is in encrypted text or plain text depends on the password
string entered. Strings containing up to 16 characters (such as 123) are regarded
as plain text passwords and are converted to the corresponding 24-character
encrypted password (such as !TP<*EMUHL,408'W7TH!Q!!). A encrypted
password must contain 24 characters and must be in ciphered text (such

as ITP<*EMUHL,408'W7TH!IQ!).

Use the set authentication password command to set the local password.

Use the undo set authentication password command to remove the local
password.

Note that only plain text passwords are expected when users are authenticated.
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By default. modem users and Telnet users need to provide their passwords to log
in. If no password is set, the “Login password has not been set!” message appears
on the terminal when users log in.

Examples # Set the local password of VTY 0 to “123".

<Sysnane> systemvi ew

System View. return to User Viewwth Crl+Z

[ Sysnane] user-interface vty O

[ Sysnane-ui -vty0] set authentication password sinple 123

shell
Syntax shell
undo shell
View User interface view
Parameters None
Description  Use the shell command to make terminal services available for the user interface.

Use the undo shell command to make terminal services unavailable to the user

interface.

By default, terminal services are available in all user interfaces.

Note the following when using the undo shell command:

m This command is available in all user interfaces except the AUX user interface,
because the AUX port (also the Console) is exclusively used for configuring the
switch.

m This command is unavailable in the current user interface.

m This command prompts for confirmation when being executed in any valid user
interface.

Examples # Log into user interface 0 and make terminal services unavailable in VTY O

through VTY 4.

<Sysnanme> systemvi ew

System View return to User Viewwith Crl+Z

[ Sysnane] user-interface vty 0 4

[ Sysnane- ui - vty0-4] undo shell

% Di sabl e ui-vty0-4 , are you sure ? [Y/ Ny

speed

Syntax

speed speed-value
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View

Parameters

Description

=

Examples

undo speed
AUX interface view

speed-value: Transmission speed (in bps). This argument can be 300, 600, 1200,
2400, 4800, 9600, 19,200, 38,400, 57,600, 115,200 and defaults to 9,600.

Use the speed command to set the transmission speed of the user interface.
Use the undo speed command to revert to the default transmission speed.

After you use the speed command to configure the transmission speed of the
AUX user interface, you must change the corresponding configuration of the
terminal emulation program running on the PC, to keep the configuration
consistent with that on the switch.

# Set the transmission speed of the AUX user interface to 9600 bps.

<Sysnane> systemvi ew

System View return to User Viewwth Crl+Z
[ Sysnane] user-interface aux O

[ Sysnane- ui - aux0] speed 9600

stopbits

Syntax

View

Parameters

Description

s

Examples

stopbits {1]1.5|2}

undo stopbits
AUX interface view

1: Sets the stop bits to 1.
1.5: Sets the stop bits to 1.5.

2: Sets the stop bits to 2.

Use the stopbits command to set the stop bits of the user interface.
Use the undo stopbits command to revert to the default stop bits.
By default, the stop bits is 1.

The stopbits cannot be 1.5 on an S7900E Ethernet switch.

# Set the stop bits to 2.

<Sysnanme> system vi ew
System View return to User Viewwith Crl+Z
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[ Sysnane] user-interface aux O
[ Sysnane- ui - aux0] stopbits 2

sysname
Syntax sysname string
undo sysname
View  System view

Parameters string: System name of the switch. This argument can contain 1 to 30 characters
and defaults to 3Com.

Description  Use the sysname command to set a system name for the switch.
Use the undo sysname command to revert to the default system name.
The CLI prompt reflects the system name of a switch. For example, if the system
name of a switch is “3Com”, then the prompt of user view is <S7900E>.

Examples # Set the system name of the switch to ABC.
<Sysnane> systemvi ew
System View return to User Viewwith Crl+Z
[ Sysnane] sysname ABC
[ ABC]
telnet
Syntax telnet remote-system [ port-number ] [ source { ip ip-address | interface
interface-type interface-number} |
View  User view

Parameters remote-system: IP address or host name of the remote system. The host name is a
string of 1 to 20 characters, which can be specified using the ip host command.
port-number: TCP port number assigned to Telnet service on the remote system, in
the range 0 to 65535.
ip-address: Source IP address of the packets sent by the Telnet client.
interface-type interface-number: Type and number of the interface through which
the Telnet client sends packets.

Description  Use the telnet command to Telnet to another switch from the current switch to

manage the former remotely. You can terminate a Telnet connection by pressing
<Ctrl + K>.
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Related commands:

display tcp status, display ip host.

Examples # Telnet to the switch with the host name of Sysname2 and IP address of
129.102.0.1 from the current switch (with the host name of Sysname1).
<Sysnanmel> tel net 129.102.0.1
Trying 129.102.0.1 ...

Press CTRL+K to abort
Connected to 129.102.0.1 ...
* Copyright (c) 2004-2007 3Com Corporation Al rights reserved. *
* Wthout the owner’s prior witten consent, *
* no deconpiling or reverse-switch fabricering shall be all owed. *
<Sysnane2>
telnet ipv6
Syntax telnet ipv6 remote-system [ -i interface-type interface-number ] [ port-number |
View  User view
Parameters remote-system: IPv6 address or host name of the remote system. An IPv6 address
can be up to 46 characters; a host name is a string of 1 to 20 characters.
-i interface-type interface-number: Specifies the outbound interface by interface
type and interface number. The outbound interface is required when the
destination address is a local link address.
port-number: TCP port number assigned to Telnet service on the remote system, in
the range 0 to 65535 and defaults to 23.
Description  Use the telnet ipv6 command to telnet to a remote device for remote
management. You can terminate a Telnet connection by pressing <Ctrl + K>.
Examples # Telnet to the device with IPv6 address 3001::1.

<Sysnanme> tel net ipv6 3001::1
Trying 3001::1 ...

Press CTRL+K to abort
Connected to 3001::1 ...

R R R R R Sk R R R S S S S S S S S R R R R R R R R Sk kS Sk Sk Sk Sk Sk Sk kS Sk Sk kS kS Sk Sk kS

* Copyright (c) 2004-2007 3Com Corporation All rights reserved. *
* Wthout the owner’s prior witten consent, *
* no deconpiling or reverse-switch fabricering shall be all owed. *
R R R R R R S S R S S S S S R R R R R R R R Sk kS kS Sk kS Sk kS kS Sk kS
<Sysname>

telnet client source

Syntax

telnet client source { ip ip-address | interface interface-type interface-number }



View
Parameters

Description

Examples
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undo telnet client source
System view
None

Use the telnet client source command to specify the source IP address or source
interface for the Telnet packets to be sent.

Use the undo telnet client source command to remove the source IP address
or source interface configured for Telnet packets.

By default, source IP address or source interface of the Telnet packets sent is not
configured.

# Specify the source IP address for Telnet packets.

<Sysnane> systemvi ew
[ Sysnane] telnet client source ip 129.102.0.2

# Remove the source IP address configured for Telnet packets.

[ Sysnane] undo telnet client source

telnet server enable

Syntax

View
Parameters

Description

Examples

telnet server enable

undo telnet server enable
System view
None

Use the telnet server enable command to make the switch to operate as a
Telnet Server.

Use the undo telnet server enable command disable the switch from
operating as a Telnet server.

By default, a switch does not operate as a Telnet server.

# Make the switch to operate as a Telnet Server.

<Sysnane> systemvi ew
[ Sysnane] tel net server enable
% Start Tel net server

# Disable the switch from operating as a Telnet server.

[ Sysnane] undo tel net server enable
% Cl ose Tel net server
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terminal type

Syntax

View

Parameters

Description

Examples

terminal type { ansi | vt100 }

undo terminal type
User interface view

ansi: Specifies the terminal display type to ANSI.

vt100: Specifies the terminal display type to VT100.

Use the terminal type command to configure the type of terminal display.
Use the undo terminal type command to restore the default.
Currently, the system support two types of terminal display: ANSI and VT100.

By default, the terminal display type is ANSI. The device must use the same display
type as the terminal. If the terminal uses VT 100, the device should also use VT
100.

# Set the terminal display type to VTY 100.

<Sysnanme> system vi ew

System View return to User Viewwth Crl+Z
[ Sysnane] user-interface vty 0

[ Sysnane-ui-vty0] term nal type vt100

user-interface
Syntax
View

Parameters

Description

Examples

user-interface [ type ] first-number [ last-number ]
System view

type: User interface type.

first-number: User interface index, which identifies the first user interface to be
configured.

last-number: User interface index, which identifies the last user interface to be
configured.

Use the user-interface command to enter one or more user interface views to
perform configuration.

# Enter VTY 0 user interface view.

<Sysnane> systemvi ew
System View return to User Viewwth Crl+Z
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[ Sysnane] user-interface vty O
[ Sysnane- ui - vt y0]

user privilege level

Syntax

View
Parameters

Description

Examples

user privilege level /eve/

undo user privilege level
User interface view
level: Command level ranging from 0 to 3.

Use the user privilege level command to configure the command level
available to the users logging into the user interface.

Use the undo user privilege level command to revert to the default command
level.

By default, the commands of level 3 are available to the users logging into the
AUX user interface. The commands of level O are available to the users logging
into VTY user interfaces.

# Configure that commands of level O are available to the users logging into VTY
0.

<Sysnane> systemvi ew

System View. return to User Viewwth Crl+Z
[ Sysnane] user-interface vty O

[ Sysnane-ui -vty0] user privilege level 0

# You can verify the above configuration by Telnetting to VTY 0 and displaying the
available commands, as listed in the following.

<Sysname> ?
User view commands:

cluster Run cl uster conmand

| anguage- node Speci fy the | anguage environnent

pi ng Ping function

qui t Exit from current command vi ew
super Set the current user priority |evel
t el net Establ i sh one TELNET connecti on
tracert Trace route function

undo Undo a conmand or set to its default status
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USER LOGIN COMMANDS

acl

Syntax

View

Parameters

Description

Examples

acl [ ipv6 ] acl-number { inbound | outbound }

undo acl [ ipv6 ] { inbound | outbound }
User interface view

acl-number: ACL number ranging from 2000 to 4999, where:
m 2000 to 2999 for basic IPv4 ACLs

= 3000 to 3999 for advanced IPv4 ACLs

= 4000 to 4999 for Layer 2 ACLs

ipv6 ac/-number: IPv6 ACL number ranging from 2000 to 3999.
inbound: Filters the users Telnetting to the current switch.

outbound: Filters the users Telnetting to other switches from the current switch.

Use the acl command to apply an ACL to filter Telnet users.

Use the undo acl command to disable the switch from filtering Telnet users using
the ACL.

Note that if you use Layer 2 ACL rules, you can only choose the inbound keyword
in the command here.

# Apply ACL 2000 to filter users Telnetting to the current switch (assuming that
ACL 2,000 already exists.)

<Sysnanme> system Vi ew

System View return to User Viewwith Crl+Z
[ Sysnane] user-interface vty 0 4

[ Sysnane-ui -vty0-4] acl 2000 i nbound

snmp-agent community

Syntax

snmp-agent community { read | write } community-name [ mib-view
view-name | acl acl-number 1*
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View

Parameters

Description

Examples

undo snmp-agent community community-name
System view

read: Specifies that the community has read-only permission in the specified view.

write: Specifies that the community has read/write permission in the specified
view.

community-name: Community name, a string of 1 to 32 characters.
mib-view: Sets the name of the MIB view accessible to the community.
view-name: MIB view name, a string of 1 to 32 characters.

acl acl-number: Specifies the ACL number. The ac/-number argument ranges from
2,000 to 2,999.

Use the snmp-agent community command to set a community name and to
enable users to access the switch through SNMP. You can also optionally use this
command to apply an ACL to filter network management users.

Use the undo snmp-agent community command to cancel community-related
configuration for the specified community.

By default, SNMPv1 and SNMPv2c access a switch by community names.

# Set the community name to “h3c”, enable users to access the switch in the
name of the community (with read-only permission), and apply ACL 2,000 to filter
network management users (assuming that ACL 2000 already exists.)

<Sysnane> systemvi ew
System View return to User Viewwth Crl+Z
[ Sysnane] snnp-agent community read h3c acl 2000

snmp-agent group

Syntax

View

Parameters

snmp-agent group { v1 | v2c } group-name [ read-view read-view |
[ write-view write-view ] [ notify-view notify-view ] [ acl acl-number ]

undo snmp-agent group { v1 | v2c } group-name
snmp-agent group v3 group-name [ authentication | privacy ] [ read-view
read-view ] [ write-view write-view ] [ notify-view notify-view | [ acl

acl-number ]

undo snmp-agent group v3 group-name | authentication | privacy |
System view

v1: Specifies to adopt v1 security scheme.



Description

Examples
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v2c: Specifies to adopt v2c¢ security scheme.
v3: Specifies to adopt v3 security scheme.
group-name: Group name, a string of 1 to 32 characters.

authentication: Specifies to authenticate SNMP data without encrypting the
data.

privacy: Authenticates and encrypts packets.

read-view: Sets a read-only view.

read-view: Name of the view to be set to read-only, a string of 1 to 32 characters.
write-view: Sets a readable & writable view.

write-view: Name of the view to be set to readable & writable, a string of 1 to 32
characters.

notify-view: Sets a notifying view.

notify-view: Name of the view to be set to a notifying view, a string of 1 to 32
characters.

acl acl-number: Specifies an ACL. The acl-number argument ranges from 2000 to
2999.

Use the snmp-agent group command to configure a SNMP group. You can also
optionally use this command to apply an ACL to filter network management users.

Use the undo snmp-agent group command to remove a specified SNMP
group.

# Create a SNMP group named h3c and apply ACL 2001 to filter network
management users (assuming that ACL 2001 already exists).

<Sysnanme> system Vi ew
System View return to User Viewwith Crl+Z
[ Sysnane] snmp-agent group vl h3c acl 2001

snmp-agent usm-user

Syntax

snmp-agent usm-user { v1 | v2c } user-name group-name [ acl acl-number ]
undo snmp-agent usm-user { v1 | v2c } user-name group-name

snmp-agent usm-user v3 user-name group-name [ authentication-mode
{md5 | sha } auth-password [ privacy-mode { des56 | aes128 } priv-password | ]

[ acl acl-number |

undo snmp-agent usm-user v3 user-name group-name { local | switch
fabricid switch fabricid-string }
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View

Parameters

Description

Examples

System view

v1: Specifies to adopt v1 security scheme.

v2c: Specifies to adopt v2c¢ security scheme.

v3: Specifies to adopt v3 security scheme.

user-name: User name, a string of 1 to 32 characters.

group-name: Group name the user corresponds to, a string of 1 to 32 characters.
authentication-mode: Specifies to authenticate users.

md5: Specifies the authentication protocol to be HMAC-MD5-96.

sha: Specifies the authentication protocol to be HMAC-SHA-96.

auth-password: Authentication password. This argument can be of 1 to 64
characters.

privacy: Specifies to encrypt data.

des56: Specifies the privacy protocol to be Data Encryption Standard (DES for
short).

aes128: Specifies the privacy protocol to be Advanced Encryption Standard (AES
for short).

priv-password: Encrypting password, a string of 1 to 64 characters.

acl acl-number: Specifies the ACL number. The acl-number argument ranges from
2,000 to 2,999.

local: Specifies the user to be a local user entity.
switch fabricid: Specifies the ID of the switch fabric associated with the user.

switch fabricid-string: Engine ID string, 10 to 64 even number of hexadecimal
numbers. Odd number of hexadecimal numbers, all-zero, or all-F hexadecimal
numbers are all regarded as invalid parameters.

Use the snmp-agent usm-user command to add a user to a specified SNMP
group. You can also optionally use this command to apply an ACL to filter network
management users.

Use the undo shmp-agent usm-user command to remove a user from the
corresponding SNMP group. The operation also frees the user from the
corresponding ACL-related configuration.

# Add the user named h3c to the SNMP group named h3cgroup, specifying to
authenticate the user, specifying the authentication protocol to be
HMAC-MD5-96, the authentication password to be abc, and applying ACL 2002
to filter network management users (assuming that ACL 2002 already exists).
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<Sysnane> systemvi ew

System View. return to User Viewwth Crl+Z

[ Sysnane] snnp-agent usmuser v3 h3c h3cgroup authenticati on-node nd
5 abc acl 2002
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ETHERNET PORT CONFIGURATION
COMMANDS

broadcast-suppression

Syntax

View

Parameters

Description

s

Examples

broadcast-suppression { ratio | pps max-pps }

undo broadcast-suppression
Ethernet port view, port group view

ratio: Maximum ratio of broadcast traffic to the total transmission capability of an
Ethernet port, in the range of 1 to 100. The smaller the ratio, the less broadcast
traffic is allowed to pass through the port.

pps max-pps: Specifies the maximum broadcast packet number per second for an
Ethernet port, in pps, representing packets per second. The value range of
max-pps varies with port types.

Use the broadcast-suppression command to configure the broadcast storm
suppression ratio for one or multiple ports.

Use the undo broadcast-suppression command to restore the default
broadcast storm suppression ratio.

By default, all broadcast traffic is allowed to pass through an Ethernet port, that is,
broadcast traffic is not suppressed.

If you execute this command in Ethernet port view, the configurations take effect
only on the current port. If you execute this command in port-group view, the
configurations take effect on all ports in the port group.

Note that when broadcast traffic exceeds the maximum value configured, the
system will discard the extra packets so that the broadcast traffic ratio falls below
the limit to ensure that the network functions properly.

Do not use the broadcast-suppression command along with the
storm-constrain command. Otherwise, the multicast storm suppression ratio
configured may get invalid.

# Allow broadcast traffic equivalent to 20% of the total transmission capability of
Ethernet 2/0/1 to pass and suppress the excessive broadcast packets.

<Sysnane> system Vi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et her net 2/ 0/ 1] br oadcast - suppr essi on 20
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# On all the ports of the manual port group named group1, allow broadcast
traffic equivalent to 20% of the total transmission capability of each port to pass
and suppress excessive broadcast packets.

<Sysnanme> system Vi ew

[ Sysnane] port-group nmanual groupl

[ Sysnanme- port-group manual groupl] group-nenber ethernet 2/0/1
[ Sysnanme- port-group manual groupl] group-nenber ethernet 2/0/2
[ Sysnane- port-group manual groupl] broadcast-suppression 20

description

Syntax

View
Parameters

Description

Examples

description text

undo description
Ethernet port view
text: Description of an Ethernet port, a string of 1 to 80 characters.

Use the description command to configure the description of an Ethernet port.
Use the undo description command to remove the description.

By default, the description of an Ethernet port is the port name followed by the
“interface” string, Ethernet2/0/1 Interface for example.

# Configure the description of port Ethernet 2/0/1 as lanswitch-interface.

<Sysnanme> system vi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] description |answitch-interface

display brief interface

Syntax

View

Parameters

display brief interface [ interface-type [ interface-number ] ][ |{ begin | include
| exclude } text |

Any view

interface-type: Type of a specified port.
interface-number: Number of a specified port.
|: Uses a regular expression to filter output information.

begin: Displays the line that matches the regular expression and all the
subsequent lines. For detailed description on regular expression, refer to
“Parameters” on page 1165.



Description

Related commands:

Examples

include: Displays the lines that match the regular expression.

exclude: Displays the lines that do not match the regular expression.
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text: Regular expression. a string of 1 to 256 characters. Note that this argument is

case-sensitive.

Use the display brief interface command to display brief port information,
including simple port name, link state, protocol link state, protocol type, and main

IP address.

m [f neither port type nor port number is specified, all port information will be

displayed;

m If only port type is specified, then only information of this particular type of

port will be displayed.

m [f both port type and port number are specified, then only information of the

specified port will be displayed.
interface.

# Display brief information of port(s).

<Sysnane> di splay brief interface

The brief information of interface(s) under route node:

I nterface Li nk Protocol -1ink Protocol type
LoopO uP UP( spoof i ng) LooP

NULLO uP UP( spoof i ng) NULL

TunO DOWN DOVWN TUNNEL

VI anl DOWN DOVWN ETHERNET

VI an2 uP upP ETHERNET

The brief information of interface(s) under bridge node:

I nterface Li nk Speed Dupl ex Li nk-type
Et h2/0/ 1 DOWN auto auto access

Et h2/ 0/ 2 uP 100M a) full (a) access

Et h2/0/ 3 DOVWN aut o auto access

Et h2/ 0/ 4 DOWN auto auto access

Et h2/0/5 DOWN auto auto access

Et h2/ 0/ 6 DOVWN auto auto access

Et h2/ 0/ 7 DOVWN auto auto access
(The remain output information is omitted.)

# Display brief port information that contains the string UP.
<Sysnane> di splay brief interface | include UP

The brief information of interface(s) under route node:
Interface Li nk Protocol -1ink Protocol type
LoopO uP UP( spoof i ng) LooP

NULLO uP UP( spoof i ng) NULL

VI an2 UP UP ETHERNET

The brief information of interface(s) under bridge node:

I nterface Li nk Speed Dupl ex Li nk-type
Et h2/ 0/ 2 uP 100M a) full (a) access

Main | P
10.1.1.1
2.2.2.2
1.1.1.1

PVI D

1

1

1

1

1

1

1
Main | P
10.1.1.1
1.1.1.1

PVI D

1
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Table 4 Field descriptions of the display brief interface command.

Field Description

The brief information of interface(s) Brief information of port(s) in route mode

under route mode

Interface Port name

Link Port physical link state, which can be up or down

Protocol-link Port protocol link state, which can be up or down

Protocol type Port protocol type

Main IP Main IP

The brief information of interface(s) Brief information of port(s) in bridge mode

under bridge mode

Speed Port rate, in bps

Duplex Duplex mode, which can be half (half duplex), full
(full duplex), or auto (auto-negotiation).

PVID Default VLAN ID

Table 5 Acronyms for different types of ports

Port name Acronyms
Ethernet Eth
GigabitEthernet GE
Ten-GigabitEthernet XGE

display interface
Syntax
View

Parameters

Description

Related commands:

Examples

display interface [ interface-type [ interface-number ] ]
Any view

interface-type: Type of a specified port.

interface-number: Number of a specified port.

Use the display interface command to display the current state of a specified
port and related information.

m [f neither port type nor port number is specified, all port information will be
displayed;

m If only port type is specified, then only information of this particular type of
port will be displayed.

m If both port type and port number are specified, then only information of the
specified port will be displayed.

interface.

# Display the current state of port Ethernet 2/0/1 and related information.
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<Sysnane> di splay interface ethernet 2/0/1

Et hernet2/0/1 current state:
PKTFMI_ETHNT_2, Hardwar e Address:
Et hernet2/0/1 Interface

| P Packet Franme Type:
Descri ption:
Loopback is not set

Media type is twisted pair,
unknown- dupl ex node
Li nk speed type is autonegotiation,

Unknown- speed node,

Fl ow- contr ol

i's not enabl ed

DOWN
000f - e200- 2200

Port hardware type is 100 _BASE TX

link duplex type is autonegotiatio

The Maxi mum Frane Length is 1536

Br oadcast MAX-ratio: 100%

Uni cast MAX-ratio: 100%

Mul ticast MAX-ratio: 100%

PVID: 1

Mli type: auto

Link delay is 0O(sec)

Port |ink-type: access
Tagged VLAN I D : none

Untagged VLAN ID : 1
Port priority: O

Last 300 seconds input:
Last 300 seconds out put:

0 packets/sec 0 bytes/sec
0 packets/sec 0 bytes/sec

-%
-%

Input (total): O packets, O bytes
0 broadcasts, 0 nulticasts
Input (normal): O packets, - bytes
0 broadcasts, 0 nulticasts
Input: O input errors, O runts, O giants, O throttles
0 CRC, O frame, - overruns, 0 aborts
- ignored, - parity errors
Qutput (total): O packets, O bytes
0 broadcasts, 0 nulticasts, 0 pauses
Qutput (normal): O packets, - bytes
0 broadcasts, O multicasts, 0 pauses
Qutput: O output errors, - underruns, - buffer failures

0 aborts,
O lost carrier, -

0 deferred, O collisions,

O late collisions
no carrier

Table 6 Field descriptions of the display interface command (in bridge mode)

Field

Description

Ethernet2/0/1 current state
IP Packet Frame Type
Hardware address
Description

Loopback is not set

Unknown-speed mode
unknown-duplex mode

Link speed type is auto negotiation
link duplex type is auto negotiation
Flow-control is not enabled

The Maximum Frame Length
Broadcast MAX-ratio

Current physical link state of the Ethernet port
Frame type of the Ethernet port

Hardware address

Description of the port

Loopback is not configured

Unknown-speed mode, in which mode speed is
negotiated between the current host and the peer

unknown-duplex mode, in which mode speed is
negotiated between the current host and the peer

Link speed type is auto negotiation

Link duplex type is auto negotiation
Flow-control is not enabled

The maximum frame length allowed on a port

Broadcast storm suppression ratio (the maximum ratio of
allowed number of broadcast packets to overall traffic
through a port)
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Table 6 Field descriptions of the display interface command (in bridge mode)

Field

Description

Unicast MAX-ratio

Multicast MAX-ratio

PVID
Mdi type
Link delay

Port link-type

Tagged VLAN ID
Untagged VLAN ID
Last 300 seconds input

Last 300 seconds output

Input (total):
Input (normal):
Input:

Output (total):
Output (normal):
Output:

Unicast storm suppression ratio (the maximum ratio of
allowed number of unknown unicast packets to overall
traffic through a port)

Multicast storm suppression ratio (the maximum ratio of
allowed number of multicast packets to overall traffic
through a port)

Default VLAN ID
Cable type

Suppression time of physical-link-state changes on an
Ethernet Port.

Port link type, which could be access, trunk, and hybrid.
Identify the VLANSs that need Tag markers
Identify the VLANSs that do not need Tag markers

Average input rate over the last 300 seconds,; among
which:

= packets/sec indicates the average input rate in terms
of the average number of the packets received per
second.

= bytes/sec indicates the average input rate in terms of
the average number of bytes received per second.

= X% indicates the percentage of this average input rate
to the total bandwidth, where “-" indicates that the
rate is greater than the maximum value that can be
displayed.

Average output rate over the last 300 seconds, among
which:

= packets/sec indicates the average output rate in
terms of the average number of the packets output
per second.

= bytes/sec indicates the average output rate in terms
of the average number of bytes output per second.

= X% indicates the percentage of this average output
rate to the total bandwidth, where “-" indicates that
the rate is greater than the maximum value that can
be displayed.

Error statistics on the port inbound and outbound
packets, underscore indicates that the corresponding
entry is invalid

display loopback-detection
Syntax display loopback-detection

View Any view
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None

Use the display loopback-detection command to display loopback detection
information on a port

If loopback detection is already enabled, this command will also display the
detection interval and information on the ports currently detected with a
loopback.

# Display loopback detection information on a port.

<Sysnanme> di spl ay | oopback-detection
Loopback-detection i s running
Detection interval time is 30 seconds
No port is detected with | oopback

Table 7 Field descriptions of the display loopback-detection command.

Field Description

Loopback-detection is running Loopback-detection is running
Detection interval time is 30 seconds  Detection interval is 30 seconds
No port is detected with loopback No port is currently being detected with a loopback

display port-group manual

Syntax
View

Parameters

Description

Examples

display port-group manual [all | name port-group-name |
Any view

all: Specifies all the manual port groups.

name port-group-name: Specifies the name of a manual port group, a string of 1
to 32 characters.

Use the display port-group manual command to display the information
about a manual port group or all the manual port groups.

m [If you provide the port-group-name argument, this command displays the
details for a specified manual port group, including its name and the Ethernet
ports included.

m If you provide the all keyword, this command displays the details for all manual
port groups, including their names and the Ethernet ports included.

m Absence of parameters indicates that the names of all port groups will be
displayed.

# Display the names of all the port groups.

<Sysname> di spl ay port-group manual
The followi ng manual port group exist(s):
groupl group?2

# Display details of all the manual port groups.



96 CHAPTER 3: ETHERNET PORT CONFIGURATION COMMANDS

<Sysnanme> di spl ay port-group manual all
Mermber of groupl:
Et hernet 2/ 0/ 4 Et hernet 2/ 0/ 6

Mermber of group2:
None

Table 8 Field descriptions of the display port-group manual command

Field Description

The following manual port group exist(s) List of the existing port groups
Member of group Member of the manual port group

display storm-constrain

Syntax

View

Parameters

Description

Examples

display storm-constrain [ broadcast | multicast ] [ interface interface-type
interface-number ]

Any view

broadcast: Displays the information about storm constrain for broadcast packets.
multicast: Displays the information about storm constrain for multicast packets.

interface interface-type interface-number: Specifies a port by its number and
type. The storm constrain information about the port will be displayed.

Use the display storm-constrain command to display the information about
storm constrain.

If you provide no argument or keyword, this command displays the information
about storm constrain for all types of packets on all the ports.

# Display the information about storm constrain for all types of packets on all the
ports.

<Sysnane> di splay stormconstrain
Flow Statistic Interval: 10(second)
Por t Nare St orniType LowerLimit UpperLimt Ctr-node Status Trap Log Sw - num

Et h2/0/ 1 broadcast 50 200 N A normal on on O
Table 9 Field descriptions of the display storm-constrain command

Field Description

Flow Statistic Interval  Interval for generating storm constrain statistics

PortName Simplified port index

StormType Type of the packets for which storm constrain function is enabled,

which can be broadcast (for broadcast packets), multicast (for
multicast packets)

LowerLimit Lower threshold (in pps)
UpperLimit Upper threshold (in pps)
Ctr-mode Action to be taken when the upper threshold is reached, which can

be block, shutdown, and N/A.



97

Table 9 Field descriptions of the display storm-constrain command

Field Description

Status Port state, which can be normal (indicating the port operates
properly), control (indicating the port is blocked or shut down).

Trap State of trap messages sending. “on” indicates trap message sending
is enabled; “off"” indicates trap message sending is disabled.

Log State of log sending. “on” indicates log sending is enabled; “off”
indicates log sending is disabled.

Swi-num Number of the forwarding state switching.
This field is numbered modulo 65,536.

duplex

Syntax duplex { auto | full | half }

undo duplex
View Ethernet port view

Parameters auto: Indicates that the port is in an auto-negotiation state.
full: Indicates that the port is in a full-duplex state.

half: Indicates that the port is in a half-duplex state.

Description  Use the duplex command to configure the duplex mode for an Ethernet port.

Use the undo duplex command to restore the duplex mode for an Ethernet port
to the default.

By default, the duplex mode for an Ethernet port is auto.

Related commands: speed.

@ You are recommended to configure the same rate and duplex mode for two
interconnected ports to avoid packet loss.

Examples # Configure the port Ethernet 2/0/1 to work in full-duplex mode.

<Sysnane> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] dupl ex full

flow-control

Syntax flow-control

undo flow-control
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View
Parameters

Description

s

Ethernet port view
None

Use the flow-control command to enable flow control on an Ethernet port.

Use the undo flow-control command to disable flow control on an Ethernet
port.

By default, flow control on an Ethernet port is disabled.

The flow control function takes effect on the local Ethernet port only when it is
enabled on both the local and peer devices.

Examples # Enable flow control on port Ethernet 2/0/1.
<Sysnane> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] fl ow control
flow-interval
Syntax flow-interval interval
undo flow-interval
View Ethernet port view
Parameters interval: Interval for collecting port statistics, in the range 5 to 300 (in seconds).
Note that this argument must be a multiple of 5. The system default is 300
seconds.
Description  Use the flow-interval command to set the interval for collecting port statistics.
Use the undo flow-interval command to restore the default.
Examples # Set the interval for collecting statistics to 100 seconds on Ethernet 2/0/1.

<Sysnane> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] flowinterval 100

group-member

Syntax

View

group-member interface-list

undo group-member interface-list

Port group view
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Parameters interface-list. Ethernet port list, in the form of interface-type interface-number [ to
interface-type interface-number ] &<1-10>, where &<1-10> indicates that you
can specify up to 10 port or port ranges

Description  Use the group-member command to add an Ethernet port to a specified manual
port group.

Use the undo group-member command to remove a specified Ethernet port
from a manual port group.
By default, a manual port group is empty, that is, there is no Ethernet port in it.
Examples # Add port Ethernet 2/0/1 to the manual port group named group 1.
<Sysnane> systemvi ew
[ Sysnane] port-group nmanual groupl
[ Sysnanme- port - group- manual - groupl] group-nenber ethernet 2/0/1
interface
Syntax interface interface-type interface-number
View  System view
Parameters interface-type interface-number: Port type and port number.
Description  Use the interface command to enter the related port view.
Examples # Enter Ethernet 2/0/1 port view.

<Sysnanme> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et her net 2/ 0/ 1]

jumboframe enable

Syntax

View

Parameters

Description

jumboframe enable [ value ]

undo jumboframe enable
Ethernet port view, port group view

value: Maximum frame length allowed on an Ethernet port. This argument ranges
from 1536 to 9216 (in bytes) and defaults to 1536.

Use the jumboframe enable command to enable the forwarding of jumbo
frames and set the maximum frame length allowed on an Ethernet port.
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s

Use the undo jumboframe enable command to set the maximum frame
length allowed on an Ethernet port to 1518 bytes.

By default, the maximum frame length allowed on an Ethernet port is 1536 bytes.

You can configure in Ethernet port view or port-group view to allow jumbo frames
with specified length to pass through Ethernet ports.

m Execution of this command under Ethernet port view will only apply the
configuration to the current Ethernet port.

m Execution of this command under port group view will apply the configurations
to all the ports in the port group.

If you execute the jumboframe enable command repeatedly, the latest
configuration takes effect.

Examples # Enable jumbo frames under 1560 bytes to pass through Ethernet port 2/0/1.
<Sysnanme> system vi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] j unbofrane enabl e 1560
# Enable jumbo frames to pass through all the Ethernet ports in the manual port
group named group1.
[ Sysnane- Et hernet 2/ 0/ 1] quit
[ Sysnane] port-group nmanual groupl
[ Sysnane- port-group manual groupl] group-nenber ethernet 2/0/2
[ Sysnane- port-group manual groupl] group-nmenber ethernet 2/0/3
[ Sysnane- port-group manual groupl] junbofrane enable
link-delay
Syntax link-delay delay-time
undo link-delay
View Ethernet port view

Parameters delay-time: Up/down suppression time for the physical connection of an Ethernet
port (in seconds). The value ranges from 0 to 30. The system default is 0.

Description  Use the link-delay command to configure the suppression time of

physical-link-state changes on an Ethernet Port.
Use the undo link-delay command to restore the default suppression time.

The default suppression time of physical-link-state changes on an Ethernet port is
0 seconds, indicating that if the port state changes, the port reports the change to
the system immediately.
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Examples # Set the up/down suppression time of the physical connection of an Ethernet port
to 8 seconds.
<Sysnane> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet2/0/ 1] |ink-delay 8
loopback
Syntax loopback { external | internal }
View Ethernet port view

Parameters external: Enables external loopback test on an Ethernet port.
internal: Enables internal loopback test on an Ethernet port.

Description  Use the loopback command to enable Ethernet port loopback test.

s

Examples

By default, Ethernet port loopback test is disabled.

m FEthernet port loopback test should be enabled while testing certain
functionalities, such as during the initial identification of any network failure.

m  While enabled, Ethernet port loopback test will work in a full-duplex mode.
The port will return to its original state upon completion of the loopback
testing.

# Enable internal loopback test on Ethernet 2/0/1.

<Sysnanme> systemvi ew

[ Sysnane] interface ethernet 2/0/1

[ Sysnane- Et hernet 2/ 0/ 1] | oopback i nt er nal
Loop internal succeeded!

loopback-detection control enable

Syntax

View
Parameters

Description

loopback-detection control enable

undo loopback-detection control enable
Ethernet port view
None

Use the loopback-detection control enable command to enable loopback
detection for a Trunk port or Hybrid port.

Use the undo loopback-detection control enable command to restore the
default.
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Examples

By default, loopback detection for a Trunk port or Hybrid port is disabled.

= When the loopback detection is enabled, if a port has been detected with
loopback, it will be shutdown. A Trap message will be sent to the terminal and
the corresponding MAC address forwarding entries will be deleted.

m  When the loopback detection is disabled, if a port has been detected with
loopback, a Trap message will be sent to the terminal. The port is still working

properly.
By default, loopback detection for Trunk port and Hybrid port is disabled.

Note that this command is inapplicable to an Access port as its loopback detection
is enabled by default.

# Enable loopback detection for trunk port Ethernet 2/0/1.

<Sysnane> systemvi ew

[ Sysnane] | oopback-detection enable

[ Sysnane] interface ethernet 2/0/1

[ Sysnanme- Et hernet 2/ 0/ 1] port |ink-type trunk

[ Sysnane- Et hernet 2/ 0/ 1] | oopback-det ecti on enabl e

[ Sysnane- Et hernet 2/ 0/ 1] | oopback-detecti on control enable

loopback-detection enable

Syntax

View
Parameters

Description

Related commands:

loopback-detection enable

undo loopback-detection enable
System view, Ethernet port view
None

Use the loopback-detection enable command to enable loopback detection
globally or on a specified port.

Use the undo loopback-detection enable command to disable loopback
detection globally or on a specified port.

By default, loopback detection is disabled for an Access, Trunk, or Hybrid port.

m If an Access port has been detected with loopback, it will be shutdown. A Trap
message will be sent to the terminal and the corresponding MAC address If a
Trunk port or Hybrid port has been detected with loopback, a Trunk message
will be sent to the terminal. They will be shutdown if the loopback testing
function is enabled on them. In addition, a Trap message will be sent to the
terminal and the corresponding MAC address forwarding entries will be
deleted.

loopback-detection control enable.
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CAUTION:

m Loopback detection on a given port is enabled only after the
loopback-detection enable command has been issued in both system view and
the port view of the port.

m Loopback detection on all ports will be disabled after the issuing of the undo
loopback-detection enable command under system view.

# Enable loopback detection on port Ethernet 2/0/1.

<Sysnane> systemvi ew

[ Sysnane] | oopback-detection enable

[ Sysnane] interface ethernet 2/0/1

[ Sysnane- Et hernet 2/ 0/ 1] | oopback-det ecti on enabl e

loopback-detection interval-time

Syntax

View

Parameters

Description

Related commands:

Examples

loopback-detection interval-time time

undo loopback-detection interval-time
System view

time: Time interval for performing port loopback detection, in the range 5 to 300
(in seconds).

Use the loopback-detection interval-time command to configure time
interval for performing port loopback detection.

Use the undo loopback-detection interval-time command to restore the
default time interval for port loopback detection, which is 30 seconds.

display loopback-detection.

# Set the time interval for performing port loopback detection to 10 seconds.

<Sysnanme> systemvi ew
[ Sysnane] | oopback-detection interval-tinme 10

loopback-detection per-vian enable

Syntax

View

Parameters

loopback-detection per-vlan enable

undo loopback-detection per-vlan enable
Ethernet port view

None
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Description

Examples

Use the loopback-detection per-vlan enable command to enable loopback
detection in all VLANs with Trunk ports or Hybrid ports.

Use the undo loopback-detection per-vlan enable command to enable
loopback detection in the default VLAN with Trunk ports or Hybrid ports.

By default, loopback detection is only enabled in the default VLAN(s) with Trunk
ports or Hybrid ports.

Note that the loopback-detection per-vlan enable command is not applicable
to Access ports.

# Enable loopback detection in all the VLANs to which the hybrid port Ethernet
2/0/1 belongs.

<Sysnanme> system vi ew

[ Sysnane] | oopback-detection enable

[ Sysnane] interface ethernet 2/0/1

[ Sysnane- Et hernet 2/ 0/ 1] | oopback-det ecti on enabl e

[ Sysnanme- Et hernet 2/ 0/ 1] port |ink-type trunk

[ Sysnane- Et hernet 2/ 0/ 1] | oopback-det ecti on per-vlan enabl e

mdi

Syntax

View

Parameters

Description

Examples

mdi { across | auto | normal }

undo mdi
Ethernet port view

across: Specifies cross-over cables for the Ethernet port.
auto: Configures the Ethernet port to sense the cable type automatically.

normal: Specifies straight-through cables for the Ethernet port.

Use the mdi command to configure the cable type that can be sensed by an
Ethernet port.

Use the undo mdi command to restore the system default.

By default, an Ethernet port senses the type of the network cable connected to it
automatically.

# Configure the port Ethernet 2/0/1 to use cross over cable.

<Sysnanme> system Vi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] ndi across
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multicast-suppression

Syntax

View

Parameters

Description

Examples

multicast-suppression { ratio | pps max-pps }

undo multicast-suppression
Ethernet port view, port group view

ratio: Maximum ratio of multicast traffic to the total transmission capability of an
Ethernet port, in the range of 1 to 100. The smaller the ratio is, the less multicast
traffic is allowed to pass through the port.

pps max-pps: Specifies the maximum number of multicast packets passing an
Ethernet port per second, in pps, representing packets per second. The value
range of max-pps varies with port types.

Use the multicast-suppression command to configure multicast storm
suppression ratio on an port.

Use the undo multicast-suppression command to restore the default multicast
suppression ratio.

By default, all multicast traffic is allowed to go through an Ethernet port, that is,
multicast traffic is not suppressed.

If you execute this command in Ethernet port view, the configurations take effect
only on the current port. If you execute this command in port-group view, the
configurations take effect on all ports in the port group.

Note that when multicast traffic exceeds the maximum value configured, the
system will discard the extra packets so that the multicast traffic ratio can drop
below the limit to ensure that the network functions properly.

m /f a suppression ratio is set in global configuration mode or in port
configuration mode, the suppression ratio which first satisfies the condition
takes effect.

m /f you set different suppression ratios in Ethernet port view or port-group view
for multiple times, the latest configuration takes effect.

m Do not use the multicast-suppression command along with the
storm-constrain command. Otherwise, the multicast storm suppression ratio
configured may get invalid.

# Allow multicast traffic equivalent to 20% of the total transmission capability to
pass through Ethernet 2/0/1 and suppress the excessive multicast packets.

<Sysnane> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] nul ti cast-suppression 20
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# On all the ports of the manual port group named group1, allow multicast traffic
equivalent to 20% of the total transmission capability of each port to pass and
suppress excessive multicast packets.

<Sysnanme> system Vi ew

[ Sysnane] port-group nmanual groupl

[ Sysnanme- port-group manual groupl] group-nenber ethernet 2/0/1
[ Sysnanme- port-group manual groupl] group-nenber ethernet 2/0/2
[ Sysnane- port-group manual groupl] nulticast-suppression 20

port-group

Syntax

View

Parameters

Description

Examples

port-group { manual port-group-name | aggregation agg-id }

undo port-group manual port-group-name
System view

manual port-group-name: Name of a specified manual port group, a string of 1
to 32 characters.

aggregation agg-id: Number of the specified port aggregation group. The
specified port aggregation group must already exist. You can use the display
link-aggregation summary command to display brief information of all existing
port aggregation groups.

Use the port-group manual command to create a manual port group and enter
manual port group view.

Use the port-group aggregation command to enter aggregation group view.
Use the undo port-group manual command to remove a manual port group.
By default, no manual port group is created.

# Create a manual port group named group1.

<Sysnane> systemvi ew
[ Sysnane] port-group nmanual groupl
[ Sysnane- port - gr oup- manual - gr oupl]

reset counters interface

Syntax

View

Parameters

reset counters interface [ interface-type [ interface-number ] ]
User view

interface-type: Port type.

interface-number: Port number.
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Use the reset counters interface command to reset statistics for a specified
port.

To sample network traffic within a period of time for a port, you need to reset the
original port statistics.

= [If neither port type nor port number is specified, all port information will be
reset;

= [f only port type is specified, then only information of this particular type of
ports will be reset.

m If both port type and port number are specified, then only information of the
specified port will be reset.

# Clear the statistics on Ethernet 2/0/1.

<Sysnanme> reset counters interface ethernet 2/0/1

shutdown

Syntax

View
Parameters

Description

Examples

shutdown

undo shutdown
Ethernet port view
None

Use the shutdown command to shut down an Ethernet port.
Use the undo shutdown command to turn on Ethernet port.

In certain circumstances, modification to the port parameters does not
immediately take effect, and therefore, you need to shut down the relative port to
make the modification work.

# Shut down the port Ethernet 2/0/1.

<Sysnane> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] shut down

# Bring up the port Ethernet 2/0/1.
<Sysnanme> systemvi ew

[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] undo shut down

speed

Syntax

speed { 10| 100 | 1000 | auto }
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View

Parameters

Description

Related commands:

s

Examples

undo speed
Ethernet port view

10: Specifies the port rate as 10 Mbps.
100: Specifies the port rate as 100 Mbps.
1000: Specifies the port rate as 1,000 Mbps.

auto: Specifies to determine the port rate through auto-negotiation.

Use the speed command to configure Ethernet port data rate.
Use the undo speed command to restore Ethernet port data rate.

By default, Ethernet port data rate is automatically negotiated between peer
Ethernet ports.

Note that the speed 1000 command is only applicable to Gigabit Ethernet ports.

duplex.

You are recommended to configure the same rate and duplex mode for two
interconnected ports to avoid packet loss.

# Configure the port rate as 100 Mbps for port Ethernet 2/0/1.

<Sysnanme> system vi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] speed 100

storm-constrain

Syntax

View

Parameters

storm-constrain { broadcast | multicast } pps max-pps-values min-pps-values

undo storm-constrain { all | broadcast | multicast }
Ethernet port view

all: Disables the storm constrain function for all types of packets (that is, multicast
packets, and broadcast packets).

broadcast: Enables/Disables the storm constrain function for broadcast packets.
multicast: Enables/Disables the storm constrain function for multicast packets.
pps: Specifies the thresholds to be configured are measured in pps.

max-pps-values: Upper threshold to be set, in pps, representing packets per
second. The value range of max-pps varies with port types.
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min-pps-values: Lower threshold to be set, in the range 1 to max-pps-values (in
pps).

Use the storm-constrain command to enable the storm constrain function for
specific type of packets and set the upper and lower thresholds.

Use the undo storm-constrain command to disable the storm constrain
function for specific type of packets.

By default, the storm constrain function is not enabled.

m Do not use the storm-constrain command along with the
multicast-suppression command, or the broadcast-suppression command.
Otherwise, traffics may be suppressed in an unpredictable way.

m An upper threshold cannot be less than the corresponding lower threshold.
Besides, do not configure the two thresholds to the same value.

# Enable the storm constrain function for broadcast packets on Ethernet 2/0/1,
setting the upper and lower threshold to 200 pps and 150 pps.
<Sysnane> systemvi ew

[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] stormconstrai n broadcast pps 200 150

storm-constrain control

Syntax

View

Parameters

Description

Examples

storm-constrain control { block | shutdown }

undo storm-constrain control
Ethernet port view

block: Blocks the traffic of a specific type on a port when the traffic detected
exceeds the upper threshold.

shutdown: Shuts down a port when a type of traffic exceeds the corresponding
upper threshold. A port shut down by the storm constrain function stops
forwarding all types of packets (that is, multicast packets, and broadcast packets).

Use the storm-constrain control command to set the action to be taken when
a type of traffic exceeds the corresponding upper threshold.

Use the undo storm-constrain control command to restore the default.

By default, no action is taken when a type of traffic exceeds the corresponding
threshold.

# Configure to block port Ethernet 2/0/1 when a type of traffic reaching it exceeds
the corresponding upper threshold.
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<Sysnane> system vi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] stormconstrain control bl ock

storm-constrain enable log

Syntax

View
Parameters

Description

Examples

storm-constrain enable log

undo storm-constrain enable log
Ethernet port view
None

Use the storm-constrain enable log command to enable log sending. With log
sending enabled, the system sends log when traffic reaching a port exceeds the
corresponding threshold or the traffic drops down below the lower threshold after
exceeding the upper threshold.

Use the undo storm-constrain enable log command to disable log sending.
By default, log sending is enabled.

# Disable log sending for Ethernet 2/0/1.

<Sysnane> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] undo stormconstrain enable |og

storm-constrain enable trap

Syntax

View
Parameters

Description

storm-constrain enable trap

undo storm-constrain enable trap
Ethernet port view
None

Use the storm-constrain enable trap command to enable trap message
sending. With trap message sending enabled, the system sends trap messages
when traffic reaching a port exceeds the corresponding threshold or the traffic
drops down below the lower threshold after exceeding the upper threshold.

Use the undo storm-constrain enable trap command to disable trap message
sending.

By default, trap message sending is enabled.
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# Disable trap message sending on Ethernet 2/0/1.

<Sysnane> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] undo storm constrain enable trap

storm-constrain interval

Syntax

View

Parameters

Description

Examples

storm-constrain interval seconds

undo storm-constrain interval
System view

Seconds: Interval for generating traffic statistics, in the range 1 to 300 (in
seconds).

Use the storm-constrain interval command to set the interval for generating
traffic statistics.

Use the undo storm-constrain interval command to restore the default.
By default, the interval for generating traffic statistics is 10 seconds.

m The interval set by the storm-constrain interval command is specifically for
the storm constrain function. It is different form that set by the flow-interval
command.

m for network stability consideration, configure the interval for generating traffic
statistics to a value that is not shorter than the default.

# Set the interval for generating traffic statistics to 60 seconds.

<Sysnanme> system Vi ew
[ Sysnane] stormconstrain interval 60

unicast-suppression

Syntax

View

Parameters

unicast-suppression { ratio | pps max-pps }

undo unicast-suppression
Ethernet port view, port group view

ratio: Maximum ratio of unicast traffic to the total transmission capability of an
Ethernet port, in the range of 1 to 100. The smaller the ratio is, the less unicast
traffic is allowed through the port.

pps max-pps: Specifies the maximum number of unknown unicast packets
passing through an Ethernet port per second, in pps, representing packets per
second. The value range of max-pps varies with port types
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Description

s

Examples

Use the unicast-suppression command to configure a unicast storm
suppression ratio.

Use the undo unicast-suppression command to restore the default unicast
suppression ratio.

By default, all unicast traffic is allowed to go through an Ethernet port, that is,
unicast traffic is not suppressed.

If you execute this command in Ethernet port view, the configurations take effect
only on the current port. If you execute this command in port-group view, the
configurations take effect on all ports in the port group

Note that when unicast traffic exceeds the maximum value configured, the system
will discard the extra packets so that the unknown unicast traffic ratio can drop
below the limit to ensure that the network functions properly.

If you set the suppression ratio repeatedly, the latest one takes effect.

# Allow unicast traffic equivalent to 20% of the total transmission capability of the
port to pass through Ethernet 2/0/1 and suppress the excessive unknown unicast
packets.

<Sysnanme> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et her net 2/ 0/ 1] uni cast - suppressi on 20

# On all ports of the manual port group “group1”, allow unknown unicast traffic
equivalent to 20% of the total transmission capability of each port to pass and
suppress excessive unknown unicast packets.

[ Sysnane- Et hernet 2/ 0/ 1] quit

[ Sysnane] port-group nmanual groupl

[ Sysnane- port-group manual groupl] group-nmenber ethernet 2/0/2
[ Sysnanme- port-group manual groupl] group-nenber ethernet 2/0/3
[ Sysnane- port-group manual groupl] uni cast-suppression 20
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display port-isolate group
Syntax display port-isolate group
View Any view
Parameters None

Description Use the display port-isolate group command to display the information about
the system default isolation group group1.

Examples # Display the information about the system default isolation group.

<Sysnanme> di splay port-isolate group
Port-isolate group information:
Upl i nk port support: NO
Goup ID 2
Et hernet 2/ 0/ 4 Et hernet 2/ 0/ 5

Table 10 Field descriptions of the display port-isolate group command

Field Description

Port-isolate group information  Display information of a port-isolation group
Uplink port support Whether support uplink port

Group ID Isolation group number

Ethernet2/0/4 Ethernet2/0/5 Ordinary ports (non-uplink ports) in a isolation group

port-isolate enable

Syntax port-isolate enable

undo port-isolate enable
View Ethernet port view, port group view
Parameters None

Description  Use the port-isolate enable command to add a port to the isolation group as
ordinary port only.
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Examples

Use the undo port-isolate enable command to remove the port from the
isolation group.

Note that the port-isolate enable command adds a port to the system default
isolation group group1.

Configured in Ethernet port view, the setting is effective on the current port only;
configured in port group view, the setting is effective on all ports in the port

group.

# Add port Ethernet 2/0/1 to the isolation group.

<Sysnanme> system vi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] port-isolate enable

# Add all the ports in port group aa to the isolation group.

[ Sysnane- Et hernet 2/ 0/ 1] quit

[ Sysnane] port-group nanual aa

[ Sysnane- port - gr oup- manual - aa] group-nmenber ethernet 2/0/2
[ Sysnane- port - gr oup- manual - aa] group-nmenber ethernet 2/0/3
[ Sysnane- port - gr oup- manual - aa] group-nmenber ethernet 2/0/4
[ Sysnane- port - group- manual -aa] port-isolate enable



MAC ADDRESS TABLE
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display mac-address

Syntax

View

Parameters

Description

Related commands:

Examples

display mac-address blackhole [ vlan vian-id ] [ count ]

display mac-address [ mac-address [ vlan vian-id | | [ dynamic | static ]
[ interface interface-type interface-number ] [ vlan vian-id ] [ count ] ]

Any view

blackhole: Displays blackhole MAC address entries. These entries do not age but
you can add or remove them. The packets whose destination MAC addresses
match blackhole MAC address entries are dropped.

vlan vian-id: Displays MAC address entries of the specified VLAN, which is in the
range 1 to 4094.

count: Displays the total number of MAC addresses in the MAC address table.

mac-address: Displays MAC address entries in a specified MAC address, in the
format of H-H-H.

dynamic: Displays dynamic MAC address entries. Aging time is set for these
entries.

static: Displays static MAC address entries. Similar to blackhole MAC address
entries, these entries do not age but you can add or remove them.

interface interface-type interface-number: Displays MAC address learning status
of the specified port. interface-type interface-number specifies a port by its type
and number.

Use the display mac-address command to display information about the MAC
address table.

mac-address, mac-address, mac-address timer.

# Display the MAC address table entry for MAC address 00e0-fc01-0101.

<Sysnane> di spl ay mac- address 00e0-fc01- 0101
MAC ADDR VLAN I D STATE PORT | NDEX AG NG TI ME(s)
00e0-fc01-0101 1 Config static Ethernet2/0/2 NOAGED

1 mac address(es) found
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Table 11 Field descriptions of the display mac-address command

Field Description

MAC ADDR MAC address

VLAN ID ID of the VLAN to which the MAC address belongs

STATE State of a MAC address, which could be Config static, Config dynamic,

Learned and Blackhole
PORT INDEX Port number (Displayed as N/A for a blackhole MAC address)
AGING TIME(s)  Aging time, which could be:

= AGING, indicates that the entry is aging.

= NOAGED, indicates that the entry does not age.

display mac-address aging-time

Syntax
View
Parameters

Description

Related commands:

Examples

display mac-address aging-time
Any view
None

Use the display mac-address aging-time command to display the aging time
of dynamic entries in the MAC address table.

mac-address, mac-address, mac-address timer, display mac-address.

# Display the aging time of dynamic entries in the MAC address table.
<Sysnanme> di spl ay nmac-address aging-tine
Mac address aging time: 300s

The above information indicates that the aging time of dynamic entries in the
MAC address table is 300 seconds.

display mac-address mac-learning

Syntax
View

Parameters

Description

Examples

display mac-address mac-learning [ interface-type interface-number |
Any view

interface-type interface-number: Specifies a port by its type and number. Displays
MAC address learning status of the specified port.

Use the display mac-address mac-learning command to display MAC address
learning status of the specified or all Ethernet ports.

# Display MAC address learning status of port Ethernet 2/0/3.
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<Sysnanme> di spl ay nmc-address mac-| earning ethernet 2/0/3
Mac address | earning status of the switch: enable

Por t Nane Learni ng Status
Et hernet 2/ 0/ 3 enabl e

Table 12 Field descriptions of display mac-address mac-learning

Field Description

Mac-address learning status of the switch  Global MAC address learning status, enabled or
disabled

PortName Port name

Learning Status MAC address learning status for a port, enabled or
disabled

mac-address

Syntax

View

Parameters

Description

Related commands:

Examples

mac-address { dynamic | static } mac-address vlan vian-id

undo mac-address { dynamic | static } mac-address vlan vian-id
Ethernet port view

dynamic: Dynamic MAC address entries. Aging time is set for these entries.

static: Static MAC address entries. Similar to blackhole MAC address entries,
these entries do not age but you can add or remove them.

mac-address: Specifies a MAC address in the format of H-H-H.

vlan vian-id: Specifies the VLAN to which the Ethernet port belongs., where
vian-id is the specified VLAN ID, in the range 1 to 4094.

Use the mac-address command to add or modify a MAC address entry on a
specified Ethernet port.

Use the undo mac-address command to remove a MAC address entry on the
Ethernet port.

Note that:

= As your MAC address entries configuration cannot survive a reboot, save it
after completing the configuration. The dynamic MAC address table entries
however will be lost whether you save the configuration or not.

= You cannot configure a static or dynamic MAC address entry on an
aggregation port.

display mac-address.

# Add a static entry for MAC address 00e0-fc01-0101 on port Ethernet 2/0/1
which belongs to VLAN 2.
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<Sysnane> system vi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnanme- Et hernet 2/ 0/ 1] nmac- address static 00e0-fc01-0101 vlian 2

mac-address

Syntax

View

Parameters

Description

mac-address blackhole mac-address vlan vian-id

mac-address { dynamic | static } mac-address interface interface-type
interface-number vlan vian-id

undo mac-address [ { dynamic | static } mac-address interface interface-type
interface-number vlan vian-id ]

undo mac-address [ blackhole | dynamic | static | [ mac-address | vlan vian-id

undo mac-address [ dynamic | static | mac-address interface interface-type
interface-number vlan vian-id

undo mac-address [ dynamic | static | interface interface-type
interface-number

System view

blackhole: Blackhole MAC address entries. These entries do not age but you can
add or remove them. The packets whose destination MAC addresses match
blackhole MAC address entries are dropped.

mac-address: Specifies a MAC address in the format of H-H-H.

vlan vian-id: Specifies the VLAN to which the Ethernet port belongs., where
vlian-id is the specified VLAN ID, in the range 1 to 4094.

dynamic: Dynamic MAC address entries. Aging time is set for these entries.

static: Static MAC address entries. Similar to blackhole MAC address entries,
these entries do not age but you can add or remove them.

interface interface-type interface-number: Outbound port, with interface-type
interface-number representing the port type and number.

Use the mac-address command to add or modify a MAC address entry.

Use the undo mac-address [ { blackhole | dynamic | static } mac-address
interface interface-type interface-number vlan vian-id | command to remove one
or all MAC address entries.

Use the undo mac-address [ blackhole | dynamic | static ] [ mac-address ]
vlan vian-id command to remove a MAC address entry, MAC address entries of a
specified type, or all MAC address entries for a VLAN.
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Use the undo mac-address [ blackhole | dynamic | static ] interface
interface-type interface-number command to remove a MAC address entry, MAC
address entries of a specified type, or all MAC address entries for an Ethernet port.

Use the undo mac-address [ blackhole | dynamic | static | [ mac-address ]
interface interface-type interface-number vlan vian-id command to remove a
MAC address entry or all MAC address entries for an Ethernet port.

Note that you can change a dynamic entry to a static or blackhole entry but not
vice versa.

As your MAC address entries configuration cannot survive a reboot, save it after
completing the configuration. The dynamic entries however will be lost whether
you save the configuration or not.

display mac-address.

# Add a static entry for MAC address 00e0-fc01-0101. All frames destined to this
MAC address are sent out of port Ethernet 2/0/1 which belongs to VLAN 2.

<Sysnanme> systemvi ew
[ Sysnane] nac-address static 00e0-fc01-0101 interface ethernet 2/0/1
vlan 2

mac-address mac-learning disable

Syntax

View
Parameters

Description

mac-address mac-learning disable

undo mac-address mac-learning disable
System view, Ethernet port view, port group view
None

Use the mac-address mac-learning disable command to disable MAC address
learning globally, on one or a group of Ethernet ports depending on the view you
entered.

Use the undo mac-address mac-learning disable command to enable MAC
address learning globally, on one or a group of Ethernet ports depending on the
view you entered.

By default, MAC address learning is enabled globally and on all Ethernet ports.
Note that:

= You may need to disable MAC address learning sometimes to prevent the MAC
address table from being saturated, for example, when your device is being
attacked by a great deal of packets with different source MAC addresses. This
somewhat affects update of the MAC address table.
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Related commands:

s

Examples

m Asdisabling MAC address learning may result in broadcast storms, you need to
enable broadcast storm suppression after you disable MAC address learning on
a port.

display mac-address mac-learning.

When global MAC address learning is disabled, the learned MAC addresses remain
valid until they age out.

# Disable global MAC address learning.
<Sysnanme> systemvi ew
[ Sysnane] nac-address mac-1earni ng disabl e

# Disable MAC address learning on port Ethernet 2/0/1.

<Sysnanme> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et her net 2/ 0/ 1] nac- address nac-I| earni ng di sabl e

mac-address max-mac-count

Syntax

View

Parameters

Description

Related commands:

Examples

mac-address max-mac-count count

undo mac-address max-mac-count
Ethernet port view, port group view

count: Maximum number of MAC addresses that can be learned on a port, in the
range 0 to 4096. When the argument takes 0, the port is not allowed to learn
MAC addresses.

Use the mac-address max-mac-count count command to configure the
maximum number of MAC addresses that can be learned on an Ethernet port.

Use the undo mac-address max-mac-count command to remove the
restriction on the maximum number of MAC addresses that can be learned on an
Ethernet port.

By default, no maximum number of MAC addresses that can be learned on a port
is configured.

Executed in port view, this command takes effect on the current port; executed in
port group view, this command takes effect on all ports in the port group.

mac-address, mac-address, mac-address timer.

# Set the maximum number of MAC addresses that can be learned on port
Ethernet 2/0/1 to 600.
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<Sysnane> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnanme- Et hernet 2/ 0/ 1] nac- addr ess nax- nmac-count 600

mac-address timer

Syntax

View

Parameters

Description

Examples

mac-address timer { aging seconds | no-aging }

undo mac-address timer aging
System view

aging seconds: Sets an aging timer in seconds for dynamic MAC address entries,
in the range 10 to 1000000.

no-aging: Sets dynamic MAC address entries not to age.

Use the mac-address timer command to configure the aging timer for dynamic
MAC address entries.

Use the undo mac-address timer command to restore the default.
By default the default aging timer is 300 seconds.

Set the aging timer appropriately: a long aging interval may cause the MAC
address table to retain outdated entries and fail to accommodate latest network
changes; a short interval may result in removal of valid entries and hence
unnecessary broadcasts which may affect device performance.

# Set the aging timer for dynamic MAC address entries to 500 seconds.

<Sysnane> systemvi ew
[ Sysnane] nac-address timer aging 500
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6

VLAN CONFIGURATION COMMANDS

description

Syntax

View

Parameters

Description

Examples

description text

undo description
VLAN view/VLAN interface view

text: String that describes the current VLAN or VLAN interface (Space can be
included), case sensitive.

m For VLAN, this is a string of 1 to 32 characters.
m For VLAN interface, this is a string of 1 to 80 characters.

Use the description command to configure the descriptive string of the current
VLAN or VLAN interface.

Use the undo description command to restore the default.

By default, the descriptive string for a VLAN is the VLAN ID, for example, “VLAN
0001"; for a VLAN interface is name of the current VLAN interface, for example,
“Vlan-interface 1 Interface”

# Assign a descriptive string RESEARCH for VLAN 1.

<Sysnane> systemvi ew
[ Sysnane] vlan 1
[ Sysnane-vl anl] descripti on RESEARCH

# Assign a descriptive string VLAN-INTERFACE-2 for VLAN interface 2

<Sysnanme> systemvi ew

[ Sysnane] vlan 2

[ Sysnanme-vl an2] quit

[ Sysnane] interface vlan-interface 2

[ Sysnanme- VI an-i nterface2] description VLAN | NTERFACE- 2

display interface Vlan-interface

Syntax

display interface Vlan-interface [ vian-interface-id |
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View
Parameters

Description

Related commands:

Examples

Any view
vlan-interface-id: VLAN interface ID.

Use the display interface Vlan-interface command to display the relevant
information of a VLAN interface.

Execution of the command with the parameter included will display the
information of a specified VLAN interface; otherwise, information on all created
VLAN interfaces will be displayed.

interface Vlan-interface.

# Display the information of VLAN-interface 2.

<Sysnanme> display interface vlan-interface 2

Vl an-interface2 current state: UP

Li ne protocol current state: UP

Description: Vlan-interface2 Interface

The Maxi mum Transmit Unit is 1500

Internet Address is 192.168.0.72/24 Primary

| P Packet Frane Type: PKTFMI_ETHNT_2, Hardware Address: 0000-fc00-6505

| Pv6 Packet Frame Type: PKTFMI_ETHNT_2, Hardware Address: 0000-fc00-6505

Table 13 Field descriptions of the display interface Vlan-interface command

Field Description

Vlan-interface2 current state The physical state of a VLAN interface

Line protocol current state The link layer protocol state of a VLAN interface
Description The description of a VLAN interface

The Maximum Transmit Unit The MTU of a VLAN interface

Internet protocol processing: IP processing ability

IP Packet Frame Type IPv4 outgoing frame format

Hardware address MAC address corresponding to a VLAN interface
IPv6 Packet Frame Type IPv6 outgoing frame format

display vlan
Syntax
View

Parameters

display vlan [ vian-id1 [ to vian-id2 ] | all | dynamic | reserved | static |
Any view

vlian-id1: Displays the information of a VLAN specified by VLAN ID in the range of
110 4,094.

vlian-id1 to vlan-id2: Displays the information of a range of VLANSs specified by a
VLAN ID range.

all: Displays all current VLAN information except for the reserved VLAN.

dynamic: Displays the information of dynamic VLANs
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reserved: Displays information of the reserved VLANSs. Protocol modules
determine reserved VLANs according to function implementation, and reserved
VLANS serve protocol modules. Reserved VLANs cannot be modified.

static: Displays static VLAN information.
Use the display vlan command to display VLAN information.
vlan.

# Display VLAN 2 information.

<Sysname> di splay vlan 2

VLAN I D 2

VLAN Type: static

Route interface: not configured

Descri ption: VLAN 0002
Tagged Ports: none

Unt agged Ports:

Et hernet2/0/ 1 Et hernet 2/ 0/ 3

# Display VLAN 3 information.

<Sysname> di splay vlan 3
VLAN I D: 3

VLAN Type: static

Route Interface: configured
IP Address: 1.1.1.1

Subnet Mask: 255.255.255.0
Description: VLAN 0003
Tagged Ports: none

Unt agged Ports: none

Table 14 Field descriptions of the display vlan command

Et hernet 2/ 0/ 4

Field Description

VLAN ID VLAN ID

VLAN Type VLAN type (static or dynamic)

Route interface Whether the VLAN interface is configured for the VLAN: not configured or
configured

Description VLAN descriptive string

IP Address IP address of the VLAN interface (not display if the VLAN interface has no

IP address configured)

Subnet Mask

address configured)
Tagged Ports Tagged ports

Untagged Ports Untagged ports

Subnet mask of the IP address (not display if the VLAN interface has no IP

interface Vlan-interface

Syntax

interface Vlan-interface vian-interface-id

undo interface Vlan-interface vian-interface-id
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View
Parameters

Description

Related commands:

System view
vlan-interface-id: VLAN interface ID, in the range of 1 to 4,094.

Use the interface Vlan-interface command to enter the specified VLAN
interface view. Use the undo interface Vlan-interface command to delete the
specified VLAN interface. The VLAN interface must be created first before entering
its view

Before creating a VLAN interface, make sure the corresponding VLAN has been
created; otherwise, the VLAN interface cannot be created.

display interface Vlan-interface.

Examples # Create VLAN interface 2.
<Sysnane> systemvi ew
[ Sysnane] vlan 2
[ Sysnanme-vl an2] quit
[ Sysnane] interface vlan-interface 2
[ Sysnanme- VI an-i nterface2]
ip address
Syntax ip address jp-address { mask | mask-length } [ sub ]
undo ip address [ ip-address { mask | mask-length } [ sub | ]
View VLAN interface view

Parameters ip-address: IP address of a VLAN interface, in dotted decimal format.
mask: Subnet mask that corresponds to the IP address of a VLAN interface, in
dotted decimal format.
mask-length: Length of a sub-net mask, indicated by the number of “1"s. This
argument ranges from 0 to 32.
sub: Indicates the address is a sub-IP address of the VLAN interface.

Description  Use the ip address command to specify the IP address and subnet mask for a

VLAN interface.

Use the undo ip address command to remove the IP address and sub-net mask
for a VLAN interface.

By default, no IP address is configured.
Normally, a VLAN interface has one IP address. To enable a device to connect to

multiple subnets through a VLAN, you can assign multiple IP addresses to a VLAN
interface, among which one is the primary IP address and the rest are secondary IP
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addresses. On an S7900E Ethernet switch, you can assign up to five IP addresses to
a VLAN interface. As for the primary and secondary IP addresses of a VLAN
interface, note that:

= A newly configured main IP address will replace the original one, if there is one.

= Using the undo ip address command without any parameter indicates that all
IP addresses will be deleted from the VLAN interface.

m Use the undo ip address ip-address { mask | mask-length } command to
delete the main IP address.

m Use the undo ip address ip-address { mask | mask-length } sub command to
delete a sub-interface.

= Note that before deletion of the main IP address you must first delete the
sub-IP address.

# Specify the IP address as 1.1.0.1, the sub-net mask as 255.255.255.0 for the
VLAN interface 1.

<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 1
[ Sysnanme-Vl an-interfacel] ip address 1.1.0.1 255.255.255.0

shutdown

Syntax

View
Parameters

Description

Examples

shutdown

undo shutdown
VLAN interface view
None

Use the shutdown command to shut down a VLAN interface.
Use the undo shutdown command to bring up a VLAN interface.

By default, the VLAN interface is down if all ports in the VLAN are down, as long
as one port in the VLAN is up, the VLAN interface will be up

You can use the undo shutdown command to bring up a VLAN interface after
configurations of the related parameter and protocol. When there is a fault in a
VLAN interface, you can use the shutdown command to shut down the interface
and then bring it up using the undo shutdown command. In this way, the
interface will resume Shutting down/bringing up a VLAN interface does not affect
any Ethernet ports in the VLAN. The state of an Ethernet port does not change
with the VLAN interface state.

# Shut down the VLAN interface and then bring it up.

<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 2
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[ Sysnane- VI an-interface2] shutdown
[ Sysnanme- VI an-interface2] undo shutdown

vlan

Syntax

View

Parameters

Description

Related commands:

Examples

vlan { vian-id1 [ to vian-id2 ]| all }

undo vlan { vian-id1 [ to vian-id2 ]| all }

System view

vlian-id: VLAN ID, in the range 1 to 4094.

vian-id1 to vlan-id2: Specifies a VLAN range. VLAN ID is in the range 1 to 4094.

all: Specifies all the VLANs except the reserved VLANS.

Use the vlan vian-id command to create specified VLAN(s).

If a specified VLAN exists, the command places you into its view.

Use the undo vlan command to delete specified VLAN(s).

As the default VLAN, VLAN 1 cannot be created, or removed.

You cannot create/remove reserved VLANSs that are reserved for specific
function implementation.

Dynamic VLANs cannot be removed using the undo vlan command.
A VLAN configured with QoS policies cannot be removed.

If an isolate-user-vlan or a secondary VLAN is associated to another VLAN using
the isolate-user-vlan command, the VLAN can not be removed unless the
association is removed.

If a VLAN is configured as a remote mirroring VLAN, it cannot be removed
using the undo vlan command unless its mirroring VLAN configuration is
removed first.

display vlan.

# Enter VLAN 2 view.

<Sysnanme> system vi ew
[ Sysnane] vlan 2
[ Sysnane- vl an2]

# Create VLAN 4 through VLAN 100.

<Sysnane> systemvi ew
[ Sysnane] vlian 4 to 100
Please wait............. Done.
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port

Syntax

View

Parameters

Description

Related commands:

Examples

port interface-list

undo port interface-list
VLAN interface view

interface interface-list: Ethernet interface list, in the format of { interface-type
interface-number [ to interface-type interface-number | }&<1-10>, where
&<1-10> means that you can specify up to 10 port ranges.

Use the port command to add one Access port or a group of Access ports to a
VLAN. Use the undo port command to remove one Access port or a group of
Access ports from a VLAN.

Note:

m This command is only applicable to Access ports.

= All ports have their default link type configured as Access, however, users can
manually configure the port type. For more information, refer to port
link-type.

display vlan.

# Add Ethernet 2/0/1 through Ethernet 2/0/3 to VLAN 2.

<Sysnane> systemvi ew
[ Sysnane] vlan 2
[ Sysnane-vl an2] port ethernet 2/0/1 to ethernet 2/0/3

port access vlan

Syntax

View

Parameters

port access vlan vian-id

undo port access vlan
Ethernet port view, port group view

vlan-id: VLAN ID, in the range 1 to 4094.
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Description

Examples

Use the port access vlan command to add the current Access port to a specified
VLAN.

Use the undo port access vlan command to add the current Access port to the
default VLAN.

Execution of the above command under Ethernet port view will apply the
configurations to the current port only whereas under port group view will apply
the configurations to all the ports in the port group.

By default, all the Access ports belong to VLAN 1.

Before adding an Access port to a VLAN, make sure the VLAN already exists.

# Add Ethernet 2/0/1 to VLAN 3.

<Sysnane> systemvi ew

[ Sysnane] vlan 3

[ Sysnanme-vl an3] quit

[ Sysnane] interface ethernet 2/0/1

[ Sysnane- Et hernet 2/ 0/ 1] port access vlan 3

port hybrid pvid vlan

Syntax

View
Parameters

Description

Related commands:

Examples

port hybrid pvid vlan vian-id

undo port hybrid pvid
Ethernet port view, port group view
vlan-id: VLAN ID, in the range 1 to 4094.

Use the port hybrid pvid vlan command to configure the default VLAN ID of
the Hybrid port.

Use the undo port hybrid pvid command to restore the default, VLAN 1.

Execution of the undo vlan command on a Hybrid port to remove the default
VLAN does not affect the default VLAN configuration. That is to say, the
non-existent VLAN can still be the default VLAN.

Execution of the above commands under Ethernet port view will apply to the
current port only whereas under port group view will apply to all ports in the port
group view.

The default VLAN ID of local Hybrid port must be consistent with that of the peer;
otherwise, packets cannot be forwarded properly.

port link-type.

# Configure the default VLAN ID for the Hybrid port Ethernet 2/0/1 to be 100.
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<Sysnane> systemvi ew

[ Sysnane] vlan 100

[ Sysnanme-vl an100] quit

[ Sysnane] interface ethernet 2/0/1

[ Sysnane- Et hernet2/0/ 1] port |ink-type hybrid

[ Sysnane- Et hernet 2/ 0/ 1] port hybrid pvid vlan 100

port hybrid vlan

Syntax

View

Parameters

Description

Related commands:

Examples

port hybrid vlan vian-id-/ist { tagged | untagged }

undo port hybrid vlan vian-id-list
Ethernet port view, port group view

vlan-id-list. The range of VLANSs that the Hybrid ports will be added to, vian-id-list
= [ vlan-id1 [ to vian-id2 ] ]&<1-10>, where vian-id ranges from 1 to 4,094 and
&<1-10> indicates that the you can specify up to 10 times.

tagged: Specifies to tag the packets of the specified VLAN (s).

untagged: Specifies not to tag the specified VLAN(s).

Use the port hybrid vlan command to add the current Hybrid port to the
specified VLAN(s).

Use the undo port hybrid vlan command to remove the current Hybrid port
from the specified VLAN(s).

The Hybrid port can allow multiple VLANSs to pass. Repetitive execution of the port
hybrid vlan command will yield a set VLANSs, to which the Hybrid port belongs.

Execution of the above commands in Ethernet port view will apply to the current
port only whereas under port group view will apply to all ports in the port group.

port link-type.

# Add the Hybrid port Ethernet 2/0/1 to VLAN 2, VLAN 4, and the range of VLANs
from VLAN 50 to VLAN 100. Tag all packets of these VLANs.

<Sysnanme> systemvi ew

[ Sysnane] interface ethernet 2/0/1

[ Sysnane- Et hernet 2/ 0/ 1] port |ink-type hybrid

[ Sysnane- Et hernet 2/ 0/ 1] port hybrid vian 2 4 50 to 100 tagged

# Add Hybrid ports of port group 2 to VLAN 2. Packets are untagged.

<Syshame> systemvi ew

[ Sysnanme] vlan 2

[ Sysnane-vl an2] quit

[ Sysnane] port-group nanual 2

[ Sysname- port - group- manual - 2] group-nmenber ethernet 2/0/1 to ethernet 2/0/6
[ Sysnane- port - group-manual -2] port |ink-type hybrid

[ Sysnane- port - group- manual -2] port hybrid vlan 2 untagged
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Configuring Ethernet2/0/1... Done.
Configuring Ethernet2/0/2... Done.
Configuring Ethernet2/0/3... Done.
Configuring Ethernet2/0/4... Done.
Configuring Ethernet2/0/5... Done.
Configuring Ethernet2/0/6... Done.

port link-type

Syntax

View

Parameters

Description

s

Examples

port link-type { access | hybrid | trunk }

undo port link-type
Ethernet port view, port group view

access: Configures the link type of a port as Access.
hybrid: Configures the link type of a port as Hybrid.

trunk: Configures the link type of a port as Trunk.

Use the port link-type command to configure the link type of a port.

Use the undo port link-type command to restore the default link type of a port,
which is Access by default.

Execution of the above commands in Ethernet port view will apply to the current
port only whereas under port group view will apply to all ports in the port group
view.

By default, a port is an Access port.

The Trunk and Hybrid ports cannot be converted to each other directly. You can
convert either to the Access port, and then to the other type. For example, convert
a Trunk port to an Access port, and then to a Hybrid port.

# Configure Ethernet 2/0/1 to be a Trunk port.

<Sysnanme> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnanme- Et hernet 2/ 0/ 1] port |ink-type trunk

# Configure all the ports in the manual port group group1 as Hybrid ports.

<Sysnanme> systemvi ew

[ Sysnane] port-group nmanual groupl

[ Sysnane- port-group manual groupl] group-nmenber ethernet 2/0/1
[ Sysnane- port-group manual groupl] group-nmenber ethernet 2/0/2
[ Sysnane- port-group manual groupl] port link-type hybrid
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port trunk permit vlan

Syntax

View

Parameters

Description

Related commands:

Examples

port trunk permit vlan { vian-id-list | all }

undo port trunk permit vlan { vian-id-list | all }
Ethernet port view, port group view

vlan-id-list: The range of VLANs that the Hybrid ports will be added to, in the
format of vian-id-list = [ vlan-id1 [ to vlan-id2? ] ]&<1-10>, where vian-id ranges
from 1 to 4,094 and &<1-10> indicates that you can specify up to 10 parameters.

all: Adds the Trunk port to all VLANSs.

Use the port trunk permit vlan command to add a Trunk port to a specified
VLAN, a selection of VLANS, or all VLANS.

Use the undo port trunk permit vlan command to remove the Trunk port from
a specified VLAN, a selection of VLANSs, or all VLANSs.

The Trunk port can allow multiple VLANSs to pass. Repetitive execution of the port
trunk permit vlan command will yield a set of vian-id-list, to which the Trunk
port belongs.

Execution of the above commands in Ethernet port view will apply to the current
port only whereas under port group view will apply to all ports in the port group
view.

port link-type.

# Add the Trunk port Ethernet 2/0/1 to VLAN 2, VLAN 4, and the range of VLANs
from VLAN 50 to VLAN 100.

<Sysnanme> systemvi ew

[ Sysnane] interface ethernet 2/0/1

[ Sysnane- Et hernet 2/ 0/ 1] port |ink-type trunk

[ Sysnane- Et hernet 2/ 0/ 1] port trunk permt vlian 2 4 50 to 100
Please wait........... Done.

port trunk pvid vlan

Syntax

View

Parameters

port trunk pvid vlan vian-id

undo port trunk pvid
Ethernet port view, port group view

vlan-id: VLAN ID, in the range 1 to 4094
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Description

Related commands:

Examples

Use the port trunk pvid vlan command to configure the default VLAN ID for
the Trunk port.

Use the undo port trunk pvid command to restore the default.
By default, the default VLAN on a Trunk port is VLAN 1.

Execution of the undo vlan command on a Trunk port to remove a default VLAN
does not affect the default VLAN configurations. That is to say, a non-existent
VLAN can still be the default VLAN.

Execution of the above commands in Ethernet port view will apply to the current
port only whereas under port group view will apply to all ports in the port group
view.

You must configure the same default VLAN ID for the Trunk port of both the local
device and remote device. Otherwise, the packets cannot be transmitted correctly.

port link-type.

# Configure the default VLAN ID for the Trunk port Ethernet 2/0/1 as 100.

<Sysnane> systemvi ew

[ Sysnane] interface ethernet 2/0/1

[ Sysnanme- Et hernet 2/ 0/ 1] port |ink-type trunk

[ Sysnane- Et hernet 2/ 0/ 1] port trunk pvid vlan 100
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PROTOCOL-BASED VLAN
CONFIGURATION COMMANDS

display protocol-vlan interface

Syntax

View

Parameters

Description

Examples

display protocol-vlan interface { interface-type interface-numberi [ to
interface-type interface-number2 | | all }

Any view

interface-type interface-number1: Specifies an port by its type and number.

interface-type interface-number1 to interface-type interface-number2: Specifies
an port range.

all: Displays protocol information and protocol indexes of all ports.

Use the display protocol-vlan interface command to display protocol based
VLAN information on the specified port(s).

# Display protocol based VLAN information on Ethernet 2/0/1.

[ Sysnane] display protocol-vlan interface ethernet 2/0/1
Interface: Ethernet2/0/1

VLAN I D  Protocol Index Protocol Type
2 0 i pv4
2 3 i px ethernetii

Table 15 Field descriptions of the display protocol-vlan interface command

Field Description

Interface Port of which you want to view the information
VLAN ID VLAN ID

Protocol Index Protocol Index

Protocol Type Protocol Type

display protocol-vlan vlan

Syntax

View

Parameters

display protocol-vlan vlan { vian-id [ to vian-id ] | all }
Any view

vlian-id: VLAN ID, in the range 1 to 4094.
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Description

Related commands:

Examples

to: Specifies VLAN range, the value after this parameter must be greater than or
equal to that before it.

all: All VLANS.

Use the display protocol-vlan vlan command to display the protocol
information and protocol index configured on the specified VLAN(s).

display vlan.
# Display the protocol information and protocol index configured on all

protocol-based-VLANSs.

<Sysnanme> di spl ay protocol -vlan vlan all

VLAN I D: 2
Prot ocol | ndex Prot ocol Type
0 i pv4
3 i px ethernetii
VLAN I D: 3
Protocol | ndex Prot ocol Type
0 i pv4
1 i px snap

Refer to Table 13 for description on the output fields.

port hybrid protocol-vian

Syntax

View

Parameters

Description

port hybrid protocol-vlan vlan vian-id { protocol-index [ to protocol-end ]| all }

undo port hybrid protocol-vlan { vlan vian-id { protocol-index [ to
protocol-end ]| all } | all }

Ethernet port view, port group view

vlan vian-id: Specifies a VLAN ID, in the range 1 to 4094.

protocol-index: Beginning protocol index, in the range 0 to 15. Note that the
beginning protocol index is automatically numbered according to the order in
which protocols are associated with VLANSs if not manually specified. You can use
the display protocol-vlan vlan all command to display the protocol index.

to protocol-end: Specifies the end protocol index, in the range 0 to 15. The
protocol-end argument must be greater than or equal to the beginning protocol
index.

all: All protocols.

Use the port hybrid protocol-vlan vlan command to associate a port with a
protocol-based VLAN.
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Related commands:

Examples
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Use the undo port hybrid protocol-vlan command to delete the association
between the port and the protocol-based VLAN.

Execution of the above commands in Ethernet port view will apply the
configurations to the current port only whereas under port group view will apply
the configurations to all ports in the port group.

Note that only the Hybrid port supports the above feature at the moment. Before
issuing this command, ensure that the port has been added to the VLAN to be
associated with and that the VLAN has been assigned with a protocol.

CAUTION: At present, the AppleTalk-based protocol template cannot be
associated with a port on an S7900E Ethernet switch

display protocol-vlan interface.

# Associate the Hybrid port Ethernet 2/0/1, with protocol 0 in VLAN 2.

<Sysnanme> systemvi ew
[ Sysnane] vlan 2
[ Sysnane- VI an2] protocol -vlan at
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet2/0/ 1] port link-type hybrid
[ Sysnane- Et hernet2/0/ 1] port hybrid vlan 2 untagged
Pl ease wait... Done
[ Sysnane- Et hernet 2/ 0/ 1] port hybrid protocol-vlian vlian 2 0

protocol-vlan

Syntax

View

Parameters

protocol-vlan [ protocol-index | { at | ipv4 | ipv6 | ipx { ethernetii | lic | raw |
snap } | mode { ethernetii etype etype-id | llc { dsap dsap-id [ ssap ssap-id ] |
ssap ssap-id } | snap etype etype-id} }

undo protocol-vlan { protocol-index [ to protocol-end ]| all }
VLAN view

at: Specifies the AppleTalk based VLAN.
ipv4: Specifies the IPv4 based VLAN.
ipv6: Specifies the IPv6 based VLAN.

ipx: Specifies the IPX based VLAN. The keywords ethernetii, llc, raw, and snap
are encapsulation formats.

mode: Configures self-defined protocol template for the VLAN, which could also
have four encapsulation formats, namely, ethernetii, lic, raw, and snap.

ethernetii etype etype-id: Specifies to match Ethernet Il encapsulation format
and the corresponding protocol type values. The etype-id argument is the Ethernet
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Description

Related commands:

s

Examples

A

type of inbound packets, in the range 0x0600 to Oxffff (excluding 0x0800,
0x809b, 0x8137, and 0x86dd).

llc: Specifies the encapsulation format for Ethernet packets to be llc.
dsap dsap-id: Specifies the destination service access point, in the rang 00 to ff.
ssap ssap-id: Specifies the source service access point, in the rang 00 to ff.

snap etype etype-id: Specifies to match SNAP encapsulation format and the
corresponding protocol type values. The etype-id argument is the Ethernet type of
inbound packets, in the range 0x0600 to Oxffff (excluding ipx snap under the
snap encapsulation format).

protocol-index: Beginning protocol index, in the range 0 to 15. The system will
automatically assign an index if this parameter is not specified.

to protocol-end: Specifies the end protocol index, which ranges from 0 to 15 and
must be greater than or equal to the protocol-index argument.

all: Specifies all the protocol indexes.

CAUTION:

m Ensure that the dsap-id and ssap-id arguments are not configured as 0xe0 that
corresponds with ipx llc at the same time, or as Oxff that corresponds with ipx
raw at the same time. When either of the dsap-id and ssap-id arguments is
configured, the system assigns aa to the other argument.

m Ensure that the etype keyword is not configured as 0x0800, 0x8137, 0x809b,
or 0x86dd, as which are identical to protocol templates of IPv4, IPX, AppleTalk,
and IPv6 respectively.

Use the protocol-vlan command to configure the VLAN as a protocol based
VLAN and the protocol template.

Use the undo protocol-vlan command to remove the configured protocol
template.

display protocol-vlan vlan.

To make sure that data can be transmitted properly, do not configure a VLAN as a
protocol-based VLAN and voice VLAN at the same time.

# Specify VLAN 3 as the IPv4 based VLAN to make the VLAN transmit IPv4 packets.

<Sysnanme> system vi ew
[ Sysnane] vlan 3
[ Sysnane-vl an3] protocol-vlan ipv4

CAUTION: Due to the close relationship between IPv4 and ARE it is recommended
to bind the two protocols to the same VLAN and associate the binding to related
ports to guarantee normal communication.
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Configure ARP protocol template for VLAN3 (ARP code is 0x0806) to make the
VLAN transmit ARP packets.

m To use Ethernet encapsulation, use the command:
[ Sysnane-vl an3] protocol -vlan node ethernetii etype 0806
m To use 802.3 encapsulation, use the command:

[ Sysnane-vl an3] protocol -vlan node snap etype 0806



140  CHAPTER 8: PROTOCOL-BASED VLAN CONFIGURATION COMMANDS



IP-SUBNET-BASED VLAN
9 CONFIGURATION COMMANDS

display ip-subnet-vlan interface

Syntax display ip-subnet-vlan interface { interface-type interface numberi [ to
interface-type interface-number?2 | all }

View Any view

Parameters interface-type interface-number?: Specifies a port by its type and number.

Interface-type interface-number1 to Interface-type interface-number2: Specifies
multiple ports.

all: Displays the IP-subnet-based VLAN information about all the ports with
IP-subnet-based VLAN configured.

Description  Use the display ip-subnet-vlan interface command to display the
IP-subnet-based VLAN information and IP subnet ID on a specified port.

Examples # Display the IP-subnet-based VLAN information and IP subnet index on Ethernet
2/0/1.

<Sysnanme> di splay ip-subnet-vlan interface ethernet 2/0/1
Interface: Ethernet2/0/1
VLAN I D Subnet - | ndex | P ADDRESS NET MASK

3 0 192.168.1.0 255. 255. 255. 0
Table 16 Field descriptions of the display ip-subnet-vlan interface command

Field Description

Interface Interface of which you want to view the information

VLAN ID VLAN ID

Subnet-Index Index of the subnet

IP ADDRESS IP address of the subnet (can be either an IP address or network address)
NET MASK Mask of IP subnet

display ip-subnet-vian vlan
Syntax display ip-subnet-vlan vlan { vian-id [ to vian-id ] | all }

View Any view
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Parameters

Description

Related commands:

Examples

vlan-id: VLAN ID, in the range 1 to 4094.

to: Specifies a VLAN ID range, the argument to the right of this keyword must be
greater than or equal to that to the left of this keyword.

all: Specifies all the VLANSs.

Use the display ip-subnet-vlan vlan command to display the IP subnet
information and IP subnet index on the specified VLAN(s).

display vlan.

# Display the IP subnet information of all VLANS.

<Sysname> di spl ay i p-subnet-vlan vlan all
VLAN ID: 3
Subnet | ndex | P Addr ess Subnet Mask

0 192.168.1.0 255. 255.255.0
Table 17 Field descriptions of the display ip-subnet-vlan vlan command

Field Description

VLAN ID VLAN ID

Subnet Index Subnet Index

IP Address IP address of the subnet (can be an IP address or a network address)
Subnet Mask Mask of the IP subnet

ip-subnet-vlan

Syntax

View

Parameters

ip-subnet-vlan [ ip-subnet-index | ip ip-address [ mask ]

undo ip-subnet-vlan { ip-subnet-index [ to ip-subnet-end ] | all }
VLAN view

ip-subnet-index: IP subnet Index, in the range of 0 to 11. This value can be
configured by users, or automatically numbered by system based on the order in
which the IP subnet or IP address is associated with the VLAN.

ip /p-address [mask]: Specifies the source IP address or network address based on
which the subnet-based VLANSs are classified, in dotted decimal notation. The
mask argument is the subnet mask of the source IP address or network address, in
dotted decimal notation with a default value of 255.255.255.0.

to: Specifies an IP subnet Index range.

ip-subnet-end: The last index value of the IP subnet, in the range of 0 to 11, must
be greater than or equal to the ip-subnet-index value.

all: Removes all the associations between the VLAN and the specified IP subnets or
IP addresses.
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Related commands:

Examples
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Use the ip-subnet-vlan command to associate the current VLAN with a specified
IP subnet or IP address.

Use the undo ip-subnet-vlan command to delete the association.

Note that the IP subnet or IP address cannot be a multicast network segment or a
multicast address.

display ip-subnet-vlan vlan.

# Configure VLAN 3 to be an IP-subnet-based VLAN. Associate it with the
192.168.1.0/24 network segment.

<Sysnane> systemvi ew
[ Sysnane] vlan 3
[ Sysnanme-vl an3] ip-subnet-vlian ip 192.168. 1.0 255.255.255.0

port hybrid ip-subnet-vlan vlan

Syntax

View

Parameters

Description

Related commands:

Examples

port hybrid ip-subnet-vlan vlan vian-id

undo port hybrid ip-subnet-vlan { vlan vian-id | all }
Ethernet port view, port group view

vlan-id: VLAN ID, in the range of 1 to 4,094.

all: All VLANS.

Use the port hybrid ip-subnet-vlan vlan command to associate the current
Ethernet port with an IP-subnet-based VLAN.

Use the undo port hybrid ip-subnet-vlan vlan command to remove the
association between the current Ethernet port and an IP-subnet-based VLAN.

Execution of the above commands in Ethernet port view will apply the
configurations to the current port only whereas under port group view will apply
the configurations to all ports in the port group.

Note that only the Hybrid port supports the above feature at the moment. Before
issuing this command, ensure that the port has been added to the IP-subnet-based
VLAN to be associated with. Otherwise, the port cannot be associated with the
VLAN.

display ip-subnet-vlan interface.

# Associate Ethernet 2/0/1 with VLAN 3 (assuming that VLAN 3 is an
IP-subnet-based VLAN).

<Sysnane> systemvi ew
[ Sysnane] vlan 3
[ Sysnane-vl an3] ip-subnet-vlan ip 192.168. 1.0 255.255.255.0
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[ Sysnane-vl an3] quit
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] port |ink-type hybrid
[ Sysnane- Et hernet 2/ 0/ 1] port hybrid vlan 3 untagged
Pl ease wait... Done.
[ Sysnane- Et hernet 2/ 0/ 1] port hybrid ip-subnet-vlan vlian 3
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ISOLATE-USER-VLAN
CONFIGURATION COMMANDS

display isolate-user-vlian
Syntax
View
Parameters

Description

Related commands:

Examples

display isolate-user-vlan [ isolate-user-vian-id |
Any view
isolate-user-vian-id: VLAN ID of an isolate-user-VLAN, in the range 1 to 4094.

Use the display isolate-user-vlan command to display the mapping between
an isolate-user-vlan and the secondary VLAN().

isolate-user-vlan, isolate-user-vlan enable.

# Display the mapping between an isolate-user-vlan and secondary VLANSs.

<Sysnanme> di spl ay isol ate-user-vlan
| sol ate-user-VLAN VLAN ID : 2
Secondary VLAN ID: 3 4

VLAN I D 2
VLAN Type: static
I sol at e-user-VLAN type : isol ate-user-VLAN
Route Interface: configured
IP Address: 1.1.1.1
Subnet Mask: 255.255.255.0
Descri ption: VLAN 0002
Broadcast MAX-ratio: 100%
Tagged Ports: none
Unt agged Ports:
Et her net 2/ 0/ 2 Et hernet 2/ 0/ 3 Et hernet 2/ 0/ 4
VLAN I D: 3
VLAN Type: static
I sol at e-user-VLAN type : secondary
Route Interface: configured
I P Address: 2.2.2.2
Subnet Mask: 255.255.255.0
Descri pti on: VLAN 0003
Broadcast MAX-ratio: 100%
Tagged Ports: none
Unt agged Ports:
Et her net 2/ 0/ 2 Et hernet 2/ 0/ 3

VLAN ID: 4
VLAN Type: static
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I sol at e-user-VLAN type : secondary
Route Interface: not configured
Descri pti on: VLAN 0004
Broadcast MAX-ratio: 100%
Tagged Ports: none
Unt agged Ports:
Et hernet 2/ 0/ 2 Et hernet 2/ 0/ 4

Table 18 Field descriptions of the display isolate-user-vlan command

Field Description

Isolate-user-VLAN VLAN ID Isolate-user-VLAN ID

Secondary VLAN ID Secondary VLAN ID

VLAN ID VLAN ID

VLAN Type VLAN Type, either static or dynamic VLAN

Isolate-user-VLAN type Current VLAN type, either Isolate-user-VLAN or secondary
VLAN

Route Interface Whether VLAN interface is configured or not

IP Address IP address of VLAN interface. If VLAN interface is not
configured, this field will not be displayed.

Subnet Mask Subnet Mask of the VLAN interface. If VLAN interface is not
configured, this field will not be displayed.

Description VLAN description

Tagged Ports Indicating the ports that need to have VLAN tag

Untagged Ports Indicating the ports that need not to have VLAN tag

isolate-user-vlan

Syntax isolate-user-vlan isolate-user-vlan-id secondary secondary-vian-id-list

undo isolate-user-vlan isolate-user-vian-id [ secondary secondary-vian-id-list ]
View System view

Parameters isolate-user-vlan-id: VLAN ID of an isolate-user-vlan, in the range 1 to 4094.

secondary secondary-vlan-id-list: Specifies a list of secondary VLAN IDs. You need
to provide the secondary-vlan-id argument in the form of { secondary-vian-id1 [ to
secondary-vlan-id2 ] }&<1-10>, where secondary-vian-id1 and secondary-vlan-id2
are VLAN IDs in the range 1 to 4094 and &<1-10> means that you can provide up
to ten secondary VLAN IDs/secondary VLAN ID ranges.

Description  Use the isolate-user-vlan command to create the mapping between an
isolate-user-vlan and the secondary VLAN(S).

Use the undo isolate-user-vlan command to delete the mapping between an
isolate-user-vlan and the secondary VLANs.

By default, there is no mapping between the isolate-user-vlan and the secondary
VLANS.
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Related commands:

Examples
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Note that:

m To use the isolate-user-vlan command, the isolate-user-vlan and the
secondary VLAN must have at least a port, which allows the isolate-user-vlan or
the secondary VLAN to pass. The default VLAN of the port must be the
isolate-user-vlan or the secondary VLAN. Otherwise, the command can not be
used.

= Use of the undo isolate-user-vlan command without the secondary
secondary-vian-id parameter will delete the mapping between the specified
isolate-user-vlan and all secondary VLANSs, while use of the command with the
parameter will only delete the mapping between the specified isolate-user-vlan
and the specified secondary VLANS.

After the mapping between the isolate-user-vian and the secondary VLANS is
created, no port can be added to or deleted from either the isolate-user-vlian or
the secondary VLAN(s). Only after the mapping relation is deleted are the above
operations possible.

display isolate-user-vlan.

# Associate the isolate-user-VLAN 2 to the secondary VLANs VLAN 3 and VLAN 4.

<Sysnanme> systemvi ew

[ Sysnane] vlan 2

[ Sysnane-vl an2] isol ate-user-vlan enabl e

[ Sysnane-vl an2] port ethernet 2/0/2

[ Sysnane-vl an2] vlan 3

[ Sysnanme-vl an3] port ethernet 2/0/3

[ Sysnane-vl an3] vlan 4

[ Sysnane-vl an4] port ethernet 2/0/4

[ Sysnanme-vl an4] quit

[ Sysnane] isol ate-user-vlan 2 secondary 3 to 4

isolate-user-vlan enable

Syntax

View
Parameters

Description

isolate-user-vlan enable

undo isolate-user-vlan enable
VLAN view
None

Use the isolate-user-vlan enable command to configure the current VLAN as
an isolate-user-VLAN.

Use the isolate-user-vlan enable command to remove the isolate-user-VLAN
configuration for a specified VLAN.

By default, no VLAN is an isolate-user-VLAN.
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An isolate-user-VLAN may include multiple ports, including those that are
connected to upstream devices.

Related commands: display isolate-user-vlan.

Examples # Configure VLAN 5 to be an isolate-user-VLAN.

<Sysnane> systemvi ew
[ Sysnane] vlan 5
[ Sysnane-vl an5] isol ate-user-vlan enabl e
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VOICE VLAN CONFIGURATION
COMMANDS

display voice vlan oui
Syntax
View
Parameters

Description

Related commands:

s

Examples

display voice vlan oui

Any view

None

Use the display voice vlan oui command to display the organizationally unique
identifier (OUI) address(es), the OUI address mask, and the descriptive string

currently supported by system.

voice vlan, voice vlan enable.

As the first 24 bits of a MAC address (in binary format), an OUI address is a

globally unique identifier assigned to a vendor by IEEE.

# Display the OUI address of a voice VLAN.

<Sysnanme> di spl ay voice vlan oui

Qui Address

0001- e300- 0000
0003- 6b00- 0000
0004- 0d00- 0000
0060- b900- 0000
00d0- 1e00- 0000
00e0- 7500- 0000
00e0- bb00- 0000

Mask

ffff-ff00-0000
ffff-ff00-0000
ffff-ff00-0000
ffff-ff00-0000
ffff-ff00-0000
ffff-ff00-0000
ffff-ff00-0000

Description

Si enens phone

C sco phone

Avaya phone

Phi | i ps/ NEC phone
Pi ngtel phone

Pol ycom phone
3com phone

Table 19 Field descriptions of the display voice vlan oui command

Field Description

Oui Address OUl addresses that are allowed to pass

Mask Mask of the OUI addresses that are allowed to pass
Description Description of the OUl addresses that are allowed to pass

display voice vlan state
Syntax

View

display voice vlan state

Any view
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Parameters None

Description  Use the display voice vlan state command to display the voice VLAN
configuration.

Related commands: voice vlan enable.

Examples # Display the voice VLAN configurations.

<Sysnanme> di spl ay voice vlan state

Voi ce VLAN status: ENABLE

Voice VLAN ID: 2

Voi ce VLAN security node: Security
Voi ce VLAN aging tinme: 1440 m nutes
Voi ce VLAN enabl ed port and its node:

PORT MODE

Et hernet 2/ 0/ 2 MANUAL
Et hernet 2/ 0/ 3 MANUAL
Et hernet 2/ 0/ 4 MANUAL
Et hernet 2/ 0/ 5 AUTO

Table 20 Field descriptions of the display voice vlan state command

Field Description

Voice VLAN status The current voice VLAN status, that is, whether it is
enabled or disabled.

Voice VLAN ID ID of a voice VLAN

Voice VLAN security mode Security mode of a voice VLAN

Voice VLAN aging time Aging time of a voice VLAN

Current voice vlan enabled port and  The port that is currently enabled with the voice VLAN

its mode feature and its working mode

PORT port ID

MODE Voice VLAN working mode: manual or automatic.

voice vlan

Syntax voice vlan vian-id enable

undo voice vlan enable
View System view

Parameters vian-id: ID of the VLAN to be enabled with the voice VLAN feature, in the range 2
to 4094.

Description  Use the voice vlan command to enable the voice VLAN feature globally.

Use the undo voice vlan enable command to disable the voice VLAN feature
globally.
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m At one particular moment, only one VLAN of a certain device can have the
voice VLAN feature enabled.

m Ensure that a VLAN exists before enabling its voice VLAN feature and that it is
not VLAN 1. Otherwise, the configurations will fail.

= If a VLAN to be deleted has the voice VLAN feature enabled, you need to
disable the voice VLAN feature first before deleting the VLAN.

display voice vlan state.
# Enable the voice VLAN feature on VLAN 2 (assuming that VLAN 2 already exists).

<Sysnane> systemvi ew
[ Sysnane] voice vlan 2 enable

voice vlan aging

Syntax

View

Parameters

Description

Related commands:

Examples

voice vlan aging minutes

undo voice vlan aging
System view

minutes: Aging time of a voice VLAN, in the range 5 to 43,200 (in minutes). This
value is 1,440 by default.

Use the voice vlan aging command to configure the aging time of a voice
VLAN.

Use the undo voice vlan aging command to restore the aging time of a voice
VLAN.

Under automatic mode, the system will decide whether to add a port to a voice
VLAN based on the source MAC address contained in its inbound voice packets.
After adding a port to the voice VLAN, the system will start the aging timer at the
same time. If within the aging time, no voice packets is received from the port, it
will be removed from the voice VLAN when the aging time expires.

display voice vlan state.

# Configure the aging time of the voice VLAN as 100 minutes.

<Sysnane> systemvi ew
[ Sysnane] voice vlan aging 100

voice vlan enable

Syntax

voice vlan enable

undo voice vlan enable
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View
Parameters

Description

Examples

Ethernet port view
None

Use the voice vlan enable command to enable the voice VLAN feature on an
Ethernet port.

Use the undo voice vlan enable command to disable the voice VLAN feature
on an Ethernet port.

No voice VLAN is enabled on a port by default.

= Under automatic mode, only The Trunk or Hybrid port can be configured with
the voice VLAN feature. The Access port cannot be configured with this
feature.

m Before enabling the voice VLAN feature on a port, ensure that its is enabled
globally first

= Only after the voice VLAN feature is enabled under both system view and
Ethernet port view will it functions properly.

# Enable the voice VLAN feature on the port Ethernet 2/0/1.

<Sysnane> systemvi ew

[ Sysnane] voice vlan 2 enable

[ Sysnane] interface ethernet 2/0/1

[ Sysnane- Et hernet 2/ 0/ 1] voice vl an enabl e

voice vlan mac-address

Syntax

View

Parameters

voice vlan mac-address mac-addr mask oui-mask [ description text ]

undo voice vlan mac-address ou/
System view

mac-addr: MAC address, in the format of H-H-H, such as 1234-1234-1234.

mask oui-mask: Specifies the valid length of the OUI address, represented in
mask, in the format of H-H-H, from left to right are consecutive fs and 0s, for
example, ffff-f000-0000.

description text: Specifies a string that describes the OUI address. The string is of
1 to 30 characters and is case sensitive.

oui: Deletes an OUI address that is in the format H-H-H, such as 1234-1200-0000,
which is the logic AND result of mac-addr and oui-mask. Using the display voice
vlan oui command can display OUI address information. The OUI address cannot
be a broadcast, multicast or address of all 0s or all fs.
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Use the voice vlan mac-address command to make a specified OUI address
identified by the voice VLAN.

Use the undo voice vlan mac-address command to remove an OUl address
from being identified by the voice VLAN.

A maximum of 16 OUI addresses can be supported by the system.

By default, default OUI addresses, which can be removed or then added, as
illustrated in the following table.

Table 21 Default OUI addresses

Number oul Description

1 0001-e300-0000 Siemens phone

2 0003-6b00-0000 Cisco phone

3 0004-0d00-0000 Avaya phone

4 0060-b900-0000 Philips/NEC phone
5 00d0-1e00-0000 Pingtel phone

6 00e0-7500-0000 Polycom phone

7 00e0-bb00-0000 3com phone

display voice vlan oui.

# Configure the OUl address as 1234-1234-1234, the mask as ffff-ff00-0000, and
the descriptive string as phone A, that is, voice packets from Phone A with source
MAC address being 1234-1234-1234 can pass through the voice VLAN.
<Sysnanme> systemvi ew

[ Sysnane] voice vlan nac-address 1234-1234-1234 mask ffff-ff00-0000
description PhoneA

# Display OUI address information.
<Sysname> display voice vlan oui
Qui Address

Mask Description

0001- e300- 0000
0003- 6b00- 0000
0004- 0d00- 0000
0060- b900- 0000
00d0- 1e00- 0000
00e0- 7500- 0000
00e0- bb00- 0000
1234-1200- 0000

ffff-ff00-0000
ffff-ff00-0000
ffff-ff00-0000
ffff-ff00-0000
ffff-ff00-0000
ffff-ff00-0000
ffff-ff00-0000
ffff-ff00-0000

Si enens phone

C sco phone

Avaya phone

Phi | i ps/ NEC phone
Pi ngtel phone

Pol ycom phone
3com phone

PhoneA

# Disable voice packets of Phone A from passing through the voice VLAN.

<Sysnane> systemvi ew

[ Sysnane]

undo voi ce vl an nac-address 1234-1200-0000
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voice vlan mode auto

Syntax

View
Parameters

Description

Examples

voice vlan mode auto

undo voice vlan mode auto
Ethernet port view
None

Use the voice vlan mode auto command to configure the voice VLAN working
mode on a port to be automatic.

Use the undo voice vlan mode auto command to configure the voice VLAN
working mode on a port to be manual.

By default, the voice VLAN working mode is automatic.
The voice VLAN working mode of a port is independent of those of other ports.

Note that: if the interface is enabled with voice VLAN in manual mode, you need
to add the port to the voice VLAN manually to validate the voice VLAN.

# Configure the voice VLAN working mode on Ethernet 2/0/1 as manual.

<Sysnanme> system vi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] undo voice vl an nbde auto

voice vlan security enable

Syntax

View
Parameters

Description

voice vlan security enable

undo voice vlan security enable
System view
None

Use the voice vlan security enable command to enable the security mode for
voice VLAN.

Use the undo voice vlan security enable command to disable the security
mode for voice VLAN.

By default, the security mode of voice VLAN is enabled.

The voice vilan security enable and undo voice vlan security enable
commands take effect only after the voice VLAN feature is enabled globally.
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Examples # Disable the security mode of the voice VLAN.

<Sysnane> systemvi ew
[ Sysnane] undo voice vlan security enable
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QINQ CONFIGURATION COMMANDS

classifier behavior

Syntax

View

Parameters

Description

Related commands:

s

Examples

classifier classifier-name behavior behavior-name

undo classifier classifier-name
Policy view

classifier-name: Name of a class, a string of 1 to 31 characters.

behavior-name: Name of a traffic behavior, a string of 1 to 31 characters.

Use the classifier behavior command to associate a traffic behavior with a
class.

Use the undo classifier command to remove the association.

Note that each class can be associated with only one traffic behavior.

qos policy.

In a QoS policy with multiple class-to-traffic-behavior associations, if the action of
creating an outer VLAN tag is configured in a traffic behavior, we recommend you
not to configure any other action in this traffic behavior. Otherwise, the QoS policy
may not function as expected after it is applied.

# Associate the behavior test with the class database in the policy user1.

<Sysnane> systemvi ew
[ Sysnane] qos policy userl
[ Sysnane- qospol i cy-user1] classifier database behavior test

if-match customer-vlan-id

Syntax

View

if-match customer-vlan-id vian-id-list

undo if-match customer-vlan-id vian-id-list

Class view
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Parameters

Description

Example

vlan-id-list: Customer VLAN IDs. You can specify up to eight VLAN IDs for the
argument in the form of vilan-id to vian-id or multiple discontinuous
space-separated VLAN IDs. A VLAN ID ranges from 1 to 4094.

Use the if-match customer-vlan-id command to use the specified customer
VLAN ID(s) as the match criterion.

Use the undo if-match customer-vlan-id command to remove the match
criterion.

# Create class class1 and classify frames of customer VLAN 9 through 100 to class
1.

<Sysname> systemvi ew
[ Sysnane] traffic classifier classl
[ Sysnane-classifier-classl] if-match custoner-vlian-id 9 to 100

nest top-most vian-id

Syntax

View
Parameters

Description

Related commands:

nest top-most vlan-id vian-id

undo nest
Traffic behavior view
vlan-id: VLAN ID, in the range of 1 to 4094.

Use the nest top-most vlan-id command to configure the action of creating an
outer VLAN tag for the traffic behavior.

Use the undo nest command to remove the action.

qos policy, traffic behavior.

Examples # Configure the action of creating outer VLAN tag 100 for the traffic behavior
database.
<Sysname> systemvi ew
[ Sysnane] traffic behavi or database
[ Sysnane- behavi or - dat abase] nest top-nost vlan-id 100
ging enable
Syntax qinqg enable
undo qinq enable
View Ethernet port view, port group view
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None

Use the qinq enable command to enable basic QinQ for the current Ethernet
port.

Use the undo qing enable command to disable basic QinQ for the current
Ethernet port.

By default, basic QinQ is disabled for Ethernet port.

After basic QinQ is enabled on the port, frames on this port will be tagged with a
new VLAN tag, the VLAN ID in which is the default VLAN ID of the port.

Configured in Ethernet port view, the setting is effective on the current port only;
configured in port group view, the setting is effective on all ports in the port

group.

# Enable basic QinQ on port Ethernet 2/0/1.

<Sysnane> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] qi nq enabl e

# Enable basic QinQ on all the ports in port group 1.

<Sysnanme> systemvi ew

[ Sysnane] |ink-aggregati on group 1 node nanual

[ Sysnane] interface ethernet 2/0/2

[ Sysnane- Et hernet 2/ 0/ 2] port |ink-aggregation group 1
[ Sysnane- Et hernet2/0/2] interface ethernet 2/0/3

[ Sysnane- Et hernet 2/ 0/ 3] port |ink-aggregation group 1
[ Sysnane- Et hernet 2/ 0/ 3] quit

[ Sysnane] port-group aggregation 1

[ Sysnane- port - group-aggregation-1] qing enabl e

qginqg ethernet-type customer-tag

Syntax

View

Parameters

qing ethernet-type customer-tag hex-value

undo qinq ethernet-type customer-tag
System view

hex-value: Hexadecimal protocol type ID, in the range of 0x0001 to OxFFFF, but
you cannot set it to any of the protocol type values listed in Table 22.

Table 22 Common protocol type values

Protocol type Value
ARP 0x0806
PUP 0x0200

RARP 0x8035
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Description

Examples

Table 22 Common protocol type values

Protocol type Value

IP 0x0800

IPv6 0x86DD

PPPoE 0x8863/0x8864
MPLS 0x8847/0x8848
IPX/SPX 0x8137

IS-1S 0x8000

LACP 0x8809

802.1x Ox888E

Cluster 0x88A7
Reserved OxFFFD/OxFFFE/OXFFFF

Use the ginq ethernet-type customer-tag command to configure the TPID
value of the customer network VLAN tags.

Use the undo qinq ethernet-type customer-tag command to restore the
system default.

By default, the TPID value of the customer network VLAN tags is 0x8100.

# Set the TPID value of the customer network VLAN tags to 0x9100.

<Sysnanme> system vi ew
[ Sysnane] qing ethernet-type customer-tag 9100

qginqg ethernet-type service-tag

Syntax

View

Parameters

Description

Examples

qing ethernet-type service-tag hex-value

undo qinq ethernet-type service-tag
Ethernet port view, port group view

hex-value: Hexadecimal protocol type ID, in the range of 0x0001 to OXFFFF except
the protocol type values listed in Table 22.

Use the qinqg ethernet-type service-tag command to configure the TPID value
of the service provider network VLAN tags.

Use the undo qinqg ethernet-type service-tag command to restore the
default.

By default, the TPID value of the service provider network VLAN tags is 0x8100.

# Set the TPID value of the service provider network VLAN tags to 0x9100 for
Ethernet 2/0/1.
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<Sysnane> systemvi ew
[ Sysnane] interface ethernet2/0/1
[ Sysnanme- Et hernet 2/ 0/ 1] qi nq ethernet-type service-tag 9100

gos apply policy

Syntax

View

Parameters

Description

s

gos apply policy policy-name inbound

undo qos apply policy inbound
Ethernet port view, port group view

inbound: Applies the specified policy to the traffic received on the current port(s).

policy-name: Policy name, a string of 1 to 31 characters.

Use the qos apply policy command to apply a policy on a port or a port group.

Use the undo qos apply policy command to remove the policy applied on a
port or a port group.

In selective QinQ implementation on SC/SA/EA series modules, a QoS policy can be
applied only to incoming traffic. Therefore, the qos apply policy command can
be applied only on ports receiving traffic from the customer network.

SC modules include 0231A931 modules, SA modules include LSQ13C16915SA
modules, and EA modules include only 0231A92P modules. For complete
information about module types, refer to the accompanied installation manual.

Examples # Apply the policy test in the inbound direction of Ethernet 2/0/1.
<Sysnane> systemvi ew
[ Sysnane] interface Ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] qos apply policy test inbound
gos policy
Syntax qos policy policy-name
undo qos policy policy-name
View  System view
Parameters policy-name: Policy name, a string of 1 to 31 characters.
Description  Use the qos policy command to create a policy. This command also leads you to

policy view.

Use the undo qos policy command to remove a policy.
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Related commands:

Examples

To remove a policy that has been applied on a port, remove it from the port first.
classifier behavior, qos apply policy.

# Create the policy user1.

<Sysnane> systemvi ew
[ Sysnane] qos policy userl
[ Sysnane- qospol i cy-user1]

traffic behavior

Syntax

View
Parameters

Description

Related commands:

Examples

traffic behavior behavior-name

undo traffic behavior behavior-name
System view
behavior-name: Behavior name, a string of 1 to 31 characters.

Use the traffic behavior command to create a traffic behavior. This command
also leads you to traffic behavior view.

Use the undo traffic classifier command to remove a traffic behavior.
gos policy, classifier behavior, gos apply policy.

# Create a traffic behavior behavior1.

<Sysnanme> system vi ew
[ Sysnane] traffic behavior behaviorl
[ Sysnane- behavi or - behavi or 1]

traffic classifier

Syntax

View

Parameters

traffic classifier classifie-name [ operator { and | or } ]

undo traffic classifier classifier-name
System view

and: Specifies the relationship between the match criteria in the specified class as
logical AND. That is, a packet belongs to the class only when it matches all the
match criteria defined in the class.

or: Specifies the relationship between the match criteria in the class as logical OR.
That is, a packet belongs to the class if it matches a match criterion defined in the
class.
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classifier-name: Class name, a string of 1 to 31 characters.

Use the traffic classifier command to create a class. This command also leads
you to class view.

Use the undo traffic classifier command to remove a class.

By default, a packet belongs to the class only when it matches all match criteria
defined in the class.

# Create the class class1.

<Sysnane> systemvi ew
[ Sysnane] traffic classifier classl
[ Sysnane-cl assi fier-cl assl1]
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BPDU TUNNELING CONFIGURATION
COMMANDS

bpdu-tunnel dot1q stp

Syntax

View
Parameters

Description

Examples

bpdu-tunnel dot1q stp

undo bpdu-tunnel dot1q stp
Ethernet port view, port group view
None

Use the bpdu-tunnel dot1q stp command to enable BPDU tunneling for STP on
the current port or ports.

Use the undo bpdu-tunnel dot1q stp command to disable BPDU tunneling for
STP on the port or ports.

By default, the BPDU tunneling for STP is disabled.

Configured in Ethernet port view, the setting is effective on the current port only;
configured in port group view, the setting is effective on all ports in the port

group.

Before you can enable BPDU tunneling for STP on a port, you need to enable
BPDU tunneling and disable STP on the port.

Relative command: bpdu-tunnel dot1q enable.

# Enable BPDU tunneling for STP on Ethernet 2/0/1.

<Sysnane> systemvi ew

[ Sysnane] interface ethernet 2/0/1

[ Sysnane- Et hernet 2/ 0/ 1] stp disable

[ Sysnane- Et hernet 2/ 0/ 1] bpdu-tunnel dotlq stp

# Enable BPDU tunneling for STP on all the ports of port group 1.

<Sysname> systemvi ew

[ Sysnane] I|ink-aggregation group 1 node nanua

[ Sysnane] interface ethernet 2/0/2

[ Sysnanme- Et hernet 2/ 0/ 2] port |ink-aggregation group 1
[ Sysnane- Et hernet2/0/2] interface ethernet 2/0/3

[ Sysnanme- Et hernet 2/ 0/ 3] port |ink-aggregation group 1
[ Sysnanme- Et hernet 2/ 0/ 3] quit

[ Sysnane] port-group aggregation 1
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[ Sysnane- port - group- aggregati on-1] stp disable
[ Sysnanme- port - group-aggregati on-1] bpdu-tunnel dotlq stp

bpdu-tunnel dot1q enable

Syntax

View
Parameters

Description

Examples

bpdu-tunnel dot1q enable

undo bpdu-tunnel dot1q enable
System view, Ethernet port view, port group view
None

Use the bpdu-tunnel dot1q enable command to enable BPDU tunneling.

Use the undo bpdu-tunnel dot1q enable command to disable BPDU
tunneling.

Configured in system view, the command enables or disables BPDU tunneling
globally; configured in Ethernet port view, the setting is effective on the current
port only; configured in port group view, the command enables or disables BPDU
tunneling on all ports in the port group.

By default, BPDU tunneling is enabled globally but disabled for all ports.

Note: BPDU tunneling must be enabled globally before the BPDU tunnel
configuration for a port can take effect.

# Enable BPDU tunneling globally.

<Sysnane> systemvi ew
[ Sysnane] bpdu-tunnel dotlqg enable

# Enable BPDU tunneling on the Ethernet 2/0/1 port.

<Sysnanme> system vi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] bpdu-tunnel dot1q enable

# Enable BPDU tunneling on all the ports in port group 1.

<Sysnane> systemvi ew

[ Sysnane] i nk-aggregation group 1 node manual

[ Sysnane] interface ethernet 2/0/2

[ Sysnanme- Et hernet 2/ 0/ 2] port |ink-aggregation group 1

[ Sysnanme-Ethernet2/0/2] interface ethernet 2/0/3

[ Sysnanme- Et hernet 2/ 0/ 3] port |ink-aggregation group 1

[ Sysnane- Et hernet 2/ 0/ 3] quit

[ Sysnane] port-group aggregation 1

[ Sysnane- port - gr oup- aggr egati on-1] bpdu-tunnel dotlq enable



167

bpdu-tunnel tunnel-dmac

Syntax

View

Parameters

Description

Examples

bpdu-tunnel tunnel-dmac mac-address

undo bpdu-tunnel tunnel-dmac
System view

mac-address: Destination multicast MAC address for BPDU Tunnel frames, in

the

format of H-H-H. The allowed values are 0100-0CCD-CDDO, 0100-0CCD-CDD1,

0100-0CCD-CDD2, and 010F-E200-0003.

Use the bpdu-tunnel tunnel-dmac command to configure the destination
multicast MAC address for BPDU Tunnel frames.

Use the undo bpdu-tunnel tunnel-dmac command to restore the default
value.

By default, the destination multicast MAC address for BPDU Tunnel frames is
0x010F-E200-0003.

# Set the destination multicast MAC address for BPDU Tunnel frames to
0100-0CCD-CDDO.

<Sysnanme> systemvi ew
[ Sysnane] bpdu-tunnel tunnel-dmac 0100- Occd-cddO
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MSTP CONFIGURATION COMMANDS

active region-configuration

Syntax
View
Parameters

Description

Related commands:

Examples

active region-configuration
MST region view
None

Use the active region-configuration command to activate your MST region
configuration.

When you carry out this command, MSTP will replace the currently running MST
region-related parameters with the parameters you have just configured, and will
perform spanning tree calculation again.

instance, region-name, revision-level, vlan-mapping modulo, check
region-configuration.

# Activate MST region configuration manually.
<Sysnane> systemvi ew

[ Sysnane] stp region-configuration

[ Sysnanme-nst-regi on] active regi on-configuration

check region-configuration

Syntax
View
Parameters

Description

check region-configuration
MST region view
None

Use the check region-configuration command to view all the configuration
information of the MST region, including the region name, VLAN-to-instance
mapping and revision level settings.

As specified in the MSTP protocol, the configurations of MST regions must be
right, especially the VLAN-to-MSTI mapping table. MSTP-enabled switches are in
the same region only when they have the same format selector (a 802.1s-defined
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Related commands:

protocol selector, which is 0 by default and cannot be configured), region name,
VLAN-to-MSTI mapping table, and revision level. A switch cannot be in the
expected region if any of the four MST region-related parameters mentioned
above are not consistent with those of another switch in the region.

The 3Com series support only the MST region name, VLAN-to-MSTI mapping
table, and revision level. Switches with the settings of these parameters being the
same are assigned to the same MST region.

instance, region-name, revision-level, vlan-mapping modulo, active
region-configuration.

Examples # View all the configuration information of the MST region.

<Sysnanme> system vi ew
[ Sysnane] stp region-configuration
[ Sysnane-nst -regi on] check regi on-configuration
Adm n Configuration

Format selector :0

Regi on nane : 00010000001

Revision level :0

Instance VI ans Mapped

0 1to 9, 11 to 4094
16 10
Table 23 Field descriptions of the check region-configuration command
Field Description
Format selector Configuration format selector of the MST region
Region name MST region name
Revision level Revision level of the MST region
Instance Vlans Mapped VLAN-to-instance mappings in the MST region
display stp
Syntax display stp [ instance instance-id | [ interface interface-list | slot slot-number |
[ brief ]
View Any view
Parameters instance instance-id: Displays the spanning tree information of a particular

spanning tree instance. The effective range of instance-id is 0 to 31, with 0
representing the common internal spanning tree (CIST).

interface interface-list: Displays the spanning tree information on one or multiple
ports. You can provide up to 10 port lists, by each of which you can specify an
individual port in the form of interface-type interface-number, or a port range in
the form of interface-type start-interface-number to interface-type
end-interface-number, where the end port number must be greater than the start
port number.



Description

171

slot slot-number: Displays the spanning tree information of the module on the
specified slot.

brief: Displays brief information.

Use the display stp command to view the MSTP status information and statistics
information.

Based on the MSTP status information and statistics information, you can analyze
and maintain the network topology or check whether MSTP is working normally.

Note that:

m If you do not specify any spanning tree instance ID or port list, this command
will display the MSTP information on all ports. The displayed information is
sequenced by spanning tree instance ID and by port name in each spanning
tree instance.

m If you specify a spanning tree instance ID, this command will display the MSTP
information on all ports in that spanning tree instance. The displayed
information is sequenced by port name.

m If you specify a port list, this command will display the MSTP information on
the specified ports. The displayed information is sequenced by spanning tree
instance ID, and by port name in each spanning tree instance.

= If you specify both a spanning tree instance ID and a port list, this command
will display the MSTP information on the specified ports in the specified
spanning tree instance.

The MSTP status information includes:

m CIST global parameters: Protocol work mode, device priority in the CIST
instance (Priority), MAC address, hello time, max age, forward delay, maximum
hops, common root of the CIST, external path cost from the device to the CIST
common root, regional root, the internal path cost from the device to the
regional root, CIST root port of the device, and status of the BPDU guard
function (enabled or disabled).

m CIST port parameters: Port status, role, priority, path cost, designated bridge,
designated port, edge port/non-edge port, whether connecting to a
point-to-point link, maximum transmission rate (transmit limit), status of the
root guard function (enabled or disabled), BPDU format, boundary
port/non-boundary port, hello time, max age, forward delay, message age,
remaining hops, whether a port in an aggregation group, and whether rapid
state transition enabled (designated ports).

m  MSTI global parameters: MSTI instance ID, bridge priority of the instance,
regional root, internal path cost, MSTI root port, and master bridge.

m  MSTI port parameters: Port status, role, priority, path cost, designated bridge,
designated port, remaining hops, whether a port in an aggregation group, and
whether rapid state transition enabled (for designated ports).

The statistics information includes:
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m The number of TCN BPDUs, configuration BPDUs, RST BPDUs and MST BPDUs
sent from each port

m  The number of TCN BPDUs, configuration BPDUs, RST BPDUs, MST BPDUs and
wrong BPDUs received on each port

m The number of BPDUs discarded on each port
Related commands: reset stp.

Examples # Display the state information about MSTI O on GigabitEthernet 1/0/1 through
GigabitEthernet 1/0/4.

<Sysnanme> di splay stp instance O interface G gabitEthernet 2/0/1 to
G gabitEthernet 2/0/4 brief

VSTI D Por t Role STP State Protection
0 G gabi tEthernet2/0/1 DESI FORWARDI NG NONE
0 G gabi t Et hernet 2/ 0/ 2 DESI FORWARDI NG NONE
0 G gabi t Et hernet 2/ 0/ 3 DESI FORWARDI NG NONE
0 G gabi t Et her net 2/ 0/ 4* DESI FORWARDI NG NONE

(*) means port in aggregation group

Table 24 Field descriptions of the display stp command

Field Description

MSTID spanning tree instance ID in the MST region

Port Port name, corresponding to each spanning tree
instance

Role Port role

STP State MSTP status on the port, including forwarding,

discarding, and learning

Protection Protection type on the port, including root guard,
loop guard, and BPDU guard

(*) means port in aggregation group * indicates a port in an aggregation group

display stp abnormal-port
Syntax display stp abnormal-port
View Any view
Parameters None

Description  Use the display stp abnormal-port command to view the information about
abnormally blocked ports.

Any of the following reasons may cause a port to be abnormally blocked:

= Root guard action
m Loop guard action
s MSTP BPDU format compatibility protection action
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# View information about abnormally blocked ports.

<Sysnanme> di splay stp abnornmal - port

MSTID Bl ocked Port Reason

1 G gabi t Et hernet 2/ 0/ 1 ROOT- Pr ot ect ed

2 G gabi t Et hernet 2/ 0/ 2 LOOP- Pr ot ect ed

2 G gabi t Et hernet 2/ 0/ 3 For mat conpati bility-Protected

Table 25 Field descriptions of the display stp abnormal-port command

Field Description

MSTID spanning tree instance ID
Blocked Port  Name of blocked port, which corresponds to the related spanning tree instance
Reason Reason that caused abnormal blocking of the port.

= ROOT-Protected: root guard action

s LOOP-Protected: loop guard action

» Formatcompatibility-Protected: MSTP BPDU format compatibility protection
action

display stp down-port
Syntax

View

Parameters

Description

Examples

display stp down-port
Any view
None

Use the display stp down-port command to view the information about ports
blocked by STP protection actions.

These actions include:
m BPDU attack guard action

s MSTP BPDU format compatibility protection action

# View the information about ports blocked by STP protection actions.

<Sysname> di spl ay stp down-port

Down Port Reason
G gabitEthernet2/0/1 BPDU- Pr ot ect ed
G gabi t Et hernet 2/ 0/ 2 For mat f requency- Pr ot ect ed

Table 26 Field descriptions of the display stp abnormal-port command

Field Description
Down Port Name of blocked port
Reason Reason that caused the port to be blocked.

s BPDU-Protected: BPDU attack guard action

s Formatfrequency-Protected: MSTP BPDU format compatibility
protection action
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display stp history
Syntax display stp [ instance instance-id | history [ slot slot-number ]
View Any view

Parameters instance instance-id: Displays the historic port role calculation information of a
particular spanning tree instance. The effective range of instance-id is 0 to 31,
with 0 representing the common internal spanning tree (CIST).

slot slot-number: Displays the historic port role calculation information of the
module on the specified slot.

Description  Use the display stp history command to view the historic port role calculation
information of the specified spanning tree instance or all spanning tree instances.

Note that:

m If you do not specify a spanning tree instance ID, this command will display the
historic port role calculation information of all spanning tree instances. The
displayed information is sequenced by instance ID, and in the timing of port
role calculation in each instance.

m [f you specify a spanning tree instance ID, this command will display the historic
port role calculation information of only this specified spanning instance, in the
timing of port role calculation.

Examples # View the historic port role calculation information of the module on slot 1 in
MSTP instance 2.

<Sysnanme> di splay stp instance 2 history slot 1
--------------- STP slot 1 history trace ---------------

------------------- I nstance 2
Port G gabitEthernet2/0/1
Rol e change : ROOT- >DESI ( Aged)
Ti me : 2006/ 08/ 08 00: 22: 56

Port priority : 0.00e0-fc01-6510 O 0.00e0-fc01-6510 128.1

Port G gabit Ethernet?2/0/2
Rol e change . ALTER- >ROOT
Ti me : 2006/ 08/ 08 00: 22: 56
Port priority : 0.00e0-fc01-6510 O 0.00e0-fc01-6510 128.2

Table 27 Field descriptions of the display stp history command

Field Description

Port Port name

Role change A role change of the port (“Age” means that the change was caused by expiry
of a configuration BPDU)

Time Time of port role calculation
Port priority ~ Port priority
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display stp region-configuration

Syntax
View
Parameters

Description

Related commands:

Examples

display stp region-configuration
Any view
None

Use the display stp region-configuration command to view the currently
effective configuration information of the MST region, including the region name,
revision level, and user-configured VLAN-to-instance mappings.

stp region-configuration.

# View the currently effective MST region configuration information.

<Sysnanme> di spl ay stp regi on-configuration
Oper Configuration

Format selector :0

Regi on nane chello

Revision level :0

I nst ance VI ans Mapped

0 21 to 4094
1 1to 10
2 11 to 20

Table 28 Field descriptions of the display stp region-configuration command

Field Description

Format selector MSTP-defined format selector

Region name MST region name

Revision level Revision level of the MST region

Instance Vlans Mapped VLAN-to-instance mappings in the MST region

display stp root
Syntax
View
Parameters

Description

Examples

display stp root
Any view
None

Use the display stp root command to view the root bridge information of all
MSTP instances.

# View the root bridge information of all MSTP instances.
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<Sysnanme> di splay stp root
MSTI D Root Bridge ID Ext Pat hCost | nt Pat hCost Root Port
0 0. 0013. 1923. da80 0 0

Table 29 Field descriptions of the display stp root command

Field Description

MSTID spanning tree instance ID
Root Bridge ID  Root bridge ID
ExtPathCost External path cost
IntPathCost Internal path cost

Root Port Root port name (displayed only if a port of the current device is the root port
of multiple instances)

display stp tc
Syntax display stp [ instance instance-id | tc [ slot slot-number ]
View Any view

Parameters instance instance-id: Displays the statistics of TC BPDUs (also known as TCN
BPDUs) received and sent by all ports in a particular spanning tree instance. The
effective range of instance-id is 0 to 31, with O representing the common internal
spanning tree (CIST).

slot slot-number: Displays the statistics of TC BPDUs received and sent by all ports
on a particular module spanning tree instance.

Description  Use the display stp tc command to view the statistics of TC BPDUs received and
sent.

Note that:

= If you do not specify a spanning tree instance ID, this command will display the
statistics of TC BPDUs received and sent by all ports in all spanning trees. The
displayed information is sequenced by instance ID and by port name in each
spanning tree instance.

m If you specify a spanning tree instance ID, this command will display the
statistics of TC BPDUs received and sent by all ports in the specified spanning
tree instance, in port name order.

Examples # View the statistics of TC BPDUs received and sent by all ports on the module on
slot 1 in MSTP instance O.

<Sysnanme> di splay stp instance 0 tc slot 1
-------------- STP slot 1 TC or TCN count -------------
MSTI D Por t Recei ve Send

0 G gabi t Et hernet2/0/ 1 6 4
0 G gabi t Et hernet 2/ 0/ 2 0 2
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Table 30 Field descriptions of the display stp tc command

Field Description

MSTID MSTP instance ID in the MST region

Port Port name

Receive Number of TC BPDUs received on each port
Send Number of TC BPDUs received by each port

instance

Syntax

View

Parameters

Description

Related commands:

Examples

instance instance-id vlan vian-list

undo instance instance-id [ vlan vian-list ]
MST region view

instance-id: spanning tree instance ID, ranging from 0 to 31, with O representing
the CIST.

vlan vian-list. Defines one or multiple VLANSs. You can provide up to 10 VLAN lists,
by each of which you can specify an individual VLAN in the form of vian-id, or a
VLAN range in the form of start-vlan-id to end-vian-id, where the end VLAN ID
must be greater than the start VLAN ID. The effective range of a VLAN ID is 1 to
4094.

Use the instance command to map the specified VLAN(s) to the specified
spanning tree instance.

Use the undo instance command to remap the specified VLAN(s) or all VLANs to
the CIST (spanning tree instance 0).

By default, all VLANs are mapped to the CIST.
Notice that:
= If you specify no VLAN in the undo instance command, all VLANs mapped to

the specified spanning tree instance will be remapped to the CIST.

= You cannot map the same VLAN to different spanning tree instances. If you
map a VLAN that has been mapped to an instance to a new instance, the old
mapping will be automatically removed.

region-name, revision-level, vlan-mapping modulo, check
region-configuration, active region-configuration.

# Map VLAN 2 to spanning tree instance 1.
<Sysnanme> systemvi ew

[ Sysnane] stp region-configuration

[ Sysnane-nst-region] instance 1 vlan 2
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region-name

Syntax

View
Parameters

Description

Related commands:

region-name name

undo region-name
MST region view
name: Name of the MST region, a string of 1 to 32 characters.

Use the region-name command to configure the MST region name of your
device.

Use the undo region-name command to restore the default MST region name.
By default, the MST region name of a device is its MAC address.

The MST region name, the VLAN-to-instance mapping table and the MSTP revision
level of a device jointly determine the MST region the device belongs to.

instance, revision-level, vlan-mapping modulo, check
region-configuration, active region-configuration.

Examples # Set the MST region name of the device to “hello”.
<Sysnanme> system vi ew
[ Sysnane] stp region-configuration
[ Sysnanme- nst -regi on] region-nane hello
reset stp
Syntax reset stp [ interface interface-list |
View  User view

Parameters interface interface-list: Clears the spanning tree statistics information on one or
multiple ports. You can provide up to 10 port lists, by each of which you can
specify an individual port in the form of interface-type interface-number, or a port
range in the form of interface-type start-interface-number to interface-type
end-interface-number, where the end port number must be greater than the start
port number.

Description  Use the reset stp command to clear the MSTP statistics information.

The MSTP statistics information includes the numbers of TCN BPDUs,
configuration BPDUs, RST BPDUs and MST BPDUs sent/received through the
specified port(s) (STP BPDUs and TCN BPDUs are counted only for the CIST).
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Note that this command clears the spanning tree-related statistics information on
the specified port(s) if you specify the interface-list argument; otherwise, this
command clears the spanning tree-related statistics on all ports.

display stp.
# Clear the spanning tree-related statistics information on ports GigabitEthernet

2/0/1 through GigabitEthernet 2/0/3.
<Sysnanme> reset stp interface G gabitEthernet 2/0/1 to G gabitEthernet 2/0/3

revision-level

Syntax

View
Parameters

Description

Related commands:

revision-level /eve/

undo revision-level
MST region view
level: MSTP revision level, in the range of 0 to 65535. The system default is 0.

Use the region-level command to configure the MSTP revision level of your
device.

Use the undo region-level command to restore the default MSTP revision level.

The MSTP revision level, the MST region name and the VLAN-to-instance mapping
table of a device jointly determine the MST region the device belongs to.

region-name, instance, vlan-mapping modulo, check region-configuration,
active region-configuration.

Examples # Set the MSTP revision level of the MST region to 5.
<Sysnanme> systemvi ew
[ Sysnane] stp region-configuration
[ Sysnane- st -regi on] revision-level 5
stp
Syntax stp { enable | disable }
undo stp
View System view, Ethernet interface view, port group view
Parameters enable: Enables the MSTP feature.

disable: Disables the MSTP feature.
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Description

Related commands:

Examples

Use the stp command to enable or disable the MSTP feature globally or on the
port(s).

Use the undo stp command to restore the default MSTP status.
By default, MSTP is globally disabled.

MSTP is disabled on ports by default and automatically enabled on all ports when
it is enabled globally on the device.

Note that:

m To control MSTP flexibly, you can disable the MSTP feature for certain ports so
that they will not take part in spanning tree calculation and thus to save the
device's CPU resources.

m After you enable MSTP, the device determines whether to work in
STP-compatible mode, in RSTP mode or in MSTP mode according to your MSTP
work mode setting. After MSTP is disabled, the device becomes a transparent
bridge.

m After being enabled, MSTP dynamically maintains spanning tree status of the
corresponding VLANSs based on the received configuration BPDUs. After being
disabled, it stops maintaining the spanning tree status.

s Configured in system view, the setting is effective for the device globally;
configured in Ethernet interface view, the setting is effective on the current
port only; configured in port group view, the setting is effective on all ports in
the port group.

stp mode.

# Enable the MSTP feature globally.
<Sysnanme> system vi ew
[ Sysnane] stp enable

# Disable MSTP on port GigabitEthernet 2/0/1.

<Sysnane> systemvi ew
[ Sysnane] interface G gabitEthernet 2/0/1
[ Sysnane- G gabi t Et hernet 2/ 0/ 1] stp disable

stp bpdu-protection

Syntax

View

Parameters

stp bpdu-protection

undo stp bpdu-protection
System view

None
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Use the stp bpdu-protection command to enable the BPDU guard function for
the device.

Use the undo stp bpdu-protection command to disable the BPDU guard
function for the device.

By default, the BPDU guard function is disabled.

# Enable the BPDU guard function for the device.

<Sysnane> systemvi ew
[ Sysnane] stp bpdu-protection

stp bridge-diameter

Syntax

View
Parameters

Description

Related commands:

Examples

stp bridge-diameter bridge-number

undo stp bridge-diameter
System view
bridge-number: Specifies the switched network diameter, in the range of 2 to 7.

Use the stp bridge-diameter command to specify the network diameter,
namely the maximum number of stations between any two terminal devices on
the switched network.

Use the undo stp bridge-diameter command to restore the default network
diameter setting.

By default, the network diameter of the switched network is 7.

An appropriate setting of hello time, forward delay and max age can speed up
network convergence. The values of these timers are related to the network size.
You can set these three timers indirectly by setting the network diameter. Based on
the network diameter you configured, MSTP automatically sets an optimal hello
time, forward delay, and max age for the device. With the network diameter set to
7 (the default), the three timer are also set to their defaults.

Note that this configuration is effective for the CIST and root bridge only, and not
for MSTIs.

stp timer forward-delay, stp timer hello, stp timer max-age.
# Set the network diameter of the switched network to 5.

<Sysnane> systemvi ew
[ Sysnane] stp bridge-dianeter 5
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stp compliance

Syntax

View

Parameters

Description

Examples

stp compliance { auto | dot1s | legacy }

undo stp compliance
Ethernet interface view, port group view

auto: Configures the port(s) to recognize the MSTP BPDU format automatically
and accordingly determine the format of MSTP BPDUs to send.

dot1s: Configures the port(s) to receive and send only standard-format
(802.1s-compliant) MSTP BPDUs.

legacy: Configures the port(s) to receive and send only compatible-format MSTP
BPDUs.

Use the stp compliance command to configure the mode the port(s) will use to
recognize and send MSTP BPDUs.

Use the undo stp compliance command to restore the system default.

The default mode is auto, namely all ports recognize the BPDU format
automatically.

Note that:

= Configured in Ethernet interface view, the setting is effective on the current
port only; configured in port group view, the setting is effective on all ports in
the port group.

= [f the mode is set to auto on a port, the port automatically recognizes and
resolves the received compatible-format BPDUs or 802.1s-compliant BPDUs,
and sends, when needed, compatible-format or 802.1s-compliant BPDUs.

m [f the mode is set to legacy or dot1s, on a port, the port can only receive and
send BPDUs of the specified format. If the port is configured not to detect the
packet format automatically while it works in the MSTP mode, and if it receives
a packet in the format other than as configured, that port will become a
designated port, and the port will remain in the discarding state to prevent the
occurrence of a loop.

# Configure GigabitEthernet 2/0/1 to receive and send only standard-format
(802.1s) MSTP packets.

<Sysnanme>syst em vi ew
[ Sysnane] interface G gabitEthernet 2/0/1
[ Sysnane- G gabi t Et hernet 2/ 0/ 1] stp conpliance dot1s

# Restore the default mode for port GigabitEthernet 2/0/1 to recognize and send
MSTP BPDUs.
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<Sysnane>system vi ew
[ Sysnane] interface G gabitEthernet 2/0/1
[ Sysnane- G gabi t Et hernet 2/ 0/ 1] undo stp conpliance

stp config-digest-snooping

Syntax stp config-digest-snooping

undo stp config-digest-snooping
View System view, Ethernet interface view, port group view
Parameters None

Description  Use the stp config-digest-snooping command to enable Digest Snooping.

Use the undo stp config-digest-snooping command to disable Digest
Snooping.

The feature is disabled by default.
Notice that:

= You need to enable this feature both globally and on ports connected to other
vendors' devices to make it take effect. It is recommended to enable the
feature on all associated ports first and then globally, making all configured
ports take effect at the same time to minimize the impact, and disable the
feature globally to disable it on all associated ports.

m [tis not recommended to enable Digest Snooping on the MST region edge port
to avoid loops.

Examples # Enable Digest Snooping globally.
<Sysnane> systemvi ew
[ Sysnane] stp config-di gest-snoopi ng

# Enable Digest Snooping on GigabitEthernet 2/0/1.

<Sysnanme> system Vi ew
[ Sysnane] interface G gabitEthernet 2/0/1
[ Sysnane- G gabi t Et hernet 2/ 0/ 1] stp confi g-di gest-snoopi ng

stp cost

Syntax stp [ instance instance-id ] cost cost

undo stp [ instance instance-id ] cost

View Ethernet interface view, port group view



184  CHAPTER 14: MSTP CONFIGURATION COMMANDS

Parameters

Description

Examples

instance instance-id: Sets the path cost of the port(s) in a particular spanning tree
instance. The effective range of instance-id is 0 to 31, with O representing the
CIST.

cost: Path cost of the port, the effective range of which depends on the path cost
calculation standard adopted.

Use the stp cost command to set the path cost of the port(s) in the specified
spanning tree instance or all spanning tree instances.

Use the undo stp cost command to restore the system default.

By default, the device automatically calculates the path costs of ports in each
spanning tree instance based on the corresponding standard.

Configured in Ethernet interface view, the setting is effective on the current port
only; configured in port group view, the setting is effective on all ports in the port

group.

If you set instance-id to 0, you are setting the path cost of the port in the CIST. The
path cost setting of a port can affect the role selection of the port. Setting
different path costs for the same port in different spanning tree instances allows
different VLAN traffic flows to be forwarded along different physical links, thus to
enable per-VLAN load balancing. When the path cost of a port is changed, MSTP
will re-compute the role of the port and initiate a state transition.

If you do not provide instance instance-id, your configuration will take effect in
the CIST instance only.

# Set the path cost of port GigabitEthernet 2/0/1 in spanning tree instance 2 to
200.

<Sysnane> systemvi ew
[ Sysnane] interface G gabitEthernet 2/0/1
[ Sysnane- G gabi t Et hernet 2/ 0/ 1] stp instance 2 cost 200

stp edged-port

Syntax

View

Parameters

Description

stp edged-port { enable | disable }

undo stp edged-port
Ethernet interface view, port group view

enable: Configures the current port to be an edge port.

disable: Configures the current port to be a non-edge port.

Use the stp edged-port enable command to configure the port(s) to be an
edge port or edge ports.
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Use the stp edged-port disable or undo stp edged-port enable command to
configure the port(s) to be a non-edge port or non-edge ports.

All Ethernet ports are non-edge ports by default.
Note that:

= Configured in Ethernet interface view, the setting is effective on the current
port only; configured in port group view, the setting is effective on all ports in
the port group.

m If a port directly connects to a user terminal rather than another device or a
shared LAN segment, this port is regarded as an edge port. When the network
topology changes, an edge port will not cause a temporary loop. Therefore,
configuring a port as an edge port can enable the port to transition to the
forwarding state rapidly. We recommend that you configure an Ethernet port
directly connecting to a user terminal as an edge port before to enable it to
transition to the forwarding state rapidly.

= Normally, configuration BPDUs from other devices cannot reach an edge port
because it does not connect to any other device. Before the BPDU guard
function is enabled, if a port receives a configuration BPDU, the port is working
actually as a non-edge port even if you have configured it as an edge port.

# Configure GigabitEthernet 2/0/1 as a non-edge port.

<Sysnanme> systemvi ew
[ Sysnane] interface G gabitEthernet 2/0/1
[ Sysnane- G gabi t Et hernet 2/ 0/ 1] stp edged-port disable

stp loop-protection

Syntax

View
Parameters

Description

Examples

stp loop-protection

undo stp loop-protection
Ethernet interface view, port group view
None

Use the stp loop-protection command to enable the loop guard function on
the port(s).

Use the undo stp loop-protection command to restore the system default.
By default, the loop guard function is disabled.

Configured in Ethernet interface view, the setting is effective on the current port
only; configured in port group view, the setting is effective on all ports in the port

group.

# Enable the loop guard function on GigabitEthernet 2/0/1.
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<Sysnane> system vi ew
[ Sysnane] interface G gabitEthernet 2/0/1
[ Sysnane- G gabi t Et hernet 2/ 0/ 1] stp | oop-protection

stp max-hops

Syntax stp max-hops hops

undo stp max-hops
View  System view
Parameters hops: Maximum hops, in the range of 1 to 40
Description  Use the stp max-hops command to set the maximum number of hops of the
MST region on the device.
Use the undo stp max-hops command to restore the maximum number of hops
to the default setting.
By default, the maximum number of hops of an MST region is 20.
In the CIST and spanning tree instances, the maximum hops setting configured on
the regional root bridge determines the maximum network diameter supported by
this MST region. After a configuration BPDU leaves the root bridge, its hop count
is decremented by 1 whenever it passes a device. When its hop count reaches 0, it
will be discarded by the device that has received it. As a result, devices beyond the
maximum hop count are unable to take part in spanning tree calculation, and
thereby the size of the MST region is limited.
When the current device becomes the root bridge of the CIST or an MSTI, the
maximum hops setting configured on the device becomes the network diameter
of that spanning tree and restricts the size of that spanning tree in the current
MST region.
Devices other than the root bridge in an MST region use the maximum hops
setting on the root bridge.
Examples # Set the maximum number of hops of the MST region to 35.
<Sysnanme> system Vi ew
[ Sysnane] stp nmax-hops 35
stp mcheck
Syntax stp mcheck
View System view, Ethernet interface view

Parameters

None
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Use the stp mcheck command to carry out the mCheck operation globally or on
the current port.

In a switched network, if a port on the device running MSTP (or RSTP) connects to
a device running STP, this port will automatically migrate to the STP-compatible
mode. However, if the device running STP is removed, this will not be able to
migrate automatically to the MSTP (or RSTP) mode, but will remain working in the
STP-compatible mode. In this case, you can perform an mCheck operation to force
the port to migrate to the MSTP (or RSTP) mode.

Note that the stp mcheck command is meaningful only when the device works in
the MSTP (or RSTP) mode, not in the STP-compatible mode.

Related commands: stp mode.
Examples # Carry out mCheck on GigabitEthernet 2/0/1.
<Sysnanme> systemvi ew
[ Sysnane] interface G gabitEthernet 2/0/1
[ Sysnane- G gabi t Et hernet 2/ 0/ 1] stp ntheck
stp mode
Syntax stp mode {stp | rstp | mstp }
undo stp mode
View  System view

Parameters stp: Configures the MSTP-compliant device to work in STP-compatible mode.
rstp: Configures MSTP-compliant device to work in RSTP mode.
mstp: Configures MSTP-compliant device to work in MSTP mode.

Description  Use the stp mode command to configure the MSTP work mode of the device.

Related commands:

Examples

Use the undo stp mode command to restore the MSTP work mode to the
default setting.

By default, an MSTP-compliant device works in MSTP mode.
stp mcheck, stp.
# Configure the MSTP-compliant device to work in STP-compatible mode.

<Sysnanme> systemvi ew
[ Sysnane] stp npde stp
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stp no-agreement-check

Syntax

View
Parameters

Description

s

Examples

stp no-agreement-check

undo stp no-agreement-check
Ethernet interface view, port group view
None

Use the stp no-agreement-check command to enable No Agreement Check on
the port(s).

Use the undo stp no-agreement-check command to disable No Agreement
Check on the port(s).

By default, No Agreement Check is disabled.

The No Agreement Check feature can take effect only on the root port.

# Enable No Agreement Check on GigabitEthernet 2/0/1.

<Sysnanme> system vi ew
[ Sysnane] interface G gabitEthernet 2/0/1
[ Sysnane- G gabi t Et hernet 2/ 0/ 1] stp no-agreenent - check

stp pathcost-standard

Syntax

View

Parameters

Description

stp pathcost-standard { dot1d-1998 | dot1t | legacy }

undo stp pathcost-standard
System view

dot1d-1998: The device calculates the default path cost for ports based on IEEE
802.1D-1998.

dot1t: The device calculates the default path cost for ports based on [EEE 802.1t.

legacy: The device calculates the default path cost for ports based on a private
standard.

Use the stp pathcost-standard command to specify a standard for the device to
use when calculating the default path cost of the link connected with the device.

Use the undo stp pathcost-standard command to restore the system default.

The default standard used by the device is legacy.



Examples

189

Note that if you change the standard that the device uses in calculating the default
path cost, the port path cost value set through the stp cost command will be out
of effect.

Table 31 Link speed vs. path cost

Private
Link speed Duplex state 802.1D-1998 IEEE 802.1t standard
0 - 65535 200,000,000 200,000
10 Mbps Single Port 100 2,000,000 2,000
Aggregated Link 2 Ports 100 1,000,000 1,800
Aggregated Link 3 Ports 100 666,666 1,600
Aggregated Link 4 Ports 100 500,000 1,400
100 Mbps Single Port 19 200,000 200
Aggregated Link 2 Ports 19 100,000 180
Aggregated Link 3 Ports 19 66,666 160
Aggregated Link 4 Ports 19 50,000 140
1000 Mbps Single Port 4 20,000 20
Aggregated Link 2 Ports 4 10,000 18
Aggregated Link 3 Ports 4 6,666 16
Aggregated Link 4 Ports 4 5,000 14
10 Gbps Single Port 2 2,000 2
Aggregated Link 2 Ports 2 1,000 1
Aggregated Link 3 Ports 2 666 1
Aggregated Link 4 Ports 2 500 1

In the calculation of the path cost value of an aggregated link, 802.1D-1998 does
not take into account the number of ports in the aggregated link. Whereas,
802.1T takes the number of ports in the aggregated link into account. The
calculation formula is: Path Cost = 200,000,000/link speed (in 100 kbps), where
link speed is the sum of the link speed values of the non-blocked ports in the
aggregated link.

# Configure the device to calculate the default path cost for ports based on IEEE
802.1D-1998.
<Sysnanme> system Vi ew

[ Sysnane] stp pathcost-standard dot 1d-1998

# Configure the device to calculate the default path cost for ports based on IEEE
802.1t.

<Sysnane> systemvi ew
[ Sysnane] stp pathcost-standard dot 1t

stp point-to-point

Syntax

stp point-to-point { auto | force-false | force-true }

undo stp point-to-point
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View

Parameters

Description

Examples

Ethernet interface view, port group view

auto: Specifies automatic detection of the link type.
force-false: Specifies the non-point-to-point link type.

force-true: Specifies the point-to-point link type.

Use the stp point-to-point command to specify whether the current port(s)
connect(s) to a point-to-point link or point-to-point links.

Use the undo stp point-to-point command to restore the system default.

The default setting is auto; namely the MSTP-compliant device automatically
detects whether an Ethernet port connects to a point-to-point link.

Configured in Ethernet interface view, the setting is effective on the current port
only; configured in port group view, the setting is effective on all ports in the port

group.
Note that:

m  When connecting to a non-point-to-point link, a port is incapable of rapid state
transition.

m [f the current port is the master port of a link aggregation group or if it works
in full duplex mode, the link to which the current port connects is a
point-to-point link. We recommend that you use the default setting, namely let
MSTP detect the link status automatically.

m This setting is effective to the CIST and all spanning tree instances. If a port is
configured as connecting to a point-to-point link or a non-point-to-point link,
the setting takes effect for the port in all spanning tree instances. If the physical
link to which the port connects is not a point-to-point link and you force it to
be a point-to-point link by configuration, your configuration may incur a
temporary loop.

# Configure port GigabitEthernet 2/0/1 as connecting to a point-to-point link.

<Sysnanme> system vi ew
[ Sysnane] interface G gabitEthernet 2/0/1
[ Sysnane- G gabi t Et hernet 2/ 0/ 1] stp point-to-point force-true

stp port-log

Syntax

View

Parameters

stp port-log { all | instance instance-id }

undo stp port-log { all | instance instance-id }
System view

all: Enables output of port state transition information for all instances.
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instance instance-id: Enables output of port state transition information for the
specified spanning tree instance. The effective range of instance-id is 0 to 31, with
0 representing the CIST.

Use the stp port-log command to enable the output of port state transition
information for the specified instance or all instances.

Use the undo stp port-log command to disable the output of port state
transition information for the specified instance or all instances.

By default, the output of port state transition information is enabled.

# Enable output of port state transition information for instance 2.

<Sysnane> systemvi ew

[ Sysnane] stp port-log instance 2

%Aug 16 00:49:41:856 2006 Sysnane MSTP/ 3/ PDI SC. Instance 2's G gabit
Et hernet 2/ 0/ 1 has been set to discarding state!

%Aug 16 00:49:41:856 2006 Sysnane MSTP/ 3/ PFVWD: | nstance 2's G gabitE
thernet2/0/2 has been set to forwardi ng state!

// The information above shows that in instance 2, the state of GigabitEthernet
2/0/1 has changed to discarding and that of GigabitEthernet 2/0/2 has changed to
forwarding.

stp port priority

Syntax

View

Parameters

Description

stp [ instance instance-id | port priority priority

undo stp [ instance instance-id ] port priority
Ethernet interface view, port group view

instance instance-id: Sets the priority of the current port(s) in a particular
spanning tree instance. The effective range of instance-id is 0 to 31, with 0
representing the CIST.

priority: Port priority, in the range of 0 to 240 at the step of 16 (0, 16, 32..., for
example).

Use the stp port priority command to set the priority of the port(s).
Use the undo stp port priority command to restore the system default.
By default, the port priority is 128.

Configured in Ethernet interface view, the setting is effective on the current port
only; configured in port group view, the setting is effective on all ports in the port

group.
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If you set instance-id to 0, you are setting the priority of the port in the CIST. The
priority of a port can affect the role selection of the port in the specified spanning
tree instance.

Setting different priorities for the same port in different spanning tree instances
allows different VLAN traffic flows to be forwarded along different physical links,
thus to enable per-VLAN load balancing.

When the priority of a port is changed, MSTP will re-compute the role of the port
and initiate a state transition.

If you do not provide instance instance-id, your configuration will take effect in
the CIST instance only.

Examples # Set the priority of port GigabitEthernet 2/0/1 in spanning tree instance 2 to 16.
<Sysnanme> system Vi ew
[ Sysnane] interface G gabitEthernet 2/0/1
[ Sysnane- G gabi t Et hernet2/0/ 1] stp instance 2 port priority 16
stp priority
Syntax stp [ instance instance-id | priority priority
undo stp [ instance instance-id ] priority
View  System view

Parameters instance instance-id: Sets the priority of the device in a particular spanning tree
instance. The effective range of instance-id is 0 to 31, with O representing the
CIST.
priority: Port priority, in the range of 0 to 61440 at the step of 4096, namely you
can set up to 16 priority values, such as 0, 4096, 8192..., on the device.

Description  Use the stp priority command to set the priority of the device.
Use the undo stp priority command to restore the default device priority.
By default, the device priority is 32768.
The device priority is involved in spanning tree calculation. The device priority is set
on a per-instance basis. An MSTP-compliant device can have different priorities in
different spanning tree instances.
If you do not provide instance instance-id, your configuration will take effect in
the CIST instance only.

Examples # Set the device priority in spanning tree instance 1 to 4096.

<Sysnane> systemvi ew
[ Sysnane] stp instance 1 priority 4096
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stp region-configuration

Syntax

View
Parameters

Description

Examples

stp region-configuration

undo stp region-configuration
System view
None

Use the stp region-configuration command to enter MST region view.

Use the undo stp region-configuration command to restore the default MST
region configurations.

By default, the default settings are used for all the three MST region parameters.
Namely, the device's MST region name is the device’s MAC address, all VLANSs are
mapped to the CIST, and the MSTP revision level is 0.

After you enter MST region view, you can configure the parameters related to the
MST region, including the region name, VLAN-to-instance mapping and revision
level.

# Enter MST region view.

<Sysnanme> systemvi ew

[ Sysnane] stp region-configuration
[ Sysnane- st - r egi on]

stp root primary

Syntax

View

Parameters

Description

stp [ instance instance-id ] root primary [ bridge-diameter bridge-number ]
[ hello-time centi-seconds ]

undo stp [ instance instance-id ] root
System view

instance instance-id: Configures the device as the root bridge in a particular
spanning tree instance. The effect range of instance-id is 0 to 31, with O
representing the CIST.

bridge-number: Network diameter of the spanning tree, in the range of 2 to 7 and
defaulting to 7.

centi-seconds: Hello time (in centiseconds) of the spanning tree, in the range of
100 to 1,000.

Use the stp root primary command to configure the current device as the root
bridge.
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Examples

Use the undo stp root command to restore the system default.
By default, a device is not a root bridge.
Note that:

m If you do not provide instance instance-id, your configuration will take effect
in the CIST instance only.

m There is only one root bridge in effect in a spanning tree instance. If two or
more devices have been designated to be root bridges of the same spanning
tree instance, MSTP will select the device with the lowest MAC address as the
root bridge.

= You can specify a root bridge for each spanning tree instance without caring
about the device priority. After specifying the current device as the root bridge
or a secondary root bridge, you cannot change the priority of the device.

m  When configuring a root bridge, you can use this command to specify the
network diameter of the switched network, so that the MSTP-compliant device
automatically calculates the three timers (hello time, forward delay and max
age). As the calculated hello time value is not the optimal value, you can
specify a hello time value by providing hello-time centi-seconds in the
command, which will override the hello time value calculated by the device
based on the network diameter. Generally, we recommend that you use the
values of the other two timers calculated by the device based on the specified
network diameter.

= The configured network diameter and hello time settings are effective only for
spanning tree instance 0, namely the CIST. If you configure these two timers for
any other instance, your configuration can succeed, but they will not actually
work.

# Define the current device as the root bridge of spanning tree instance 0 and set
the network diameter to 4 and the hello time of the device to 500 centiseconds.

<Sysnane> systemvi ew
[ Sysnane] stp instance 0 root primary bridge-diameter 4 hello-tinme 5
00

stp root secondary

Syntax

View

Parameters

stp [ instance instance-id ] root secondary [ bridge-diameter bridge-number ]
[ hello-time centi-seconds |

undo stp [ instance instance-id ] root
System view

instance instance-id: Configures the device as a secondary root bridge in a
particular spanning tree instance. The effective range of instance-id is 0 to 31,
with O representing the CIST.
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bridge-number: Network diameter of the spanning tree, in the range of 2 to 7 and
defaulting to 7.

centi-seconds: Hello time (in centiseconds) of the spanning tree, in the range of
100 to 1,000.

Use the stp root secondary command to configure the device as a secondary
root bridge.

Use the undo stp root command to restore the system default.
By default, a device is not a secondary root bridge.
Note that:

m If you do not provide instance instance-id, your configuration will take effect
in the CIST instance only.

= You can configure one or more secondary root bridges for each spanning tree
instance. When the root bridge of an instance fails or is shut down, the
secondary root bridge can take over the role of the instance of the specified
spanning tree instance. If you specify more than one secondary root bridge, the
secondary root bridge with the lowest MAC address will become the root
bridge.

»  When configuring a secondary root bridge, you can specify the network
diameter of the switched network and the hello time for the secondary root
bridge, so that the MSTP-compliant device automatically calculates the other
two timers (forward delay and max age) of the root bridge.

m The configured network diameter and hello time settings are effective only for
spanning tree instance 0, namely the CIST. If you configure these two timers for
any other instance, your configuration can succeed, but they will not actually
work.

m If you set instance-id to 0, you are specifying the current device as the
secondary root bridge of the CIST.

m Upon specifying the current device as the root bridge or a secondary root
bridge, you cannot change the priority of the device.

# Define the current device as the secondary root bridge of spanning tree instance
0 and set the network diameter to 5 and the hello time of the device to 300
centiseconds.

<Syshame> systemvi ew
[ Sysnane] stp instance O root secondary bridge-diameter 5 hello-tine 300

stp root-protection

Syntax

View

stp root-protection

undo stp root-protection

Ethernet interface view, port group view
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Parameters

Description

Examples

None

Use the stp root-protection command to enable the root guard function on the
port(s).

Use the undo stp root-protection command to disable the root guard function
on the port(s).

By default, the root guard function is disabled.

Configured in Ethernet interface view, the setting is effective on the current port
only; configured in port group view, the setting is effective on all ports in the port

group.

# Enable the root guard function for port GigabitEthernet 2/0/1.

<Sysnane> systemvi ew
[ Sysnane] interface G gabitEthernet 2/0/1
[ Sysnane- G gabi t Et hernet 2/ 0/ 1] stp root-protection

stp tc-protection

Syntax

View
Parameters

Description

Examples

stp tc-protection enable

stp tc-protection disable
System view
None

Use the stp tc-protection enable command to enable the TC-BPDU attack
guard function for the device.

Use the stp tc-protection disable command to disable the TC-BPDU attack
guard function for the device.

By default, the TC-BPDU attack guard function is enabled.

# Enable the TC-BPDU attack guard function for the device.

<Sysnane> systemvi ew
[ Sysnane] stp tc-protection enable

stp tc-protection threshold

Syntax

View

stp tc-protection threshold number

undo stp tc-protection threshold

System view
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number: Maximum number of times the device deletes forwarding address entries
within a certain period of time immediately after it receives TC-BPDUs, in the
range of 1 to 255.

Use the stp tc-protection threshold command to configure the maximum
number of times the device deletes forwarding address entries within 10 seconds
immediately after it receives TC-BPDUs.

Use the undo stp tc-protection threshold command to restore the system
default.

By default, the device deletes forwarding address entries a maximum of six times
within a certain period of time immediately after it receives TC-BPDUs.

# Set the maximum number of times the device deletes forwarding address entries
within a certain period of time immediately after it receives TC-BPDUs to 10.

<Sysnanme> systemvi ew
[ Sysnane] stp tc-protection threshold 10

stp timer forward-delay

Syntax

View
Parameters

Description

stp timer forward-delay centi-seconds

undo stp timer forward-delay
System view
centi-seconds: Forward delay in centiseconds, in the range of 400 to 3,000.

Use the stp timer forward-delay command to set the forward delay timer of
the device.

Use the undo stp timer forward-delay command to restore the system
default.

By default, the forward delay timer is set to 1,500 centiseconds.

In order to prevent temporary loops, a port must go through an intermediate
state, the learning state, before it transitions from the discarding state to the
forwarding state, and must wait a certain period of time before it transitions from
one state to another to keep synchronized with the remote device during state
transition. The forward delay timer set on the root bridge determines the time
interval of state transition.

If the current device is the root bridge, the state transition interval of the device
depends on the set forward delay value; for a secondary root bridge, its state
transition interval is determined by the forward delay timer set on the root bridge.

The setting of the hello time, forward delay and max age timers must meet the
following formulae:
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Related commands:

Examples

m 2 x (forward delay - 1 second) =91 max age
» Max age =9 2 x (hello Time + 1 second)

MSTP can work effectively on the entire network only when the above-mentioned
conditions are met; otherwise, network instability will frequently occur. We
recommend that you specify the network diameter of the switched network in the
stp root primary command and let MSTP automatically calculate an optimal
setting of these three timers.

stp timer hello, stp timer max-age, stp bridge-diameter.
# Set the forward delay timer of the device to 2,000 centiseconds.

<Sysnane> systemvi ew
[ Sysnane] stp tinmer forward-delay 2000

stp timer hello

Syntax

View
Parameters

Description

stp timer hello centi-seconds

undo stp timer hello
System view
centi-seconds: Hello time (in centiseconds), in the range of 100 to 1,000.

Use the stp timer hello command to set the hello time of the device.
Use the undo stp timer hello command to restore the system default.
By default, the hello time is set to 200 centiseconds.

Hello time is the time interval at which MSTP-compliant devices send configuration
BPDUs to maintain spanning tree stability. If a device fails to receive configuration
BPDUs within the set period of time, a new spanning tree calculation process will
be triggered due to timeout. The root bridge sends configuration BPDUs at the
interval of the hello time set on the device, while secondary root bridges use the
hello time set on the root bridge.

The setting of the hello time, forward delay and max age timers must meet the
following formulae:

m 2 x (forward delay - 1 second) =9 max age
m Max age = 2 x (hello time + 1 second)

MSTP can work effectively on the entire network only when the above-mentioned
conditions are met; otherwise, network instability will frequently occur. We
recommend that you specify the network diameter of the switched network in the
stp root primary command and let MSTP automatically calculate an optimal
setting of these three timers.
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stp timer forward-delay, stp timer max-age, stp bridge-diameter.

# Set the hello time of the device to 400 centiseconds.

<Sysnane> systemvi ew
[ Sysnane] stp tiner hello 400

stp timer max-age

Syntax

View
Parameters

Description

Related commands:

Examples

stp timer max-age centi-seconds

undo stp timer max-age
System view
centi-seconds: Max age (in centiseconds), in the range of 600 to 4,000.

Use the stp timer max-age command to set the max age timer of the device.
Use the undo stp timer max-age command to restore the system default.
By default, the max age is set to 2,000 centiseconds.

MSTP can detect link faults and automatically restore the forwarding state of the
redundant link. In the CIST, the device determines whether a configuration BPDU
received on a port has expired based on the max age timer. If a port receives a
configuration BPDU that has expired, that spanning tree instance needs to be
re-computed.

The max age timer is not meaningful for MSTIs. If the current device is the root
bridge of the CIST, it determines whether a configuration BPDU has expired based
on the configured max age timer; if the current device is not the root bridge of the
CIST, it uses the max age timer set on the CIST root bridge.

The setting of the hello time, forward delay and max age timers must meet the
following formulae:

m 2 x (forward delay - 1 second) =1 max age

m Max age =1 2 x (hello time + 1 second)

MSTP can work effectively on the entire network only when the above-mentioned
conditions are met; otherwise, network instability will frequently occur. We
recommend that you specify the network diameter in the stp root primary

command and let MSTP automatically calculate an optimal setting of these three
timers.

stp timer forward-delay, stp timer hello, stp bridge-diameter.
# Set the max age timer of the device to 1,000 centiseconds.

<Sysnane> systemvi ew
[ Sysnane] stp tinmer max-age 1000
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stp timer-factor

Syntax

View
Parameters

Description

Examples

stp timer-factor number

undo stp timer-factor
System view
number: Timeout factor, in the range of 1 to 20.

Use the stp timer-factor command to configure the timeout time of the device
by setting the timeout factor. Timeout time = timeout factor x 3 x hello time.

Use the undo stp timer-factor command to restore the default timeout factor.
By default, the timeout factor of the device is set to 3.

After the network topology is stabilized, each non-root-bridge device forwards
configuration BPDUs to the surrounding devices at the interval of hello time to
check whether any link is faulty. Typically, if a device does not receive a BPDU from
the upstream device within nine times the hello time, it will assume that the
upstream device has failed and start a new spanning tree calculation process.

In a very stable network, this kind of spanning tree calculation may occur because
the upstream device is busy. In this case, you can avoid such unwanted spanning
tree calculation by lengthening the timeout time (by setting the timeout factor to
4 or more). We recommend that you set the timeout factor to 5, or 6, or 7 for a
stable network.

# Set the timeout factor of the device to 7.

<Sysnane> systemvi ew
[ Sysnane] stp tiner-factor 7

stp transmit-limit

Syntax

View

Parameters

Description

stp transmit-limit packet-number

undo stp transmit-limit
Ethernet interface view, port group view

packet-number: Maximum number of MSTP packets that the port can send within
each hello time, namely the maximum transmission rate of the port, in the range
of 1to 255.

Use the stp transmit-limit command to set the maximum transmission rate of
the port(s).

Use the undo stp transmit-limit command to restore the system default.
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By default, the maximum transmission rate of all ports of the device is 10.

Configured in Ethernet interface view, the setting is effective on the current port
only; configured in port group view, the setting is effective on all ports in the port

group.

A larger maximum transmission rate value represents more MSTP packets that the
port will send within each hello time, but this means that more device resources
will be used. An appropriate maximum transmission rate setting can prevent MSTP
from using an excessive bandwidth resource during network topology instability.

# Set the maximum transmission rate of port GigabitEthernet 2/0/1 to 5.

<Sysnane> systemvi ew
[ Sysnane] interface G gabitEthernet 2/0/1
[ Sysnane- G gabit Ethernet2/0/1] stp transmt-limt 5

vlan-mapping modulo
Syntax

View

Parameters

Description

Related commands:

Examples

vlan-mapping modulo modulo
MST region view
modulo: Modulo value, in the range of 1 to 31.

Use the vlan-mapping modulo command to map VLANSs in the current MST
region to spanning tree instances according to the specified modulo value.

By default, all VLANs are mapped to the CIST (instance 0).

You cannot map the same VLAN to different spanning tree instances. If you map a
VLAN that has been mapped to an instance to a new instance, the old mapping
will be automatically removed.

By using the vlan-mapping modulo command, you can quickly specify a VLAN
for each spanning tree instance. This command maps each VLAN to the spanning
tree instance whose ID is (VLAN ID-1) %modulo + 1, where (VLAN ID-1) %modulo
is the modulo operation for (VLAN ID-1). If the modulo value is 16, for example,
then VLAN 1 will be mapped to MSTI 1, VLAN 2 to MSTI 2, VLAN 16 to MSTI 16,
VLAN 17 to MSTI 1, and so on.

region-name, revision-level, check region-configuration, active
region-configuration.

# Map VLANs to MSTIs as per modulo 16.
<Sysnanme> systemvi ew

[ Sysnane] stp region-configuration

[ Sysnane- st -regi on] vl an- mappi ng nodul o 16
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15

LINK AGGREGATION CONFIGURATION
COMMANDS

display lacp system-id
Syntax
View
Parameters

Description

Examples

display lacp system-id
Any view
None

Use the display lacp system-id command to display the local system ID (also
called the actor system ID), which comprises the system LACP priority and the
system MAC address.

# Display the local system ID.

<Sysnane> di splay | acp systemid
Actor System | D: 0x8000, 0000-fc00-0100

display link-aggregation interface

Syntax

View

Parameters

Description

Examples

display link-aggregation interface interface-type interface-number [ to
interface-type interface-number ]

Any view

interface interface-type interface-number [ to interface-type interface-number ]
Specifies a port range or a port if the to keyword and the second port are not
specified.

Use the display link-aggregation interface command to display detailed
information about link aggregation for the specified port or ports.

You may find that information about the remote system is replaced by 0 and no
statistics about LACPDUs are provided for manual link aggregation groups. This is
normal because this type of aggregation group has no knowledge of its partner
and does not use LACP PDUs for maintaining link aggregation.

# Display detailed information about link aggregation for port Ethernet 2/0/1 in a
manual aggregation group.
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<Sysnanme> di spl ay |ink-aggregation interface ethernet 2/0/1

Flags: A -- LACP Activity, B -- LACP_tineout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H-- Expired

Et her net 2/ 0/ 1:
Sel ected AgglD: 1
Local :
Port-Priority: 32768, Oper key: 1, Flag: {}
Renot e:
System | D: 0x0, 0000-0000- 0000
Port Nunber: O, Port-Priority: 0, Oper-key: 0, Flag: {}

# Display detailed information about link aggregation for port Ethernet 2/0/2 in a
static aggregation group.

<Sysnane> display |ink-aggregation interface ethernet 2/0/2

Flags: A -- LACP_Activity, B -- LACP_timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H-- Expired

Et her net 2/ 0/ 2:
Sel ected Aggl D: 20
Local :
Port-Priority: 32768, Oper key: 2, Flag: {ACDEF}
Renot e:
System | D: 0x8000, 000e-84a6-fb00
Port Nunber: 2, Port-Priority: 32768 , Oper-key: 10, Flag: {ACDEF}
Recei ved LACP Packets: 8 packet(s), Illegal: 0 packet(s)
Sent LACP Packets: 9 packet(s)

Table 32 Field descriptions of the display link-aggregation interface command

Field Description

Flags One-octet LACP state flags field. From the least to the most
significant bit, they are represented by A through H as follows:

= A indicates whether LACP is enabled, 1 for enabled and O for
disabled.

= B indicates the timeout control value, 1 for short timeout, and
0 for long timeout.

= Cindicates whether the sending system considers this link to
be aggregatable, 1 for true, and O for false.

= D indicates whether the sending system considers that this
link is synchronized, 1 for true, and 0 for false.

= Eindicates whether the sending end considers that collection
of incoming frames is enabled on the link, 1 for true and O for
false.

= Findicates whether the sending system considers that
distribution of outgoing frames is enabled on the link, 1 for
true and 0 for false.

» G indicates whether the receive state machine of the sending
system is using default operational partner information, 1 for
true and 0 for false.

= Hindicates whether the receive state machine of the sending
system is in the expired state, 1 for true and O for false.

If a flag bit is set to 1, the corresponding English letter that
otherwise is not output displays.

Selected AggID ID of the link aggregation group of which this port is a member
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Table 32 Field descriptions of the display link-aggregation interface command

Field Description

Local: Local port LACP priority, operational key, LACP state flag
Port-Priority, Oper key,

Flag

Remote: Remote system ID, port number, port LACP priority, operational

System ID, Port Number, key, and LACP state flag

Port-Priority, Oper-key,
Flag

Received LACP Packets, Statistics about received, invalid, and sent LACP packets
lllegal, Sent LACP Packets

display link-aggregation service-type

Syntax
View
Parameters

Description

Examples

display link-aggregation service-type [ agg-id ]
Any view
agg-id: ID of an existing service loop group.

Use the display link-aggregation service-type command to display
information about the specified service loop groups.

If no aggregation group is specified, information about all service loop groups is
displayed.

# Display information about service loop group 1.

<Sysnanme> di spl ay |ink-aggregation service-type 1

Servi ce- Loop Servi ce Quot e
Goup ID Type Nurber
1 tunnel 0

Table 33 Field descriptions of the display link-aggregation service-type command

Field Description

Service-Loop Group ID  Service loop group ID

Service Type Service type supported by the group

Quote Number Reference count for the service loop group. Only after it decreases

to zero can you remove the group.

display link-aggregation summary

Syntax

View

Parameters

display link-aggregation summary
Any view

None
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Description

Examples

Use the display link-aggregation summary command to display a summary
for all link aggregation groups.

You may find that information about the remote system for a manual link
aggregation group is either replaced by none or not displayed at all. This is normal
because this type of aggregation group has no knowledge of its partner.

# Display the link aggregation group summary.

<Sysnane> di spl ay |ink-aggregation summary

Aggregation Group Type: S -- Static, M-- Mnual

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing
Actor |ID: 0x8000, 0000-fcff-ff04

AL AL Partner 1D Sel ect Unsel ect Shar e Mast er

1D Type Ports Ports Type Por t

10 M  none 1 0 NonS Et hernet 2/ 0/ 2

20 S  0x8000, 0000-fcff-ffol 1 0 NonS Et her net 2/ 0/ 3

Table 34 Field descriptions of the display link-aggregation summary command

Field Description

Aggregation Group Type  Aggregation group type.
m S static LACP aggregation
= M: manual aggregation

Loadsharing Type Load sharing type

Actor ID Local system ID

AL ID Link aggregation group ID
AL Type Link aggregation type
Partner ID Remote system ID

Select Ports Number of selected ports
Unselect Ports Number of unselected ports
Share Type Load sharing type

Master Port Master port

display link-aggregation verbose

Syntax
View
Parameters

Description

Examples

display link-aggregation verbose [ agg-id ]
Any view
agg-id: ID of an existing link aggregation group.

Use the display link-aggregation verbose command to display detailed
information about the specified or all link aggregation groups.

You may find that information about the remote system for a manual link

aggregation group is either replaced by none or not displayed at all. This is normal
because this type of aggregation group has no knowledge of its partner.

# Display detailed information about all the link aggregation groups.
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<Sysnane> di spl ay |ink-aggregation verbose

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing

Flags: A -- LACP_Activity, B -- LACP_tinmeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H-- Expired

Aggregation ID: 1, AggregationType: Manual, Loadshari ng Type: Shar
Aggr egati on Description:

System | D: 0x8000, 0000-fc00-6504

Port Status: S -- Selected, U -- Unselected

Local :
Por t Status Priority Oper-Key Flag
Et h2/ 0/ 23 S 32768 1 {}
Renot e:
Act or Partner Priority Oper-Key System D Fl ag
Et h2/ 0/ 23 0 0 0 0x0000, 0000- 0000- 0000 {}

Table 35 Field descriptions of the display link-aggregation verbose command

Field Description

Loadsharing Type Load sharing type, either shar for load sharing or NonS for
non-load sharing

Flags One-octet LACP flags field indicates the actor state variables for
the port. From the least to the most significant bit, they are
represented by A through H as follows:

= Aindicates the enabling/disabling state of LACP, 1 for enabled
and O for disabled

» B indicates the timeout control value, 1 for short timeout, and
0 for long timeout

= Cindicates whether the sending system considers this link to
be aggregatable, 1 for true, and 0 for false

= D indicates whether the sending system considers that this
link is synchronized, 1 for true, and 0 for false

= Eindicates whether the sending system considers that
collection of incoming frames is enabled on the link, 1 for true
and O for false

= Findicates whether the sending system considers that
distribution of outgoing frames is enabled on the link, 1 for
true and O for false

» G indicates whether the receive state machine of the sending
system is using default operational partner information, 1 for
true and O for false

= Hindicates whether the receive state machine of the sending
system is in the expired state, 1 for true and 0 for false

If a flag bit is set to 1, the corresponding English letter that
otherwise is not output displays.

Aggregation ID Link aggregation group ID

AggregationType Link aggregation type: manual or static LACP.

Aggregation Description Link aggregation group name

System ID Local system ID

Port Status Port state in a link aggregation group: selected or unselected
Local: Other information about the local end, including member ports,

Port, Status, Priority, port state, port LACP priority, operational key, and flags

Oper-key, Flag
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Table 35 Field descriptions of the display link-aggregation verbose command

Field Description

Remote: Detailed information about the remote end, including
corresponding local port, port ID, port LACP priority, operational

Actor, Partner, Priority, key, system ID, and flags

Oper-key, SystemID, Flag

lacp port-priority

Syntax

View
Parameters

Description

Examples

lacp port-priority port-priority

undo lacp port-priority
Ethernet port view
port-priority: Port LACP priority, in the range 0 to 65535.

Use the lacp port-priority command to assign an LACP priority to the port.
Use the undo lacp port-priority command to restore the default.
By default, port LACP priority is 32768.

# Assign LACP priority 64 to a port.

<Sysnane> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Ethernet2/0/ 1] lacp port-priority 64

lacp system-priority

Syntax

View
Parameters

Description

Examples

lacp system-priority system-priority

undo lacp system-priority
System view
system-priority: System LACP priority, in the range 0 to 65535.

Use the lacp system-priority command to assign an LACP priority to the local
system.

Use the undo lacp system-priority command to restore the default.
By default, system LACP priority is 32768.

# Assign LACP priority 64 to the local system.

<Sysnanme> system vi ew
[ Sysnane] lacp systempriority 64
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link-aggregation group description

Syntax

View

Parameters

Description

Related commands:

Examples

link-aggregation group agg-id description agg-name

undo link-aggregation group agg-id description
System view

aqgg-id: Link aggregation group ID.

agg-name: Link aggregation group name, a string of 1 to 32 characters.

Use the link-aggregation group description command to configure a name
for the specified link aggregation group.

Use the undo link-aggregation group description command to remove the
name of the specified link aggregation group.

display link-aggregation verbose.
# Name link aggregation group 22 as abc.

<Sysnane> systemvi ew
[ Sysnane] |ink-aggregati on group 22 description abc

link-aggregation group mode

Syntax

View

Parameters

Description

link-aggregation group agg-id mode { manual | static }

undo link-aggregation group agg-id
System view

aqgg-id: Link aggregation group ID.
manual: Creates a manual link aggregation group.

static: Creates a static LACP link aggregation group.

Use the link-aggregation group mode command to create a link aggregation
group.

Use the undo link-aggregation group command to remove a link aggregation
group. If the group is functioning as a service loop group, this can result in the
removal of the service loop group.

An aggregation group currently being referenced by other modules cannot be
removed.
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Related commands:

Examples

display link-aggregation summary.

# Create manual link aggregation group 22.

<Sysnane> systemvi ew
[ Sysnane] i nk-aggregation group 22 node nanual

link-aggregation group service-type

Syntax

View

Parameters

Description

s

Examples

link-aggregation group agg-id service-type tunnel

undo link-aggregation group agg-id service-type
System view

aqgg-id: Link aggregation group ID.

tunnel: Sets the service type to tunnel.

Use the link-aggregation group service-type command to configure a
manual aggregation group as a service loop group that is of specific type.

Use the undo link-aggregation group service-type command to change a
service loop group back to a common manual aggregation group.

You can remove an existing service loop group using the undo link-aggregation
group command. However, service loop groups currently referenced by modules
cannot be removed.

# Configure link aggregation group 5 as a tunnel service loop group.

<Sysnane> systemvi ew
[ Sysnane] i nk-aggregation group 5 service-type tunnel

port link-aggregation group

Syntax

View
Parameters

Description

port link-aggregation group agg-id

undo port link-aggregation group
Ethernet port view
aqgg-id: Link aggregation group ID.

Use the port link-aggregation group command to add the Ethernet port to
the specified link aggregation group (manual or static LACP) or service loop group.

Use the undo port link-aggregation group command to remove the Ethernet
port from the specified aggregation group or service loop group.
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display link-aggregation verbose.

# Add port Ethernet 2/0/1 to link aggregation group 22.

<Sysnane> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet 2/ 0/ 1] port |ink-aggregation group 22

port-group aggregation
Syntax
View

Parameters

Description

Examples

port-group aggregation agg-id
System view

agg-id: Aggregation port group ID, same as the ID of its corresponding link
aggregation group.

Use the port-group aggregation command to enter aggregation port group
view.

Instead of being created administratively, an aggregation port group is created
automatically upon creation of a link aggregation group and assigned the ID of
the link aggregation group. In aggregation port group view, you can configure
aggregation related settings such as STP, VLAN, QoS, GVRP, Q-in-Q, BPDU tunnel,
and MAC address learning, but cannot add or remove member ports.

# Enter aggregation port group view.
<Sysnane> systemvi ew

[ Sysnane] port-group aggregation 10
[ Sysnanme- port - gr oup- aggr egat i on- 10]

reset lacp statistics

Syntax

View

Parameters

Description

Related commands:

Examples

reset lacp statistics [ interface interface-type interface-number | to
interface-type interface-number ] ]

User view

interface interface-type interface-number [ to interface-type interface-number |:
Specifies an interface range or an interface if the to keyword and the second
interface are not specified.

Use the reset lacp statistics command to clear statistics about LACP on a
specified port or ports.

display link-aggregation interface.

# Clear statistics about LACP on all ports.
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<Sysnanme> reset |acp statistics
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GARP/GVRP CONFIGURATION
COMMANDS

display garp statistics
Syntax
View

Parameters

Description

Examples

display garp statistics [ interface interface-list |
Any view

interface interface-list: Specifies an Ethernet port list, in the format of

{ interface-type interface-number [ to interface-type interface-number 1 }&<1-10>,
where &<1-10> means that you can specify up to 10 port ranges. A port range
defined without the to interface-type interface-number portion comprises only
one port.

Use the display garp statistics command to display GARP statistics of specified
or all the ports.

Note that:
m [f the interface interface-list keyword-argument combination is not specified,

this command displays the GARP statistics of all the ports.

m [f the interface interface-list keyword-argument combination is specified, this
command displays the GARP statistics of the specified ports.

# Display statistics about GARP for port Ethernet 2/0/1.

<Sysnanme> di splay garp statistics interface ethernet2/0/1
GARP statistics on port Ethernet2/0/1

Nunber of GVRP Franes Received 0
Nunber of GVRP Franes Transmitted 0
Nunber of Franmes D scarded 0

display garp timer
Syntax
View

Parameters

display garp timer [ interface interface-list |
Any view

interface interface-list: Specifies an Ethernet port list, in the format of
{ interface-type interface-number [ to interface-type interface-number ] }&<1-10>,
where &<1-10> means that you can specify up to 10 port ranges. A port range
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Description

Related commands:

defined without the to interface-type interface-number portion comprises only
one port.

Use the display garp timer command to display GARP timer settings of specific
ports.

Note that:

m [f the interface interface-list keyword-argument combination is not specified,
this command displays the GARP timer settings of all the ports.

m [f the interface interface-list keyword-argument combination is specified, this
command displays the GARP timer settings of the specified ports.

garp timer, garp timer leaveall.

Examples # Display GARP timers on port Ethernet 2/0/1.
<Sysnanme> di splay garp tinmer interface ethernet 2/0/1
GARP tinmers on port Ethernet2/0/1
Garp Join Tine : 20 centiseconds
Garp Leave Tine : 60 centiseconds
Garp LeaveAll Tine : 1000 centiseconds
Garp Hold Tinme : 10 centi seconds
garp timer
Syntax garp timer { hold | join | leave } timer-value
undo garp timer { hold | join | leave }
View Ethernet port view, port group view
Parameters hold: Sets the hold timer.
join: Sets the join timer.
leave: Sets the leave timer.
timer-value: Timer setting (in centiseconds), which must be a multiple of 5
centiseconds.
Description  Use the garp timer command to set a GARP timer for an Ethernet port or all

ports in a port group in compliance with the timer setting dependencies shown in
Table 36.

Use the undo garp timer command to restore the default of a GARP timer. This
may fail if the default does not satisfy the dependencies shown in Table 36.

By default, the hold timer, the join timer, and the leave timer are set to 10
centiseconds, 20 centiseconds, and 60 centiseconds.
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Note that:

= In Ethernet port view, these two commands apply to the current port only; in
port group view, these two commands apply to all the ports in the port group.

m  When restoring the default GARP timers, you are recommended to do that on
the timers in the order of hold, join, leave, and leaveall.

m  When configuring GARP timers, note that their values are dependent on each
other and must be a multiplier of five centiseconds. If the value range for a
timer is not desired, you may change it by tuning the value of another timer as
shown in the following table:

Table 36 Dependencies of GARP timers

Timer Lower limit Upper limit

Hold 10 centiseconds Not greater than half of the join
timer setting

Join Not less than two times the hold timer setting Less than half of the leave timer
setting

Leave Greater than two times the join timer setting  Less than the leaveall timer setting
Leaveall Greater than the leave timer setting 32765 centiseconds

display garp timer.

# Set the GARP join timer to 25 centiseconds, assuming that both the hold timer
and the leave timer are using the default.
<Sysnanme> systemvi ew

[ Sysnane] interface ethernet 2/0/1
[ Sysnane- Et hernet2/0/ 1] garp timer join 25

garp timer leaveall

Syntax

View

Parameters

Description

garp timer leaveall timer-value

undo garp timer leaveall
System view

timer-value: Leaveall timer setting, in the range 65 to 32765 (in centiseconds),
Note that the setting of the leaveall timer must be a multiple of 5 centiseconds
and must be greater than the leave timer settings of all the ports.

Use the garp timer leaveall command to set the leaveall timer of GARP.

Use the undo garp timer leaveall command to restore the default. This may
fail if the default is less than the setting of the current leave timer.

By default, the setting of the leaveall timer is 1000 centiseconds (that is, 10
seconds).
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Related commands:

Examples

A leaveall timer starts upon the start of a GARP application entity. When this timer
expires, the entity sends a LeaveAll message so that other entities can re-register
its attribute information and starts another leaveall timer at the same time.

Each time a device on the network receives a LeaveAll message, it resets its leaveall
timer. Therefore, a GARP application entity may send LeaveAll messages at the
interval set by its leaveall timer or the leaveall timer on another device on the
network, whichever is smaller.

display garp timer.

# Set the leaveall timer to 100 centiseconds, assuming that the leave timer is 60
centiseconds.

<Sysnanme> systemvi ew
[ Sysnane] garp tiner |eaveall 100

reset garp statistics
Syntax
View

Parameters

Description

Related commands:

Examples

reset garp statistics [ interface interface-list |
User view

interface interface-list: Specifies an Ethernet port list, in the format of

{ interface-type interface-number [ to interface-type interface-number ] }&<1-10>,
where &<1-10> means that you can specify up to 10 port ranges. A port range
defined without the to interface-type interface-number portion comprises only
one port.

Use the reset garp statistics command to clear GARP statistics of specific or all
the ports.

Note that:

m [f the interface interface-list keyword-argument combination is not specified,
this command clears the GARP statistics of all the ports.

m [f the interface interface-list keyword-argument combination is specified, this
command clears the GARP statistics of the specified ports.

display gvrp statistics.

# Clear statistics about GARP on all ports.

<Sysname> reset garp statistics
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GVRP CONFIGURATION COMMANDS

display gvrp local-vlan interface

Syntax
View
Parameters

Description

Examples

display gvrp local-vlan interface interface-type interface-number
Any view
interface-type interface-number: Specifies an interface by its type and number.

Use the display gvrp local-vlan interface command to display the local VLAN
information maintained by GVRP on a port.

# Display the local VLAN information maintained by GVRP on Ethernet 2/0/1.

<Sysnanme> di splay gvrp local-vlan interface ethernet 2/0/1
Fol | owi ng VLANs exist in GVRP | ocal database:
1(default), 2-500

// The information above shows that GVRP maintains the information about VLAN
1, VLAN 2 through VLAN 500, which Ethernet 2/0/1 belongs to.

display gvrp state
Syntax
View

Parameters

Description

Examples

display gvrp state interface interface-type interface-number vlan vian-id
Any view

interface interface-type interface-number: Specifies an interface by its type and
number.

vlan vian-id: Specifies a VLAN ID, in the range 1 to 4094.
Use the display gvrp state command to display the current GVRP state.

# Display the GVRP state of VLAN 1, which Ethernet 2/0/1 belongs to.
<Sysnanme> di splay gvrp state interface ethernet 2/0/1 vlian 1
GVRP state of VLAN 1 on port Ethernet2/0/1

Applicant state machine VWP
Regi strar state machi ne . MIR
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display gvrp statistics
Syntax display gvrp statistics [ interface interface-list ]
View Any view

Parameters interface interface-list: Specifies an Ethernet port list, in the format of
{ interface-type interface-number [ to interface-type interface-number ] }&<1-10>,
where &<1-10> means that you can specify up to 10 port ranges. A port range
defined without the to interface-type interface-number portion comprises only
one port.

Description  Use the display gvrp statistics command to display the GVRP statistics of
specified or all trunk ports.

Note that if the interface interface-list is not provided, the GVRP statistics of all
trunk ports will be displayed. Otherwise, only the GVRP statistics of all the
specified trunk port will be displayed.

Examples # Display statistics about GVRP for trunk port Ethernet 2/0/1.

<Sysnanme> di splay gvrp statistics interface ethernet 2/0/1

GVRP statistics on port Ethernet2/0/1

GVRP St atus . Enabl ed

GVRP Runni ng : YES

GVRP Fail ed Regi strations 0

GVRP Last Pdu Origin : 0000- 0000- 0000
GVRP Regi stration Type : Nor mal

Table 37 Field descriptions of the display gvrp statistics command

Field Description

GVRP Status Indicates whether GVRP is enabled or disabled.

GVRP Running Indicates whether GVRP is running.

GVRP Failed Registrations Indicates the number of GVRP registration failures.
GVRP Last Pdu Origin Indicates the source MAC address in the last GVRP PDU.
GVRP Registration Type Indicates the GVRP registration type on the port.

display gvrp status
Syntax display gvrp status
View Any view
Parameters None

Description  Use the display gvrp status command to display the global enable/disable state
of GVRP.
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# Display the global GVRP enable/disable state.

<Sysname> di splay gvrp status

GVRP i s enabl ed

display gvrp vlan-operation interface

Syntax display gvrp vlan-operation interface interface-type interface-number
View Any view
Parameters interface-type interface-number: Specifies an interface by its type and number.
Description  Use the display gvrp vlan-operation interface command to display the
information about dynamic VLAN operations performed on a port.
Examples # Display the information about dynamic VLAN operations performed on Ethernet
2/0/1.
<Sysnanme> di splay gvrp vlan-operation interface ethernet 2/0/1
Dynami ¢ VLAN operations on port Ethernet2/0/1
Operations of creating VLAN : 2-100
Oper ations of deleting VLAN : none
Oper ations of adding VLAN to TRUNK : 2-100
Operations of deleting VLAN from TRUNK : none
gvrp
Syntax gvrp
undo gvrp
View System view, Ethernet port view, port group view
Parameters None
Description  Use the gvrp command to enable GVRP globally, on a port, or on all portsin a

port group depending on the view you entered.

Use the undo gvrp command to disable GVRP globally, on a port, or on all ports
in a port group depending on the view you entered.

By default, GVRP is disabled.

Execution of the above commands in system view, will apply the configurations
globally, in Ethernet port view will apply the configurations to the current port,
and in port group view will apply the configurations to all the ports in the port

group.
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s

Related commands:

Examples

m Jo enable GVRP on a port, you need to enable it globally.
m The port where you enable/disable GVRP must be a trunk port.

m BPDU Tunnel is incompatible with GVRR Before enabling GVRRE disable BPDU
Tunnel.

m /solate-user-vlan is incompatible with global GVRP. Make sure that no
Isolate-user-vian has been created on the device before enabling GVRP

display gvrp status.

# Enable GVRP globally.
<Sysnane> systemvi ew

[ Sysnane] gvrp

GVRP i s enabl ed gl obally.

gvrp registration

Syntax

View

Parameters

Description

gvrp registration { fixed | forbidden | normal }

undo gvrp registration
Ethernet port view, port group view

fixed: Sets the registration type to fixed.
forbidden: Sets the registration type to forbidden.

normal: Sets the registration type to normal.

Use the gvrp registration command to configure the GVRP registration type on
a port or all ports in a port group.

Use the undo gvrp registration command to restore the default.
The default GVRP registration type is normal.

Execution of the above commands in Ethernet port view will apply the
configurations to the current port only whereas under port group view will apply
the configurations to all the ports in the port group.

GVRP provides the following three registration types on a port:

» Normal. Port operating in this mode can dynamically register/deregister
VLANSs, and to propagate both dynamic and static VLAN information.

m Fixed. Port operating in this mode cannot dynamically register/deregister
VLANSs or propagate information about dynamic VLANs. However, they can
propagate information about static VLANs. A trunk port of this type allows only
manually configured VLANSs to pass through even though it is configured to
carry all VLANSs.



221

m Forbidden. Port operating in this mode cannot dynamically register/deregister
VLANSs or propagate VLAN information except information about VLAN 1. A
trunk port of this type allows only VLAN 1 to pass through even though it is
configured to carry all VLANSs.

Note that this command is only available to trunk ports.
Related commands: display garp statistics.

Examples # Set the GVRP registration type to fixed on port Ethernet 2/0/1.

<Sysnane> systemvi ew

[ Sysnane] interface ethernet 2/0/1

[ Sysnanme- Et hernet 2/ 0/ 1] port |ink-type trunk

[ Sysnane- Et hernet2/0/ 1] gvrp registration fixed
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IP ADDRESSING CONFIGURATION
1 8 COMMANDS

display ip interface
Syntax display ip interface [ interface-type interface-number |
View Any view
Parameters interface-type interface-number: Specifies an interface by its type and number.

Description  Use the display ip interface command to display information about a specified
or all Layer 3 interfaces.

Examples # Display information about interface VLAN-interface 1.

<Sysnanme> display ip interface vlan-interface 1
Vl an-interfacel current state : DOMWN
Li ne protocol current state : DOM
Internet Address is 1.1.1.1/8 Prinmary
Broadcast address : 1.255.255.255
The Maxi mum Transmit Unit : 1500 bytes
ip fast-forwardi ng i ncomi ng packets state is Disable
ip fast-forwardi ng outgoi ng packets state is D sable
i nput packets : 0, bytes : 0, multicasts : O
out put packets : 0, bytes : 0, nulticasts : 0
ARP packet input nunber: 0
Request packet:
Reply packet:
Unknown packet :
TTL invalid packet nunber:
| CMP packet input numnber:
Echo reply:
Unr eachabl e:
Sour ce quench:
Routing redirect:
Echo request:
Rout er advert:
Router solicit:
Ti me exceed:
| P header bad:
Ti mest anmp request:
Ti mestanp reply:
I nformation request:
Information reply:
Net mask request:
Net mask reply:

eNeoNeoNoNeoNeoNoNoNoNoNoNolNoNolNeolNolNolNolNolNo]
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Unknown type:

DHCP packet deal node:

gl obal

Table 38 Description on fields of the display ip interface command

Field

Description

current state

Line protocol current state

Internet Address

Broadcast address

The Maximum Transmit Unit

input packets: 0, bytes: 0,

multicasts: 0

output packets: 0, bytes: O,

multicasts: 0

ARP packet input number: 0

Request packet: 0
Reply packet: 0

Unknown packet: 0

TTL invalid packet number
ICMP packet input number: 0

Echo reply: 0
Unreachable: 0
Source quench: 0
Routing redirect: 0
Echo request: 0
Router advert: 0
Router solicit: 0

Time exceed: 0

IP header bad: 0
Timestamp request: 0
Timestamp reply: 0
Information request: 0
Information reply: O
Netmask request: 0
Netmask reply: O
Unknown type: 0

DHCP packet deal mode

Current physical state of an interface

Current state of the network layer protocol

IP address of an interface followed by:

= Primary: Identifies a primary IP address, or

» Sub: Identifies a secondary IP address.

Broadcast address of the subnet attached to an interface
Maximum transmission units on an interface

Unicast packets, bytes, and multicast packets received on an
interface

Unicast packets, bytes, and multicast packets sent on an
interface

Total number of ARP packets received on an interface,
including

= ARP request packets

= ARP reply packets

= Unknown packets

Number of TTL-invalid packets received on an interface

Total number of ICMP packets received on an interface,
including the following packets:

m Echo reply packet

= Unreachable packets

m Source quench packets

= Routing redirect packets

m Echo request packets

= Router advertisement packets
= Router solicitation packets
m Time exceeded packets

» [P header bad packets

» Timestamp request packets
= Timestamp reply packets

= Information request packets
= Information reply packets

= Netmask request packets

= Netmask reply packets

= Unknown type packets

DHCP packet processing mode. This field appears on a
DHCP-supporting device and can be one of the following
values:

m global: The DHCP server with the global address pool is
enabled on the interface.

= relay: The DHCP relay agent is enabled on the interface.
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display ip interface brief

Syntax
View

Parameters

Description

Related commands:

display ip interface brief [ interface-type [ interface-number ] |
Any view

interface-type: Interface type.

interface-number: Interface number.

Use the display ip interface brief command to display brief information about
a specified or all layer 3 interfaces.

Without the interface type and interface number specified, the information about
all layer 3 interfaces is displayed; with only the interface type specified, the
information about all layer 3 interfaces of the specified type is displayed; with both
the interface type and interface number specified, only the information about the
specified interface is displayed.

display ip interface.

Examples # Display brief information about VLAN-interface 1.
<Sysname> display ip interface brief vlian-interface 1
*down: admi nistratively down
(s): spoofing
Interface Physi cal Pr ot ocol | P Addr ess
VI an-interfacel up up 1.1.1.1
Table 39 Description on fields of the display ip interface brief command

Field Description

*down The interface is administratively shut down with the shutdown command.

(s) Spoofing attribute of the interface. It indicates that an interface whose network
layer protocol is displayed up may have no link present or the link is set up only
on demand.

Interface Interface name

Physical Physical state of interface

Protocol Network layer protocol state of interface

IP Address  IP address of interface (If no IP address is configured, “unassigned” is displayed.)

ip address
Syntax ip address ip-address { mask | mask-length } [ sub ]
undo ip address [ ip-address { mask | mask-length } [ sub | ]
View Interface view
Parameters ip-address: IP address of interface, in dotted decimal notation.
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Description

Related commands:

Examples

mask: Subnet mask in dotted decimal notation.
mask-length: Subnet mask length, the number of consecutive ones in the mask.

sub: Secondary IP address for the interface.

Use the ip address command to assign an IP address and mask to the interface.
Use the undo ip address command to remove all IP addresses.

Use the undo ip address ip-address { mask | mask-length } command to remove
the primary IP address.

Use the undo ip address ip-address { mask | mask-length } sub command to
remove a secondary IP address.

By default, no IP address is assigned to any interface.
When assigning IP addresses to an interface, consider the following:

= You can assign only one primary IP address to an interface.

m The primary and secondary IP addresses can be located in the same network
segment.

m Before removing the primary IP address, remove all secondary IP addresses.

= You can assign a secondary IP address only when the interface is not
configured to obtain one through DHCP.

display ip interface.

# Assign VLAN-interface 1 a primary IP address and a secondary IP address, with
subnet masks being 255.255.255.0.

<Sysnanme> system Vi ew

[ Sysnane] interface vlan-interface 1

[ Sysnane-Vl an-interfacel] ip address 129.12.0.1 255.255.255.0

[ Sysnane- VI an-interfacel] ip address 202.38.160.1 255.255.255.0 sub
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display fib

Syntax

View

Parameters

Description

Examples

display fib [ | { begin | include | exclude } string | acl acl-number | ip-prefix
ip-prefix-name |

Any view

| { begin | include | exclude } string: Displays FIB information in the buffer related
to the specified string according to a regular expression.

= The begin keyword specifies to display from the first FIB entry that contains the
specified string.

m The include keyword specifies to display only the FIB entries that include the
specified string.

m The exclude keyword specifies to display only the FIB entries that do not
include the specified string.

m The string argument is a case-sensitive string, containing 1 to 256 characters.

acl acl-number: Displays FIB information matching a specified ACL numbered from
2000 to 2999.

ip-prefix ip-prefix-name: Displays FIB information matching a specified IP prefix
list, a string of 1 to 19 characters.

Use the display fib command to display FIB forward information. If no
parameters are specified, all FIB information will be displayed.

# Display all FIB information.

<Sysnanme> display fib

FI B Tabl e:

Total nunber of Routes : 4

Fl ag:
U: Useabl e G Gat eway H: Host B: Bl ackhol e D: Dynani ¢ S:Static
R Rej ect L: Generated by ARP or ESIS

Desti nati on/ Mask Next hop Fl ag Ti meSt anp Interface Token

10.2.0.0/ 16 0.0.0.0 U t[1150900568] W anl invalid
10.2.1.1/32 127.0.0.1 HU t[1150900568] | nLoopO invalid
127.0.0.0/8 127.0.0.1 U t[1150623094] | nLoopO invalid

127.0.0.1/32 127.0.0.1 HU t[1150623094] | nLoopO invalid
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Table 40 Field descriptions of the display fib command

Field Description

Total number of Routes Total number of routes in the FIB table
Destination/Mask Destination address/length of mask
Nexthop Address of next hop

Flag Flags of routes:

= U"-Usable route

»  G"-Gateway route

s H"-Host route

= B”-Blackhole route

s D"”-Dynamic route

= S”-Static route

= R”-Refused route

= L"-Route generated by ARP or ESIS

TimeStamp Time stamp
Interface Forward interface
Token LSP index number

# Display FIB information passing ACL 2000

<Sysnanme> systemvi ew

[ Sysnane] acl nunmber 2000

[ Sysname- acl - basi c-2000] rule permit source 10.2.0.0 0.0.255. 255
[ Sysnane- acl - basi c-2000] display fib acl 2000

Route entry matched by access-list 2000:

Sunmary counts: 2

Fl ag:
U: Useabl e G Gat eway H: Host B: Bl ackhol e D: Dynani c S:Static
R Rej ect L: Generated by ARP or ESIS

Desti nati on/ Mask Next hop Fl ag Ti meSt anp Interface Token
10.2.0.0/ 16 0.0.0.0 U t[1150900568] VI anl invalid
10.2.1.1/32 127.0.0.1 HU t [ 1150900568] | nLoopO invalid

# Display all entries that contain the string 127 and start from the first one.

<Sysname> display fib | begin 127

Fl ag:
U: Useabl e G Gat eway H: Host B: Bl ackhol e D: Dynani ¢ S:Static
R Rej ect L: Generated by ARP or ESIS

Desti nati on/ Mask Next hop Fl ag Ti meSt anp Interface Token

10.2.1.1/32 127.0.0.1 HU t[1150900568] | nLoopO invalid
127.0.0.0/8 127.0.0.1 u t[1150623094] | nLoopO invalid
127.0.0.1/32 127.0.0.1 HU t[1150623094] | nLoopO invalid

# Display FIB information passing the IP prefix list abc0

<Sysnanme> systemvi ew

[Sysnane] ip ip-prefix abcO pernit 10.2.0.0 16
[ Sysnanme] display fib ip-prefix abcO

Route Entry matched by prefix-list abcO:
Sunmmary count: 1

Fl ag:
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U: Useabl e G Gat eway H: Host B: Bl ackhol e D: Dynani c S: Static
R Rej ect L: Generated by ARP or ESIS

Desti nati on/ Mask Next hop Fl ag Ti meSt anp Interface Token
10.2.0.0/ 16 0.0.0.0 U t[1150900568] VI anl invalid

display fib ip-address

Syntax

View

Parameters

Description

Examples

display fib jp-address1 [ { mask1 | mask-length1} [ ip-address2 { mask2 |
mask-length2 } | longer | | longer |

Any view

ip-address1, ip-address2: Destination IP address, in dotted decimal notation.
ip-address1 and ip-address2 together determine an address range for the FIB
entries to be displayed.

mask1, mask2: IP address mask.
mask-length1, mask-length2: Length of IP address mask.

longer: Displays FIB entries that match the specified address/mask and have
masks longer than or equal to the mask that a user enters. If no masks are
specified, FIB entries that match the natural network address and have the masks
longer than or equal to the natural mask will be displayed.

Use the display fib ip-address command to display FIB entries that match the
specified destination IP address.

# Display the FIB entries that match the natural network of 10.1.0.0 and have the
masks longer than or equal to the natural mask.

<Sysnane> display fib 10.1.0.0 | onger
Route Entry Count: 2

Fl ag:
U: Useabl e G Gat eway H: Host B: Bl ackhol e D: Dynani ¢ S:Static
R Rej ect L: Generated by ARP or ESIS

Desti nati on/ Mask Next hop Fl ag Ti meSt anp Interface Token
10.0.0.0/8 0.0.0.0 U t[1141140133] M anl invalid
10.1.1.1/32 127.0.0.1 HU t[1141140133] | nLoopO invalid

For description about the above output, refer to Table 40.

display fib statistics
Syntax
View

Parameters

display fib statistics
Any view

None
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Description  Use the display fib statistics command to display statistics about the FIB
entries.

Examples # View statistics about the FIB entries.

<Sysnanme> display fib statistics
Route Entry Count 2

Table 41 Field descriptions of the display fib statistics command

Field Description

Route Entry Count Number of FIB entries

display icmp statistics
Syntax display icmp statistics [ slot slot-number |
View Any view
Parameters slot s/ot-number: Displays the ICMP statistics on a slot.
Description  Use the display icmp statistics command to display ICMP statistics.
Related commands: display ip interface, reset ip statistics.

Examples # Display ICMP statistics.

<Sysnane> di splay icnp statistics

I nput: bad formats 0 bad checksum
echo 5 desti nation unreachabl e
source quench 0 redirects
echo reply 10 par anet er probl em
tinmestanp 0 informati on request
mask requests 0 nmask replies
time exceeded 0

Qut put : echo 10 desti nati on unreachabl e
source quench 0 redirects
echo reply 5 par amet er probl em
ti mestanp 0 information reply
mask requests O mask replies

o

ti me exceeded

Table 42 Field descriptions of the display icmp statistics command

[eNeoNeNoNolNo)

OO ooo

Field Description

bad formats Number of input wrong format packets

bad checksum Number of input wrong checksum packets

echo Number of input/output echo packets

destination unreachable Number of input/output destination unreachable packets
source quench Number of input/output source quench packets

redirects Number of input/output redirection packets

echo reply Number of input/output replies
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Table 42 Field descriptions of the display icmp statistics command

Field Description

parameter problem Number of input/output parameter problem packets
timestamp Number of input/output time stamp packets
information request Number of input information request packets

mask requests Number of input/output mask requests

mask replies Number of input/output mask replies

information reply Number of output information reply packets

time exceeded Number of input/output expiration packets

display ip socket
Syntax display ip socket [ socktype sock-type | [ task-id socket-id ] [ slot slot-number ]
View Any view

Parameters socktype sock-type: Displays the socket information of this type. The sock type is
in the range 1 to 3, corresponding to TCP, UDP and raw IP respectively.

task-id: Displays the socket information of this task. Task ID is in the range 1 to
100.

socket-id: Displays the information of the socket. Socket ID is in the range 0 to
3072.

slot-number: Displays the socket information of the slot.
Description  Use the display ip socket command to display socket information.

Examples # Display all socket information.

<Sysnane> di splay ip socket

SOCK_STREAM

Task = VTYD(60), socketid = 1, Proto = 6,

LA =0.0.0.0:23, FA =10.0.0.0:0,

sndbuf = 8192, rcvbuf = 8192, sb_cc =0, rb_cc =0,

socket option = SO ACCEPTCONN SO KEEPALI VE SO REUSEPORT SO SENDVPNI D( 3073) SO _SETKEEPALI VE,
socket state = SS PRIV SS_ASYNC

Task = HTTP(58), socketid = 1, Proto = 6,

LA =0.0.0.0:80, FA =10.0.0.0:0,

sndbuf = 8192, rcvbuf = 8192, sb_cc =0, rb_cc =0,
socket option = SO ACCEPTCONN SO REUSEPORT,

socket state = SS_PRIV SS_NBI O

Task = VTYD(60), socketid = 3, Proto = 6,

LA = 192.168.0.152: 23, FA = 192.168. 0. 208: 1099,

sndbuf = 8192, rcvbuf = 8192, sb_cc = 483, rb_cc = 0,

socket option = SO KEEPALIVE SO OOBI NLI NE SO REUSEPORT SO SENDVPNI D(0) SO SETKEEPALI VE,
socket state = SS_| SCONNECTED SS_PRIV SS_ASYNC

SOCK_DGRAM

Task = AGNT(29), socketid = 1, Proto = 17,

LA = 0.0.0.0:161, FA = 0.0.0.0:0,

sndbuf = 9216, rcvbuf = 41600, sb_cc = 0, rb_cc = 0,
socket option = SO UDPCHECKSUM SO_SENDVPNI D( 3073),
socket state = SS PRIV SS_NBI O SS_ASYNC

Task = ROUT(86), socketid = 3, Proto = 17,
LA = 0.0.0.0:520, FA = 0.0.0.0:0,
sndbuf = 1024, rcvbuf = 256000, sbh_cc =0, rb_cc = 0,
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socket option = SO BROADCAST SO REUSEPORT SO UDPCHECKSUM SO _SETSRCADDR SO SENDVPNI D( 0) ,
socket state = SS PRIV SS_ASYNC

Task = RDSQ(75), socketid = 1, Proto = 17,

LA = 0.0.0.0:1024, FA = 0.0.0.0:0,

sndbuf = 9216, rcvbuf = 41600, sb_cc =0, rb_cc = 0,
socket option = SO UDPCHECKSUM

socket state = SS_PRIV

Task = TRAP(71), socketid = 1, Proto = 17,

LA = 0.0.0.0:1025, FA = 0.0.0.0:0,

sndbuf = 9216, rcvbuf =0, sb_cc =0, rb_cc =0,
socket option = SO _UDPCHECKSUM

socket state = SS_ PRIV

Task = RDSQ(75), socketid = 2, Proto = 17,

LA = 0.0.0.0:1812, FA = 0.0.0.0:0,

sndbuf = 9216, rcvbuf = 41600, sb_cc =0, rb_cc = 0,
socket option = SO UDPCHECKSUM

socket state = SS_PRIV

SOCK_RAW

Task = ROUT(86), socketid = 2, Proto = 65,

LA =0.0.0.0, FA=10.0.0.0,

sndbuf = 32767, rcvbuf = 256000, sb cc =0, rb_cc = 0,
socket option = 0,

socket state = SS_PRIV SS_NBI O SS_ASYNC

Task = ROUT(86), socketid = 1, Proto = 2,

LA =0.0.0.0, FA=0.0.0.0,

sndbuf = 32767, rcvbuf = 256000, sb_cc =0, rb_cc =0,
socket option = SO _SENDVPNI D(0) SO _RCVVPNI X 0),

socket state = SS PRIV SS_NBI O SS_ASYNC

Table 43 Field descriptions of the display ip socket command

Field Description

SOCK_STREAM TCP socket
SOCK_DGRAM UDP socket

SOCK_RAW raw IP socket

Task Task number

socketid Socket ID

Proto Protocol number of the socket

LA Local address and local port number

FA Remote address and remote port number

sndbuf sending buffer size of the socket

rcvbuf receiving buffer size of the socket

sb_cc Current data size in the sending buffer (It is available only for TCP that can
buffer data)

rb_cc Data size currently in the receiving buffer

socket option Socket option

socket state Socket state

display ip statistics
Syntax display ip statistics [ slot slot-number]
View Any view
Parameters slot s/ot-number: Displays statistics of IP packets on the slot.

Description  Use the display ip statistics command to display statistics of IP packets.
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Related commands: display ip interface, reset ip statistics.

Examples # Display statistics of IP packets.
<Sysnanme> display ip statistics

I nput : sum 92306 | ocal 89167
bad protocol 0 bad for mat 0
bad checksum 0 bad options 0

Cut put: forwarding 415 | ocal 80746
dr opped 0 no route 0
conpress fails

Fragnent : i nput out put 0

dr opped
fragnent ed
Reassenbl i ng: sum

couldn't fragnent O

0
0
0
0
0 ti meouts 0

Table 44 Field descriptions of the display ip statistics command

Field
Description
Input: sum Total number of packets received
local Total number of packets with destination being local
bad protocol Total number of unknown protocol packets
bad format Total number of packets with incorrect format
bad checksum Total number of packets with incorrect checksum
bad options Total number of packets with incorrect option
Output: forwarding Total number of packets forwarded
local Total number of packets sent from the local
dropped Total number of packets discarded
no route Total number of packets for which no route is available
compress fails Total number of packets failed to compress
Fragment: input Total number of fragments received
output Total number of fragments sent
dropped Total number of fragments dropped
fragmented Total number of packets successfully fragmented
couldn’t Total number of packets that failed to be fragmented
fragment

Reassembling sum
timeouts

Total number of packets reassembled
Total number of reassembly timeout fragments

display tcp statistics
Syntax
View
Parameters

Description

display tcp statistics
Any view

None

Use the display tcp statistics command to display statistics of TCP traffic.
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Related commands:

Examples

display tcp status, reset tcp statistics.

# Display statistics of TCP traffic.

<Sysnanme> display tcp statistics
Recei ved packets:

Total : 753

packets in sequence:

wi ndow pr obe

checksumerror: O,

duplicate packets:

out - of - or der

packets:
of fset error: O,

4 (88 bytes),

packets: 0 (0 bytes)

partially duplicate packets:

412 (11032 bytes)
0, w ndow update packets: 0
short error: O

5 (7 bytes)

packets of data after window. 0O (O bytes)

packets recei

ACK packets:

duplicate ACK packets: 7,

Sent packets:
Total : 665

ur gent
control
wi ndow probe

data packets:

ACK-onl y packets:

Retransmitted timeout: O,
Keepal i ve tineout:
di sconnected :
Initiated connections:
Cl osed connections:

ved after close: 0

481 (8776 bytes)

packets: 0
packet s:

packets:

5 (including 1 RST)
0, wi ndow update packets: 2

too much ACK packets: O

618 (8770 bytes) data packets retransnmitted: 0 (0O bytes)

40 (28 del ayed)

0

0 (dropped: O,

0, accepted connections: 0,
initiated dropped: 0)

connections dropped in retransnmtted timeout: O
0, keepalive probe:

0, Keepalive tineout, so connections

est abl i shed connections: 0

Packets dropped with MD5 authentication: 0
Packets permitted with MD5 authentication: 0

Table 45 Field descriptions of the display tcp statistics command

Field Description
Received Total Total number of packets received
packets:

packets in sequence
window probe packets
window update packets
checksum error

offset error

short error

duplicate packets
partially duplicate packets
out-of-order packets

packets of data after
window

packets received after close

ACK packets
duplicate ACK packets
too much ACK packets

Number of packets arriving in sequence
Number of window probe packets received
Number of window update packets received
Number of checksum error packets received
Number of offset error packets received

Number of received packets with length being
too small

Number of completely duplicate packets received
Number of partially duplicate packets received
Number of out-of-order packets received

Number of packets outside the receiving window

Number of packets that arrived after connection
is closed

Number of ACK packets received
Number of duplicate ACK packets received
Number of ACK packets for data unsent
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Table 45 Field descriptions of the display tcp statistics command

Field

Description

Total

urgent packets

Sent packets:

control packets
window probe packets

window update packets
data packets

data packets retransmitted
ACK-only packets

Retransmitted timeout

connections dropped in retransmitted
timeout

Keepalive timeout
keepalive probe

Keepalive timeout, so connections
disconnected

Initiated connections
accepted connections
established connections

Closed connections

Packets dropped with MD5 authentication

Packets permitted with MD5
authentication

Total number of packets sent
Number of urgent packets sent
Number of control packets sent

Number of window probe packets sent; in the
brackets are resent packets

Number of window update packets sent
Number of data packets sent
Number of data packets retransmitted

Number of ACK packets sent; in brackets are
delayed ACK packets

Number of retransmission timer timeouts

Number of connections broken due to
retransmission timeouts

Number of keepalive timer timeouts
Number of keepalive probe packets sent

Number of connections broken due to keepalive
timer timeouts

Number of connections initiated
Number of connections accepted
Number of connections established

Number of connections closed; in brackets are
connections closed accidentally (before receiving
SYN from the peer) and connections closed
initiatively (after receiving SYN from the peer)

Number of packets dropped with MD5
authentication

Number of packets permitted with MD5
authentication

display tcp status
Syntax
View
Parameters

Description

Examples

display tcp status
Any view

None

Use the display tcp status command to display status of all TCP connection for

monitoring TCP connections.

# Display status of all TCP connections

<Sysnanme> di splay tcp status
*: TCP MD5 Connection

TCPCB Local Add: port
03e37dc4 0.0.0.0: 4001
04217174 100. 0. 0. 204: 23

For ei gn Add: port State
0.0.0.0:0 Li st eni ng
100. 0. 0. 253: 65508 Est abl i shed
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Table 46 Field descriptions of the display tcp status command

Field Description

* If the status information of a TCP connection contains *, the TCP
adopts the MD5 algorithm for authentication.

TCPCB TCP control block

Local Add:port Local IP address and port number

Foreign Add:port Remote IP address and port number

State State of the TCP connection

display udp statistics
Syntax display udp statistics
View Any view
Parameters None
Description  Use the display udp statistics command to display statistics of UDP packets.
Related commands: reset udp statistics.

Examples # Display statistics of UDP packets.

<Sysname> di spl ay udp statistics

Recei ved packets:
Total: O
checksumerror: 0O
shorter than header: 0, data length larger than packet: 0
uni cast (no socket on port): O
broadcast/ nul ti cast (no socket on port): O
not delivered, input socket full: O
i nput packets nissing pcb cache: 0

Sent packets:
Total: O
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Table 47 Field descriptions of the display udp statistics command

Field Description
Received Total Total number of UDP packets received
packets: checksum error Total number of packets with incorrect
checksum
shorter than header Number of packets with data shorter
than head
data length larger than packet Number of packets with data longer

than packet

unicast(no socket on port) Number of unicast packets with no
socket on port

broadcast/multicast(no socket on port) Number of broadcast/multicast packets
without socket on port

not delivered, input socket full Number of packets not delivered to
upper layer due to socket buffer being
full
input packets missing pcb cache Number of packets without matching
PCB cache
Sent Total Total number of UDP packets sent

packets:

ip forward-broadcast

Syntax

View

Parameters

Description

Examples

ip forward-broadcast [ acl ac/-number ]

undo ip forward-broadcast
Interface view

acl acl-number: Number of an ACL from 2000 to 3999. From 2000 to 2999 are
numbers for basic ACLs, and from 3000 to 3999 are numbers for advanced ACLs.
Only directed broadcasts permitted by the ACL can be forwarded.

Use the ip forward-broadcast command to enable the interface to forward
directed broadcasts.

Use the undo ip forward-broadcast command to disable an interface from
forwarding directed broadcasts.

By default, an interface is disabled from forwarding directed broadcasts.

# Allow VLAN-interface 2 to forward directed broadcasts permitted by ACL 2001.

<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 2
[ Sysnane- VI an-interface2] ip forward-broadcast acl 2001
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ip forward-broadcast

Syntax

View
Parameters

Description

Examples

ip forward-broadcast

undo ip forward-broadcast
System view
None

Use the ip forward-broadcast command to enable the device to receive
directed broadcasts.

Use the undo ip forward-broadcast command to disable the device from
receiving directed broadcasts.

By default, the feature is disabled from receiving directed broadcasts.

# Enable the device to receive directed broadcasts.

<Sysnanme> systemvi ew
[ Sysnane] ip forward-broadcast

ip redirects enable

Syntax

View
Parameters

Description

Examples

ip redirects enable

undo ip redirects
System view
None

Use the ip redirects enable command to enable sending ICMP redirection
packets.

Use the undo ip redirects command to disable sending ICMP redirection
packets.

This feature is enabled by default.

# Disable sending ICMP redirection packets.

<Sysname> systemvi ew
[ Sysnane] undo ip redirects
The function is disabled!
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ip ttl-expires enable

Syntax

View
Parameters

Description

Examples

ip ttl-expires enable

undo ip ttl-expires
System view
None

Use the ip ttl-expires enable command to enable the sending of ICMP timeout
packets.

Use the undo ip ttl-expires command to disable sending ICMP timeout packets.
Sending ICMP timeout packets is enabled by default.

If the feature is disabled, the device will not send TTL timeout ICMP packets, but
still send “reassembly timeout” ICMP packets.

# Disable sending ICMP timeout packets.

<Sysnane> systemvi ew
[ Sysnane] undo ip ttl-expires
The function is disabled!

ip unreachables enable

Syntax

View
Parameters

Description

Examples

ip unreachables enable

undo ip unreachables
System view
None

Use the ip unreachables enable command to enable the sending of ICMP
destination unreachable packets.

Use the undo ip unreachables command to disable sending ICMP destination
unreachable packets.

Sending ICMP destination unreachable packets is enabled by default.

If the feature is disabled, the device will not send network unreachable and source
route failure ICMP packets, but still send other destination unreachable ICMP
packets.

# Disable sending ICMP destination unreachable packets.
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<Sysnane> system vi ew
[ Sysnane] undo ip unreachabl es
The function is disabled!

reset ip statistics
Syntax
View
Parameters
Description
Related commands:

Examples

reset ip statistics [ slot slot-number ]

User view

slot slot-number: Clears IP packet statistics on the specified slot.

Use the reset ip statistics command to clear statistics of IP packets.
display ip interface, display ip statistics.

# Clear statistics of IP packets.

<Sysname> reset ip statistics

reset tcp statistics
Syntax
View
Parameters
Description
Related commands:

Examples

reset tcp statistics

User view

None

Use the reset tcp statistics command to clear statistics of TCP traffic.
display tcp statistics.

# Display statistics of TCP traffic.

<Sysnanme> reset tcp statistics

reset udp statistics
Syntax
View
Parameters

Description

reset udp statistics
User view
None

Use the reset udp statistics command to clear statistics of UDP traffic.
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Examples # Display statistics of UDP traffic.

<Sysnanme> reset udp statistics

tcp timer fin-timeout

Syntax tcp timer fin-timeout time-value

undo tcp timer fin-timeout
View  System view
Parameters time-value: Length of the TCP finwait timer in seconds, ranging from 76 to 3,600.

Description Use the tcp timer fin-timeout command to configure the length of the TCP
finwait timer.

Use the undo tcp timer fin-timeout command to restore the default.
By default, the length of the TCP finwait timer is 675 seconds.

Note that the actual length of the finwait timer is determined by the following
formula:

Actual length of the finwait timer = (Configured length of the finwait timer - 75) +
configured length of the synwait timer

Related commands: tcp timer syn-timeout, tcp window.

Examples # Set the length of the TCP finwait timer to 800 seconds.

<Sysnanme> systemvi ew
[ Sysnane] tcp timer fin-timeout 800

tcp timer syn-timeout
Syntax tcp timer syn-timeout time-value
undo tcp timer syn-timeout
View  System view

Parameters time-value: Length of the TCP finwait timer in seconds, ranging from 2 to 600.

Description  Use the tcp timer syn-timeout command to configure the length of the TCP
synwait timer.

Use the undo tcp timer syn-timeout command to restore the default.

By default, the length of the TCP synwait timer is 75 seconds.
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Related commands:

tcp timer fin-timeout, tcp window.

Examples # Set the length of the TCP synwait timer to 80 seconds.
<Sysnane> systemvi ew
[ Sysnane] tcp tinmer syn-timeout 80
tcp window
Syntax tcp window window-size
undo tcp window
View  System view

Parameters window-size: Receiving/sending buffer size of TCP connection in KB, ranging from
1 to 32.

Description  Use the tcp window command to configure the receiving/sending buffer size of

Related commands:

Examples

TCP connection.
Use the undo tcp window command to restore the default.

The TCP receiving/sending buffer is 8 KB by default.
tcp timer fin-timeout, tcp timer syn-timeout.

# Configure the receiving/sending buffer of TCP connection as 3 KB.

<Sysnanme> system vi ew
[ Sysnane] tcp wi ndow 3
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display ip check source

Syntax

View

Parameters

Description

Related commands:

Examples

display ip check source [ interface interface-type interface-number | ip-address
ip-address | mac-address mac-address |

Any view

interface interface-type interface-number: Displays the dynamic bindings of the
port specified by its type and number.

ip-address jp-address: Displays the dynamic bindings of an IP address.

mac-address mac-address: Displays the dynamic bindings of an MAC address (in
the format of H-H-H).

Use the display ip check source command to display dynamic bindings.

With no options specified, the command displays the dynamic bindings of all
ports.

ip check source.

# Display all dynamic bindings.

<Sysnanme> di splay ip check source
The foll owi ng user address bindings have been confi gured:

VAC 1P VI an Por t St at us
0001- 0203- 0406 192.168.0.1 2 Et hernet 2/ 0/ 1 DHCP- SNP
0001- 0203- 0407 192.168.0.2 2 Et her net 2/ 0/ 2 DHCP- SNP

----------------- 2 binding entries queried, 2 listed------------------

Table 48 Field descriptions of the display ip check source command

Field Description

MAC MAC address of the dynamic binding. N/A means that no MAC address is
bound in the entry.

IP IP address of the dynamic binding. N/A means that no IP address is bound
in the entry.

Vlan VLAN to which the obtained binding entry belongs. N/A means that no
VLAN is bound in the entry.

Port Port to which the dynamic binding entry is applied

Status Type of dynamically obtaining the binding entry. DHCP-SNP means that

the binding is dynamically obtained from DHCP snooping.
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Table 48 Field descriptions of the display ip check source command

Field Description

2 binding entries  Counts of dynamic binding entries
queried, 2 listed

display user-bind

Syntax display user-bind [ interface interface-type interface-number | ip-address
ip-address | mac-address mac-address |

View Any view

Parameters interface interface-type interface-number: Displays the static bindings of the
interface specified by it type and number.

ip-address jp-address: Displays the static bindings of an IP address.

mac-address mac-address: Displays the static bindings of an MAC address (in the
format of H-H-H).

Description  Use the display user-bind command to display static bindings.

With no options specified, the command displays static bindings of all interfaces.
Related commands: user-bind.

Examples # Display all static bindings.

<Sysnane> di spl ay user-bind
The foll ow ng user address bindi ngs have been confi gured:

MAC 1P VI an Por t St at us
N A 1.1.1.1 N A Et hernet 2/ 0/ 6 Static
0002- 0002- 0002 1.1.1.1 N A Et hernet 2/ 0/ 6 Static

------------------ 2 binding entries queried, 2 listed------------------

Table 49 Field descriptions of the display user-bind command

Field Description

MAC MAC address of the binding. N/A means that no MAC address is
bound in the entry.

IP IP address of the binding. N/A means that no IP address is bound
in the entry.

Vlan Static binding entry does not support VLAN-port binding.

Port Port of the binding

Status Type of the binding. Static means that the binding is manually
configured.

2 binding entries queried, Counts of static binding entries
2 listed
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ip check source

Syntax

View

Parameters

Description

Related commands:

ip check source { ip-address | ip-address mac-address | mac-address }

undo ip check source
Ethernet port view

ip-address: Specifies to bind source IP addresses to the port.

mac-address: Specifies to bind source MAC addresses to the port.

Use the ip check source command to configure the dynamic binding function on
a port.

Use the undo ip check source command to restore the default.
By default, the dynamic binding function is disabled.

Note that you cannot configure the dynamic binding function on a port that is in
an aggregation group.

display ip check source.

Examples # Configure dynamic binding function on port Ethernet 2/0/1 to filter packets
based on both source IP address and MAC address.
<Sysnane> systemvi ew
[ Sysnane] interface ethernet 2/0/1
[ Sysnanme- Et hernet2/0/ 1] ip check source ip-address nac-address
user-bind
Syntax user-bind { ip-address ip-address | ip-address ip-address mac-address
mac-address | mac-address mac-address }
undo user-bind { ip-address ip-address | ip-address ip-address mac-address
mac-address | mac-address mac-address }
View Ethernet interface view
Parameters ip-address jp-address: Specifies the IP address for the static binding. The IP

address can only be a Class A, Class B, or Class C address and can be neither
127 .x.x.x nor 0.0.0.0.

mac-address mac-address: Specifies the MAC address for the static binding in the
format of H-H-H. The MAC address cannot be all Os, all Fs (a broadcast address),
or a multicast address.
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Description

Related commands:

Examples

Use the user-bind command to configure a static binding.

Use the undo user-bind command to delete a static binding.

By default, no static binding exists on a port.

Note that:

= The system does not support repeatedly configuring a binding entry to one

port. A binding entry can be configured to multiple ports.

= In avalid binding entry, the MAC address cannot be all Os, all Fs (a broadcast
address), or a multicast address, and the IP address can only be a Class A, Class
B, or Class C address and can be neither 127.x.x.x nor 0.0.0.0.

display user-bind.

# Configure a static binding on port Ethernet 2/0/1.

<Sysnane> systemvi ew

[ Sysnane] interface ethernet 2/0/1

[ Sysnane- Et hernet 2/ 0/ 1] user-bind i p-address 192.168. 0.1 mac- addr ess
0001- 0001- 0001
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@ m The term “router” in this document refers to a Layer 3 switch running routing
protocols.

m  Currently, the 0231A92P module on S7900E Ethernet switches does not
support IPv6 features.

display ip relay-route
Syntax display ip relay-route
View Any view
Parameters None

Description  Use the display ip relay-route command to display the information of recursive
routes.

Examples # Display recursive route information.

<Sysnane> display ip relay-route
Total Nunber of Relay-route is: 1.
Dest/ Mask: 40. 40. 40. 0/ 255. 255. 255. 0
Rel ated instance id(s): 1(1) 2(1) 3(1) 4(1)

Table 50 Field descriptions of the display ip relay-route command

Field Description

Total Number of Relay-route  Total number of recursive routes

Dest/Mask Destination address/mask of the recursive route

Related instance id(s) The number in the parentheses after each instance ID indicates

the number of routes that have used the recursive route in the
routing table corresponding to the instance ID.

display ip relay-tunnel
Syntax display ip relay-tunnel
View Any view

Parameters None
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Description

Examples

Use the display ip relay-tunnel command to display recursive tunnel
information.

# Display recursive tunnel information.

<Sysnanme> di splay ip relay-tunnel
Total Nunber of Relay-tunnel is: 1.
Dest/ Mask: 40. 40. 40. 40/ 255. 255. 255. 255
Rel ated instance id(s): 1(1) 2(1) 3(1) 4(1)

Table 51 display ip relay-tunnel command output description

Field Description

Total Number of Relay-tunnel Total number of recursive tunnels

Dest/Mask Destination address/mask of the recursive tunnel
Related instance id(s) The number in the parentheses after each instance ID

indicates the number of routes that have used the
recursive tunnel in the routing table corresponding to the
instance ID.

display ip routing-table

Syntax

View

Parameters

display ip routing-table [ verbose | | { begin | exclude | include }
reqular-expression ]

Any view

verbose: Displays detailed routing table information, including that for inactive
routes. With this argument absent, the command displays only summary
information about active routes.

|: Uses a regular expression to filter output information.

begin: Displays routing table entries starting from the one specified by the regular
expression.

include: Displays routing table entries specified by the regular expression.

exclude: Displays routing table entries other than those specified by the regular
expression.

reqular-expression: Regular expression, a string of 1 to 256 characters used for
specifying routing entries.
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Table 52 Special characters for regular expressions

Character Meaning

Remarks

matches one of the
following:

(MSILOBD

or a space, the beginning

Underscore, functions
similarly as a wildcard and

of a string, the end of a

string.

( Left parenthesis,

represents a stack push
operation in a program.

Full stop, a wildcard that
matches any character,

including a space.

* Asterisk, indicates that the

character(s) to its left can
appear 0 or more times.

+ Plus, indicates that the
character(s) to its left can

appear one or more times.

If it is not the first character in a regular expression,
it can appear as many times as the command line
length permits.

If it is the first character in a regular expression, it
can be followed with up to four underscores.

If it appears intermittently in a regular expression,
only the first group takes effect.

It is not recommended to use this character in a
regular expression.

zo* matches z and zoo.

zo+ matches zo and zoo, but not z.

Use the display ip routing-table command to display brief information about
active routes in the routing table.

Use the display ip routing-table verbose command to display detailed
information about all routes in the routing table.

# Display brief information about active routes in the routing table.

<Sysnanme> display ip routing-table

Routing Tabl es: Public
Destinations : 6

Desti nati on/ Mask Proto Pre
10.10. 3.0/ 24 Direct O
10.10.3.1/32 Direct 0
127.0.0.0/8 Direct 0
127.0.0.1/32 Direct O
192.168. 0.0/ 24 Direct O
192.168.0.72/ 32 Direct 0

Routes : 6

Cost Next Hop Interface
0 10.10.3.1 VI an2

0 127.0.0.1 I nLoopO

0 127.0.0.1 I nLoopO

0 127.0.0.1 I nLoopO

0 192. 168.0.72 VI anl

0 127.0.0.1 I nLoopO

Table 53 Field descriptions of the display ip routing-table command

Field Description

Destinations Number of destination addresses
Routes Number of routes
Destination/Mask Destination address/mask length
Proto Protocol that presents the route
Pre Priority of the route

Cost Cost of the route

Nexthop Address of the next hop on the route
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Table 53 Field descriptions of the display ip routing-table command

Field Description

Interface Output interface for packets to be forwarded along the route

# Display detailed information about all routes in the routing table.

<Sysnanme> di splay ip routing-table verbose
Routing Table : Public

Destinations : 6 Routes : 6
Destination: 10.10.3.0/24
Protocol: Direct Process ID: O
Preference: 0 Cost: O
Next Hop: 10.10.3.1 Interface: Vlan-interface2
Rel yNext Hop: 0.0.0.0 Nei ghbor 0.0.0.0
Tunnel D 0x0 Label : NULL
State: Active Adv Age: 1d06h37nl2s
Tag: O
Destination: 10.10.3.1/32
Protocol: Direct Process ID: O
Preference: 0 Cost: O
Next Hop: 127.0.0.1 Interface: |nLoopBackO
Rel yNext Hop: 0.0.0.0 Nei ghbor 0.0.0.0
Tunnel ID: 0x0 Label : NULL
State: Active NoAdv Age: 1d06h37nl2s
Tag: O
Destination: 127.0.0.0/8
Protocol: Direct Process ID: O
Preference: O Cost: O
Next Hop: 127.0.0.1 Interface: |nLoopBackO
Rel yNext Hop: 0.0.0.0 Nei ghbor 0.0.0.0
Tunnel ID: 0x0 Label : NULL
State: Active NoAdv Age: 3d23h11n¥9s
Tag: O
Destination: 127.0.0.1/32
Protocol: Direct Process ID. O
Preference: 0O Cost: O
Next Hop: 127.0.0.1 Interface: |nLoopBackO
Rel yNext Hop: 0.0.0.0 Nei ghbor 0.0.0.0
Tunnel D 0x0 Label : NULL
State: Active NoAdv Age: 3d23h1lnbls
Tag: O
Destination: 192.168.0.0/24
Protocol: Direct Process ID. 0O
Preference: 0 Cost: O
Next Hop: 192.168.0.72 Interface: M an-interfacel
Rel yNext Hop: 0.0.0.0 Nei ghbor 0.0.0.0
Tunnel D 0x0 Label : NULL
State: Active Adv Age: 3d23h08nB8s
Tag: O

Desti nati on:

192.168.0. 72/ 32



Protocol: Direct Process ID. 0
Preference: 0 Cost: O
Next Hop: 127.0.0.1 Interface: InLoopBackO
Rel yNext Hop: 0.0.0.0 Nei ghbor 0.0.0.0
Tunnel 1D: 0x0 Label : NULL
State: Active NoAdv Age: 3d23h08n40s
Tag: O

Displayed first are statistics for the whole routing table, followed by detailed
description of each route (in sequence).

Table 54 display ip routing-table verbose command output description
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Field Description

Destination Destination address/mask length

Protocol Protocol that presents the route

Process ID Process ID

Preference Priority of the route

Cost Cost of the route

NextHop Address of the next hop on the route

Interface Outbound interface for packets to be forwarded along the route
RelyNextHop  The next hop address obtained through routing stack.
Neighbor Neighboring address determined by Routing Protocol
Tunnel ID Tunnel ID

Label Label
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Table 54 display ip routing-table verbose command output description

Field Description
State Route status:

Active This is an active unicast route.

Adv This route can be advertised.

Delete This route is deleted.

Gateway This is an indirect route.

Holddown  Number of holddown routes. Holddown is a route
advertisement policy used in some distance vector (D-V) routing
protocols, such as RIP, to avoid the propagation of some
incorrect routes. It distributes a Holddown route during a period
regardless of whether a new route to the same destination is
found. For details, refer to corresponding routing protocols.

Int The route was discovered by an Internal Gateway Protocol (IGP).

NoAdv The route is not advertised when the router advertises routes
based on policies.

Notlnstall Normally, among routes to a destination, the route with the
highest preference is installed into the core routing table and
advertised, while a NotInstall route cannot be installed into the
core routing table but may be advertised.

Reject The packets matching a Reject route will be dropped. Besides,
the router sends ICMP unreachable messages to the sources of
the dropped packets. The Reject routes are usually used for
network testing.

Static A static route is not lost when you perform the save operation
and then restart the router. Routes configured manually are
marked as static.

Unicast Unicast routes

Inactive Inactive routes

Invalid Invalid routes

WaitQ The route is the WaitQ during route recursion.

Tunk Tunnel

GotQ The route is in the GotQ during route recursion.

Age Time for which the route has been in the routing table, in the sequence of

hour, minute,

Tag Route tag

and second from left to right.

display ip routing-table acl

Syntax

View

Parameters

display ip routing-table acl ac/-number [ verbose ]

Any view

acl-number: Basic ACL number, in the range of 2000 to 2999.

verbose: Displays detailed routing table information, including that for inactive
routes. With this argument absent, the command displays only brief information

about active routes.
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Use the display ip routing-table acl command to display information about
routes permitted by a specified basic ACL.

This command is intended for the follow-up display of routing policies.

For more information about routing policy, refer to “IPv4 Routing Policy
Configuration Commands” on page 467.

If the specified ACL does not exist or it has no rules configured, the entire routing
table is displayed.

# Define basic ACL 2000 and set the route filtering rules.

<Sysname > systemview

[ Sysnane] acl nunber 2000
[ Sysnane- acl - basi c- 2000]

[ Sysnane- acl - basi c- 2000]

rule permt source 192.168.0.0 0.0.255. 255
rul e deny source any

# Display brief information about active routes permitted by basic ACL 2000.

[ Sysname- acl - basi c-2000] display ip routing-table acl 2000

Rout es Matched by Access list : 2000

Sunmmary Count : 2

Desti nati on/ Mask Proto Pre Cost Next Hop Interface
192. 168. 0.0/ 24 Direct O 0 192.168.0.136 Vlanl
192. 168. 0. 136/ 32 Direct O 0 127.0.0.1 I nLoopO

For detailed description of the above output, see Table 53.

# Display detailed information about both active and inactive routes permitted by
basic ACL 2000.

<Sysnanme> di splay ip routing-table acl 2000 verbose
Rout es Mat ched by Access i st 2000

Summary Count : 2

Desti nati on:

192.168. 0.0/ 24

Protocol: Direct Process ID. O
Preference: O Cost: O
Next Hop: 192. 168. 0. 136 Interface: Vlan-interfacel
Rel yNext Hop: 0.0.0.0 Nei ghbor 0.0.0.0
Tunnel ID: 0x0 Label : NULL
State: Active Adv Age: 1d04h26n42s
Tag: O
Destination: 192.168.0.136/32
Protocol: Direct Process ID. O
Preference: 0 Cost: O
Next Hop: 127.0.0.1 Interface: |nLoopBackO
Rel yNext Hop: 0.0.0.0 Nei ghbor 0.0.0.0
Tunnel ID: 0x0 Label : NULL
State: Active NoAdv Age: 1d04h26n¥2s
Tag: O

For the description of the command output above, seeTable 54.
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display ip routing-table ip-address

Syntax

View

Parameters

Description

display ip routing-table jp-address [ mask-length | mask ] [ longer-match ]
[ verbose |

display ip routing-table ip-address? { mask-length | mask } ip-address2
{ mask-length | mask } [ verbose ]

Any view

ip-address: Destination IP address, in dotted decimal format.
mask-length: |P address mask length in the range 0 to 32.
mask: IP address mask in dotted decimal format.
longer-match: Displays the route with the longest mask.

verbose: Displays detailed routing table information, including that for inactive
routes. With this argument absent, the command displays only summary
information about active routes.

Use the display ip routing-table ip-address command to display information
about routes to a specified destination address.

Executing the command with different parameters yields different output:
= display ip routing-table ip-address

The system ANDs the input destination IP address with the subnet mask in each
route entry; and ANDs the destination IP address in each route entry with its
corresponding subnet mask.

If the two operations yield the same result for an entry and this entry is active, it is
displayed.

= display ip routing-table ip-address mask

The system ANDs the input destination IP address with the input subnet mask; and
ANDs the destination IP address in each route entry with the input subnet mask.

If the two operations yield the same result for an entry and the entry is active with
a subnet mask less than or equal to the input subnet mask, the entry is displayed.

Only route entries that exactly match the input destination address and mask are
displayed.

= display ip routing-table ip-address longer-match

The system ANDs the input destination IP address with the subnet mask in each
route entry; and ANDs the destination IP address in each route entry with its
corresponding subnet mask.
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If the two operations yield the same result for multiple entries that are active, the
one with longest mask length is displayed.

= display ip routing-table ip-address mask longer-match

The system ANDs the input destination IP address with the input subnet mask; and
ANDs the destination IP address in each route entry with the input subnet mask.

If the two operations yield the same result for multiple entries with a mask less
than or equal to the input subnet mask, the one that is active with longest mask
length is displayed.

Use the display ip routing-table ip-address1 { mask-length | mask } ip-address2
{ mask-length | mask } command to display route entries with destination
addresses within a specified range.

# Display route entries for the destination IP address 11.1.1.1.

<Sysnanme> display ip routing-table 11.1.1.1
Routing Table : Public
Summary Count : 4

Desti nati on/ Mask Proto Pre Cost Next Hop Interface
0.0.0.0/0 Static 60 0 0.0.0.0 NULLO
11.0.0.0/8 Static 60 O 0.0.0.0 NULLO
11.1.0.0/16 Static 60 O 0.0.0.0 NULLO
11.1.1.0/ 24 Static 60 0 0.0.0.0 NULLO

# Display route entries by specifying a destination IP address and the
longer-match keyword.

<Sysnanme> display ip routing-table 11.1.1.1 | onger-natch

Routing Table : Public

Summary Count : 1

Desti nati on/ Mask Proto Pre Cost Next Hop Interface

11.1.1.0/ 24 Static 60 0 0.0.0.0 NULLO
# Display route entries by specifying a destination IP address and mask.

<Sysnanme> display ip routing-table 11.1.1.1 24
Routing Table : Public
Summary Count : 3

Desti nati on/ Mask Proto Pre Cost Next Hop Interface
11.0.0.0/8 Static 60 0 0.0.0.0 NULLO
11.1.0.0/ 16 Static 60 0 0.0.0.0 NULLO
11.1.1.0/ 24 Static 60 0 0.0.0.0 NULLO

# Display route entries by specifying a destination IP address and mask and the
longer-match keyword.

<Sysnane> display ip routing-table 11.1.1.1 24 | onger-match
Routing Table : Public
Summary Count : 1
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Desti nati on/ Mask Proto Pre Cost Next Hop I nterface
11.1.1.0/ 24 Static 60 0 0.0.0.0 NULLO
# Display route entries for destination addresses in the range 1.1.1.0 to 5.5.5.0.

<Sysname> display ip routing-table 1.1.1.0 24 5.5.5.0 24
Routing Table : Public

Dest i nati on/ Mask Proto Pre Cost Next Hop Interface
1.1.1.0/ 24 Direct O 0 1.1.1.1 Ml anl
1.1.1.1/32 Direct 0 0 127.0.0.1 I nLoopO
2.2.2.0/ 24 Direct O 0 2.2.2.1 VI an2

For the description of the command output above, seeTable 53.

display ip routing-table ip-prefix
Syntax display ip routing-table ip-prefix ip-prefix-name [ verbose ]
View Any view

Parameters ip-prefix-name: IP Prefix list name, a string of 1 to 19 characters.

verbose: Displays detailed routing table information, including that for inactive
routes. With this argument absent, the command displays only brief information
about active routes.

Description  Use the display ip routing-table ip-prefix command to display information
about routes permitted by a specified prefix list.

This command is intended for the follow-up display of routing policies. If the
specified prefix list is not configured, detailed information about all routes (with
the verbose keyword) or brief information about all active routes (without the
verbose keyword) is displayed.

Examples # Configure a prefix list named test, permitting routes with a prefix of 2.2.2.0 and
a mask length between 24 and 32.

<Sysnane> systemvi ew
[Sysnane] ip ip-prefix test permt 2.2.2.0 24 |ess-equal 32

# Display brief information about active routes permitted by the prefix list test.

[ Sysnane] display ip routing-table ip-prefix test
Rout es Matched by Prefix list : test
Summary Count : 2

Dest i nati on/ Mask Proto Pre Cost Next Hop Interface
2.2.2.0/24 Direct O 0 2.2.2.1 VI an2
2.2.2.1/ 32 Direct O 0 127.0.0.1 I nLoopO
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For detailed description of the above output, see Table 53.

# Display detailed information about both active and inactive routes permitted by
IP prefix list test.

[ Sysnane] display ip routing-table ip-prefix test verbose
Rout es Matched by Prefix list test
Summary Count : 2

Destination: 2.2.2.0/24

Protocol: Direct Process ID. 0O

Preference: 0 Cost: O
Next Hop: 2.2.2.1 Interface: VlIan2
Rel yNext Hop: 0.0.0.0 Nei ghbour: 0.0.0.0
Tunnel 1D: 0x0 Label : NULL
State: Active Adv Age: Od00h20nb2s
Tag: O

Destination: 2.2.2.1/32

Protocol : Direct Process ID: 0O
Preference: 0 Cost: O
Next Hop: 127.0.0.1 Interface: |nLoopO
Rel yNext Hop: 0.0.0.0 Nei ghbour: 0.0.0.0
Tunnel 1D: 0x0 Label : NULL
State: Active NoAdv Age: 0d00h20nb2s
Tag: O

For detailed description of the above output, see Table 54.

Syntax
View

Parameters

Description

Examples

display ip routing-table protocol

display ip routing-table protocol protocol [ inactive | verbose ]
Any view

protocol: Routing protocol. It can be BGP, DIRECT, ISIS, OSPF, RIP, or STATIC.

inactive: Displays information about only inactive routes. With this argument
absent, the command displays information about both active and inactive routes.

verbose: Displays detailed routing table information. With this argument absent,
the command displays brief routing table information.

Use the display ip routing-table protocol command to display routing
information of a specified routing protocol.

# Display brief information about direct routes.

<Sysnanme> di splay ip routing-table protocol direct
Public Routing Table : Direct
Summary Count : 5

Direct Routing table Status : < Active>

Summary Count : 5
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Dest i nati on/ Mask Proto Pre Cost Next Hop
2.2.2.0/24 Direct 0 0 2.2.2.1
2.2.2.2/32 Direct 0 0 127.0.0.
127.0.0.0/8 Direct O 0 127.0.0.
127.0.0.1/ 32 Direct O 0 127.0.0.
192. 168. 80. 10/ 32 Direct 0 0 127.0.0

Direct Routing table Status : < Inactive>
Summary Count : O

# Display summary information about static routes.

<Sysname> display ip routing-table protocol static
Public Routing Table : Static
Summary Count : 1

Static Routing table Status : < Active>
Summary Count : O

Static Routing table Status : < Inactive>

Summary Count : 1

Dest i nati on/ Mask Proto Pre Cost Next Hop
1.2.3.0/24 Static 60 O 1.2.4.5

For detailed description of the above output, see Table 53.

S

Interface

VI an2

I nLoopO
I nLoopO
I nLoopO
I nLoopO

Interface
VI an10

display ip routing-table statistics

Syntax
View
Parameters

Description

Examples

display ip routing-table statistics
Any view

None

Use the display ip routing-table statistics command to display statistics

about the public network routing table.

# Display statistics about the routes in the routing table.

<Sysnanme> display ip routing-table statistics

Proto route active added del et ed
DI RECT 24 4 25 1
STATI C 4 1 4 0
R P 0 0 0 0
COSPF 0 0 0 0
IS 1S 0 0 0 0
BGP 0 0 0 0
Tot al 28 5 29 1

freed

[eNeoNeoNeolNolNolNe
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Field Description

Proto Origin of the routes. Possible values include O_ASE for OSPF_ASE routes,
O_NSSA for OSPF NSSA, and AGGRE for aggregated routes.

route Number of routes from the origin

active Number of active routes from the origin

added Number of routes added into the routing table since the router starts up or the
last routing table reset operation

deleted Number of routes marked as deleted, which will be freed after a period.

freed Number of routes that got freed, that is, got removed permanently

Total Sums for the numerical items above

display ipv6 relay-route
Syntax

View

Parameters

Description

Examples

display ipv6 relay-route
Any view
None

Use the display ipv6 relay-route command to display IPv6 recursive route
information.

# Display IPv6 recursive route information.

<Sysnanme> di splay i pv6 relay-route
Total Nunber of relay-route is: 1
Dest/ Mask: 192::1/64
Rel ated instance id(always 0): 0(1)

Table 56 Field descriptions of the display ipv6 relay-route command

Field Description

Total Number of Relay-route Total number of recursive routes

Dest/Mask Destination address/mask of the recursive route
Related instance id (always 0) IPv6 supports public networks only. Therefore, the

instance ID can be 0 only.

The number in the parentheses after the instance ID
indicates the number of routes that have used the
recursive route in the routing table.

display ipv6 relay-tunnel

Syntax
View

Parameters

display ipv6 relay-tunnel
Any view

None
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Description  Use the display ipv6 relay-tunnel command to display IPv6 recursive tunnel
information.

Examples # Display IPv6 recursive tunnel information.

<Sysname> di splay i pv6 rel ay-tunnel
Total Nunber of relay-tunnel is: 1.
Dest/ Mask: 192::0/64
Rel ated instance id(always 0): 0(1)

Table 57 display ipv6 relay-tunnel command output description

Field Description

Total Number of Relay-tunnel Total number of recursive tunnels

Dest/Mask Destination address/mask of the recursive tunnel
Related instance id (always 0) IPv6 supports public networks only. Therefore, the

instance ID can be 0 only.

The number in the parentheses after the instance ID
indicates the number of routes that have used the
recursive route in the routing table.

display ipv6 routing-table
Syntax display ipv6 routing-table
View Any view
Parameters None

Description  Use the display ipv6 routing-table command to display brief routing table
information, including destination IP address and prefix, protocol type, priority,
metric, next hop and outbound interface.

The command displays only active routes, namely, the brief information about the
current optimal routes.

Examples # Display brief routing table information

<Sysnanme> di splay i pv6 routing-table
Routing Table :

Destinations : 1 Routes : 1
Destination : ::1/128 Pr ot ocol : Direct
Next Hop R | Preference : O
Interface : InLoopO Cost 0

Table 58 Field descriptions of the display ipv6 routing-table command

Field Description
Destination Destination IPv6 address
NextHop Next hop

Preference Routing preference

Interface Outbound interface
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Table 58 Field descriptions of the display ipv6 routing-table command

Field Description
Protocol Routing protocol of the route
Cost Routing cost

display ipv6 routing-table acl

Syntax
View

Parameters

Description

Examples

display ipv6 routing-table acl ac/6-number [ verbose ]
Any view

acl6-number: Basic IPv6 ACL number, in the range 2000 to 2999.

verbose: Displays both active and inactive verbose routing information permitted
by the ACL. Without this keyword, only brief active routing information is
displayed.

Use the display ipv6 routing-table acl command to display routing
information permitted by the IPv6 ACL.

If the specified IPv6 ACL is not available, all routing information is displayed.

# Display brief routing information permitted by ACL 2000.

<Sysnanme> di splay ipv6 routing-table acl 2000
Rout es Mat ched by Access list 2000
Summary Count : 2

Destination : ::1/128 Pr ot ocol . Direct
Next Hop N Preference : 0
Interface : I nLoopO Cost 0
Destination : 1:1::/64 Pr ot ocol . Static
Next Hop Do Preference : 60
Interface : NULLO Cost .0

Refer to Table 58 for description about the above output.

display ipv6 routing-table ipv6-address

Syntax

View

Parameters

display ipv6 routing-table ipv6-address prefix-length [ longer-match ]
[ verbose |

Any view

ipv6-address: Destination IPv6 address.

prefix-length: Prefix length, in the range 0 to 128.
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Description

Examples

longer-match: Displays the matched route having the longest prefix length.

verbose: Displays both active and inactive verbose routing information. Without
this keyword, only brief active routing information is displayed.

Use the display ipv6 routing-table /pv6-address command to display routing
information about the specified destination IPv6 address.

Executing the command with different parameters yields different output:
= display ipv6 routing-table jpv6-address prefix-length

The system ANDs the input destination IPv6 address with the input prefix length,
and ANDs the destination IPv6 address in each route entry with the input prefix
length.

If the two operations yield the same result for an entry and the entry is active with
a prefix length less than or equal to the input prefix length, the entry is displayed.

Only route entries that exactly match the input destination address and prefix
length are displayed.

= display ipv6 routing-table jpv6-address prefix-length longer-match

The system ANDs the input destination IPv6 address with the input prefix length;
and ANDs the destination IPv6 address in each route entry with the input prefix
length.

If the two operations yield the same result for multiple entries with a prefix length
less than or equal to the input prefix length, the one that is active with the longest
prefix length is displayed.

# Display brief information about the route matching the specified destination
IPv6 address.
<Sysnanme> display ipv6 routing-table 10::1 127

Rout i ng Tabl e:
Sunmmary Count: 3

Destination: 10::/64 Protocol : Static
Next Hop Dl Preference: 60
Interface : NULLO Cost 0
Destination: 10::/68 Protocol : Static
Next Hop - Pref erence: 60
Interface : NULLO Cost 0
Destination: 10::/120 Protocol : Static
Next Hop Lo Preference: 60
Interface : NULLO Cost .0

# Display brief information about the matched route with the longest prefix
length.

<Sysnane> di splay ipv6 routing-table 10:: 127 | onger-match
Rout i ng Tabl es:
Summary Count : 1
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Destination: 10::/120 Pr ot ocol ;. St
atic

Next Hop Do Pref erence: 60
Interface : NULLO Cost 0

Refer to Table 58 for description about the above output.

display ipv6 routing-table ipv6-address1 ipv6-address2

Syntax

View

Parameters

Description

Examples

display ipv6 routing-table ipv6-addressi prefix-length1 ipv6-address2
prefix-length2 [ verbose ]

Any view

ipv6-address1/ipv6-address2: An IPv6 address range from IPv6 address1 to IPv6
address2.

prefix-length 1/prefix-length2: Prefix length, in the range 0 to 128.

verbose: Displays both active and inactive verbose routing information. Without
this keyword, only brief active routing information is displayed.

Use the display ipv6 routing-table ipv6-address? ipv6-address2 command to
display routes with destinations falling into the specified IPv6 address range.

# Display routes with destinations falling into the IPv6 address range.

<Sysnanme> di splay ipv6 routing-table 100:: 64 400:: 64
Routing Table :
Sunmmary Count : 3

Destination: 100::/64 Protocol : Static
Next Hop D102 Pref erence: 60
Interface : Vlanl Cost 0
Destination: 200::/64 Protocol : Static
Next Hop 102 Pref erence: 60
Interface : Vlanl Cost 0
Destination: 300::/64 Protocol : Static
Next Hop 12 Preference: 60
Interface : Vlanl Cost 00

Refer to Table 58 for description about the above output.

display ipv6 routing-table ipv6-prefix

Syntax
View

Parameters

display ipv6 routing-table ipv6-prefix ipv6-prefix-name [ verbose ]
Any view

ipv6-prefix-name: Name of the IPv6 prefix list, in the range 1 to 19 characters.
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Description

Examples

verbose: Displays both active and inactive verbose routing information. Without
this keyword, only brief active routing information is displayed.

Use the display ipv6 routing-table ipv6-prefix command to display routes
permitted by the IPv6 prefix list.

# Display brief active routing information permitted by the IPv6 prefix list test2.

<Sysnanme> display i pv6 routing-table ipv6-prefix test2
Rout es Matched by Prefix list test2
Sunmmary Count : 1

Destination: 100::/64 Protocol : Static
Next Hop Dl Preference: 60
Interface : NULLO Cost 0

Refer to Table 58 for description about the above output.

display ipv6 routing-table protocol

Syntax
View

Parameters

Description

Examples

display ipv6 routing-table protocol protocol [ inactive | verbose ]
Any view

protocol: Displays routes of a routing protocol, which can be bgp4+, direct,
isisv6, ospfv3, ripng and static.

inactive: Displays only inactive routes. Without the keyword, all active and
inactive routes are displayed.

verbose: Displays both active and inactive verbose routing information. Without
this keyword, only brief active routing information is displayed.

Use the display ipv6 routing-table protocol command to display routes of a
specified routing protocol.

# Display brief information about all direct routes.

<Sysnane> di splay ipv6 routing-table protocol direct
Direct Routing Table :
Sunmmary Count : 1

Direct Routing Table's Status : < Active >
Summary Count : 1

Destination: ::1/128 Protocol : Direct
Next Hop conl Preference: 0
Interface : InLoopO Cost 00

Direct Routing Table's Status : < lnactive >
Sunmmary Count : O

Refer to Table 58 for description about the above output.
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display ipv6 routing-table statistics

Syntax
View
Parameters

Description

Examples

display ipv6 routing-table statistics

Any view

None

Use the display ipv6 routing-table statistics command to display routing
statistics, including total route number, added route number and deleted route

number.

# Display routing statistics.

<Sysname> di splay ipv6 routing-table statistics

Pr ot ocol route active
Dl RECT 1 1
STATIC 3 0
Rl Png 0 0
OSPFv3 0 0
I S-1Sv6e 0 0
BGP4+ 0 0
Tot al 4 1

added

OO OO0 WwWEER

4

del et ed
0

O O oOoOo

0

freed

[eNeoNeNoNolNo)

0

Table 59 Field descriptions of the display ipv6 routing-table statistics command

Field Description

Protocol Routing protocol

route Route number of the protocol

active Active route number

added Routes added after the last startup of the router

deleted Deleted routes, which will be released after a specified time
freed Released (totally removed from the routing table) route number
Total Total route number

display ipv6 routing-table verbose

Syntax
View
Parameters

Description

Examples

display ipv6 routing-table verbose

Any view

None

Use the display ipv6 routing-table verbose command to display detailed
information about all active and inactive routes, including the statistics of the

entire routing table and information for each route.

# Display detailed information about all active and inactive routes.
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<Sysnane> di splay ipv6 routing-table verbose
Routing Table :

Destinations : 1 Routes : 1
Destination : ::1 PrefixLength : 128
Next Hop R Pr ef erence 0
Rel ayNext Hop : :: Tag : OH
Nei ghbour A Processl D 0
Interface : I nLoopBackO Pr ot ocol . Direct
State : Active NoAdv Cost 0
Tunnel 1D : 0x0 Label © NULL
Age : 22161sec

Table 60 Field descriptions of the display ipv6 routing-table verbose command

Field Description

Destination Destination IPv6 address
PrefixLength Prefix length of the address
Nexthop Next hop

Preference Routing preference
RelayNextHop  Relay next hop

Tag Tag of the route

Neighbor Neighbor address

ProcessID Process ID

Interface Outbound interface

Protocol Routing protocol

State State of the route, Active, Inactive, Adv (advertised), or NoAdv (not
advertised)

Cost Cost of the route

Tunnel ID Tunnel ID

Label Label

Age Time that has elapsed since the route was generated

reset ip routing-table statistics protocol
Syntax reset ip routing-table statistics protocol { all | protocol }
View  User view

Parameters all: Clears statistics for all routing protocols.

protocol: Clears statistics for the routing protocol, which can be bgp, direct, is-is,
ospf, rip, or static.

Description  Use the reset ip routing-table statistics protocol command to clear the
routing statistics of the routing table.

Examples # Clear the routing statistics of the routing table.

<Sysname> reset ip routing-table statistics protocol all
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reset ipv6 routing-table statistics
Syntax reset ipv6 routing-table statistics protocol { all | protoco/ }
View  User view

Parameters all: Clears statistics for all routing protocols.

protocol: Clears statistics for the routing protocol, which can be bgp4+, direct,
isisv6, ospfv3, ripng, or static.

Description  Use the reset ipv6 routing-table statistics command to clear the route
statistics of the routing table.

Examples # Clear statistics for all routing protocols.

<Sysname> reset ipv6 routing-table statistics protocol all
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s

STATIC ROUTING CONFIGURATION
COMMANDS

The term “router” in this document refers to a router in a generic sense or a Layer
3 switch.

delete static-routes all
Syntax

View

Parameters

Description

Related commands:

Examples

delete static-routes all
System view
None

Use the delete static-routes all command to delete all static routes.

When you use this command to delete static routes, the system will prompt you to
confirm the operation before deleting all the static routes.

display ip routing-table, ip route-static.

# Delete all static routes on the router.

<Sysnane> systemvi ew

[ Sysnane] delete static-routes all

This will erase all ipv4 static routes and their configurations, you
nmust reconf

igure all static routes

Are you sure?[Y/N:Y

ip route-static

Syntax

View

Parameters

ip route-static dest-address { mask | mask-length } { gateway-address |
interface-type interface-number [ gateway-address ] } [ preference
preference-value ] [ tag tag-value ] [ description description-text ]

undo ip route-static dest-address { mask | mask-length } [ gateway-address |
interface-type interface-number [ gateway-address ] ] [ preference
preference-value |

System view

dest-address: Destination IP address of the static route, in dotted decimal notation.
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Description

Related commands:

mask: Mast of the IP address, in dotted decimal notation.
mask-length: Mask length, in the range 0 to 32.
gateway-address: IP address of the next hop, in dotted decimal notation.

interface-type interface-number: Specifies the output interface by its type and
number. If the output interface is a broadcast interface, such as an Ethernet
interface, a virtual template or a VLAN interface, the next hop address must be
specified.

preference preference-value: Specifies the preference of the static route, which is
in the range of 1 to 255 and defaults to 60.

tag tag-value: Sets a tag value for the static route from 1 to 4294967295. The
default is 0. Tags of routes are used in routing policies to control routing.

description description-text: Configures a description for the static route, which
consists of 1 to 60 characters, including special characters like space, but
excluding “?".

Use the ip route-static command to configure a unicast static route.
Use the undo ip route-static command to delete a unicast static route.
When configuring a unicast static route, note that:

If the destination IP address and the mask are both 0.0.0.0, the configured route is
a default route. If routing table searching fails, the router will use the default route
for packet forwarding.

Different route management policies can be implemented for different route
preference configurations. For example, specifying the same preference for
different routes to the same destination address enables load sharing, while
specifying different preferences for these routes enables route backup.

When configuring a static route, you can specify the output interface or the next
hop address based on the actual requirement. Note that the next hop address
must not be the IP address of the local interface; otherwise, the route
configuration will not take effect. For interfaces that support network address to
link layer address resolution or point-to-point interfaces, you can specify the
output interface or next hop address. When specifying the output interface, note
that:

For a NULLO or loopback interface, if the output interface has already been
configured, there is no need to configure the next hop address.

It is not recommended to specify a broadcast interface (such as VLAN interface) as
the output interface for a static route, because a broadcast interface may have
multiple next hops. If you have to do so, you must specify the corresponding next
hop of the interface at the same time.

display ip routing-table, ip route-static default-preference.
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The static route does not take effect if you specify its next hop address first and
then configure the address as the IP address of a local interface, such as VLAN
interface.

# Configure a static route, whose destination address is 1.1.1.1/24, next hop
address is 2.2.2.2, tag value is 45, and description information is for internet &
intranet.

<Sysnanme> systemvi ew
[Sysnane] ip route-static 1.1.1.1 24 2.2.2.2 tag 45 description for
internet & intranet

ip route-static default-preference

Syntax

View

Parameters

Description

Related commands:

Examples

ip route-static default-preference default-preference-value

undo ip route-static default-preference
System view

default-preference-value: Default preference for static routes, which is in the
range of 1 to 255.

Use the ip route-static default-preference command to configure the default
preference for static routes.

Use the undo ip route-static default-preference command to restore the
default.

By default, the default preference of static routes is 60.
Note that:

m If no preference is specified when configuring a static route, the default
preference is used.

m  When the default preference is re-configured, it applies to newly added static
routes only.

display ip routing-table, ip route-static.
# Set the default preference of static routes to 120.

<Sysnane> systemvi ew
[ Sysnane] ip route-static default-preference 120
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RIP CONFIGURATION COMMANDS

The term “router” in this document refers to a router in a generic sense or a Layer
3 switch.

checkzero
Syntax checkzero
undo checkzero
View RIP view

Parameters None

Description  Use the checkzero command to enable the zero field check on RIPv1 messages.
Use the undo checkzero command to disable the zero field check.
The zero field check is enabled by default.
After the zero field check is enabled, the router discards RIPv1 messages in which
zero fields are non-zero. If all messages are trusty, you can disable this feature to
spare the processing time of the CPU.

Examples # Disable the zero field check on RIPv1 messages for RIP process 100.
<Sysnanme> system Vi ew
[ Sysnane] rip 100
[ Sysnane-ri p-100] undo checkzero
default cost
Syntax default cost value
undo default cost
View RIP view
Parameters value: Default metric of redistributed routes, in the range of 0 to 16.
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Description

Related command:

Examples

Use the default cost command to configure the default metric for redistributed
routes.

Use the undo default cost command to restore the default.
By default, the default metric of redistributed routes is 0.

When you use the import-route command to redistribute routes from other
protocols without specifying a metric, the metric specified by the default cost
command applies.

import-route.

# Set the default metric for redistributed routes to 3.

<Sysnanme> systemvi ew
[ Sysnane] rip 100
[ Sysnane-rip-100] default cost 3

default-route originate

Syntax

View
Parameters

Description

Examples

default-route originate cost value

undo default-route originate
RIP view
value: Cost of the default route, in the range of 1 to 15.

Use the default-route originate cost command to advertise a default route
with the specified metric to RIP neighbors.

Use the undo default-route originate command to disable the sending of a
default route.

By default, no default route is sent to RIP neighbors.

The RIP router with this feature configured will not receive any default routes from
RIP neighbors.

# Send a default route with a metric of 2 to RIP neighbors.

<Sysnanme> systemvi ew
[ Sysnane] rip 100
[ Sysnane-rip-100] default-route originate cost 2

# Disable default route sending.

[ Sysnane-rip-100] undo default-route originate
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display rip

Syntax
View
Parameters

Description

Examples

display rip [ process-id |

Any view

process-id: RIP process ID, in the range of 1 to 65535.

Use the display rip command to display the current status and configuration
information of the specified RIP process.

If process-id is not specified, information about all configured RIP processes is
displayed.

# Display the current status and configuration information of all configured RIP
processes.

<Sysnane> display rip
Public VPN-instance nane :

RIP process : 1

RIP version : 1

Preference : 100

Checkzero : Enabl ed

Default-cost : O

Sunmary : Enabl ed

Hostroutes : Enabl ed

Maxi mum nunber of bal anced paths : 4

Update tine : 30 sec(s) Tinmeout tine : 180 sec(s)
Suppress tine : 120 sec(s) GCarbage-collect time : 120 sec(s)
TRIP retransmt time : 5 sec(s)

TRI P response packets retransmt count : 36

Silent interfaces : None
Default routes : Disabled
Verify-source : Enabl ed
Net wor ks

192.168.1.0
Configured peers : None
Triggered updates sent : 0O
Nunmber of routes changes : 0
Nurmber of replies to queries : O

Table 61 Field descriptions of the display rip command

Field Description

Public VPN-instance name (or Private The RIP process runs under a public VPN

VPN-instance name) instance/The RIP process runs under a private
VPN instance

RIP process RIP process ID

RIP version RIP version 1 or 2

Preference RIP route priority

Checkzero Indicates whether the zero field check is
enabled for RIPv1 messages.

Default-cost Default cost of the redistributed routes

Summary Indicates whether the routing summarization

is enabled
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Table 61 Field descriptions of the display rip command

Hostroutes

Maximum number of balanced paths
Update time

Timeout time

Suppress time

Garbage-collect time

TRIP retransmit time

TRIP response packets retransmit count
Silent interfaces

Default routes

Verify-source

Networks

Configured peers
Triggered updates sent
Number of routes changes

Number of replies to queries

Indicates whether to receive host routes
Maximum number of load balanced routes
RIP update interval

RIP timeout time

RIP suppress interval

RIP garbage collection interval

TRIP retransmit interval for sending update
requests and responses.

Maximum retransmit times for update
requests and responses

Number of silent interfaces, which do not
periodically send updates

Indicates whether a default route is sent to RIP
neighbors

Indicates whether the source IP address is
checked on the received RIP routing updates

Networks enabled with RIP

Configured neighbors

Number of sent triggered updates

Number of changed routes in the database

Number of RIP responses

display rip database
Syntax
View
Parameters

Description

Examples

display rip process-id database

Any view

process-id: RIP process ID, in the range of 1 to 65535.

Use the display rip database command to display the active routes in the RIP
database, which are sent in normal RIP routing updates.

# Display the active routes in the database of RIP process 100.

<Sysnanme> di splay rip 100 dat abase
10.0.0.0/8, cost 1, d assful Sunm

10.0.0.0/24, cost 1, nexthop 10.0.0.1, Rip-interface

11.0.0.0/8, cost 1, d assful Sunm

11.0.0.0/24, cost 1, nexthop 10.0.0.1, Inported

Table 62 Description on fields of the display rip database command

Field Description
XX XXX

cost Cost of the route

classful-summ
Nexthop

Destination address and subnet mask

Indicates the route is a RIP summary route.
Address of the next hop
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Table 62 Description on fields of the display rip database command

Rip-interface
imported

Routes learnt from a RIP-enabled interface
Routes redistributed from other routing protocols

display rip interface

Syntax
View

Parameters

Description

Examples

display rip process-id interface [ interface-type interface-number |

Any view

process-id: RIP process ID, in the range of 1 to 65535.

interface-type interface-number: Specifies an interface.

Use the display rip interface command to display the RIP interface information

of the RIP process.

If no interface is specified, information about all RIP interfaces of the RIP process is

displayed.

# Display all the interface information of RIP process 1.

<Sysname> display rip 1 interface

Interface-name: Vlan-interfacel

Address/ Mask: 1.1.1.1/24
Split-horizon/ Poi son-reverse: on/ of f

Metricln/CQut:0/1 Version: RIPvl
I nput/ Qut put : on/ on

Current packets nunber/ Maxi mum packets nunber: 234/ 2000

Table 63 Field descriptions of the display rip interface command

Field Description
Interface-name The name of an interface running RIP.

Address/Mask The IP address and Mask of the interface.
MetricIn/Out Additional routing metric added to the incoming and
outgoing routes

Version RIP version running on the interface
Split-horizon Indicates whether the split-horizon is enabled (ON:

Poison-reverse

Input/Output

Current packets
number/Maximum packets
number

enabled, OFF: disabled).

Indicates whether the poison-reverse is enabled (ON:
enabled, OFF: disabled)

Indicates if the interface is allowed to receive (Input) or
send (Output) RIP messages (on is allowed, off is not
allowed).

Packets to be sent/Maximum packets that can be sent on
the interface
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display rip route

Syntax

View

Parameters

Description

Examples

display rip process-id route [ statistics | jp-address { mask | mask-length } | peer
ip-address ]

Any view

process-id: RIP process ID, in the range of 1 to 65535.

statistics: Displays the route statistics, including total number of routes and
number of routes of each neighbor.

ip-address { mask | mask-length }: Displays route information about a specified IP
address.

peer ip-address: Displays all routing information learned from a specified
neighbor.

Use the display rip route command to display the routing information of a
specified RIP process.

# Display all routing information of RIP process 1.

<Sysnanme> display rip 1 route
Route Flags: RRIP, T-TRIP
P- Per manent, A-Aging, S-Suppressed, G Garbage-collect

Peer 21.0.0.23 on Vlan-interfacel

Desti nati on/ Mask Next Hop Cost Tag Fl ags Sec
56.0.0.0/8 21.0.0.23 1 0 RA 102
34.0.0.0/8 21.0.0.23 1 0 RA 23
Peer 21.0.0.12 on Vlan-interfacel

Desti nati on/ Mask Next Hop Cost Tag Fl ags Sec
56.0.0.0/8 21.0.0.12 1 0 RA 34
12.0.0.0/8 21.0.0.12 1 0 RA 12

# Display routing information for network 56.0.0.0/8 of RIP process 1.

<Sysname> display rip 1 route 56.0.0.0 8
Route Flags: RRIP, T-TRIP
P- Per manent, A- Agi ng, S-Suppressed, G Garbage-coll ect

Peer 21.0.0.23 on Vlan-interfacel

Desti nati on/ Mask Next Hop Cost Tag Fl ags Sec
56.0.0.0/8 21.0.0.23 1 0 RA 102
Peer 21.0.0.12 on Vlan-interfacel

Desti nati on/ Mask Next Hop Cost Tag Fl ags Sec
56.0.0.0/8 21.0.0.12 1 0 RA 34

# Display RIP process1 routing information learned from the specified neighbor.

<Sysnanme> display rip 1 route peer 21.0.0.23
Route Flags: R R P, T-TRIP
P- Per manent, A-Agi ng, S-Suppressed, G Garbage-collect
Peer 21.0.0.23 on Vlan-interfacel
Desti nati on/ Mask Next Hop Cost Tag Fl ags Sec



56.0.0.0/8 21.0.0.23 1 0 RA 102
34.0.0.0/8 21.0.0.23 1 0 RA 23

Table 64 Field descriptions of the display rip route command
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Field Description
Route Flags R - RIP route
T - TRIP route

P - The route never expires

A - The route is aging

S - The route is suppressed

G - The route is in Garbage-collect state

Peer 21.0.0.23 on Routing information learned on a RIP interface from the specified
Vlan-interface1 neighbor

Destination/Mask Destination IP address and subnet mask

Nexthop Next hop of the route

Cost Cost of the route

Tag Route tag

Flags Indicates the route state

Sec Remaining time of the timer corresponding to the route state

# Display the routing statistics of RIP process 1.

<Sysnane> display rip 1 route statistics

Peer Agi ng Per manent Gar bage
21.0.0.23 2 0 3
21.0.0.12 2 0 4
Tot al 4 0 7

Table 65 Field descriptions of the display rip route statistics command

Field Description

Peer IP address of a neighbor

Aging Total number of aging routes learned from the specified neighbor
Permanent Total number of permanent routes learned from the specified neighbor
Garbage Total number of routes in the garbage-collection state learned from the

specified neighbor
Total Total number of routes learned from all RIP neighbors

filter-policy export

Syntax

View

Parameters

filter-policy { acl-number | ip-prefix ip-prefix-name } export [ protocol
[ process-id ] | interface-type interface-number ]

undo filter-policy export [ protocol [ process-id | | interface-type
interface-number ]

RIP view

acl-number: Number of an ACL used to filter outbound routes, in the range of

2000 to 3999.
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Description

Related commands:

Examples

ip-prefix jp-prefix-name: Name of an IP prefix list used to filter outbound routes, a
string of 1 to 19 characters.

protocol: Filters outbound routes redistributed from a specified routing protocol,
which can be bgp, direct, isis, ospf, rip, and static.

process-id: Process ID of the specified routing protocol, in the range of 1 to 65535.
You need to specify a process ID when the routing protocol is rip, ospf, or isis.

interface-type interface-number: Specifies an interface.

Use the filter-policy export command to configure the filtering of RIP outgoing
routes. Only routes not filtered out can be advertised.

Use the undo filter-policy export command to remove the filtering.
By default, RIP does not filter outbound routes.
Note that:

m If protocol is specified, RIP filters only the outgoing routes redistributed from
the specified routing protocol. Otherwise, RIP filters all routes to be advertised.

m [f interface-type interface-number is specified, RIP filters only the routes
advertised by the specified interface. Otherwise, RIP filters routes advertised by
all RIP interfaces.

acl, import-route, and ip ip-prefix.

# Reference ACL 2000 to filter outbound routes.

<Sysnanme> systemvi ew

[Sysnane] rip 1

[ Sysnanme-rip-1] filter-policy 2000 export

# Reference IP prefix list abc to filter outbound routes on VLAN-interface 10.

[ Sysnane-rip-1] filter-policy ip-prefix abc export vlan-interface 10

filter-policy import

Syntax

View

Parameters

filter-policy { acl-number | gateway ip-prefix-name | ip-prefix ip-prefix-name
[ gateway ip-prefix-name ]} import [ interface-type interface-number ]

undo filter-policy import [ interface-type interface-number |
RIP view

acl-number: Number of the Access Control List (ACL) used for filtering incoming
routes, in the range of 2000 to 3999.

ip-prefix ip-prefix-name: References an IP prefix list to filter incoming routes. The
ip-prefix-name is a string of 1 to 19 characters.
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gateway ip-prefix-name: References an IP prefix list to filter routes from the
gateway.

interface-type interface-number: Specifies an interface.

Description  Use the filter-policy import command to filter the incoming routes.
Use the undo filter-policy import command to restore the default.

By default, RIP does not filter incoming routes.
Related commands: acl and ip ip-prefix.

Examples # Reference ACL 2000 to filter incoming routes.
<Sysnanme> systemvi ew
[Sysnane] rip 1
[ Sysnane-rip-1] filter-policy 2000 inport
# Reference IP prefix list abc on VLAN-interface 10 to filter all received RIP routes.

[ Sysnanme-rip-1] filter-policy ip-prefix abc inport vlan-interface 10

host-route

Syntax host-route

undo host-route
View RIP view
Parameters None

Description  Use the host-route command to enable host route reception.
Use the undo host-route command to disable host route reception.
By default, receiving host routes is enabled.

In some cases, a router may receive many host routes from the same network
segment. These routes are not helpful for routing and occupy a large amount of
network resources. You can use the undo host-route command to disable
receiving of host routes.

@ RIPv2 can be disabled from receiving host routes, but RIPv1 cannot.

Examples # Disable RIP from receiving host routes.
<Sysnane> systemvi ew
[Sysnane] rip 1
[ Sysnanme-rip-1] undo host-route
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import-route

Syntax

View

Parameters

Description

Related commands:

Examples

import-route protocol [ process-id ] [ allow-jbgp | [ cost cost | route-policy
route-policy-name | tag tag |*

undo import-route protocol [ process-id ]
RIP view

protocol: Specify a routing protocol from which to redistribute routes, currently
including bgp, direct, isis, ospf, rip, rip and static.

process-id: Process number of the routing protocol, in the range of 1 to 65535,
used for isis, rip, and ospf.

cost: Cost for redistributed routes, in the range of 0 to 16. If cost is not specified,
the default cost specified by the default cost command applies.

tag: Tag marking redistributed routes, in the range of 0 to 65,535. The default is O.

route-policy route-policy-name: Specifies a routing policy with 1 to 19
characters.

allow-ibgp: When the protocol argument is set to bgp, allow-ibgp is an
optional keyword. The import-route bgp command only redistributes EBGP
routes, while the import-route bgp allow-ibgp command additionally
redistributes IBGP routes, which may cause routing loops. Be cautious when using
it.

Use the import-route command to enable route redistribution from another
routing protocol.

Use the undo import-route command to disable route redistribution.
By default, RIP does not redistribute routes from other routing protocols.

= You can specify a routing policy using keyword route-policy to redistribute
only the specified routes.
= You can configure a cost for redistributed routes using keyword cost.

= You can configure a tag value for redistributed routes using keyword tag.
default cost.

# Redistribute static routes, and set the cost to 4.

<Sysname> systemvi ew
[Sysnane] rip 1
[ Sysnane-rip-1] inport-route static cost 4

# Set the default cost for redistributed routes to 3.

[ Sysnanme-rip-1] default cost 3
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# Redistribute OSPF routes with the cost being the default cost.

[ Sysnanme-rip-1] inport-route ospf

maximum load-balancing

Syntax maximum load-balancing number
undo maximum load-balancing
View RIP view
Parameters number: Maximum number of load balanced routes, in the range 1 to 4.
Description  Use the maximum load-balancing command to specify the maximum number
of load balanced routes in load sharing mode.
Use the undo maximum load-balancing command to restore the default.
By default, the maximum number of load balanced routes is 4.
Examples # Specify the maximum number of load balanced routes as 2.
<Sysnanme> systemvi ew
[ Sysnane] rip
[ Sysnane-rip-1] maxi mum | oad- bal anci ng 2
network
Syntax network network-address
undo network network-address
View RIP view
Parameters network-address: IP address of a network segment, which can be the IP network
address of any interface.
Description  Use the network command to enable RIP on the interface attached to the

specified network.

Use the undo network command to disable RIP on the interface attached to the
specified network.

RIP runs only on the interfaces attached to the specified network. For an interface
not on the specified network, RIP neither receives/sends routes on it nor forwards
interface route through it. Therefore, you need to specify the network after
enabling RIP to validate RIP on a specific interface.

Use the network 0.0.0.0 command to enable RIP on all interfaces.
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RIP is disabled on an interface by default.

Examples # Enable RIP on the interface attached to the network 129.102.0.0.
<Sysname> systemvi ew

[ Sysnane] rip 100
[ Sysnanme-rip-100] network 129.102.0.0

peer
Syntax peer ip-address
undo peer ip-address
View RIP view

Parameters ip-address: IP address of a RIP neighbor, in dotted decimal format.

Description  Use the peer command to specify the IP address of a neighbor in the
non-broadcast multi-access (NBMA) network, where routing updates destined to
the peer are unicast, rather than multicast or broadcast.

Use the undo peer command to remove the IP address of a neighbor.
By default, no neighbor is specified.
Note: you need not use the peer jp-address command when the neighbor is
directly connected; otherwise the neighbor may receive both the unicast and
multicast (or broadcast) of the same routing information.

Examples # Specify to send unicast updates to peer 202.38.165.1.
<Sysnane> systemvi ew
[Sysnane] rip 1
[ Sysnane-rip-1] peer 202.38.165.1

preference

Syntax preference [ route-policy route-policy-name ] value

undo preference [ route-policy |
View RIP view

Parameters route-policy-name: Routing policy name with 1 to 19 characters.

value: Priority for RIP route, in the range of 1 to 255. The smaller the value, the
higher the priority.

Description  Use the preference command to specify the RIP route priority.
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Use the undo preference route-policy command to restore the default.
By default, the priority of RIP route is 100.

You can specify a routing policy using keyword route-policy to set the specified
priority to routes matching the routing policy.

m [f a priority is set for matched routes in the routing policy, the priority applies to
these routes. The priority of other routes is the one set by the preference
command.

m If no priority is set for matched routes in the routing policy, the priority of all
routes is the one set by the preference command.

# Set the RIP route priority to 120.
<Sysnanme> systemvi ew
[Sysnane] rip 1

[ Sysnanme-rip-1] preference 120

reset rip statistics

Syntax reset rip process-id statistics
View  User view
Parameters process-id: RIP process ID, in the range of 1 to 65535.
Description  Use the reset rip statistics command to clear the statistics of the specified RIP
process.
Examples # Clear statistics in RIP process 100.
<Sysnanme> reset rip 100 statistics
rip
Syntax rip [ process-id |
undo rip [ process-id ]
View  System view
Parameters process-id: RIP process ID, in the range of 1 to 65535. The default is 1.
Description  Use the rip command to create a RIP process and enter RIP view.

Use the undo rip command to disable a RIP process.

By default, no RIP process runs.
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Examples

Note that:

= You must enable the RIP process before configuring the global parameters. This
limitation is not for configuration of interface parameters.

m The configured interface parameters become invalid after you disable the RIP
process.

# Create a RIP process and enter RIP process view.
<Sysnane> systemvi ew

[ Sysnane] rip

[ Sysnanme-ri p-1]

rip authentication-mode

Syntax

View

Parameters

Description

Related commands:

Examples

rip authentication-mode { md5 { rfc2082 key-string key-id | rfc2453 key-string }
| simple password }

undo rip authentication-mode
Interface view

md5: MD5 authentication mode.

rfc2453: Uses the message format defined in RFC 2453 (IETF standard).
rfc2082: Uses the message format defined in RFC 2082.

key-id: MD5 key number, in the range of 1 to 255.

key-string: MD5 key string with 1 to 16 characters in plain text format, or 24
characters in cipher text format. When the display current-configuration
command is used to display system information, a 24-character cipher string is
displayed as the MD5 key string.

simple: Plain text authentication mode.

password: Plain text authentication string with 1 to 16 characters.

Use the rip authentication-mode command to configure RIPv2 authentication
mode and parameters.

Use the undo rip authentication-mode command to cancel authentication.

Note that the key string you configured can overwrite the old one if there is any.
rip version.

# Configure MD5 authentication on VLAN-interface 10 with the key string being
rose in the format defined in RFC 2453,
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<Sysnane> systemvi ew

[ Sysnane] interface vlan-interface 10

[ Sysnane-VlI an-interfacelO] rip version 2

[ Sysnanme- VI an-i nterfacelO] rip authentication-node nd5 rfc2453 rose

rip input

Syntax

View
Parameters

Description

Related commands:

rip input

undo rip input
Interface view
None

Use the rip input command to enable the interface to receive RIP messages.

Use the undo rip input command to disable the interface from receiving RIP
messages.

By default, an interface is enabled to receive RIP messages.

rip output.

Examples # Disable VLAN-interface 10 from receiving RIP messages.
<Sysnanme> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnane- VI an-interfacel0] undo rip input
rip metricin
Syntax rip metricin value
undo rip metricin
View Interface view
Parameters value: Additional metric added to received routes, in the range of 0 to 16.
Description  Use the rip metricin command to add a metric to the received routes.

Use the undo rip metricin command to restore the default.
By default, the additional metric of a received route is 0.

When a valid RIP route is received, the system adds a metric to it and then installs
it into the routing table. Therefore, the metric of routes received on the configured
interface is increased.
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Related commands:

rip metricout.

Examples # Configure an additional metric for routes received on VLAN-interface 10.
<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysname-Vl an-interfacelO] rip nmetricin 2
rip metricout
Syntax rip metricout value
undo rip metricout
View Interface view
Parameters value: Additional metric of sent routes, in the range of 1 to 16.
Description  Use the rip metricout command to add a metric to a sent route.

Related commands:

Examples

Use the undo rip metricout command to restore the default.
By default, the additional metric for sent routes is 1.

Before a RIP route is sent, a metric will be added to it. Therefore, when the metric
is configured on an interface, the metric of RIP routes sent on the interface will be
increased.

rip metricin.

# Configure an additional metric of 12 for RIP routes sent on VLAN-interface 10.

<Sysnanme> system vi ew
[ Sysnane] interface vlan-interface 10
[ Sysnane-Vl an-interfacelO] rip metricout 12

rip mib-binding

Syntax

View
Parameters

Description

rip mib-binding process-id

undo rip mib-binding
System view
process-id: RIP process ID, in the range of 1 to 65535.

Use the rip mib-binding command to bind MIB operations with a specified RIP
process.
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Use the undo rip mib-binding command to restore the default.

By default, MIB operations are bound to the RIP process with the smallest process
ID.

Examples # Configure RIP 100 to accept SNMP requests.

<Sysnane> systemvi ew
[ Sysnane] rip mb-binding 100

# Restore the default.

[ Sysnane] undo rip m b-binding

rip output
Syntax rip output
undo rip output
View Interface view

Parameters None

Description  Use the rip output command to enable the interface to send RIP messages.

Use the undo rip output command to disable the interface from sending RIP
messages.

Sending RIP messages is enabled on an interface by default.
Related commands: rip input.

Examples # Disable VLAN-interface 10 from receiving RIP messages.

<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnanme- VI an-interfacelO] undo rip output

rip poison-reverse

Syntax rip poison-reverse

undo rip poison-reverse
View Interface view
Parameters None

Description  Use the rip poison-reverse command to enable the poison reverse function.
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Examples

Use the undo rip poison-reverse command to disable the poison reverse
function.

By default, the poison reverse function is disabled.

# Enable the poison reverse function for RIP routing updates on VLAN-interface
10.

<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnanme- VI an-interfacelO] rip poison-reverse

rip split-horizon

Syntax

View
Parameters

Description

s

Examples

rip split-horizon

undo rip split-horizon
Interface view
None

Use the rip split-horizon command to enable the split horizon function.
Use the undo rip split-horizon command to disable the split horizon function.
The split horizon function is enabled by default.

m The split horizon function is necessary for preventing routing loops. Therefore,
you are not recommended to disable it.

m In special cases, make sure it is necessary to disable the split horizon function.

Only the poison reverse function takes effect if both the split horizon and poison
reverse functions are enabled.

# Enable the split horizon function on VLAN-interface 10.

<Sysnanme> system Vi ew
[ Sysnane] interface vlan-interface 10
[ Sysnane- VI an-interfacelO] rip split-horizon

rip summary-address

Syntax

View

Parameters

rip summary-address ip-address { mask | mask-length }

undo rip summary-address ip-address { mask | mask-length }
Interface view

ip-address: Summary IP address.
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mask: Subnet mask in dotted decimal format.

mask-length: Subnet mask length.

Description  Use the rip summary-address command to configure RIPv2 to advertise a
summary route through the interface.

Use the undo rip summary-address command to remove the configuration.

Note that the summary address is valid only when the automatic summarization is
disabled.

Related commands: summary.

Examples # Advertise a local summary address on VLAN-interface 10.

<Sysname> system Vi ew
[ Sysnane] interface vlan-interface 10
[ Sysname-Vl an-interfacelO] rip sunmmary-address 10.0.0.0 255.255.255.0

rip version

Syntax rip version { 1|2 [ broadcast | multicast | }

undo rip version
View Interface view

Parameters 1: RIP version 1.
2: RIP version 2.
broadcast: Sends RIPv2 messages in broadcast mode.

multicast: Sends RIPv2 messages in multicast mode.

Description  Use the rip version command to specify a RIP version for the interface.
Use the undo rip version command to remove the specified RIP version.

By default, no RIP version is configured for an interface, which uses the global RIP
version. If the global RIP version is not configured, the interface can only send
RIPv1 broadcasts and can receive RIPv1 broadcasts and unicasts, and RIPv2
broadcasts, multicasts and unicasts.

If RIPv2 is specified with no sending mode configured, RIPv2 messages will be sent
in multicast mode.

When RIPv1 runs on an interface, the interface will:

m Send RIPv1 broadcast messages

m Receive RIPv1 broadcast messages
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Examples

m Receive RIPv1 unicast messages
When RIPv2 runs on the interface in broadcast mode, the interface will:

= Send RIPv2 broadcast messages
m Receive RIPv1 broadcast messages
m Receive RIPv1 unicast messages
m Receive RIPv2 broadcast messages
m Receive RIPv2 multicast messages

m Receive RIPv2 unicast messages
When RIPv2 runs on the interface in multicast mode, the interface will:

= Send RIPv2 multicast messages
m Receive RIPv2 broadcast messages
m Receive RIPv2 multicast messages
m Receive RIPv2 unicast messages

# Configure VLAN-interface 10 to broadcast RIPv2 messages.

<Sysnane> systemvi ew
[ Sysnane] interface VMlan-interface 10
[ Sysnane-Vl an-interfacelO] rip version 2 broadcast

silent-interface

Syntax

View

Parameters

Description

Examples

silent-interface { all | interface-type interface-number }

undo silent-interface { all | interface-type interface-number }
RIP view

all: Silents all interfaces.

interface-type interface-number: Specifies an interface by its type and number.

Use the silent-interface command to disable an interface or all interfaces from
sending routing updates. That is, the interface only receives but does not send RIP
messages.

Use the undo silent-interface command to restore the default.

By default, all interfaces are allowed to send routing updates.

# Configure all VLAN interfaces to work in the silent state, and activate
VLAN-interface 10.

<Sysnane> systemvi ew
[ Sysnane] rip 100
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[ Sysnanme-rip-100] silent-interface all
[ Sysnane-ri p-100] undo silent-interface vlan-interface 10
[ Sysnane-ri p-100] network 131.108.0.0

summary

Syntax

View
Parameters

Description

Related commands:

summary

undo summary
RIP view
None

Use the summary command to enable automatic RIPv2 summarization. Natural
masks are used to advertise summary routes so as to reduce the size of routing
tables.

Use the undo summary command to disable automatic RIPv2 summarization so
that all subnet routes can be broadcast.

By default, automatic RIPv2 summarization is enabled.

Enabling automatic RIPv2 summarization can reduce the size of the routing table
to enhance the scalability and efficiency of large networks.

rip version.

Examples # Enable RIPv2 automatic summarization.
<Sysnanme> systemvi ew
[ Sysnane] rip
[ Sysnane-rip-1] sunmary
timers
Syntax timers { garbage-collect garbage-collect-value | suppress suppress-value |
timeout timeout-value | update update-value }*
undo timers { garbage-collect | suppress | timeout | update } *
View RIP view
Parameters garbage-collect-value: Garbage-collect timer time in seconds, in the range of 1 to

3600.
suppress-value: Suppress timer time in seconds, in the range of 0 to 3600.

timeout-value: Timeout timer time in seconds, in the range of 1 to 3600.
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Description

Examples

update-value: Update timer time in seconds, in the range of 1 to 3600.

Use the timers command to configure RIP timers. By adjusting RIP timers, you can
improve network performance.

Use the undo timers command to restore the default.

By default, the garbage-collect timer is 120 seconds, the suppress timer 120
seconds, the timeout timer 180 seconds, and the update timer 30 seconds.

RIP is controlled by the above four timers.

m The update timer defines the interval between routing updates.

= The timeout timer defines the route aging time. If no routing update related to
a route is received after the aging time, the metric of the route is set to 16 in
the routing table.

m The suppress timer defines how long a RIP route stays in the suppressed state.
When the metric of a route is 16, the route enters the suppressed state. In the
suppressed state, only routes which come from the same neighbor and whose
metric is less than 16 will be received by the router to replace unreachable
routes.

m The garbage-collect timer defines the interval from when the metric of a route
becomes 16 to when it is deleted from the routing table. During the
Garbage-Collect timer length, RIP advertises the route with the routing metric
set to 16. If no routing update is announced for that route after the
Garbage-Collect timer expires, the route will be deleted from the routing table.

Note that:

m  Generally, you are not recommended to change the default values of these
timers.

m The time lengths of these timers must be kept consistent on all routers and
access servers in the network.

# Specifies the update, timeout, suppress, and garbage-collect timers as 5, 15, 15
and 30 respectively.

<Sysnane> system Vi ew

[ Sysnane] rip 100

[ Sysnane-rip-100] timers update 5

[ Sysnane-rip-100] tinmers timeout 15

[ Sysnanme-rip-100] timers suppress 15

[ Sysnanme-rip-100] timers garbage-collect 30

validate-source-address

Syntax

View

validate-source-address

undo validate-source-address

RIP view
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Parameters None

Description  Use the validate-source-address command to enable the source IP address
validation on incoming RIP routing updates.
Use the undo validate-source-address command to disable the source IP
address validation.
The source IP address validation is enabled by default.
Generally, disabling the validation is not recommended.

Examples # Enable the source IP address validation on incoming messages.
<Sysnane> systemvi ew
[ Sysnane-rip] rip 100
[ Sysnane-ri p-100] val i dat e-sour ce-address
version
Syntax version{1|2}
undo version
View RIP view

Parameters 1: Specifies the RIP version as RIPv1.
2: Specifies the RIP version as RIPv2. RIPv2 messages are multicast.

Description  Use the version command to specify a global RIP version.

Examples

Use the undo version command to remove the configured global RIP version.

By default, if an interface has a RIP version specified, the RIP version takes effect; if
it has no RIP version specified, it can send RIPv1 broadcasts, and receive RIPv1
broadcasts, RIPv1 unicasts, RIPv2 broadcasts, RIPv2 multicasts, and RIPv2 unicasts.

Note that:
m [f an interface has an RIP version specified, the RIP version takes precedence

over the global RIP version.

= If no RIP version is specified for the interface and the global version is RIPv1, the
interface inherits RIPv1, and it can send RIPv1 broadcasts, and receive RIPv1
broadcasts and unicasts.

= If no RIP version is specified for the interface and the global version is RIPv2, the
interface operates in the RIPv2 multicast mode, and it can send RIPv2
multicasts, and receive RIPv2 broadcasts, multicasts and unicasts.

# Specify RIPv2 as the global RIP version.
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<Sysnane> system vi ew
[ Sysnane] rip 100
[ Sysnanme-rip-100] version 2
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OSPF CONFIGURATION COMMANDS

The term “router” in this document refers to a router in a generic sense or a Layer
3 switch running routing protocols.

abr-summary

Syntax

View

Parameters

Description

Examples

abr-summary jp-address { mask | mask-length } [ advertise | not-advertise |
[ cost cost ]

undo abr-summary ip-address { mask | mask-length }
OSPF area view

ip-address: Destination IP address of the summary route, in dotted decimal format.
mask: Mask of the IP address in dotted decimal format.
mask-length: Mask length, in the range 0 to 32 bits.

advertise | not-advertise: Advertises the summary route or not. By default, the
summary route is advertised.

cost cost: Specifies the cost of the summary route, in the range 1 to 16777215.
The default cost is the largest cost value among routes that are summarized.

Use the abr-summary command to configure a summary route on the area
border router.

Use the undo abr-summary command to remove a summary route.

By default, no route summarization is configured on an ABR.

You can enable advertising the summary route or not, and specify a route cost.
This command is usable only on an ABR. Multiple contiguous networks may be
available in an area, where you can summarize them with one network on the

ABR for advertisement. The ABR advertises only the summary route to other areas.

With the undo abr-summary command used, summarized routes will be
advertised.

# Summarize networks 36.42.10.0/24 and 36.42.110.0/24 in Area 1 with
36.42.0.0/16.
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<Sysnane> system vi ew

[ Sysnane] ospf 100

[ Sysnane- ospf-100] area 1

[ Sysnane- ospf - 100-area-0.0.0. 1] network 36.42.10.0 0.0.0. 255

[ Sysnane- ospf - 100-area-0.0.0. 1] network 36.42.110.0 0.0.0. 255

[ Sysnane- ospf - 100-area-0.0.0. 1] abr-summary 36.42.0.0 255.255.0.0

area

Syntax area area-id

undo area area-id
View  OSPF view

Parameters area-id: ID of an area, a decimal integer in the range 0 to 4294967295 that is
translated into the IP address format by the system, or an IP address.

Description  Use the area command to create an area and enter area view.
Use the undo area command to remove a specified area.

No OSPF area is created by default.

Examples # Create Area 0 and enter Area O view

<Sysnanme> system vi ew

[ Sysnane] ospf 100

[ Sysnane- ospf-100] area O

[ Sysnane- ospf - 100- ar ea- 0. 0. 0. 0]

asbr-summary

Syntax asbr-summary ip-address { mask | mask-length } [ tag tag | not-advertise | cost
cost |*

undo asbr-summary ip-address { mask | mask-length }
View  OSPF view

Parameters ip-address: IP address of the summary route in dotted decimal notation.
mask: IP address mask in dotted decimal notation.
mask-length: Mask length, in the range 0 to 32 bits.

not-advertise: Disables advertising the summary route. If the keyword is not
specified, the route is advertised.
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tag tag: Specifies a tag value for the summary route, used by a route policy to
control route advertisement, in the range 0 to 4294967295. The default is 1.

cost cost: Specifies the cost of the summary route, in the range 1 to 16777214.
For Type-1 external routes, the cost defaults to the largest cost among routes that
are summarized. For Type-2 external routes, the cost defaults to the largest cost
among routes that are summarized plus 1.

Use the asbr-summary command to configure a summary route.
Use the undo asbr-summary command to remove a summary route.
No ASBR route summarization is configured by default.

With the asbr-summary command configured on an ASBR, it summarizes
redistributed routes that fall into the specified address range with a single route. If
the ASBR resides in an NSSA area, it advertises the summary route in a Type-7 LSA
into the area.

With the asbr-summary command configured on an NSSA ABR, it summarizes
routes described by Type-5 LSAs translated from Type-7 LSAs with a single route
and advertises the summary route to other areas. This command does not take

effect on non NSSA ABRs.

With the undo asbr-summary command used, summarized routes will be
advertised.

display ospf asbr-summary.

# Summarize redistributed routes with a single route.

<Sysnanme> systemvi ew

[ Sysnane] ip route-static 10.2.1.0 24 null O

[ Sysnane] ip route-static 10.2.2.0 24 null O

[ Sysnane] ospf 100

[ Sysnane- ospf-100] inmport-route static

[ Sysnane- ospf-100] asbr-summary 10.2.0.0 255.255.0.0 tag 2 cost 100

authentication-mode

Syntax

View

Parameters

Description

authentication-mode { simple | md5 }

undo authentication-mode
OSPF area view

simple: Specifies the simple authentication mode.

md5: Specifies the MD5 ciphertext authentication mode.

Use the authentication-mode command to specify an authentication mode for
the OSPF area.
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Related commands:

Examples

Use the undo authentication-mode command to remove the authentication
mode.

By default, no authentication mode is configured for an OSPF area.

Routers that reside in the same area must have the same authentication mode:
non-authentication, simple, or MD5.

ospf authentication-mode.

# Specify the MD5 ciphertext authentication mode for OSPF area0.

<Sysnane> systemvi ew

[ Sysnane] ospf 100

[ Sysnane- ospf-100] area O

[ Sysnane- ospf - 100- area-0.0.0. 0] authentication-node nd5

bandwidth-reference

Syntax bandwidth-reference value
undo bandwidth-reference
View  OSPF view
Parameters value: Bandwidth reference value for link cost calculation, in the range 1 to
2147483648 Mbps.
Description  Use the bandwidth-reference command to specify a reference bandwidth value
for link cost calculation.
Use the undo bandwidth-reference command to restore the default value.
The default value is 100 Mbps.
When links have no cost values configured, OSPF calculates their cost values:
Cost=Reference bandwidth value / Link bandwidth. If the calculated cost is greater
than 65535, the value of 65535 is used.
Examples # Specify the reference bandwidth value as 1000 Mbps.
<Sysnanme> system vi ew
[ Sysnane] ospf 100
[ Sysnane- ospf - 100] bandw dt h-ref erence 1000
default
Syntax default { cost cost | limit /imit | tag tag | type type} *

undo default { cost | limit | tag | type } *
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OSPF view

cost: Specifies the default cost for redistributed routes, in the range 0 to
16777214,

limit. Specifies the default upper limit of routes redistributed per time, in the range
110 2147483647.

tag: Specifies the default tag for redistributed routes, in the range 0 to
4294967295.

type: Specifies the default type for redistributed routes: 1 or 2.

Use the default command to configure default parameters for redistributed
routes.

Use the undo default command to restore default values.

The cost, route type, tag, and the upper limit are 1, 2, 1 and 1000 by default.

import-route.

Examples # Configure the default cost, upper limit, tag and type as 10, 20000, 100 and 2
respectively for redistributed external routes.
<Sysnane> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf-100] default cost 10 linmit 20000 tag 100 type 2
default-cost
Syntax default-cost cost
undo default-cost
View  OSPF area view

Parameters cost: Specifies a cost for the default route advertised to the Stub or NSSA area, in
the range 0 to 16777214.

Description  Use the default-cost command to specify a cost for the default route advertised

Related commands:

to the stub or NSSA area.
Use the undo default-cost command to restore the default value.
The cost defaults to 1.

This command is only applicable to the ABR of a stub area or the ABR/ASBR of an
NSSA area.

stub, nssa.
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Examples

# Configure Area 1 as a stub area, and specify the cost of the default route
advertised to the stub area as 20.

<Sysnane> system vi ew

[ Sysnane] ospf 100

[ Sysnane- ospf-100] area 1

[ Sysnane- ospf - 100-area-0.0.0. 1] stub

[ Sysnane- ospf - 100-area-0.0.0. 1] default-cost 20

default-route-advertise

Syntax

View

Parameters

Description

default-route-advertise [ [ always | cost cost | type type | route-policy
route-policy-name ] * | summary cost cost |

undo default-route-advertise
OSPF view

always: If the local routing table has no default route, using this keyword
generates a default route in an ASE LSA into the OSPF routing domain. Without
this keyword used, the router can generate the default route only when the local
routing table has a default route.

cost cost: Specifies a cost for the default route, in the range 0 to 16777214. The
default is 1.

type type: Specifies a type for the ASE LSA: 1 or 2, which defaults to 2.

route-policy route-policy-name: Specifies a route policy name, a string of 1 to 19
characters. If the default route matches the specified route policy, the route policy
modifies some values in the ASE LSA.

summary: Advertises the Type-3 summary LSA of the specified default route.

Use the default-route-advertise command to generate a default route into the
OSPF routing domain.

Use the undo default-route-advertise command to disable OSPF from
distributing a default external route.

By default, no default route is distributed.

Using the import-route command cannot redistribute a default route. To do so,
use the default-route-advertise command. If no default route is available in the
local routing table, the always keyword should be included to generate a default
route in a Type-5 LSA.

The default-route-advertise summary cost command is applicable only to
VPNSs, and the default route is redistributed in a Type-3 LSA. The PE router
advertises the redistributed default route to the CE router. Currently, this
command is not supported on switches.
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import-route.

Examples # Generate a default route in an ASE LSA into the OSPF routing domain (no
default route is available in the local routing table).
<Sysnane> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf-100] defaul t-route-advertise al ways
description
Syntax description description
undo description
View  OSPF view/OSPF area view
Parameters description: Configures a description for the OSPF process in OSPF view, or for the
OSPF area in OSPF area view. description is a string of up to 80 characters.
Description  Use the description command to configure a description for an OSPF process or
area.
Use the undo description command to remove the description.
No description is configured by default.
Use of this command is only for the identification of an OSPF process or area. The
description has no special meaning.
Examples # Describe the OSPF process 100 as abc.

<Sysnanme> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf - 100] description abc

# Describe the OSPF area0 as bone area.

<Sysnane> systemvi ew

[ Sysnane] ospf 100

[ Sysnane- ospf-100] area O

[ Sysnane- ospf - 100-area-0.0.0. 0] description bone area

display ospf abr-asbr
Syntax
View

Parameters

display ospf [ process-id ] abr-asbr
Any view

process-id: OSPF process ID, in the range 1 to 65535.
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Description

Examples

Use the display ospf abr-asbr command to display ABR/ASBR information.

If no process is specified, the ABR/ASBR information of all OSPF processes is
displayed.

If you use this command on routers in a stub area, no ASBR information is
displayed.

# Display ABR/ASBR information.

<Sysnane> di spl ay ospf abr-asbr

OSPF Process 1 with Router 1D 192.168.1.2
Routing Table to ABR and ASBR

Type Desti nati on Area Cost  Next hop Rt Type
I nter 3.3.3.3 0.0.0.0 3124 10.1.1.2 ASBR
Intra 2.2.2.2 0.0.0.0 1562 10.1.1.2 ABR

Table 66 Field descriptions of the display ospf abr-asbr command

Field Description

Type Intra-area router or Inter-area router
Destination Router ID of an ABR/ASBR

Area ID of the area of the next hop

Cost Cost from the router to the ABR/ASBR
Nexthop Next hop address

RtType Router type: ABR, ASBR

display ospf asbr-summary

Syntax
View

Parameters

Description

Related commands:

display ospf [ process-id ] asbr-summary [ ip-address { mask | mask-length } ]
Any view

process-id: OSPF process ID, in the range 1 to 65535.
ip-address: IP address, in dotted decimal format.
mask: IP address mask, in dotted decimal format.

mask-length: Mask length, in the range 0 to 32 bits.

Use the display ospf asbr-summary command to display information about
the redistributed routes that are summarized.

If no OSPF process is specified, related information of all OSPF processes is
displayed.

If no IP address is specified, information about all summarized redistributed routes
will be displayed.

asbr-summary.
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Examples # Display information about all summarized redistributed routes.

<Sysnane> di spl ay ospf asbr-sumary

OSPF Process 1 with Router 1D 2.2.2.2
Summary Addr esses

Total Summary Address Count: 1

Summary Addr ess

Net : 30.1.0.0

Mask : 255.255.0.0

Tag : 20

St at us © Advertise

Cost : 10 (Configured)

The Count of Route is : 2

Destination Net Mask Prot o Process Type Metric
30.1.2.0 255. 255, 255.0 OSPF 1 2 1
30.1.1.0 255. 255, 255. 0 OSPF 1 2 1

Table 67 Field descriptions of the display ospf asbr-summary command

Field Description

Total Summary Address Count Total summary route number

Net The address of the summary route

Mask The mask of the summary route address
Tag The tag of the summary route

Status The advertisement status of the summary route
Cost The cost to the summary net

The Count of Route The count of routes that are summarized
Destination Destination address of a summarized route
Net Mask Network mask of a summarized route
Proto Routing protocol

Process Process ID of routing protocol

Type Type of a summarized route

Metric Metric of a summarized route

display ospf brief
Syntax display ospf [ process-id ] brief
View Any view
Parameters process-id: OSPF process ID, in the range 1 to 65535.

Description  Use the display ospf brief command to display OSPF brief information. If no
OSPF process is specified, brief information about all OSPF processes is displayed.

Examples # Display OSPF brief information.
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<Sysnane> di spl ay ospf brief

OSPF Process 1 with Router 1D 192.168.1.2
OSPF Protocol Information

RouterI D: 192.168.1.2 Border Router: NSSA
Route Tag: O

Mul ti-VPN-Instance is not enabled

Applications Supported: MPLS Traffic-Engineering
SPF-schedul e-interval: 5 0 5000

LSA generation interval: 5 0 5000

LSA arrival interval: 1000

Default ASE Parameter: Metric: 1 Tag: 1 Type: 2
Rout e Preference: 10

ASE Rout e Preference: 150

SPF Conputation Count: 22

RFC 1583 Conpati bl e

Graceful restart interval: 120

Area Count: 1 Nssa Area Count: 1
ExChange/ Loadi ng Nei ghbors:

Area: 0.0.0.1

0

(MPLS TE not enabl ed)

Aut ht ype: None Area flag: NSSA

SPF Schedul ed Count: 5

ExChange/ Loadi ng Nei ghbors:

0

Interface: 192.168.1.2 (Vlan-interfacel)

Cost: 1 State: DR
Priority: 1

Desi gnated Router: 192.168.1.2

Backup Desi gnated Router:

Type: Broadcast MrU: 1500

192.168.1.1
Tinmers: Hello 10 , Dead 40 ,

Poll 40 , Retransmit 5, Transmit Delay 1
Table 68 Field descriptions of the display ospf brief command

Field

Description

RouterID
Border Router
Route Tag

Multi-VPN-Instance is not enabled

Applications Supported
SPF-schedule-interval
LSA generation interval
LSA arrival interval
Default ASE Parameter
Route Preference

ASE Route Preference
SPF Computation count
RFC1583 Compatible
Graceful restart interval
Area Count

Nssa Area Count
ExChange/Loading Neighbors
Area

Authtype

Router ID

ABR, ASBR or NSSA ABR

The tag of redistributed routes
The OSPF process does not support multi-VPN-instance.
Applications supported

Interval for SPF calculations

LSA generation interval

Minimum LSA repeat arrival interval

Default ASE Parameters: metric, tag, route type.
Internal route priority

External route priority

SPF computation count of the OSPF process
Compatible with routing rules defined in RFC1583
GR restart interval

Area number of the current process

NSSA area number of the current process
Neighbors in ExChange/Loading state

Area ID in the IP address format

Authentication type of the area: Non-authentication,
simple authentication, or MD5 authentication
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Table 68 Field descriptions of the display ospf brief command

Field Description

Area flag The type of the area

SPF scheduled Count SPF calculation count in the OSPF area
Interface IP address of the interface

Cost Interface cost

State Interface state

Type Interface network type

MTU Interface MTU

Priority Router priority

Designated Router The Designated Router

Backup Designated Router The Backup Designated Router
Timers Intervals of timers: hello, dead, poll, retransmit, and

transmit delay

display ospf cumulative
Syntax display ospf [ process-id | cumulative
View Any view
Parameters process-id: OSPF process ID, in the range 1 to 65535.

Description  Use the display ospf cumulative command to display OSPF statistics.
Use of this command is helpful for troubleshooting.

Examples # Display OSPF statistics.

<Sysname> di spl ay ospf cumul ative
OSPF Process 1 with Router ID 2.2.2.2
Cunul ati ons

IO Statistics

Type I nput CQut put

Hel | o 61 122

DB Descri ption 2 3

Li nk- State Req 1 1

Li nk- St at e Updat e 3 3
Li nk- State Ack 3 2

LSAs originated by this router
Router: 4
Network: O
Sum Net: O
Sum Asbr:
Ext er nal :
NSSA: 0
Opg- Li nk:
Opg- Ar ea:

o o

o o



CHAPTER 24: OSPF CONFIGURATION COMMANDS

Opg-As: O

LSAs Oiginated: 4 LSAs Received: 7

Routi ng Tabl e:
Intra Area: 2

Inter Area: 3 ASE/NSSA: 0

Table 69 Field descriptions of the display ospf cumulative command

Field Description

IO statistics Statistics about input/output packets and LSAs
Type OSPF packet type

Input Packets received

Output Packets sent

Hello Hell packet

DB Description
Link-State Req

Link-State Update

Link-State Ack

LSAs originated by this router

Router
Network
Sum-Net
Sum-Asbr
External
NSSA
Opg-Link
Opg-Area
OpQg-As

LSAs originated
LSAs Received
Routing Table
Intra Area
Inter Area
ASE

Database Description packet
Link-State Request packet
Link-State Update packet
Link-State Acknowledge packet
LSAs originated by this router
Type-1 LSA

Type-2 LSA

Type-3 LSA

Type-4 LSA

Type-5 LSA

Type-7 LSA

Type-9 LSA

Type-10 LSA

Type-11 LSA

LSAs originated

LSAs received

Routing table

Intra-area route number
Inter-area route number

ASE route number

display ospf error

Syntax
View
Parameters

Description

display ospf [ process-id ] error

Any view

process-id: OSPF process ID, in the range 1 to 65535.

Use the display ospf error command to display OSPF error information.
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If no process is specified, the OSPF error information of all OSPF processes is

displayed.

# Display OSPF error information.

<Sysnane> di spl ay ospf error

OSPF Process 1 with Router

I D 192. 168. 80. 100

OSPF Packet Error Statistics

OSPF Router | D confusion
OSPF bad version

OSPF bad area I D

OSPF bad virtual I|ink

OSPF bad aut hentication key
OSPF Nei ghbor state | ow
OSPF i nterface down

HELLO Net mask mi smatch
HELLO Dead tinmer msnmatch
HELLO: NBMA nei ghbor unknown

OSPF bad packet

OSPF bad checksum

OSPF drop on unnunber interface
OSPF bad aut hentication type
OSPF packet too snall

OSPF transmit error

OSPF unknown nei ghbor

HELLO: Hello timer msmatch
HELLO: Extern option nismatch
DD: MTU option m snatch

DD: Unknown LSA type
LS ACK: Bad ack
LS REQ Enpty request

[eNelNeoNoNolNeoNeoNolNeoNolNoNoNoloNo)

LS UPD: LSA checksum bad
LS UPD: Unknown LSA type

DD: Extern option msmatch
LS ACK: Unknown LSA type
LS REQ Bad request

[eNelolNeoNolNolNoNoNolNoNolNolNo Nl

Table 70 Field descriptions of the display ospf error command

Field

Description

OSPF Router ID confusion

OSPF bad packet

OSPF bad version

OSPF bad checksum

OSPF bad area ID

OSPF drop on unnumber interface
OSPF bad virtual link

OSPF bad authentication type
OSPF bad authentication key
OSPF packet too small

OSPF Neighbor state low

OSPF transmit error

OSPF interface down

OSPF unknown neighbor

HELLO: Netmask mismatch
HELLO: Hello timer mismatch
HELLO: Dead timer mismatch
HELLO: Extern option mismatch
HELLO: NBMA neighbor unknown

DD: MTU option mismatch
DD: Unknown LSA type
DD: Extern option mismatch
LS ACK: Bad ack

LS ACK: Unknown LSA type

Packets with duplicate route ID

Packets illegal

Packets with wrong version

Packets with wrong checksum

Packets with invalid area ID

Packets dropped on the unnumbered interface
Packets on wrong virtual links

Packets with invalid authentication type
Packets with invalid authentication key
Packets too small in length

Packets received in low neighbor state
Packets with error when being transmitted
Shutdown times of the interface

Packets received from unknown neighbors
Hello packets with mismatched mask

Hello packets with mismatched hello timer
Hello packets with mismatched dead timer
Hello packets with mismatched option field

Hello packets received from unknown NBMA
neighbors

DD packets with mismatched MTU

DD packets with unknown LSA type

DD packets with mismatched option field
Bad LSAck packets for LSU packets
LSAck packets with unknown LSA type

LS UPD: Received |l ess recent LSA
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Table 70 Field descriptions of the display ospf error command

Field Description

LS REQ: Empty request LSR packets with no request information
LS REQ: Bad request Bad LSR packets

LS UPD: LSA checksum bad LSU packets with wrong LSA checksum
LS UPD: Received less recent LSA LSU packets without latest LSA

LS UPD: Unknown LSA type LSU packets with unknown LSA type

display ospf interface
Syntax display ospf [ process-id | interface [ all | interface-type interface-number ]
View Any view

Parameters process-id: OSPF process ID, in the range 1 to 65535.
all: Display the OSPF information of all interfaces.

interface-type interface-number: Interface type and interface number.

Description  Use the display ospf interface command to display OSPF interface information.

If no OSPF process is specified, the OSPF interface information of all OSPF
processes is displayed.

Examples # Display OSPF interface information.

<Sysnane> di splay ospf interface

OSPF Process 1 with Router 1D 192.168.1.1

Interfaces
Area: 0.0.0.0
| P Address Type State Cost  Pri DR BDR
192.168.1.1 PTP pP-2-P 1562 1 0.0.0.0 0.0.0.0
Area: 0.0.0.1
| P Address Type State Cost  Pri DR BDR
172.16.0.1 Br oadcast DR 1 1 172.16.0.1 0.0.0.0

Table 71 Field descriptions of the display ospf interface command

Field Description

Area Area ID of the interface

IP address Interface IP address (regardless of whether TE is enabled or not)

Type Interface network type: PTP, PTMP, Broadcast, or NBMA

State Interface state defined by interface state machine: DOWN, Waiting, p-2-p,
DR, BDR, or DROther

Cost Interface cost

Pri Router priority

DR The DR on the interface’s network segment
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Table 71 Field descriptions of the display ospf interface command

Field Description

BDR The BDR on the interface’s network segment

display ospf Isdb

Syntax display ospf [ process-id | Isdb [ brief | [ { ase | router | network | summary |
asbr | nssa | opaque-link | opaque-area | opaque-as } [ /ink-state-id | |
[ originate-router advertising-router-id | self-originate | |

View Any view

Parameters process-id: OSPF process ID, in the range 1 to 65535.
brief: Displays brief LSDB information.
ase: Displays Type-5 LSA (AS External LSA) information in the LSDB.
router: Displays Type-1 LSA (Router LSA) information in the LSDB.
network: Displays Type-2 LSA (Network LSA) information in the LSDB.
summary: Displays Type-3 LSA (Network Summary LSA) information in the LSDB.
asbr: Displays Type-4 LSA (ASBR Summary LSA) information in the LSDB.
nssa: Displays Type-7 LSA (NSSA External LSA) information in the LSDB.
opaque-link: Displays Type-9 LSA (Opaque-link LSA) information in the LSDB.
opaque-area: Displays Type-10 LSA (Opaque-area LSA) information in the LSDB.
opaque-as: Displays Type-11 LSA (Opaque-AS LSA) information in the LSDB.
link-state-id: Link state ID, in the IP address format.

originate-router advertising-router-id: Displays information about LSAs
originated by the specified router.

self-originate: Displays information about self-originated LSAs.

Description  Use the display ospf Isdb command to display LSDB information.

If no OSPF process is specified, LSDB information of all OSPF processes is displayed.

Examples # Display OSPF LSDB information.

<Sysnane> di spl ay ospf |sdb
OSPF Process 1 with Router 1D 192.168.0.1
Li nk State Database

Area: 0.0.0.0
Type Li nkState ID AdvRout er Age Len Sequence Metric
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Rout er 192.168.0.2 192.168.0
Rout er 192.168.0.1 192.168.0
Net wor k 192.168.0.1 192.168. 0.
Sum Net 192.168.1.0 192.168.0
Sum Net 192.168.2.0 192.168.0

Area: 0.0.0
Type Li nkState ID AdvRout er
Rout er 192.168.0.1 192.168.0
Sum Net 192.168.2.0 192.168.0
Sum Net 192.168.0.0 192.168.0

P NRRPRN

1
1
1

474

21
321
321
474

Age

21
321
321

36
36
32
28
28

Len
36
28
28

80000004
80000009
80000003
80000002
80000002

Sequence
80000005
80000002
80000002

Table 72 Field descriptions of the display ospf Isdb command

PP OOOo

Metric

Field Description

Area Area

Type LSA type

LinkState ID Linkstate ID

AdvRouter The router that advertised the LSA
Age Age of the LSA

Len Length of the LSA

Sequence Sequence number of the LSA
Metric Cost of the LSA

# Display Type2 LSA (Network LSA) information in the LSDB.

[ Sysnane] display ospf 1 |sdb network

OSPF Process 1 with Router

Type

LS ID
Adv Rtr
LS Age
Len

Opti ons
Seqg#
Chksum
Net Mask

Att ached Rout er
Att ached Rout er

ID 192.168.1.1
Area: 0.0.0.0
Li nk St ate Dat abase

Net wor k

192.168.0.2

192.168.2.1

922

32

E

80000003

0x8d1b

255. 255. 255.0
192.168.1.1
192.168.2.1

Table 73 Field descriptions of the display ospf 1 Isdb network command

Field Description

Type LSA type

LSID DR IP address

Adv Rtr Router that advertised the LSA
LS Age LSA age time

Len LSA length

Options LSA options

Seq# LSA sequence number

Chksum

LSA checksum
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Table 73 Field descriptions of the display ospf 1 Isdb network command

Field Description

Net Mask Network mask

Attached Router ID of the router that established adjacency with the DR, and ID of the
DR itself

display ospf nexthop
Syntax display ospf [ process-id ] nexthop
View Any view

Parameters process-id: OSPF process ID, in the range 1 to 65535.

Description  Use the display ospf nexthop command to display OSPF next hop information.
If no OSPF process is specified, the next hop information of all OSPF processes is
displayed.

Examples # Display OSPF next hop information.
<Sysname> di spl ay ospf nexthop
OSPF Process 1 with Router ID 192.168.0.1
Routi ng Next hop Information

Next Hops:
Addr ess Ref count | ntf Addr Intf Nane
192.168.0.1 1 192.168.0.1 VI an-interfacel
192.168.0.2 1 192.168.0.1 VI an-interfacel
192.168.1.1 1 192.168.1.1 VI an-interfacelO

Table 74 Field descriptions of the display ospf nexthop command

Field Description

Next hops Information about Next hops

Address Next hop address

Refcount Reference count, namely, routes that reference the next hop

IntfAddr Outbound interface address

Intf Name Outbound interface name

display ospf peer
Syntax display ospf [ process-id | peer [ verbose | [ interface-type interface-number |
[ neighbor-id 1]
View Any view
Parameters process-id: OSPF process ID, in the range 1 to 65535.
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verbose: Displays detailed neighbor information.
interface-type interface-number: Interface type and interface number.

neighbor-id: Neighbor router ID.

Description  Use the display ospf peer command to display information about OSPF
neighbors.
Note that:
If no OSPF process is specified, OSPF neighbor information of all OSPF processes is
displayed.
If an interface is specified, the neighbor on the interface is displayed.
If a neighbor ID is specified, detailed information about the neighbor is displayed,
If neither interface nor neighbor ID is specified, brief information about neighbors
of the specified OSPF process or all OSPF processes is displayed.

Examples # Display detailed OSPF neighbor information.

<Sysnane> di spl ay ospf peer verbose

OSPF Process 1 with Router 1D 192.168.0.138
Nei ghbor s

Area 0.0.0.1 interface 192.168.0.138(Vl an-interfacel)’s nei ghbors
Router 1D 192.168.0.136 Address: 192.168.0.136 GR State: Normal

State: Full Mode: Nor is Slave Priority: 1

DR 192.168.0.138 BDR 192.168.0.136 MIU. 0

Dead tinmer due in 40 sec

Nei ghbor is up for 00:12:59

Aut henti cati on Sequence: [ 0 ]

Nei ghbor state change count: 5

Table 75 Field descriptions of the display ospf peer verbose command

Field Description

Router ID Neighbor router ID

Address Neighbor router address

GR State GR state

State Neighbor state: Down, Init, Attempt, 2-Way, Exstart,
Exchange, Loading or Full

Mode Neighbor mode for DD exchange: master or slave

Priority Router priority

DR The DR on the interface’s network segment

BDR The BDR on the interface’s network segment

MTU Interface MTU

Dead timer due in 40 sec
Neighbor is up for 00:12:59
Authentication Sequence

Neighbor state change count

Dead timer times out in 40 seconds
The neighbor has been up for 00:12:59
Authentication sequence number

Count of neighbor state changes
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# Display brief OSPF neighbor information.

<Sysnane> di spl ay ospf peer

OSPF Process 1 with Router 1D 192.168.0.138
Nei ghbor Brief Information

Area: 0.0.0.1
Router ID Addr ess Pri Dead-Tine Interface State
192. 168. 0. 136 192. 168. 0. 136 1 37 VI anl Ful | / BDR

Table 76 Field descriptions of the display ospf peer command

Field Description

Area Neighbor area

Router ID Neighbor router ID

Address Neighbor interface address

Pri Router priority

Dead time(s) Dead interval remained

Interface Interface connected to the neighbor

State Neighbor state: Down, Init, Attempt, 2-Way, Exstart, Exchange,

Loading or Full

display ospf peer statistics

Syntax
View
Parameters

Description

Examples

display ospf [ process-id | peer statistics
Any view
process-id: OSPF process ID, in the range 1 to 65535.

Use the display ospf peer statistics command to display OSPF neighbor
statistics.

If no OSPF process is specified, OSPF neighbor statistics of all OSPF processes is
displayed.

# Display OSPF neighbor statistics.

<Sysnane> di spl ay ospf peer statistics
OSPF Process 1 with Router 1D 1.1.1.1
Nei ghbor Statistics

Area I D Down Attenpt Init 2-Way ExStart Exchange Loading Full Total
0.0.0.1 0 0 0 0 0 0 0 1 1
Tot al 0 0 0 0 0 0 0 1 1

Table 77 Field descriptions of the display ospf peer statistics command

Field Description
Area ID Area ID
Down Under this state, neighbor initial state, the router has not received any

information from a neighboring router for a period of time.
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Table 77 Field descriptions of the display ospf peer statistics command

Field Description

Attempt Available only in an NBMA network, such as Frame Relay, X.25 or ATM. Under
this state, the OSPF router has not received any information from a neighbor for a
period but can send Hello packets with a longer interval to keep neighbor
relationship.

Init Under this state, the router has received a hello packet from a neighbor but the
packet contains no IP address of itself, so mutual communication is not
established.

2-Way Indicates mutual communication between the router and its neighbor is
established. DR/BDR election is finished under this state (or higher).

ExStart Under this state, the router decides on sequence numbers for DD packets.
Exchange  Under this state, the router exchanges link state information with the neighbor.
Loading Under this state, the router requests the neighbor for needed LSAs.

Full Indicates LSDB synchronization has been accomplished between neighbors.

Total Total number of neighbors under the same state

display ospf request-queue

Syntax display ospf [ process-id | request-queue [ interface-type interface-number |
[ neighbor-id |

View Any view

Parameters process-id: OSPF process ID, in the range 1 to 65535.
interface-type interface-number: Interface type and number.

neighbor-id: Neighbor's router ID.

Description  Use the display ospf request-queue command to display OSPF request queue
information.

If no OSPF process is specified, the OSPF request queue information of all OSPF
processes is displayed.

Examples # Display OSPF request queue information.

<Sysnane> di spl ay ospf request-queue

OSPF Process 1 with Router ID 1.1.1.1
OSPF Request Li st

The Router’s Neighbor is Router ID 2.2.2.2 Address 10.1.1.2

Interface 10.1.1.1 Area 0.0.0.0

Request list:
Type LinkState ID AdvRout er Sequence Age
Rout er 2.2.2.2 1.1.1.1 80000004 1
Net wor k 192.168.0.1 1.1.1.1 80000003 1
Sum Net 192.168.1.0 1.1.1.1 80000002 2
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Table 78 Field descriptions of the display ospf request queue command

Field Description

The Router’s Neighbor is Router ID Neighbor router ID
Address Neighbor interface IP address
Interface Local interface IP address
Area Area ID

Request list Request list information
Type LSA type

LinkState ID Link state ID

AdvRouter Advertising router
Sequence LSA sequence number
Age LSA age

display ospf retrans-queue

Syntax display ospf [ process-id | retrans-queue [ interface-type interface-number |
[ neighbor-id |

View Any view

Parameters process-id: OSPF process ID, in the range 1 to 65535.
interface-type interface-number: Interface type and interface number.

neighbor-id: Neighbor's router ID.

Description  Use the display ospf retrans-queue command to display retransmission queue
information.

If no OSPF process is specified, the retransmission queue information of all OSPF
processes is displayed.

Examples # Display OSPF retransmission queue information.

<Sysnanme> di spl ay ospf retrans-queue

OSPF Process 1 with Router ID1.1.1.1
OSPF Retransmt List

The Router’s Neighbor is Router ID 2.2.2.2 Address 10.1.1.2

Interface 10.1.1.1 Area 0.0.0.0

Retransmt |ist:
Type Li nkState I D AdvRout er Sequence Age
Rout er 2.2.2.2 2.2.2.2 80000004 1
Net wor k 12.18.0.1 2.2.2.2 80000003 1
Sum Net 12.18.1.0 2.2.2.2 80000002 2

Table 79 Field descriptions of the display ospf retrans-queue command

Field Description

The Router’s Neighbor is Router ID Neighbor router ID



318  CHAPTER 24: OSPF CONFIGURATION COMMANDS

Table 79 Field descriptions of the display ospf retrans-queue command

Field Description

Address Neighbor interface IP address
Interface Interface address of the router
Area Area ID

Retransmit list Retransmission list

Type LSA type

LinkState ID Link state ID

AdvRouter Advertising router

Sequence LSA sequence number

Age LSA age

display ospf routing

Syntax display ospf [ process-id | routing [ interface interface-type interface-number |
[ nexthop nexthop-address |

View Any view

Parameters process-id: OSPF process ID, in the range 1 to 65535.

interface interface-type interface-number: Displays OSPF routing information
advertised via the interface.

nexthop nexthop-address: Displays OSPF routing information with the specified
next hop.

Description  Use the display ospf routing command to display OSPF routing information.

If no OSPF process is specified, the routing information of all OSPF processes is
displayed.

Examples # Display OSPF routing information.

<Sysnane> di spl ay ospf routing

OSPF Process 1 with Router 1D 192.168.1.2
Routi ng Tabl es

Routing for Network

Desti nation Cost Type Next Hop AdvRout er Area
192.168.1.0/ 24 1562 stub 192.168.1.2 192.168.1.2 0.0.0.0
172.16.0.0/ 16 1563 Inter 192.168.1.1 192.168.1.1 0.0.0.0

Total Nets: 2
Intra Area: 1 Inter Area: 1 ASE: 0 NSSA: 0

Table 80 Field descriptions of the display ospf routing command

Field Description

Destination Destination network

Cost Cost to destination
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Table 80 Field descriptions of the display ospf routing command

Field Description

Type Route type: intra-area, transit, stub, inter-area, type1 external, type2 external.
NextHop Next hop address

AdvRouter  Advertising router

Area Area ID

Total Nets  Total networks

Intra Area  Total intra-area routes

Inter Area  Total inter-area routes

ASE Total ASE routes

NSSA Total NSSA routes

display ospf vlink
Syntax display ospf [ process-id | vlink
View Any view
Parameters process-id: OSPF process ID, in the range 1 to 65535.

Description  Use the display ospf vlink command to display OSPF virtual link information.

If no OSPF process is specified, the OSPF virtual link information of all OSPF
processes is displayed.

Examples # Display OSPF virtual link information.

<Sysnanme> di spl ay ospf vlink
OSPF Process 1 with Router ID 3.3.3.3
Virtual Links

Virtual -1ink Neighbor-ID -> 2.2.2.2, Neighbor-State: Full
Interface: 10.1.2.1 (M an-interfacel)

Cost: 1 State: P-2-P Type: Virtual

Transit Area: 0.0.0.1

Timers: Hello 10 , Dead 40 , Retransmit 5, Transnmit Delay 1

Table 81 Field descriptions of the display ospf vlink command

Field Description

Virtual-link Neighbor-id  ID of the neighbor connected to the router via the virtual link

Neighbor-State Neighbor State: Down, Attempt, Init, 2-Way, ExStart, Exchange,
Loading, Full.

Interface Local interface’s IP address and name of the virtual link

Cost Interface route cost

State Interface state

Type Type: virtual link

Transit Area Transit area ID
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Table 81 Field descriptions of the display ospf vlink command

Field Description

Timers Values of timers: hello, dead, poll (NBMA), retransmit, and interface
transmission delay

enable log

Syntax enable log [ config | error | state ]

undo enable log [ config | error | state ]
View  OSPF view

Parameters config: Enables configuration logging.
error: Enables error logging.

state: Enables state logging.

Description  Use the enable command to enable specified OSPF logging.
Use the undo enable command to disable specified OSPF logging.
OSPF logging is disabled by default.
If no keyword is specified, all logging is enabled.

Examples # Enable OSPF logging.

<Sysnanme> system vi ew
[ Sysnane] ospf 100
[ Sysnanme- ospf-100] enable |og

filter

Syntax filter { acl-number | ip-prefix ip-prefix-name } { import | export }

undo filter { import | export }
View  OSPF area view

Parameters acl-number: ACL number, in the range 2000 to 3999.
ip-prefix-name: IP prefix list name, a string of up to 19 characters.
import: Filters incoming LSAs.

export: Filters outgoing LSAs.



Description

s

Examples

321

Use the filter command to configure incoming/outgoing summary LSAs filtering
on an ABR.

Use the undo filter command to disable summary LSA filtering.
By default, summary LSAs filtering is disabled.

This command is only available on an ABR.

# Apply IP prefix list my-prefix-list to filter inbound Type-3 LSAs, and apply ACL
2000 to filter outbound Type-3 LSAs in OSPF Area 1.

<Sysname> system vi ew

[ Sysnanme] ospf 100

[ Sysnane- ospf-100] area 1
[ Sysnane- ospf-100-area-0

0.0.1] filter ip-prefix ny-prefix-list inport
[ Sysnanme- ospf-100-area-0.0.0.1

] filter 2000 export

filter-policy export

Syntax

View

Parameters

Description

Related commands:

filter-policy { acl-number | ip-prefix ip-prefix-name } export [ protocol
[ process-id ] ]

undo filter-policy export [ protocol [ process-id ] |
OSPF view

acl-number: Number of an ACL used to filter outgoing redistributed routes, in the
range 2000 to 3999.

ip-prefix-name: Name of an IP prefix list used to filter outgoing redistributed
routes, a string of up to 19 characters.

protocol: Specifies a protocol from which to filter redistributed routes. The
protocol can be direct, static, rip, ospf, isis or bgp. If no protocol is specified, all
redistributed routes are filtered.

process-id: Process ID, which is required when the protocol is rip, ospf or isis, in
the range 1 to 65535.

Use the filter-policy export command to configure the filtering of outgoing
redistributed routes.

Use the undo filter-policy export command to disable the filtering.
By default, the filtering of outgoing redistributed routes is not configured.

You can use this command to filter outgoing redistributed routes as needed.

import-route.
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Examples

# Filter outgoing redistributed routes using ACL2000.

<Sysname> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf-100] filter-policy 2000 export

filter-policy import

Syntax filter-policy { acl-number | ip-prefix ip-prefix-name | gateway ip-prefix-name }
import
undo filter-policy import
View  OSPF view

Parameters acl-number: Number of an ACL used to filter incoming routes, in the range 2000
to 3999.
ip-prefix-name: Name of an IP address prefix list used to filter incoming routes, a
string of up to 19 characters.
gateway ip-prefix-name: Name of an IP address prefix list used to filter routes
from the specified neighbors, a string of up to 19 characters.

Description  Use the filter-policy import command to configure the filtering of routes
calculated from received LSAs.
Use the undo filter-policy import command to disable the filtering.
By default, the filtering is not configured.

Examples # Filter incoming routes using ACL2000.
<Sysname> systemvi ew
[ Sysnane] acl nunber 2000
[ Sysnane- acl - basi c-2000] rule pernit source 192.168.10.0 0.0.0.255
[ Sysnane- acl - basi c- 2000] quit
[ Sysnane] ospf 100
[ Sysnane- ospf-100] filter-policy 2000 inport
host-advertise
Syntax host-advertise jp-address cost
undo host-advertise jp-address
View  OSPF area view
Parameters ip-address: IP address of a host

cost: Cost of the route, in the range 1 to 65535.
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Use the host-advertise command to advertise a host route.
Use the undo host-advertise command to remove a host route.

No host route is advertised by default.

# Advertise the host route 1.1.1.1 with a cost of 100.

<Sysnane> systemvi ew

[ Sysnane] ospf 100

[ Sysnane- ospf-100] area O

[ Sysnane- ospf - 100- area-0.0.0.0] host-advertise 1.1.1.1 100

import-route

Syntax

View

Parameters

Description

import-route protocol [ process-id | allow-ibgp ] [ cost cost | type type | tag tag
| route-policy route-policy-name |*

undo import-route protocol [ process-id ]
OSPF view

protocol: Redistributes routes from the protocol, which can be direct, static, rip,
ospf, isis or bgp.

process-id: Process ID, which is optional when the protocol is rip, ospf or isis, in
the range 1 to 65535.

allow-ibgp: Allows IBGP routes redistribution. It is optional only when the
protocol is bgp.

cost cost: Specifies a route cost, in the range 0 to 16777214. The default is 1.
type type: Specifies a cost type, 1 or 2. The default is 2.
tag tag: Specifies a tag for external LSAs. The default is 1.

route-policy route-policy-name: Specifies a route policy to redistribute qualified
routes only. A Route policy name is a string of up to 19 characters.

Use the import-route command to redistribute routes from another protocol.

Use the undo import-route command to disable route redistribution from a
protocol.

Route redistribution from another protocol is not configured by default.
OSPF prioritize routes as follows:

m Intra-area route
m Inter-area route

m Typel External route
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Related commands:

s

Examples

m Type2 External route

An intra-area route is a route in an OSPF area. An inter-area route is between any
two OSPF areas. Both of them are internal routes.

An external route is a route to a destination outside the OSPF AS.

A Type-1 external route is an IGP route, such as RIP or STATIC, which has high
reliability and whose cost is comparable with the cost of OSPF internal routes.
Therefore, the cost from an OSPF router to a Type-1 external route’s destination
equals the cost from the router to the corresponding ASBR plus the cost from the
ASBR to the external route’s destination.

A Type-2 external route is an EGP route, which has low credibility, so OSPF
considers the cost from the ASBR to a Type-2 external route is much bigger than
the cost from the ASBR to an OSPF internal router. Therefore, the cost from an
internal router to a Type-2 external route’s destination equals the cost from the
ASBR to the Type-2 external route’s destination.

default-route-advertise.

m The import-route command cannot redistribute default routes.

m Use the import-route bgp allow-ibgp command with care, because it
redistributes both EBGP and IBGP routes that may cause routing loops.

# Redistribute routes from RIP process 40 and specify the type, tag, and cost as 2,
33 and 50 for redistributed routes.

<Sysnanme> system vi ew
[ Sysnane] ospf 100
[ Sysnane- ospf-100] inmport-route rip 40 type 2 tag 33 cost 50

log-peer-change

Syntax

View
Parameters

Description

log-peer-change

undo log-peer-change
OSPF view
None

Use the log-peer-change command to enable the logging of OSPF neighbor
state changes.

Use the undo log-peer-change command to disable the logging.
The logging is enabled by default.

With this feature enabled, information about neighbor state changes is displayed
on the terminal until the feature is disabled.
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# Disable the logging of neighbor state changes for OSPF process 100.

<Sysname> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf-100] undo | og- peer-change

Isa-arrival-interval

Syntax

View

Parameters

Description

Related commands:

Examples

Isa-arrival-interval interval

undo Isa-arrival-interval
OSPF view

interval: Specifies the minimum LSA repeat arrival interval in milliseconds, in the
range 0 to 60000.

Use the Isa-arrival-interval command to specify the minimum LSA repeat arrival
interval.

Use the undo Isa-arrival-interval command to restore the default.
The interval defaults to 1000 milliseconds.

If an LSA that has the same LSA type, LS ID, originating router ID with the previous
LSA is received within the interval, the LSA will be discarded. This feature helps
protect routers and bandwidth from being over-consumed due to frequent
network changes.

It is recommended the interval set with the Isa-arrival-interval command is
smaller or equal to the initial interval set with the Isa-generation-interval
command.

Isa-generation-interval.

# Set the LSA minimum repeat arrival interval to 200 milliseconds.

<Sysname> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf-100] |sa-arrival-interval 200

Isa-generation-interval

Syntax

View

Isa-generation-interval maximum-interval [ initial-interval
[ incremental-interval | |

undo Isa-generation-interval

OSPF view



326  CHAPTER 24: OSPF CONFIGURATION COMMANDS

Parameters

Description

Related commands:

Examples

maximum-interval: Maximum LSA generation interval in seconds, in the range 1 to
60.

initial-interval: Minimum LSA generation interval in milliseconds, in the range 10
to 60000. The default is 0.

incremental-interval: LSA generation incremental interval in milliseconds, in the
range 10 to 60000. The default is 5000 milliseconds.

Use the Isa-generation-interval command to configure the OSPF LSA
generation interval.

Use the undo Isa-generation-interval command to restore the default.
The LSA generation interval defaults to 5 seconds.

With this command configured, when network changes are not frequent, LSAs are
generated at the initial-interval. If network changes become frequent, LSA
generation interval is incremented by a specified value each time a generation
happens, up to the maximum-interval.

Isa-arrival-interval.

# Configure the maximum LSA generation interval as 2 seconds, minimum interval
as 100 milliseconds and incremental interval as 100 milliseconds.

<Sysnane> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf-100] |sa-generation-interval 2 100 100

Isdb-overflow-limit

Syntax

View

Parameters

Description

Examples

Isdb-overflow-limit number

undo Isdb-overflow-limit
OSPF view

number: Specifies the upper limit of external LSAs in the LSDB, in the range 1 to
1000000.

Use the Isdb-overflow-limit command to specify the upper limit of external
LSAs in the LSDB.

Use the undo Isdb-overflow-limit command to cancel the limitation.

External LSAs in the LSDB are unlimited by default.

# Specify the upper limit of external LSAs as 400000.
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<Sysnane> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf-100] | sdb-overflowlimt 400000

maximum load-balancing

Syntax maximum load-balancing maximum

undo maximum load-balancing
View  OSPF view

Parameters maximum: Maximum number of equal cost routes for load balancing, in the range
1 to 4. No load balancing is available when the number is set to 1.

Description  Use the maximum load-balancing command to specify the maximum number
of equal cost routes for load balancing.

Use the undo maximum load-balancing command to restore the default.
By default, the maximum number of equal cost routes is 4.

Examples # Specify the maximum number of equal cost routes as 2.

<Sysnanme> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf - 100] maxi mum | oad- bal anci ng 2

maximum-routes

Syntax maximum-routes { external | inter | intra } number

undo maximum-routes { external | inter | intra }
View  OSPF view

Parameters external: Specifies the maximum number of external routes.
inter: Specifies the maximum number of inter-area routes.
intra: Specifies the maximum number of intra-area routes.

number: Maximum route number, in the range 0 to 131072.

Description  Use the maximum-routes command to specify the maximum route number of a
specified type, inter-area, intra-area or external.

Use the undo maximum-routes command to restore the default route
maximum value of a specified type.
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By default, the maximum route number is 131072.

Examples # Specify the maximum number of intra-area routes as 500.
<Sysname> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf-100] maxi numroutes intra 500
network
Syntax network ip-address wildcard-mask
undo network ip-address wildcard-mask
View  OSPF area view

Parameters ip-address: IP address of a network.
wildcard-mask: Wildcard mask of the IP address. For example, the wildcard mask
of mask 255.0.0.0 is 0.255.255.255.

Description  Use the network command to enable OSPF on the interface attached to the

Related commands:

Examples

specified network in the area.
Use the undo network command to disable OSPF on an interface.
By default, an interface neither belongs to any area nor runs OSPF.

You can configure one or multiple interfaces in an area to run OSPF. Note that the
interface’s primary IP address must fall into the specified network segment to
make the interface run OSPF. If only the interface’s secondary IP address falls into
the network segment, the interface cannot run OSPF.

ospf.

# Specify the interface whose primary IP address falls into 131.108.20.0/24 to run
OSPF in Area 2.

<Sysname> systemvi ew

[ Sysnane] ospf 100

[ Sysnane- ospf-100] area 2

[ Sysnane- ospf - 100- area-0.0.0.2] network 131.108.20.0 0.0.0. 255

nssa

Syntax

View

nssa [ default-route-advertise | no-import-route | no-summary |*

undo nssa

OSPF area view
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default-route-advertise: Usable on an NSSA ABR or an ASBR only. If it is
configured on an NSSA ABR, the ABR generates a default route in a Type-7 LSA
into the NSSA regardless of whether the default route is available. If it is
configured on an ASBR, only a default route is available on the ASBR can it
generates the default route in a Type-7 LSA into the attached area.

no-import-route: Usable only on an NSSA ABR that is also the ASBR of the OSPF
routing domain to disable redistributing routes in Type7 LSAs into the NSSA area,
making sure that routes can be redistributed correctly.

no-summary: Usable only on an NSSA ABR to advertise only a default route in a
Type-3 summary LSA into the NSSA area. In this way, all the other summary LSAs
are not advertised into the area. Such an area is known as an NSSA totally stub
area.

Use the nssa command to configure the current area as an NSSA area.
Use the undo nssa command to restore the default.
By default, no NSSA area is configured.

All routers attached to an NSSA area must be configured with the nssa command
in area view.

default-cost.

Examples # Configure Area 1 as an NSSA area.
<Sysnanme> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf-100] area 1
[ Sysnane- ospf - 100-area-0. 0. 0. 1] nssa
ospf
Syntax ospf [ process-id | router-id router-id 1*
undo ospf [ process-id ]
View  System view

Parameters process-id: OSPF process ID, in the range 1 to 65535.
router-id: OSPF Router ID, in dotted decimal format.

Description  Use the ospf command to enable an OSPF process.

Use the undo ospf command to disable an OSPF process.

No OSPF process is enabled by default.
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Examples

You can enable multiple OSPF processes on a router and specify different Router
IDs for these processes.

# Enable OSPF process 100 and specify Router ID 10.10.10.1.

<Sysnane> systemvi ew
[ Sysnane] ospf 100 router-id 10.10.10.1
[ Sysnane- ospf - 100]

ospf authentication-mode

Syntax

View

Parameters

Description

For MD5/HMAC-MD5 authentication:

ospf authentication-mode { md5 | hmac-md5 } key-id [ plain | cipher ]
password

undo ospf authentication-mode { md5 | hmac-md5 } key-id
For simple authentication:
ospf authentication-mode simple [ plain | cipher | password

undo ospf authentication-mode simple
Interface view

md5: MD5 authentication.

hmac-md5: HMAC-MD5 authentication.

simple: Simple authentication.

key-id: Authentication key ID, in the range 1 to 255.

plain | cipher: Plain or cipher password. If plain is specified, only plain password
is supported and displayed upon displaying the configuration file. If cipher is
specified, both plain and cipher are supported, but only cipher password is
displayed when displaying the configuration file. If no keyword is specified, the
cipher type is the default for the MD5/HMAC-MD5 authentication mode, and the
plain type is the default for the simple authentication mode.

password: Password. Simple authentication: For plain type password, a plain
password is a string of up to 8 characters; for cipher type password, a plain
password is a string of up to 8 characters, and a cipher password is a string of up
to 24 characters. MD5/HMAC-MD5 authentication: For plain type password, a
plain password is a string of up to 16 characters; for cipher type password, a plain
password is a string of up to 16 characters, and a cipher password is a string of up
to 24 characters.

Use the ospf authentication-mode command to set the authentication mode
and key ID on an interface.
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Use the undo ospf authentication-mode command to remove specified
configuration.

By default, no authentication is available on an interface.

Interfaces attached to the same network segment must have the same
authentication password and mode.

This configuration is not supported on the NULL interface.
authentication-mode.

# Configure the network 131.119.0.0/16 in Area 1 to support MD5 cipher
authentication, and set the interface key ID to 15, authentication password to
abc, and password type to cipher.

<Syshanme> system vi ew

[ Sysnane] ospf 100

[ Sysnanme- ospf-100] area 1

[ Sysname- ospf-100-area-0.0.0.1] network 131.119.0.0 0.0.255. 255

[ Sysnane- ospf-100- area-0.0.0. 1] authentication-node nd5

[ Sysnane- ospf-100-area-0.0.0. 1] quit

[ Sysnanme- ospf-100] quit

[ Sysnane] interface vlan-interface 10

[ Sysnanme- VI an-i nterfacel0] ospf authentication-node nd5 15 ci pher abc

# Configure the network 131.119.0.0/16 in Area 1 to support simple
authentication, and set for the interface the authentication password to abc, and
password type to cipher.

<Syshanme> system vi ew

[ Sysnane] ospf 100

[ Sysnanme- ospf-100] area 1

[ Sysnane- ospf-100-area-0.0.0.1] network 131.119.0.0 0.0. 255. 255

[ Sysnane- ospf-100-area-0.0.0. 1] authentication-node sinple

[ Sysname- ospf-100-area-0.0.0.1] quit

[ Sysnanme- ospf-100] quit

[ Sysnane] interface vlan-interface 10

[ Sysnanme- VI an-i nterfacel0] ospf authentication-node sinple cipher abc

ospf cost

Syntax

View
Parameters

Description

ospf cost value

undo ospf cost
Interface view
value: OSPF cost, in the range 1 to 65535.

Use the ospf cost command to set an OSPF cost for the interface.

Use the undo ospf cost command to restore the default OSPF cost for the
interface.
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Examples

By default, an OSPF interface calculates its cost with the formula: interface default
OSPF cost=100 Mbps/interface bandwidth(Mbps). Default OSPF costs of some
interfaces are:

m 1785 for the 56kbps serial interface

m 1562 for the 64kbps serial interface

m 48 for the E1 (2.048Mbps) interface

m 1 for the Ethernet interface

You can use the ospf cost command to set an OSPF cost for an interface
manually.

This configuration is not supported on the NULL interface.

# Set the OSPF cost for the interface to 65.

<Sysnanme> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnane- VI an-interfacelO0] ospf cost 65

ospf dr-priority

Syntax

View
Parameters

Description

Examples

ospf dr-priority priority

undo ospf dr-priority
Interface view
priority: DR Priority of the interface, in the range 0 to 255.

Use the ospf dr-priority command to set the priority for DR/BDR election on an
interface.

Use the undo ospf dr-priority command to restore the default value.

By default, the priority is 1.

The bigger the value, the higher the priority.

This configuration is not supported on the NULL interface and loopback interfaces.

# Set the DR priority on the current interface to 8.

<Sysnanme> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnanme- VI an-interfacelO] ospf dr-priority 8

ospf mib-binding

Syntax

ospf mib-binding process-id
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undo ospf mib-binding

View  System view

Parameters process-id: OSPF process ID, in the range 1 to 65535.

Description  Use the ospf mib-binding command to bind an OSPF process to MIB operation.
Use the undo ospf mib-binding command to restore the default.
By default, MIB operation is bound to the first enabled OSPF process.

Examples # Bind OSPF process 100 to MIB operation.
<Sysnanme> systemvi ew
[ Sysnane] ospf mib-binding 100
# Bind the first enabled OSPF process to MIB operation.
<Sysnane> systemvi ew
[ Sysnane] undo ospf m b-binding
ospf mtu-enable
Syntax ospf mtu-enable
undo ospf mtu-enable
View Interface view

Parameters None

Description  Use the ospf mtu-enable command to enable an interface to add the real MTU
into DD packets.
Use the undo ospf mtu-enable command to restore the default.
By default, an interface adds a MTU of 0 into DD packets, that is, no real MTU is
added.
This configuration is not supported on the NULL interface.

Examples # Enable the interface to add the real MTU value into DD packets.

<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnane- VI an-i nterfacelO0] ospf ntu-enable
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ospf network-type

Syntax

View

Parameters

Description

Related commands:

=

Examples

ospf network-type { broadcast | nbma | p2mp | p2p }

undo ospf network-type
Interface view

broadcast: Specifies the network type as Broadcast.
nbma: Specifies the network type as NBMA.
p2mp: Specifies the network type as P2MP.

p2p: Specifies the network type as P2P.

Use the ospf network-type command to set the network type for an interface.

Use the undo ospf network-type command to restore the default network
type for an interface.

By default, the network type of an interface depends on its link layer protocol.

m For Ethernet, and FDDI, the default network type is broadcast.
m For ATM, FR, HDLC and X.25, the default network type is NBMA.
m For PPP, LAPB and POS, the default network type is P2P.

Note that:

m [f a router on a broadcast network does not support multicast, you can
configure the interface's network type as NBMA.

m If any two routers on an NBMA network are directly connected via a virtual link,
that is, the network is fully meshed, you can configure the network type as
NBMA; otherwise you need to configure it as P2MP for two routers having no
direct link to exchange routing information via another router.

m  When the network type of an interface is NBMA, you need to use the peer
command to specify a neighbor.

= If only two routers run OSPF on a network segment, you can configure
associated interfaces’ network type as P2P.

ospf dr-priority.

This command is not supported on the NULL interface.

# Configure the interface’s network type as NBMA.

<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnanme- VI an-interfacelO] ospf network-type nbma
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ospf timer dead

Syntax

View
Parameters

Description

Related commands:

Examples

ospf timer dead seconds

undo ospf timer dead
Interface view
seconds: Dead interval in seconds, in the range 1 to 2147483647.

Use the ospf timer dead command to set the dead interval.
Use the undo ospf timer dead command to restore the default.

The dead interval defaults to 40s for Broadcast, P2P interfaces and defaults to
120s for P2MP and NBMA interfaces.

If an interface receives no hello packet from the neighbor within the dead interval,
the interface considers the neighbor down. The dead interval on an interface is at
least four times the hello interval. Any two routers attached to the same segment
must have the same dead interval.

This configuration is not supported on the NULL interface.
ospf timer hello.

# Configure the dead interval on the current interface as 60 seconds.

<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnanme- VI an-i nterfacelO] ospf tinmer dead 60

ospf timer hello

Syntax

View
Parameters

Description

ospf timer hello seconds

undo ospf timer hello
Interface view
seconds: Hello interval in seconds, in the range 1 to 65535.

Use the ospf timer hello command to set the hello interval on an interface.

Use the undo ospf timer hello command to restore the default hello interval on
an interface.

The hello interval defaults to 10s for P2P and Broadcast interfaces, and defaults to
30s for P2MP and NBMA interfaces.
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Related commands:

Examples

The shorter the hello interval is, the faster the topology converges and the more
resources are consumed. Make sure the hello interval on two neighboring
interfaces is the same.

This configuration is not supported on the NULL interface.
ospf timer dead.

# Configure the hello interval on the current interface as 20 seconds.

<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnane- VIl an-interfacelO] ospf tinmer hello 20

ospf timer poll

Syntax

View
Parameters

Description

Related commands:

Examples

ospf timer poll seconds

undo ospf timer poll
Interface view
seconds: Poll interval in seconds, in the range 1 to 2147483647.

Use the ospf timer poll command to set the poll interval on an NBMA interface.
Use the undo ospf timer poll command to restore the default value.
By default, the poll interval is 120s.

When an NBMA interface finds its neighbor is down, it will send hello packets at
the poll interval. The poll interval is at least four times the hello interval.

This configuration is not supported on the NULL interface.
ospf timer hello.

# Set the poll timer interval on the current interface to 130 seconds.

<Sysnanme> system Vi ew
[ Sysnane] interface vlan-interface 10
[ Sysnane- VI an-interfacelO] ospf timer poll 130

ospf timer retransmit

Syntax

View

ospf timer retransmit interval

undo ospf timer retransmit

Interface view
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interval: LSA retransmission interval in seconds, in the range 1 to 3600.

Use the ospf timer retransmit command to set the LSA retransmission interval
on an interface.

Use the undo ospf timer retransmit command to restore the default.

The interval defaults to 5s.

After sending an LSA, an interface waits for an acknowledgement packet. If the
interface receives no acknowledgement within the retransmission interval, it will

retransmit the LSA.

The retransmission interval should not be so small to avoid unnecessary
retransmissions.

This configuration is not supported on the NULL interface.

# Set the LSA retransmission interval to 8 seconds.

<Sysname> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnane- VI an-i nterfacelO] ospf timer retransmit 8

ospf trans-delay

Syntax

View
Parameters

Description

Examples

ospf trans-delay seconds

undo ospf trans-delay
Interface view
seconds: LSA transmission delay in seconds, in the range 1 to 3600.

Use the ospf trans-delay command to set the LSA transmission delay on an
interface.

Use the undo ospf trans-delay command to restore the default.
The delay defaults to 1s.

Each LSA in the LSDB has an age that is incremented by 1 every second, but the
age does not change during transmission. It is necessary to add a transmission
delay into its age time, which is important for low speed networks.

This configuration is not supported on the NULL interface.

# Set the LSA transmission delay to 3 seconds on the current interface.

<Sysnanme> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnanme- VI an-i nterfacelO] ospf trans-delay 3
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peer

Syntax

View

Parameters

Description

Related commands:

peer jp-address [ dr-priority dr-priority |

undo peer ip-address
OSPF view

ip-address: Neighbor IP address.

dr-priority: Neighbor DR priority, in the range 0 to 255.

Use the peer command to specify a neighbor, and the DR priority of the neighbor.
Use the undo peer command to remove the configuration.

On an X.25 or Frame Relay network, you can configure mappings to make the
network fully meshed (any two routers have a direct link in between), so OSPF can
handle DR/BDR election as it does on a broadcast network. However, since routers
on the network cannot find neighbors via broadcasting hello packets, you need to
specify neighbors and neighbor DR priorities on the routers.

After startup, a router sends a hello packet to neighbors with DR priorities higher
than 0. When the DR and BDR are elected, the DR will send hello packets to all
neighbors for adjacency establishment.

A router uses the priority set with the peer command to determine whether to

send a hello packet to the neighbor rather than for DR election. The DR priority set
with the ospf dr-priority command is used for DR election.

ospf dr-priority.

Examples # Specify the neighbor 1.1.1.1.

<Sysnanme> system vi ew

[ Sysnane] ospf 100

[ Sysnane- ospf-100] peer 1.1.1.1

preference
Syntax preference [ ase ] [ route-policy route-policy-name ] value
undo preference [ ase ]
View  OSPF view
Parameters ase: Sets a priority for ASE routes. If the keyword is not specified, using the

command sets a priority for OSPF internal routes.

route-policy: Applies a routing policy to set priorities for specified routes.
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route-policy-name: Routing policy name, a string of 1 to 19 characters.

value: Priority value, in the range 1 to 255. A smaller value represents a higher
priority.

Use the preference command to set the priority of OSPF routes.
Use the undo preference command to restore the default.

The priority of OSPF internal routes defaults to 10, and the priority of OSPF
external routes defaults to 150.

If a routing policy is specified, priorities defined by the routing policy will apply to
matched routes, and the priorities set with the preference command apply to
OSPF routes not matching the routing policy.

A router may run multiple routing protocols. When several routing protocols find
routes to the same destination, the router uses the route found by the protocol
with the highest priority.

# Set a priority of 150 for OSPF internal routes.

<Sysname> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf-100] preference 150

resetospfcounters

Syntax

View

Parameters

Description

Examples

reset ospf [ process-id | counters [ neighbor [ interface-type interface-number ]
[ router-id ] ]

User view

process-id: OSPF process ID, in the range 1 to 65535.
neighbor: Clears neighbor statistics.
interface-type interface-number: Interface type and interface number.

router-id: Neighbor Router ID.

Use the reset ospf counters command to reset OSPF counters. If no OSPF
process is specified, counters of all OSPF processes are reset.

# Reset OSPF counters.

<Sysname> reset ospf counters

reset ospf process

Syntax

reset ospf [ process-id | process
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View  User view
Parameters process-id: OSPF process ID, in the range 1 to 65535.

Description  Use the reset ospf process command to reset all OSPF processes or a specified
process.

Using the reset ospf process command will:

m  Clear all invalid LSAs without waiting for their timeouts;
m Make a newly configured Router ID take effect;

m Start a new round of DR/BDR election;

= Not remove any previous OSPF configurations.

The system prompts whether to reset OSPF process upon execution of this
command.

Examples # Reset all OSPF processes.

<Sysname> reset ospf process

reset ospf redistribution
Syntax reset ospf [ process-id ] redistribution
View  User view
Parameters process-id: OSPF process ID, in the range 1 to 65535.

Description  Use the reset ospf redistribution command to restart route redistribution. If no
process ID is specified, using the command restarts route redistribution for all OSPF
processes.

Examples # Restart route redistribution.

<Sysname> reset ospf redistribution

rfc1583 compatible

Syntax rfc1583 compatible

undo rfc1583 compatible
View  OSPF view

Parameters None
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Use the rfc1583 compatible command to make routing rules defined in
RFC1583 compatible.

Use the undo rfc1583 compatible command to disable the function.
By default, RFC1583 routing rules are compatible.

RFC1583 and RFC2328 have different routing rules on selecting the best route
when multiple AS external LSAs describe routes to the same destination. Using this
command can make them compatible.

# Make RFC 1583 routing rules compatible.

<Sysnane> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf-100] rfcl583 conpatible

silent-interface

Syntax

View

Parameters

Description

Examples

silent-interface { all | interface-type interface-number }

undo silent-interface { all | interface-type interface-number }
OSPF view

all: Disables all interfaces from sending OSPF packets.

interface-type interface-number: Interface type and interface number.

Use the silent-interface command to disable an interface or all interfaces from
sending OSPF packets.

Use the undo silent-interface command to restore the default.
By default, an interface sends OSPF packets.
A disabled interface is a passive interface, which cannot send any hello packet.

To make no routing information obtained by other routers on a network segment,
you can use this command to disable the interface from sending OSPF packets.

# Disable an interface from sending OSPF packets.

<Sysnanme> systemvi ew
[ Sysnane] ospf 100
[ Sysnanme- ospf-100] silent-interface vlan-interface 10

snmp-agent trap enable ospf

Syntax

snmp-agent trap enable ospf [ process-id ] [ ifauthfail | ifcfgerror |
ifrxbadpkt | ifstatechange | iftxretransmit | Isdbapproachoverflow |



342 CHAPTER 24: OSPF CONFIGURATION COMMANDS

Isdboverflow | maxagelsa | nbrstatechange | originatelsa | vifcfgerror |
virifauthfail | virifrxbadpkt | virifstatechange | viriftxretransmit |
virnbrstatechange ] *

undo snmp-agent trap enable ospf [ process-id | [ ifauthfail | ifcfgerror |
ifrxbadpkt | ifstatechange | iftxretransmit | Isdbapproachoverflow |
Isdboverflow | maxagelsa | nbrstatechange | originatelsa | vifcfgerror |

virifauthfail | virifrxbadpkt | virifstatechange | viriftxretransmit |
virnbrstatechange ] *

View  System view

Parameters process-id: OSPF process ID, in the range 1 to 65535.
ifauthfail: Interface authentication failure information.
ifcfgerror: Interface configuration error information.
ifrxbadpkt: Information about error packets received.
ifstatechange: Interface state change information.
iftxretransmit: Packet receiving and forwarding information.
Isdbapproachoverflow: Information about cases approaching LSDB overflow.
Isdboverflow: LSDB overflow information.
maxagelsa: LSA max age information.
nbrstatechange: Neighbor state change information.
originatelsa: Information about LSAs originated locally.
vifauthfail: Virtual interface authentication failure information.
vifcfgerror: Virtual interface configuration error information.
virifauthfail: Virtual interface authentication failure information.
virifrxbadpkt: Information about error packets received by virtual interfaces.
virifstatechange: Virtual interface state change information.
viriftxretransmit: Virtual interface packet retransmission information.

virnbrstatechange: Virtual interface neighbor state change information.

Description Use the snmp-agent trap enable ospf command to enable the sending of
SNMP traps for a specified OSPF process. If no process is specified, the feature is
enabled for all processes.

Use the undo shmp-agent trap enable ospf command to disable the feature.
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By default, this feature is enabled.

Refer to “SNMP Configuration Commands” on page 1023 for related
information.

# Enable the sending of SNMP traps for all OSPF processes.

<Sysname> systemvi ew
[ Sysnane] snnp-agent trap enabl e ospf

spf-schedule-interval

Syntax

View

Parameters

Description

Examples

spf-schedule-interval maximum-interval [ minimum-interval
[ incremental-interval ] ]

undo spf-schedule-interval
OSPF view

maximum-interval: Maximum SPF calculation interval in seconds, in the range 1 to
60.

minimum-interval: Minimum SPF calculation interval in milliseconds, in the range
10 to 60000, which defaults to 0.

incremental-interval: Incremental value in milliseconds, in the range 10 to 60000,
which defaults to 5000.

Use the spf-schedule-interval command to set the OSPF SPF calculation
interval.

Use the undo spf-schedule-interval command to restore the default.
The interval defaults to 5 seconds.

Based on its LSDB, an OSPF router calculates the shortest path tree with itself
being the root, and uses it to determine the next hop to a destination. Through
adjusting the SPF calculation interval, you can protect bandwidth and router
resources from being over-consumed due to frequent network changes.

With this command configured, when network changes are not frequent, SPF
calculation applies at the minimum-interval. If network changes become frequent,
the SPF calculation interval is incremented by the incremental-interval each time a
calculation happens, up to the maximum-interval.

# Configure the SPF calculation maximum interval as 10 seconds, minimum
interval as 500 milliseconds and incremental interval as 200 milliseconds.

<Sysname> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf-100] spf-schedul e-interval 10 500 200
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stub

Syntax stub [ no-summary ]

undo stub
View OSPF area view

Parameters no-summary: Usable only on a stub ABR. With it configured, the ABR advertises
only a default route in a Summary LSA into the stub area (such a stub area is
known as a totally stub area).

Description  Use the stub command to configure an area as a stub area.
Use the undo stub command to remove the configuration.

No area is stub area by default. To configure an area as a stub area, all routers
attached to it must be configured with this command.

Related commands: default-cost.

Examples # Configure Areal as a stub area.

<Sysnanme> system vi ew

[ Sysnane] ospf 100

[ Sysnane- ospf-100] area 1

[ Sysnane- ospf - 100-area-0.0.0. 1] stub

stub-router

Syntax stub-router

undo stub-router
View  OSPF view
Parameters None

Description  Use the stub-router command to configure the router as a stub router.
Use the undo stub-router command to restore the default.
By default, no router is configured as a stub router.

The router LSAs from the stub router may contain different link type values. A
value of 3 means a link to the stub network, so the cost of the link remains
unchanged. A value of 1, 2 or 4 means a point-to-point link, a link to a transit
network or a virtual link; in such cases, a maximum cost value of 65535 is used.
Thus, other neighbors find the links to the stub router have such big costs, they
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will not send packets to the stub router for forwarding as long as there is a route
with a smaller cost.

# Configure a stub router.

<Sysnane> systemvi ew
[ Sysnane] ospf 100
[ Sysnane- ospf-100] stub-router

vlink-peer

Syntax

View

Parameters

vlink-peer router-id [ hello seconds | retransmit seconds | trans-delay seconds |
dead seconds | simple [ plain | cipher | password | { md5 | hmac-md5 } key-id
[ plain | cipher ] password |*

undo vlink-peer router-id [ hello | retransmit | trans-delay | dead | [ simple |
{md5 | hmac-md5 } key-id ] |*

OSPF area view

router-id: Router ID of the neighbor on the virtual link.

hello seconds: Hello interval in seconds, in the range 1 to 8192. The default is 10.
It must be identical to the hello interval on its virtual link neighbor.

retransmit seconds: Retransmission interval in seconds, in the range 1 to 3600,
which defaults to 5.

trans-delay seconds: Transmission delay interval in seconds, in the range 1 to
3600, which defaults to 1.

dead seconds: Dead interval in seconds, in the range 1 to 32768, which defaults
to 40 and is identical to the value on its virtual link neighbor. The dead interval is at
least four times the hello interval.

md5: MD5 authentication.

hmac-md5: HMAC-MD5 authentication.

simple: Simple authentication.

key-id: Key ID for MD5 or HMAC-MD5 authentication, in the range 1 to 255.

plain | cipher: Plain or cipher type. If plain is specified, only plain password is
supported and displayed upon displaying the configuration file. If cipher is
specified, both plain and cipher are supported, but only cipher password is
displayed when displaying the configuration file. By default, MD5 and
HMAC-MD5 support cipher password, and simple authentication supports plain
password.

password: Plain or cipher password. Simple authentication: For plain type, a plain
password is a string of up to 8 characters. For cipher type, a plain password is a
string of up to 8 characters, and a cipher password is a string of up to 24
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Description

Related commands:

Examples

characters. MD5/HMAC-MD5 authentication: For plain type, a plain password is a
string of up to 16 characters. For cipher type, a plain password is a string of up to
16 characters, and a cipher password is a string of up to 24 characters.

Use the vlink-peer command to configure a virtual link.
Use the undo vlink-peer command to remove a virtual link.

As defined in RFC2328, all non-backbone areas must maintain connectivity to the
backbone. You can use the vlink-peer command to configure a virtual link to
connect an area to the backbone.

Considerations on parameters:

m The smaller the hello interval is, the faster the network converges and the more
network resources are consumed.

m A so small retransmission interval will lead to unnecessary retransmissions. A
big value is appropriate for a low speed link.

= You need to specify an appropriate transmission delay with the trans-delay
keyword.

The authentication mode at the non-backbone virtual link end follows the one at
the backbone virtual link end. The two authentication modes (MD5 or Simple) are
independent, and you can specify neither of them.

authentication-mode, display ospf vlink.

# Configure a virtual link to the neighbor with router ID 1.1.1.1.

<Sysnane> systemvi ew

[ Sysnane] ospf 100

[ Sysnane- ospf-100] area 2

[ Sysnane- ospf-100-area-0.0.0.2] vlink-peer 1.1.1.1
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s

I1S-IS CONFIGURATION COMMANDS

The “router” in this document refers to a router in a generic sense or an Ethernet
switch running routing protocols.

area-authentication-mode

Syntax

View

Parameters

s

Description

area-authentication-mode { simple | md5 } password [ ip | osi ]

undo area-authentication-mode
[S-IS view

simple: Specifies to send the password in plain text.
md5: Specifies to send the password encrypted with MD5.

password: Password to be set. For simple authentication mode, the password
must be plain text. For md5 authentication mode, the password can be either
plain text or ciphertext. A plaintext password can be a string of up to 16
characters, such as user918. A cipher password must be a ciphertext string of up
to 24 characters, such as (TT8F]Y55Q="Q'MAF4<1!!.

ip: Specifies the system to check the configuration for the corresponding field of
IPin LSP.

osi: Specifies the system to check the configuration for the corresponding field of
OSl in LSP.

Whether a password should use ip or osi is not affected by the actual network
environment.

Use the area-authentication-mode command to specify the area
authentication mode and a password. The password in the specified mode is
inserted into all outgoing Level-1 packets (LSP, CSNP and PSNP) and is used for
authenticating the incoming Level-1 packets.

Use the undo area-authentication-mode command to restore the default.

No area authentication mode is specified by default, that is, the system will neither
authenticate incoming Level-1 packets nor set password for outgoing Level-1
packets.
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Related commands:

Examples

With area authentication mode configured, the system will discard incoming
routes from untrusted routers.

reset isis all, domain-authentication-mode, isis authentication-mode

# Set the area authentication password to hello, and the authentication mode to
simple.

<Sysnanme> systemvi ew

[ Sysnane] isis

[ Sysnane-isis-1] area-authentication-node sinple hello

auto cost enable

Syntax

View
Parameters

Description

Related commands:

Examples

auto-cost enable

undo auto-cost enable
[S-IS view
None

Use the auto-cost enable command to enable interfaces of the current IS-IS
process to calculate interface cost automatically.

Use the undo auto-cost enable command to disable the function.
This function is disabled by default.

The preference of interface cost set by the auto-cost command is lower than that
set by the circuit-cost command. The preference from high to low is: the cost set
by the isis cost command, the global cost set by the circuit cost command, the
cost automatically calculated and the default cost.

When the cost-style is wide or wide-compatible, the cost value of an interface
is calculated by using the following formula:

cost = (reference value/bandwidth)x10.
bandwidth-reference, cost-style.

# Enable interfaces of IS-IS process 1 to calculate interface cost automatically.
<Sysnanme> systemvi ew

[ Sysnane] isis

[ Sysnane-isis-1] auto-cost enable

bandwidth-reference

Syntax

bandwidth-reference value
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Related commands:
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undo bandwidth-reference
IS-IS view
value: Bandwidth reference value in Mbps, ranging from 1 to 2147483648.

Use the bandwidth-reference command to set the bandwidth reference value
for calculating link cost.

Use the undo bandwidth-reference command to restore the default.
By default, the reference value is 100 Mbps.

In the case no interface cost is specified in interface view or system view and
automatic cost calculation is enabled:

m  When the cost style is wide or wide-compatible, IS-IS automatically
calculates the interface cost based on the interface bandwidth, using the
formula: interface cost = (reference value/bandwidth)x10, and the maximum
calculated cost is 16777214,

m  When the cost style is narrow, narrow-compatible, or compatible, if the
interface is a loopback interface, the cost value is O; otherwise, the cost value is
automatically calculated as follows: if the interface bandwidth is in the range of
1 M to 10 M, the interface cost is 60; if the interface bandwidth is in the range
of 11 M to 100 M, the interface cost is 50; if the interface bandwidth is in the
range of 101 M to 155 M, the interface cost is 40; if the interface bandwidth is
in the range of 156 M to 622 M, the interface cost is 30; if the interface
bandwidth is in the range of 623 M to 2500 M, the interface cost is 20, and
the default interface cost of 10 is used for any other bandwidths.

auto cost enable.

Examples # Configure the bandwidth reference of IS-IS process 1 as 200 Mbps.
<Sysnanme> systemvi ew
[ Sysnane] isis
[ Sysnane-i sis-1] bandwi dt h-reference 200
circuit-cost

Syntax circuit-cost value [ level-1 | level-2 |

undo circuit-cost [ level-1 | level-2 ]
View  [S-IS view
Parameters value: Specifies the global link cost value. The value range varies with cost types.

m For types narrow, narrow-compatible and compatible: The cost value
ranges from 0 to 63.
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Description

Related commands:

m For types wide and wide-compatible: The cost value ranges from 0 to
16777215.

level-1: Applies the link cost to Level-1.

level-2: Applies the link cost to Level-2.

Use the circuit-cost command to set a global link cost.

Use the undo circuit-cost command to restore the default.

By default, the global link cost is not configured.

If no keyword is specified, the specified cost applies to Level-1-2.

The preference of interface cost from high to low is: the cost set by the isis cost
command, the global cost set by the circuit-cost command, the cost
automatically calculated (auto-cost) and the default cost.

isis cost, cost-style.

Examples # Set the global Level-1 link cost of IS-IS process 1 to 11.
<Sysnanme> system vi ew
[ Sysnane] isis
[ Sysnane-isis-1] circuit-cost 11 level-1
cost-style
Syntax cost-style { narrow | wide | wide-compatible | { compatible |
narrow-compatible } [ relax-spf-limit ] }
undo cost-style
View  IS-IS view
Parameters narrow: Specifies to receive and send only packets of narrow cost style (The

narrow cost ranges from 0 to 63).

wide: Specifies to receive and send only packets of wide cost style (The wide cost
ranges from 0 to 16777215).

compatible: Specifies to receive and send both wide and narrow style packets.

narrow-compatible: Specifies to receive both narrow and wide style packets, but
send only narrow style packets.

wide-compatible: Specifies to receive both narrow and wide style packets, but
send only wide style packets.

relax-spf-limit: Specifies to allow receiving routes with cost bigger than 1023. If
this keyword is not configured, any route with cost bigger than 1023 will be
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Related commands:

Examples
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discarded. This keyword is only available when keywords compatible and
narrow-compatible are included.

Use the cost-style command to set the cost style of packets.
Use the undo cost-style command to restore the default.

Only packets of narrow cost style can be received and sent by default.
isis cost.

# Configure the router to send only packets of narrow cost style, but receive both
narrow and wide cost style ones.

<Sysnane> systemvi ew
[ Sysnane] isis
[ Sysnane-isis-1] cost-style narrow conpatible

default-route-advertise

Syntax

View

Parameters

s

Description

default-route-advertise [ route-policy route-policy-name | [ level-1 | level-2 |
level-1-2]] *

undo default-route-advertise [ route-policy route-policy-name ]
IS-IS view

route-policy-name: Specifies the name of a routing policy, a string of 1 to 19
characters.

level-1: Specifies the level of the default route as Level-1.
level-2: Specifies the level of the default route as Level-2.
level-1-2: Specifies the level of the default route as Level-1-2.

If no level is specified, a Level-2 default route is generated.

Use the default-route-advertise command to generate a Level-1 or Level-2
default route.

Use the undo default-route-advertise command to disable the function.
This function is disabled by default.

The Level-1 default route is advertised to other routers in the same area, while the
Level-2 default route is advertised to all the Level-2 and Level-1-2 routers.

Using the apply isis level-1 command in routing policy view will generate a
default route in L1 LSP. Using the apply isis level-2 command in routing policy
view will generate a default route in L2 LSP. Using the apply isis level-1-2
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command in routing policy view will generate a default route in L1 LSP and L2 LSP
respectively.

Examples # Generate a default route in L2 LSP.
<Sysnane> systemvi ew
[ Sysnane] isis
[ Sysnane-isis-1] default-route-advertise

display isis brief
Syntax display isis brief [ process-id ]
View Any view
Parameters process-id: IS-IS process ID, in the range of 1 to 65535.

Description  Use the display isis brief command to view brief IS-IS configuration
information.

Examples # Display brief IS-IS configuration information.
<Sysnane> di splay isis brief
ISIS (1) Protocol Brief Information :

net work-entity:
10. 0000. 0000. 0001. 00

is-level :level-1-2

cost-style: narrow

preference : 15

Lsp-1ength receive : 1497

Lsp-length originate : level-1 1497
| evel -2 1497

Ti ners:

spf-slice-size: O

| sp- max-age: 1200

| sp-refresh: 900

Interval between SPFs: 10

Table 82 Field descriptions of the display isis brief command

Field Description

network-entity Network entity name

is-level IS-IS Routing level

cost-style Cost style

preference Preference

Lsp-length receive Maximum LSP that can be received

Lsp-length originate ~ Maximum LSP that can be generated
Timers Timers
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Table 82 Field descriptions of the display isis brief command

Field Description

spf-slice-size Time of each SPF calculation slice (O means SPF calculation time is not
split.)

Isp-max-age Maximum life period of LSP

Isp-refresh Refresh period of LSP

Interval between SPFs Interval between SPF calculations

display isis interface
Syntax display isis interface [ verbose ] [ process-id |
View Any view

Parameters verbose: Displays IS-IS interface detail information.

process-id: 1S-IS process ID, in the range of 1 to 65535.

Description  Use the display isis interface command to display IS-IS interface information.

The information displayed by this command includes interface name, interface IP
address, interface link state and so on. Besides all the information displayed by
display isis interface, using the display isis interface verbose command
displays other interface related information, such as CSNP packets broadcast
intervals, Hello packets broadcast intervals and the number of invalid Hello
packets.

Examples # Display IS-IS enabled interface information.

<Sysnanme> di splay isis interface
Interface information for |SIS(1)

Interface: Man-interfacel

Id | PV4. State | PV6. St at e MU Type DS

001 Up Down 1497 L1/ L2 No/ No
# Display detailed IS-IS enabled interface information.

<Sysnanme> di splay isis interface verbose

Interface information for |SIS(1)

Interface: M an-interfacel

Id | PV4. State | PV6. St at e MU Type DS
001 Up Down 1497 L1/ L2 No/ No
SNPA Addr ess : 000f - e200- 2201

| P Addr ess : 192.168.0. 136

Secondary | P Address(es)
| PV6 Link Local Address
| PV6 G obal Address(es)
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Csnp Timer Val ue oL 10 L2 10
Hel 1 o Tiner Val ue L1 10 L2 10
Hello Multiplier Value L1 3 L2 3
Lsp Timer Val ue . L12 33

Cost L1 10 L2 10
Priority L1 64 L2 64
Retransmit Tinmer Value : L12 5

Table 83 Field descriptions of the display isis interface command

Field Description

Interface Interface

Id Circuit ID

IPV4.State IPv4 state

IPV6.State IPv6 state

MTU Interface MTU

Type Interface link type

DIS Designated IS

SNPA Address Subnet access point address

IP Address Primary IP address

Secondary IP Address(es) Secondary IP addresses

IPV6 Link Local Address IPv6 link local address

IPV6 Global Address(es) IPv6 global address

Csnp Timer Value Interval for sending CSNP packets

Hello Timer Value Interval for sending Hello packets

Hello Multiplier Value Number of invalid Hello packets

Lsp Timer Value Interval for sending LSP packets

Cost Cost

Priority Preference

Retransmit Timer Value :_SE retransmission interval over point-to-point
in

display isis license
Syntax display isis license
View Any view
Parameters None

Description  Use the display isis license command to display the information of the IS-IS
license.

Examples # Display the information of the IS-IS license.

<Sysnane> di splay isis |license

ISI'S Shell License Val ues
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Feat ure Name Active Control |l abl e

I SI'S Protocol YES YES

| PV6 YES YES

RESTART YES YES

TE YES NO

M YES NO

Resour ce Name M nVal Max Val Cur r Val Controll a
Max Processes Resource 1 1000 100 1
Max Pat hs Resource 1 4 4 1
Max | Pv4 Rt Resource 8192 131072 131072 1
Max | Pv6 Rt Resource 1 16384 16384 0

I1SI'S Core License Val ues

Feat ure Nane Active
I SI'S Protocol YES
| PV6 YES
RESTART YES
TE YES
M YES

Resour ce Name

Current Val ue

Max Processes Resource 100
Max Pat hs Resource 4

Max | Pv4 Rt Resource 131072
Max | Pv6 Rt Resource 16384

Table 84 Field descriptions of the display isis license command

Field

Description

ISIS Shell License Values

Feature Name

License values of ISIS shell

Feature name

Active Whether the state is active.
Controllable Whether support reading configuration through License file.
ISIS Protocol IS-IS Protocol

IPV6 Whether IPv6 is active or not.
RESTART Graceful Restart (GR)

TE Traffic Engineering

Ml Multi-instance

Resource Name Resource name

MinVal Minimum value

MaxVal Maximum value

CurrVal Current value

ISIS Core License Values
Max Processes Resource
Max Paths Resource
Max IPv4 Rt Resource
Max IPv6 Rt Resource

License values of ISIS Core

Maximum number of processes supported
Maximum equal cost paths

Maximum IPv4 routes supported

Maximum IPv6 routes supported




356  CHAPTER 25: IS-IS CONFIGURATION COMMANDS

display isis Isdb

Syntax

View

Parameters

s

Description

Examples

display isis Isdb [ [ 11|12 | level-1 | level-2 ] | [ Isp-id LSPID | Isp-name
Ispname ] | local | verbose | * [ process-id |

Any view

11, level-1: Specifies level-1 LSDB.

12, level-2: Specifies level-2 LSDB.

LSPID: LSP ID, in the form of sysid. Pseudo ID-fragment num.

Ispname: LSP name, in the form of Symbolic name.[Pseudo ID]-fragment num.
local: Displays LSP information generated locally.

verbose: Displays LSDB detailed information.

process-id: IS-IS process ID, in the range of 1 to 65535.

If no level is specified, then both Level-1 and Level-2 (or Level-1-2) link state
databases are displayed by default.

Use the display isis Isdb command to display IS-IS link state database.

# Display Level-1 LSDB information.
<Sysnanme> dis isis Isdb level-1

Dat abase i nformation for 1SIS(1)

Level -1 Link State Database
LSPI D Seq Num Checksum Hol dti me Length ATT/ P/ CL

bbbb. cccc. dddd. 00- 00* 0x0000001d 0x165 820 36 1/0/0

*-Sel f LSP, +-Self LSP(Extended), ATT-Attached, P-Partition, OL-Overload
Table 85 Field descriptions of the display isis Isdb command

Field Description

LSPID Link state packet ID
Seq Num LSP sequence number
Checksum LSP checksum
Holdtime LSP holdtime

Length LSP length

ATT/P/OL Attach bit (ATT)

Partition bit (P)
Overload bit (OL)
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display isis mesh-group
Syntax display isis mesh-group [ process-id |
View Any view
Parameters process-id: Specifies an IS-IS process ID, in the range of 1 to 65535.
Description  Use the display isis mesh-group command to display IS-IS mesh-group.

Examples # Configure VLAN-interface 10 and VLAN-interface 20 on a switch to belong to
mesh-group 100. (The process to establish VLAN-interface 10 and VLAN-interface
20 is omitted.)

<Sysnanme> systemvi ew

[ Sysnane] interface vlan-interface 10

[ Sysnane- VI an-interfacelO] isis nesh-group 100
[ Sysnane- VI an-interfacelO] quit

[ Sysnane] interface vlan-interface 20

[ Sysnane- VI an-interface20] isis nesh-group 100

# Display the configuration information of IS-IS mesh-group.
[ Sysnanme- VI an-i nterface20] display isis mesh-group

Mesh Group information for |SIS(1)

Interface St at us
VI an10 100
VI an20 100

Table 86 Field descriptions of the display isis mesh-group command

Field Description
Interface Interface name
Status Mesh-group number of the interface

display isis name-table
Syntax display isis name-table [ process-id ]
View Any view
Parameters process-id: IS-IS process ID, in the range of 1 to 65535.

Description  Use the display isis name-table command to display the host name-to-system
ID mapping table.

Examples # Configure a name for the local IS-IS system.
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<Sysnane> system vi ew

[ Sysnane] isis

[ Sysnane-isis-1] is-nane RUTA

# Configure a static mapping for the remote IS-IS system (0000.0000.0041).
[ Sysnane-isis-1] is-nanme nap 0000. 0000. 0041 RUTB

# Display the IS-IS host name-to-system ID mapping table.

[ Sysnane-isis-1] display isis nane-table

Name table information for |SIS(1)

System | D Host name Type
6789. 0000. 0001 RUTA DYNAM C
0000. 0000. 0041 RUTB STATI C

Table 87 Field descriptions of the display isis name-table command

Field Description

System ID System ID

Hostname Hostname name of the system ID

Type Mapping type of system ID to host name (static or dynamic)

display isis peer
Syntax display isis peer [ verbose | [ process-id ]
View Any view

Parameters verbose: \When this parameter is used, the area address advertised in a neighbor’s
Hello packet will be displayed. Otherwise the system displays only the summary
information.

process-id: Specifies an IS-IS process ID, in the range of 1 to 65535.

Description  Use the display isis peer command to display IS-IS neighbor information.

Besides all the information displayed using the display isis peer command, the
display isis peer verbose command displays neighbor area address, hold time of
Up state and direct interface’s IP address.

Examples # Display detailed IS-IS neighbor information.

<Sysnanme> di splay isis peer verbose
Peer information for ISIS(1)

System I d: 1010.1020. 1031

Interface: Ml an-interfacel Circuit Id: 1010.1020.1031.01
State: Up Hol dTi me: 7s Type: L1(L1L2) PRI : 64
Area Address(es): 10.0001

Peer | P Address(es): 192.168.0. 156

Upti me: 00: 05: 45
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Adj Protocol: [|PV4

System | d: 1010. 1020. 1031

Interface: Vlan-interfacel Circuit 1d: 1010.1020.1031.01
State: Up Hol dTi me: 7s Type: L2(L1L2) PRI : 64
Area Address(es):10.0001

Peer | P Address(es): 192.168.0. 156

Uptime: 00:05: 45

Adj Protocol: [PV4

Table 88 Field descriptions of the display isis peer command

Field Description

System Id System ID

Interface Interface connecting to the neighbor
Circuit Id Circuit ID

State State

HoldTime Holdtime

Type Type of the neighbor

PRI DIS Priority

Area Address(es) The neighbor’s area address

Peer IP Address(es)  Interface IP address of the neighbor
Uptime Time that elapsed since the neighbor relationship was formed.

Adj Protocol Adjacency protocol

display isis route
Syntax
View

Parameters

s

Description

Examples

display isis route [ ipv4 | [ [ level-1 | level-2 | | verbose | * [ process-id ]
Any view

ipv4: Displays IS-IS IPv4 routing information (the default).
verbose: Displays IS-IS detailed IPv4 routing information.
process-id: Specifies an IS-IS process ID, in the range of 1 to 65535.
level-1: Displays Level-1 IS-IS routes.

level-2: Displays Level-2 IS-IS routes.

If no level is specified, then both Level-1 and Level-2 (Level-1-2) routing
information will be displayed.

Use the display isis route command to display IS-IS IPv4 routing information.

# Display IS-IS IPv4 routing information

<Sysnane> display isis route 1
Route information for |SIS(1)
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1SIS(1) IPv4 Level -1 Forwarding Tabl e

192.168.0.0/ 24 10 NULL VI anl Di rect DL/ -

Flags: D-Direct, R-Added to RM L-Advertised in LSPs, U Up/Down Bit Set

1SIS(1) IPv4 Level -2 Forwarding Tabl e

| PV4 Destination I nt Cost Ext Cost Exitlnterface Next Hop Fl ags

192.168. 0.0/ 24 10 NULL VI anl Direct DL/ -

Fl ags: D-Direct, R-Added to RM L-Advertised in LSPs, U Up/Down Bit Set
Table 89 Field descriptions of the display isis route command

Field Description

IPV4 Destination  IPv4 destination address
IntCost Interior routing cost
ExtCost Exterior routing cost
Exitinterface Exit interface

NextHop Next hop

Flags Routing state flag

D: Direct route.
R: The route has been added into the routing table.
L: The route has been advertised in an LSP.

U: A route’s penetration flag. Setting it to UP can prevent an LSP sent from

L2 to L1 from being sent back to L2.

display isis spf-log
Syntax
View
Parameters
Description

Examples

display isis spf-log [ process-id |

Any view

process-id: Specifies an IS-IS process ID, in the range of 1 to 65535.
Use the display isis spf-log command to display IS-IS SPF log record.

# Display IS-IS SPF log record.

<Sysnanme> display isis spf-log
SPF Log information for |SIS(1)

Level Trig. Event No. Nodes Duration StartTi me
L2 I S SPFTRI G_PERI ODI C 2 0 13:3: 24
L1 IS SPFTRI G_PERI ODI C 2 0 13:18:8
L2 I S SPFTRI G_PERI ODI C 2 0 13:18:8
L1 | S SPFTRI G_PERI ODI C 2 0 13:32:28
L2 I S_ SPFTRI G_PERI ODI C 2 0 13:32: 28
L1 I S SPFTRI G_PERI ODI C 2 0 13:44:0
L2 I S_ SPFTRI G_PERI ODI C 2 0 13:44:0
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L1 | S_SPFTRI G_PERI ODI C 2 0 13: 55: 43

-->L2 | S_SPFTRI G_PERI ODI C 2 0 13:55: 43
L1 | S_SPFTRI G_PERI ODI C 2 0 11:54: 12
L2 I'S_ SPFTRI G_PERI ODI C 2 0 11:54: 12
L1 I'S SPFTRI G_PERI ODI C 2 0 12:7: 24
L2 I'S SPFTRI G_PERI ODI C 2 0 12:7: 24
L1 I'S SPFTRI G_PERI ODI C 2 0 12: 21: 24
L2 I'S SPFTRI G_PERI ODI C 2 0 12: 21: 24
L1 I'S SPFTRI G_PERI ODI C 2 0 12: 35: 24
L2 I'S SPFTRI G_PERI ODI C 2 0 12: 35: 24
L1 I'S_SPFTRI G_PERI ODI C 2 0 12: 49: 24
L2 I'S_ SPFTRI G_PERI ODI C 2 0 12: 49: 24
L1 I'S_SPFTRI G_PERI ODI C 2 0 13:3: 24

Table 90 Field descriptions of the display isis spf-log command

Field Description

Level SPF calculation level

Trig.Event SPF triggered event

No.Nodes Number of SPF calculation nodes

Duration SPF calculation duration

StartTime SPF calculation start time

display isis statistics
Syntax display isis statistics [ level-1 | level-2 | level-1-2 ]
View Any view

Parameters level-1: IS-IS Level-1 statistic information.
level-2: IS-IS Level-2 statistic information.
level-1-2: IS-IS Level-1-2 statistic information.

process-id: Specifies an IS-IS process ID, in the range of 1 to 65535.

Description  Use the display isis statistics command to display the statistic information of
IS-IS process, including the number of routes learned from other IS-IS routers, the
number of routes redistributed from other protocols and the number of LSP
generated locally.

Examples # Display IS-IS statistics.

<Sysnanme> display isis statistics

Statistics information for ISl S(1)

Learnt routes infornmation:
Total |Pv4 Learnt Destinations: 4
Total | Pv6 Learnt Destinations: O



362 CHAPTER 25: IS-IS CONFIGURATION COMMANDS

I mported routes information:
I Pv4 | nmported Routes:

Static: O Direct: 0O
I SIS: 0 BGP: 0
Rl P: 0 OSPF: 0
I Pv6 | nmported Routes:
Static: O Direct: O
I SISve: O BGP4+: O
RIPng: O OSPFv3: O
Lsp information:
LSP Source | D: No. of used LSPs
0000. 0000. 0002 001

Table 91 Field descriptions of the display isis statistics command

Field
Description

Statistics information for ISIS(processid) ~ Statistics for the ISIS process

Level-1 Statistics Level-1 Statistics
Level-2 Statistics Level-2 Statistics
Learnt routes information Number of learnt IPv4 routes

Number of learnt IPv6 routes
Imported routes  IPv4 Imported Redistributed IPv4 routes
information Routes o Static
= Direct
u SIS
= BGP
s RIP
= OSPF
IPv6 Imported Redistributed IPv6 routes
Routes = Static
s Direct
= ISISV6
s BGP4+
= RIPng
s OSPFv3
Lsp information LSP information
m LSP Source ID: ID of the source system

» No. of used LSPs: number of used LSPs

domain-authentication-mode

Syntax domain-authentication-mode { simple | md5 } password [ ip | osi ]
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Parameters

Description

Related commands:

Examples
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undo domain-authentication-mode
[S-IS view

simple: Specifies to send the password in plain text.
md5: Specifies to send the password encrypted with MD5.

password: Specifies a password. For simple authentication mode, the password
must be plain text. For md5 authentication mode, the password can be either
plain text or cipher text. A plain text password is a string of up to 16 characters,
such as user918. A cipher password must be a string of 24 characters, such as
_(TT8F]Y55Q="Q'MAF4<1!!.

ip: Checks IP related fields in LSPs and SNPs.
osi: Checks OSl related fields in LSPs and SNPs.

Whether a password should use ip or osi is not affected by the actual network
environment.

Use the domain-authentication-mode command to specify the routing
domain authentication mode and a password. The password in the specified mode
is inserted into all outgoing Level-2 packets (LSP, CSNP and PSNP) and is used for
authenticating the incoming Level-2 packets.

Use the undo domain-authentication-mode command to disable the
authentication.

No domain authentication mode is specified by default, that is, the system neither
authenticates incoming Level-2 packets nor sets password for outgoing Level-2
packets.

area-authentication-mode, isis authentication-mode.

# Use the simple mode and password 123456 to authenticate level-2 routing
packets.

<Sysnane> systemvi ew
[ Sysnane] isis
[ Sysnane-i si s-1] dommi n-aut henti cati on-node sinple 123456

filter-policy export

Syntax

filter-policy { acl-number | ip-prefix ip-prefix-name | route-policy
route-policy-name } export [ isis process-id | ospf process-id | rip process-id | bgp
| direct | static]

undo filter-policy export [ isis process-id | ospf process-id | rip process-id | bgp
| direct | static]
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View

Parameters

Description

Related commands:

Examples

[S-IS view

acl-number: Specifies the number of an ACL that is used to filter outgoing
redistributed routes, ranging from 2000 to 3999.

ip-prefix ijp-prefix-name: Specifies the name of an IP prefix list that is used to filter
outgoing redistributed routes, a string of 1 to 19 characters.

route-policy route-policy-name: Specifies the name of a routing policy that is
used to filter outgoing redistributed routes, a string of 1 to 19 characters.

isis process-id: Filters outgoing routes redistributed from an IS-IS process. The
process ID is in the range of 1 to 65535.

ospf process-id: Filters outgoing routes redistributed from an OSPF process. The
process ID is in the range of 1 to 65535.

rip process-id: Filters outgoing routes redistributed from a RIP process. The process
ID is in the range of 1 to 65535.

bgp: Filters outgoing routes redistributed from BGP.
direct: Filters outgoing redistributed direct routes.
static: Filters outgoing redistributed static routes.

If no parameter is specified, the system will filter all outgoing redistributed routing
information.

Use the filter-policy export command to configure IS-IS to filter outgoing
redistributed routes.

Use the undo filter-policy export command to disable IS-IS from filtering
outgoing redistributed routes.

IS-IS does not filter outgoing redistributed routes by default.

In some cases, only redistributed routing information satisfying certain conditions
can be advertised. You can use the filter-policy command to reference filtering
conditions.

filter-policy import.

# Reference ACL 2000 to filter outgoing redistributed routes.
<Sysnane> systemvi ew

[ Sysnane] isis

[ Sysnane-isis-1] filter-policy 2000 export
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filter-policy import

Syntax

View

Parameters

Description

Related commands:

filter-policy { acl-number | ip-prefix ip-prefix-name | route-policy
route-policy-name } import

undo filter-policy import
IS-IS view

acl-number: Specifies the number of an ACL that is used to filter incoming routes,
ranging from 2000 to 3999.

ip-prefix jp-prefix-name: Specifies the name of an IP prefix list that is used to filter
incoming routes, a string of 1 to 19 characters.

route-policy route-policy-name: Specifies the name of a routing policy that is
used to filter incoming routes, a string of 1 to 19 characters.

Use the filter-policy import command to configure IS-IS to filter incoming
routing information.

Use the undo filter-policy import command to disable IS-IS from filtering
incoming routing information.

IS-IS does not filter incoming routing information by default.

In some cases, only the routing information satisfying certain conditions can be
received. You can reference filtering conditions using the filter-policy command.

filter-policy export.

Examples # Reference ACL 2000 to filter incoming routing information.
<Sysnanme> systemvi ew
[ Sysnane] isis
[ Sysnane-isis-1] filter-policy 2000 inport
flash-flood
Syntax flash-flood [ flood-count flooding-count | max-timer-interval flooding-interval
| [level-1|level-2]]*
undo flash-flood [ level-1 | level-2 ]
View  [IS-IS view
Parameters flood-count flooding-count: Specifies the maximum number of LSPs to be sent in

the fast-flooding process, ranging from 1 to 15. The default is 5.
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Description

Examples

max-timer-interval flooding-interval: Specifies the delay interval (in milliseconds)
between when it is enabled and when it begins, ranging from 10 to 50000. The
default is 10.

level-1: Specifies to configure fast-flooding on level-1 only.

level-2: Specifies to configure fast-flooding on level-2 only. If no level is
configured, the fast-flooding will be available on both level-1 and level-2 by
default.

Use the flash-flood command to enable IS-IS LSP fast flooding and configure
related parameters, including the maximum number of LSPs to be sent and the
delay time before flooding.

Use the undo flash-flood command to disable fast-flooding.
Fast flooding is disabled by default.

Using this command can speed up LSP flooding that is triggered by topology
changes, so as to reduce LSDB convergence time.

# Enable fast flooding and configure the maximum LSPs be sent as 10 and the
delay time as 100 milliseconds.

<Sysnanme> system vi ew
[ Sysnane] isis
[ Sysnane-isis-1] flash-flood fl ood-count 10 nax-tinmer-interval 100

import-route

Syntax

View

Parameters

import-route { isis [ process-id | | ospf [ process-id ] | rip [ process-id ] | bgp
[ allow-ibgp ] | direct | static } [ cost cost | cost-type { external | internal } |
[ level-1 | level-1-2 | level-2 ] | route-policy route-policy-name | tag tag | *

undo import-route { isis [ process-id | | ospf [ process-id ]| rip [ process-id ] |
bgp | direct | static }

[S-IS view

isis [ process-id ]: Redistributes routes from a specified ISIS process. process-id is in
the range of 1 to 65535.

ospf [ process-id ]: Redistributes routes from a specified OSPF process. process-id
is in the range of 1 to 65535.

rip [ process-id ]: Redistributes routes from a specified RIP process. process-id is in
the range of 1 to 65535.

bgp: Redistributes BGP routes.

allow-ibgp: Redistributes IBGP routes.
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direct: Redistributes direct routes.

static: Redistributes static routes.

cost: Specifies a cost for redistributed routes.
The range of the cost depends on it type:

m For the types of narrow, narrow-compatible and compatible, the cost ranges
from 0 to 63.

m For the types of wide, wide-compatible, the cost ranges from 0 to 16777215.
cost-type { external | internal }: Specifies a cost type. The internal type
indicates the cost of routes within an area; the external type indicates the cost of

routes between areas. The type is external by default. The keywords are valid only
when the cost type is narrow, narrow-compatible or compatible.

level-1: Redistributes routes into the Level-1 routing table.

level-2: Redistributes routes into the Level-2 routing table. If no level is specified,
the routes are redistributed into the Level-2 routing table by default.

level-1-2: Redistributes routes into both Level-1 and Level-2 routing tables.

route-policy route-policy-name: Redistributes only routes satisfying the matching
conditions of a routing policy, the name of which is a string of 1 to 19 characters.

tag tag: Specifies a tag value for redistributed routes from 1 to 4294967295.

Use the import-route command to redistribute routes from other protocols.
Use the undo import-route command to disable route redistribution.
Route redistribution is not available by default.

IS-IS takes all the redistributed routes as external routes to destinations outside the
IS-IS routing domain.

import-route isis level-2 into level-1.

Using the import-route bgp command redistributes only EBGP routes. Using the
import-route bgp allow-ibgp command redistributes also IBGP routes, but this
may cause routing loops. Be cautious with this command.

# Redistribute static routes and set the cost to 15.
<Sysnanme> systemvi ew

[ Sysnane] isis

[ Sysnanme-isis-1] inport-route static cost 15
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import-route isis level-2 into level-1

Syntax

View

Parameters

Description

Related commands:

import-route isis level-2 into level-1 [ filter-policy { ac/-number | ip-prefix
ip-prefix-name | route-policy route-policy-name } | tag tag | *

undo import-route isis level-2 into level-1
IS-IS view

acl-number: Specifies the number of an ACL that is used to filter redistributed
routes, ranging from 2000 to 3999.

ip-prefix jp-prefix-name: Specifies the name of an IP prefix list that is used to filter
redistributed routes, a string of 1 to 19 characters.

route-policy route-policy-name: Specifies the name of a routing policy that is
used to filter redistributed routes, a string of 1 to 19 characters.

tag tag: Specifies a tag value from 1 to 4294967295 for redistributed routes.

Use the import-route isis level-2 into level-1 command to redistribute routes
from Level-2 to Level-1area.

Use the undo import-route isis level-2 into level-1 command to disable this
redistribution.

The redistribution is not available by default.
Note that:

= You can specify a routing policy in the import-route isis level-2 into level-1
command to filter routes from Level-2 to Level-1. Other routing policies
specified for route reception and redistribution does not affect the route
leaking.

m If afilter policy is configured, only routes passing it can be advertised into the
Level-1 area.

import-route.

Examples # Configure the router to redistribute routes from Level-2 to Level-1.
<Sysnanme> system vi ew
[ Sysnane] isis
[ Sysnane-isis-1] inport-route isis level-2 into level-1
isis
Syntax isis [ process-id |

undo isis [ process-id ]
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System view
process-id: Process ID, ranging from 1 to 65535. The default is 1.

Use the isis command to enable an IS-IS process and enter IS-IS view.
Use the undo isis command to disable an IS-IS process.

To run IS-IS, you must first use the isis command to enable an IS-IS process, then
use the network-entity command to configure a Network Entity Title (NET) for
the router, and then use the isis enable command to enable IS-IS on each
interface that needs to run the IS-IS process.

isis enable, network-entity.

# Enable IS-IS routing process 1, with the system ID being 0000.0000.0002, and
area ID being 01.0001.

<Sysnane> systemvi ew
[ Sysnane] isis
[ Sysnane-isis-1] network-entity 01.0001. 0000. 0000. 0002. 00

isis authentication-mode

Syntax

View

Parameters

isis authentication-mode { simple | md5 } password [ level-1 | level-2 | [ ip |
osi |

undo isis authentication-mode [ level-1 | level-2 ]
Interface view

simple: Specifies to send the password in plain text.
md5: Specifies to send the password in ciphertext.

password: Specifies a password. For simple authentication mode, the password
must be plain text. For md5 authentication mode, the password can be either
plain text or ciphertext. A plain text password can be a string of up to 16
characters, such as user918. A cipher password must be a string of 24 characters,
such as _(TT8F]Y5SQ="Q'MAF4<1!!.

level-1: Specifies to set the password for Level-1.

level-2: Specifies to set the password for Level-2.

ip: Specifies the system to check IP related fields in a LSP.
osi: Specifies the system to check OSI related fields in a LSP.

Whether a password should use ip or osi is not affected by the actual network
environment.
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s

Description

Related commands:

s

Examples

This command is not available in loopback interface view.

Use the isis authentication-mode command to set the IS-IS authentication
mode and password for an interface.

Use the undo isis authentication-mode command to disable the
authentication and remove the password.

There is no password or authentication by default.

If you set a password without specifying any other parameter, the password
applies to both Level-1 and Level-2, and the system checks the OSI related fields in
a LSP

area-authentication-mode, domain-authentication-mode.

The level-1 and level-2 keywords are available only on the VLAN interface of
switches after IS-IS is enabled on the interface using the isis enable command.

# Set the plain text password tangshi for the VLAN-interface 10.

<Sysnanme> systemvi ew
[Sysnane] interface vlan-interface 10
[ Sysname- VI an-interfacelO] isis authentication-node sinple tangshi |evel-1

isis circuit-level

Syntax

View

Parameters

Description

isis circuit-level [ level-1 | level-1-2 | level-2 ]

undo isis circuit-level
Interface view

level-1: Specifies to set up only level-1 adjacency on the interface.
level-1-2: Specifies to set up level-1-2 adjacency on the interface.

level-2: Specifies to set up only level-2 adjacency on the interface.

Use the isis circuit-level command to configure link adjacency level for an
interface of a level-1-2 router.

Use the undo isis circuit-level command to restore the default.

An interface can establish level-1-2 adjacency by default.

This command is only available on a level-1-2 router. You can use it to configure an
interface to establish the adjacency of a specified level (level-1 or level-2) with

the neighbor, making the interface handle only the specified level hello packets.
An interface can receive and send only one level hello packet on a point-to-point



371

link. Using this command can reduce the router’s processing time and save
bandwidth.

Related commands: is-level.

Examples # Suppose VLAN-interface 10 is connected to a non backbone router in the same
area. Configure the link adjacency level of VLAN-interface 10 as Level-1 to prevent
sending and receiving Level-2 Hello packets.

<Sysnane> systemvi ew

[ Sysnane] interface vlan-interface 10

[ Sysnanme- VI an-i nterfacelQ] isis enable

[ Sysnanme- VI an-i nterfacelO] isis circuit-level level-1

isis circuit-type

Syntax isis circuit-type p2p

undo isis circuit-type
View Interface view
Parameters p2p: Specifies the interface’s network type as P2P.

Description  Use the isis circuit-type command to configure the network type for an
interface.

Use the undo isis circuit-type command to restore the default.
By default, the network type of a switch’s VLAN interface is broadcast.

@ This command is not available in the loopback interface view.

Examples # Configure the network type of VLAN-interface 10 as P2P.

<Sysnanme> system Vi ew

[ Sysnane] interface vlan-interface 10

[ Sysnane- VI an-i nterfacelO] isis enable

[ Sysnane-Vl an-interfacelO] isis circuit-type p2p

isis cost

Syntax isis cost value [ level-1 | level-2 ]

undo isis cost [ level-1 | level-2 ]

View Interface view
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Parameters

Description

Examples

value: Specifies a cost for SPF calculation on a specified level. The default is 10.
The range of cost value differs according to different cost types.

m For types narrow, narrow-compatible and compatible: The cost value
ranges from 1 to 63.

m For types wide and wide-compatible: The cost value ranges from 1 to
16777215.

level-1: Applies the cost to Level-1.

level-2: Applies the cost to Level-2.

Use the isis cost command to set the link cost of an interface for SPF calculation.
Use the undo isis cost command to restore the default.
No cost is configured by default.

If neither level-1 nor level-2 is included, the cost applies to both level-1 and
level-2.

You are recommended to configure a proper link cost for each interface for
optimal route selection.

Relate command: circuit-cost.

# Configure the Level-2 link cost as 5 for VLAN-interface10.

<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnane-Vl an-interfacelO] isis cost 5 |level-2

isis dis-name

Syntax

View
Parameters

Description

isis dis-name symbolic-name

undo isis dis-name
Interface view
symbolic-name: Specifies a name for the local LAN, a string of 1 to 64 characters.

Use the isis dis-name command to configure a name for local LAN. If the local
router is the DIS, the name will be advertised in a pseudonode LSP packet.

Use the undo isis dis-name command to disable this function.
No name is configured by default.

Note that this command takes effect only on a router with the dynamic hostname
process enabled. This command is not supported on a Point-to-Point interface.
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This command is not available in the loopback interface view.

# Configure the name as LOCALAREA for the local LAN.

<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnanme- VI an-i nterfacelO] isis dis-name LOCALAREA

isis dis-priority

Syntax

View

Parameters

Description

s

isis dis-priority value [ level-1 | level-2 ]

undo isis dis-priority [ level-1 | level-2 ]
Interface view

value: Specifies a priority for DIS selection, ranging from 0 to 127.
level-1: Applies the DIS selection priority to Level-1.
level-2: Applies the DIS selection priority to level-2.

If neither level-1 nor level-2 is specified in this command, the DIS priority applies to
both Level-1 and Level-2.

Use the isis dis-priority command to specify a DIS selection priority on a
specified level for an interface.

Use the undo isis dis-priority command to restore the default priority of 64.

There is no backup DIS in IS-IS and the router with the O priority can also
participate in DIS selection.

This command is not available in the loopback interface view.

Examples # Configure the level-2 DIS priority as 127 for VLAN-interface 10.
<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnane- VI an-interfacelO] isis dis-priority 127 |evel -2
isis enable
Syntax isis enable [ process-id |

View

undo isis enable

Interface view
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Parameters

Description

Related commands:

Examples

process-id: Specifies a IS-IS process ID, ranging from 1 to 65535. The default is 1.

Use the isis enable command to enable an IS-IS routing process on the interface.
Use the undo isis enable command to disable this configuration.
No IS-IS routing process is enabled on an interface by default.

To run IS-IS, you need to use the isis command to enable an IS-IS process, and use
the network-entity command to configure a network entity title (NET) for the
router, and then use the isis enable command to enable IS-IS on each interface
that needs to run the IS-IS process.

isis, network-entity.

# Create IS-IS routing process 1, and enable the IS-IS routing process on
VLAN-interface 10.

<Sysnane> systemvi ew

[ Sysnane] isis 1

[ Sysnane-isis-1] network-entity 10.0001.1010. 1020. 1030. 00
[ Sysnane-isis-1] quit

[ Sysnane] interface vlan-interface 10

[ Sysnane-Vl an-interfacelO] isis enable 1

isis mesh-group

Syntax

View

Parameters

Description

isis mesh-group { mesh-group-number | mesh-blocked }

undo isis mesh-group
Interface view

mesh-group-number: Specifies a mesh group number, ranging from 1 to
4294967295.

mesh-blocked: Blocks the interface from flooding LSPs to make it send LSPs only
after receiving requests.

Use the isis mesh-group command to add the interface into a specified mesh
group.

Use the undo isis mesh-group command to delete the interface from a mesh
group.

An interface is not in any mesh group by default.

For an interface not in a mesh group, it follows the normal process to flood the
received LSPs to other interfaces. For the NBMA network with high connectivity
and multiple point-to-point links, this will cause repeated LSP flooding and
bandwidth waste.
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After an interface is added to a mesh group, it will only flood a received LSP to
interfaces not belonging to the same mesh group.

When you add an interface to a mesh group or block the interface, make sure to
retain some redundancy so that a link failure will not affect the normal LSP packet
flooding.

m A mesh-group is only available for a point-to-point link interface.

m This command is not available in loopback interface view.

Examples # Add IS-IS enabled VLAN-interface 10 to the mesh-group 3.
<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnanme- VI an-i nterfacelO] isis nesh-group 3
isis silent
Syntax isis silent
undo isis silent
View Interface view
Parameters None
Description  Use the isis silent command to disable the interface from sending and receiving

s

Examples

IS-IS hello packets.
Use the undo isis silent command to restore the default.
By default, an interface is not disabled from sending and receiving hello packets.

The feature is not supported on the loopback interface.

# Disable VLAN-interface 10 from sending and receiving hello packets.

<Sysnanme> systemvi ew
[ Sysnane] interface vlan-interfacelO
[ Sysnane- VI an-interfacelO] isis silent

isis small-hello

Syntax

View

isis small-hello

undo isis small-hello

Interface view
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Parameters

Description

s

Examples

None

Use the isis small-hello command to configure the interface to send small Hello
packets without padding field.

Use the undo isis small-hello command to disable the feature.
An interface sends standard Hello packets by default.

This command is not available in loopback interface view.

# Configure VLAN-interface 10 to send small Hello packets.

<Sysnane> systemvi ew
[ Sysnane] interface vlan-interfacelO
[ Sysnanme-Vl an-interfacelO] isis snall-hello

isis timer csnp

Syntax

View

Parameters

Description

Examples

isis timer csnp seconds [ level-1 | level-2 ]

undo isis timer csnp [ level-1 | level-2 ]
Interface view

seconds: Specifies the interval in seconds for sending CSNP packets over broadcast
network, ranging from 1 to 600.

level-1: Applies the interval to Level-1.

level-2: Applies the interval to Level-2.

Use the isis timer csnp command to specify the interval for sending CSNP
packets over broadcast network.

Use the undo isis timer csnp command to restore the default.
The default CSNP interval is 10 seconds.

m /f no level is specified, the CSNP interval applies to both Level-1 and Level-2 of
the current ISIS process. If a level is specified, the interval applies to the level.
m This command is not supported on the loopback interface.

m This command only applies to the DIS router, which sends CSNP packets
periodically.

# Configure Level-2 CSNP packets to be sent every 15 seconds over
VLAN-interface 10.
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<Sysnane> systemvi ew
[ Sysnane] interface vlan-interface 10
[ Sysnanme- VI an-i nterfacelO] isis tinmer csnp 15 level -2

isis timer hello

Syntax

View

Parameters

Description

Related commands:

Examples

isis timer hello seconds [ level-1 | level-2 ]

undo isis timer hello [ level-1 | level-2 ]
Interface view

seconds: Specifies the interval in seconds for sending Hello packets, ranging from
3 to 255.

level-1: Specifies the interval for sending Level-1 Hello packets.

level-2: Specifies the time interval for sending Level-2 Hello packets.

Use the isis timer hello command to specify the interval for sending hello
packets.

Use the undo isis timer hello command to restore the default.

The default hello interval is 10 seconds.

m /f no level is specified, the hello interval applies to both Level-1 and Level-2 of
the current ISIS process. If a level is specified, the interval applies to the level.

m This command is not supported on the loopback interface.

m The broadcast link distinguishes between Level-1 and Level-2 packets, so you
need specify intervals for the two levels respectively. The point-to-point link
however does not distinguish, so you need not specify intervals respectively.

m As the shorter the interval is, the more system resources will be occupied, you
should configure a proper interval as needed.

isis timer holding-multiplier.

# Configure Level-2 Hello packets to be sent every 20 seconds over VLAN-interface
10.

<Sysnanme> systemvi ew
[ Sysnane] interface M an-interface 10
[ Sysnane- VI an-interfacel0] isis timer hello 20 level -2

isis timer holding-multiplier

Syntax

isis timer holding-multiplier value [ level-1 | level-2 ]

undo isis timer holding-multiplier [ level-1 | level-2 ]
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Related

View

Parameters

s

Description

commands:

Examples

Interface view

value: Number of hello intervals, in the range of 3 to 1000.
level-1: Applies the number to the Level-1 IS-IS neighbor.
level-2: Applies the number to the Level-2 IS-IS neighbor.

m /fneither level-1 nor level-2 is specified in the command, the number applies to
the current level IS-IS process.

m This command is not available in loopback interface view.

Use the isis timer holding-multiplier command to configure the number of
hello intervals, within which if the interface receive no hello packets, its neighbor
is considered dead.

Use the undo isis timer holding-multiplier command to restore the default.
On an interface, the default number of hello intervals is three.

You can specify the number of hello intervals for Level-1 and Level-2 neighbors
respectively on a broadcast network. For a point-to-point link, there is only one
kind of Hello pa