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peer preferred-value (IPv6 address family view) 629

peer public-as-only (IPv6 address family view) 629

peer reflect-client (IPv6 address family view) 630

peer route-limit (IPv6 address family view) 631

peer route-policy (IPv6 address family view) 631

peer route-update-interval (IPv6 address family view) 632
peer substitute-as (IPv6 address family view) 633
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42

43

peer timer (IPv6 address family view) 633

preference (IPv6 address family view) 634

reflect between-clients (IPv6 address family view) 635
reflector cluster-id (IPv6 address family view) 635
refresh bgp ipv6 636

reset bgp ipv6 637

reset bgp ipv6 dampening 637

reset bgp ipv6 flap-info 638

router-id (BGP view) 638

synchronization (IPv6 address family view) 639

MuLTicAST VLAN CONFIGURATION COMMANDS

display multicast-vlan 641
multicast-vlan enable 641
multicast-vlan subvlan 642

MULTICAST ROUTING AND FORWARDING CONFIGURATION COMMANDS

debugging mfib 645

debugging mrm 648

display multicast boundary 649

display multicast forwarding-table 650
display multicast routing-table 652
display multicast routing-table static 654
display multicast rpf-info 655

ip rpf-route-static 656

multicast boundary 657

multicast forwarding-table downstream-limit 658
multicast forwarding-table route-limit 659
multicast load-splitting 659

multicast longest-match 660

multicast routing-enable 660

reset multicast forwarding-table 661

reset multicast routing-table 662

IPv6 MULTICAST ROUTING AND FORWARDING CONFIGURATION

COMMANDS

debugging mfib ipv6 663

debugging mrm ipv6 666

display multicast ipv6 boundary 667

display multicast ipv6 forwarding-table 668
display multicast ipv6 routing-table 670
display multicast ipv6 rpf-info 672

multicast ipvé boundary 673

multicast ipv6 forwarding-table downstream-limit 673
multicast ipv6 forwarding-table route-limit 674
multicast ipv6 load-splitting 675
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multicast ipv6 routing-enable 675
reset multicast ipv6 forwarding-table 676
reset multicast IPv6 routing-table 676

IGMP CONFIGURATION COMMANDS
debugging igmp 679

display igmp group 681

display igmp group port-info 682

display igmp interface 684

display igmp routing-table 685

fast-leave (IGMP view) 686

igmp 687

igmp enable 687

igmp fast-leave 688

igmp group-policy 688

igmp last-member-query-interval 689
igmp max-response-time 690

igmp require-router-alert 690

igmp robust-count 691

igmp send-router-alert 692

igmp static-group 692

igmp timer other-querier-present (VLAN interface view/POS interface view)
igmp timer query 694

igmp version 694
last-member-query-interval (IGMP view) 695
max-response-time (IGMP view) 695
require-router-alert 696

reset igmp group 697

robust-count (IGMP view) 698
send-router-alert IGMP view) 699

timer other-querier-present (IGMP view) 699
timer query (IGMP view) 700

version (IGMP view) 700

IGMP SNOOPING CONFIGURATION COMMANDS
debugging igmp-snooping 703

display igmp-snooping group 704

display igmp-snooping statistics 705
drop-unknown (IGMP Snooping view) 706
fast-leave (IGMP Snooping view) 706
group-policy (IGMP Snooping view) 707
host-aging-time (IGMP Snooping view) 708
igmp-snooping (System view) 708
igmp-snooping enable 709
igmp-snooping fast-leave 709
igmp-snooping general-query source-ip 710
igmp-snooping group-limit 711

693
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igmp-snooping group-policy 712
igmp-snooping host-aging-time 713
igmp-snooping host-join 713

igmp-snooping last-member-query-interval 715
igmp-snooping max-response-time 715
igmp-snooping overflow-replace 716
igmp-snooping querier 717

igmp-snooping query-interval 717
igmp-snooping router-aging-time 718
igmp-snooping special-query source-ip 718
igmp-snooping static-group 719
igmp-snooping static-router-port 720
igmp-snooping version 721
last-member-query-interval IGMP Snooping view)
max-response-time (IGMP Snooping view) 722
overflow-replace (IGMP Snooping view) 723
report-aggregation 723

reset igmp-snooping group 724

reset igmp-snooping statistics 724
router-aging-time (IGMP Snooping view) 725

PIM CONFIGURATION COMMANDS

auto-rp enable 727

bsr-policy (PIM view) 727

c-bsr (PIM view) 728

c-bsr admin-scope 728

c-bsr global 729

c-bsr group 730

c-bsr hash-length (PIM view) 731

c-bsr holdtime (PIM view) 731

c-bsr interval (PIM view) 732

c-bsr priority (PIM view) 732

c-rp (PIM view) 733

c-rp advertisement-interval (PIM view) 734
c-rp holdtime (PIM view) 735
crp-policy (PIM view) 735

debugging pim 736

display pim bsr-info 743

display pim claimed-route 744

display pim control-message counters 745
display pim grafts 746

display pim interface 747

display pim join-prune 748

display pim neighbor 749

display pim routing-table 749

display pim rp-info 753

hello-option dr-priority (PIM view) 754

721
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hello-option holdtime (PIM view) 755

hello-option lan-delay (PIM view) 755

hello-option neighbor-tracking (PIM view) 756

hello-option override-interval (PIM view) 756

holdtime assert (PIM view) 757

holdtime join-prune (PIM view) 758

jp-pkt-size (PIM view) 758

jp-queue-size (PIM view) 759

pim 759

pim bsr-boundary 760

pimdm 760

pim hello-option dr-priority (VLAN interface view/POS interface view) 761
pim hello-option holdtime (VLAN interface view/POS interface view) 761
pim hello-option lan-delay (VLAN interface view/POS interface view) 762
pim hello-option neighbor-tracking (VLAN interface view/POS interface view)
pim hello-option override-interval 763

pim holdtime assert 764

pim holdtime join-prune 765

pim require-genid 765

pimsm 766

pim state-refresh-capable 766

pim timer graft-retry 767

pim timer hello (VLAN interface view/POS interface view) 767

pim timer join-prune (VLAN interface view/POS interface view) 768

pim triggered-hello-delay (VLAN interface view/POS interface view) 769
probe-interval (PIM view) 769

register-whole-checksum (PIM view) 770

register-policy (PIM view) 770

register-suppression-timeout (PIM view) 771

reset pim control-message counters 771

source-lifetime (PIM view) 772

source-policy (PIM view) 772

spt-switch-threshold (PIM view) 773

ssm-policy 774

state-refresh-interval (PIM view) 775

state-refresh-rate-limit (PIM view) 775

state-refresh-ttl (PIM view) 776

static-rp (PIM view) 776

timer hello (PIM view) 777

timer join-prune (PIM view) 778

MSDP CONFIGURATION COMMANDS

cache-sa-enable 779
debugging msdp 779
display msdp brief 782
display msdp peer-status 783
display msdp sa-cache 785

763
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display msdp sa-count 786
encap-data-enable 787
import-source 788

msdp 788

originating-rp 789

peer connect-interface 790
peer description 790
peer mesh-group 791
peer minimum-ttl 791
peer request-sa-enable 792
peer sa-cache-maximum 793
peer sa-policy 793

peer sa-request-policy 794
reset msdp peer 795
reset msdp sa-cache 795
reset msdp statistics 796
shutdown (MSDP view) 796
static-rpf-peer 796

timer retry 797

MLD CONFIGURATION COMMANDS

debugging mid 799

display mld group 802

display mld group port-info 804
display mld interface 805

display mld routing-table 806
last-listener-query-interval (MLD view) 807
max-response-time (MLD view) 808
mid 808

mld enable 809

mld last-listener-query-interval ~ 809
mld max-response-time 810

mld require-router-alert 811

mld robust-count 811

mld send-router-alert 812

mld timer other-querier-present 812
mld timer query 813

mld version 814

require-router-alert 814

reset mld group 815

robust-count (MLD view) 816
send-router-alert (MLD view) 816
timer other-querier-present (MLD view) 817
timer query (MLD view) 817

version (MLD view) 818
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MLD SNOOPING CONFIGURATION COMMANDS
debugging mld-snooping 819

display mld-snooping group 820

display mld-snooping statistics 821
drop-unknown (MLD Snooping view) 821
fast-leave (MLD Snooping view) 822
group-policy (MLD Snooping view) 822
host-aging-time (MLD Snooping view) 823
last-listener-query-interval (MLD Snooping view) 824
max-response-time (MLD Snooping view) 825
mld-snooping 825

mld-snooping enable 826

mld-snooping fast-leave 826

mld-snooping general-query source-ip 827
mld-snooping group-limit 828
mld-snooping group-policy 829
mld-snooping host-aging-time 830
mld-snooping host-join 830

mld-snooping last-listener-query-interval ~ 831
mld-snooping max-response-time 832
mld-snooping overflow-replace 832
mld-snooping querier 833

mld-snooping query-interval 834
mld-snooping router-aging-time 834
mld-snooping special-query source-ip 835
mld-snooping static-group 836
mld-snooping static-router-port 836
overflow-replace (MLD Snooping view) 837
report-aggregation 838

reset mld-snooping group 838

reset mld-snooping statistics 839
router-aging-time (MLD Snooping view) 839

IPv6 PIM CONFIGURATION COMMANDS

bsr-policy (Pv6 PIM view) 841

c-bsr (IPv6 PIM view) 841

c-bsr hash-length (IPv6 PIM view) 842
c-bsr holdtime (Pv6 PIM view) 843
c-bsr interval (Pv6 PIM view) 843
c-bsr priority (Pv6 PIM view) 844

c-rp (IPv6 PIM view) 844

c-rp advertisement-interval (Pv6 PIM view) 845
c-rp holdtime (IPv6 PIM view) 846
crp-policy (IPv6 PIM view) 846
debugging pim ipv6 847

display pim ipv6 bsr-info 854

display pim ipv6 claimed-route 855



display pim ipv6 control-message counters 856
display pim ipv6 grafts 858

display pim ipv6 interface 858

display pim ipv6 join-prune 860

display pim ipv6 neighbor 861

display pim ipv6 routing-table 862

display pim ipv6 rp-info 864

embedded-rp 865

hello-option dr-priority (IPv6 PIM view) 866
hello-option holdtime (IPv6 PIM view) 866
hello-option lan-delay (IPv6 PIM view) 867
hello-option neighbor-tracking (IPv6 PIM view) 868
hello-option override-interval 868

holdtime assert (IPv6 PIM view) 869
holdtime join-prune (IPv6 PIM view) 869
jp-pkt-size (IPv6 PIM view) 870

ip-queue-size (IPv6 PIM view) 870

pimipve 871

pim ipv6 bsr-boundary 871

pim ipve dm 872

pim ipv6 hello-option dr-priority 872

pim ipv6 hello-option holdtime 873

pim ipv6 hello-option lan-delay 874

pim ipv6 hello-option neighbor-tracking 875
pim ipv6 hello-option override-interval ~ 875
pim ipv6 holdtime assert 876

pim ipv6 holdtime join-prune 877

pim ipv6 require-genid 877

pim ipv6 sm 878

pim ipv6 state-refresh-capable 878

pim ipv6 timer graft-retry 879

pim ipv6 timer hello 879

pim ipvé timer join-prune 880

pim ipv6 triggered-hello-delay 881
probe-interval (IPv6 PIM view) 881
register-whole-checksum (IPv6 PIM view) 882
register-policy (IPv6 PIM view) 882
register-suppression-timeout (IPv6 PIM view) 883
reset pim ipv6 control-message counters 884
source-lifetime (IPv6 PIM view) 884
source-policy (IPv6 PIM view) 885
spt-switch-threshold (IPv6 PIM view) 886
state-refresh-interval (IPv6 PIM view) 887
state-refresh-rate-limit (IPv6 PIM view) 887
state-refresh-ttl (IPv6 PIM view) 888

static-rp (IPv6 PIM view) 888

timer hello (IPv6 PIM view) 889

timer join-prune (IPv6 PIM view) 890
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UDP HELPER CONFIGURATION COMMANDS
debugging udp-helper 891

display udp-helper server 893

reset udp-helper packet 893

udp-helper enable 894

udp-helper port 894

udp-helper server 895

DHCP SERVER CONFIGURATION COMMANDS

bims-server 897

bootfile-name 897

debugging dhcp server 898
dhcp enable 902

dhcp select server global-pool 902
dhcp server detect 903

dhcp server forbidden-ip 903
dhcp server ip-pool 904

dhcp server ping packets 904
dhcp server ping timeout 905
dhcp server relay information enable 905
display dhcp server conflict 906
display dhcp server expired 906
display dhcp server forbidden-ip 907
display dhcp server free-ip 907
display dhcp server ip-in-use 908
display dhcp server statistics 909
display dhcp server tree 910
dns-list 911

domain-name 912

expired 912

gateway-list 913

nbns-list 914

netbios-type 914

network 915

option 916

reset dhcp server conflict 917
reset dhcp server ip-in-use 917
reset dhcp server statistics 918
static-bind client-identifier 918
static-bind ip-address 919
static-bind mac-address 920
tftp-server domain-name 920
tftp-server ip-address 921

DHCP RELAY AGENT CONFIGURATION COMMANDS

debugging dhcp relay 923
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55

dhcp relay address-check 926

dhcp relay information enable 926
dhcp relay information format 927
dhcp relay information strategy 928
dhcp relay release ip 928

dhcp relay security static 929

dhcp relay security tracker 929

dhcp relay server-detect 930

dhcp relay server-group 931

dhcp relay server-select 931

dhcp select relay 932

display dhcp relay 932

display dhcp relay security 933

display dhcp relay security statistics 934
display dhcp relay security tracker 934
display dhcp relay server-group 934
display dhcp relay statistics 935

reset dhcp relay statistics 937

DNS CONFIGURATION COMMANDS

debugging dns 939

display dns domain 939
display dns dynamic-host 940
display dns server 941

display ip host 942

dns domain 942

dns resolve 943

dns server 943

ip host 944

reset dns dynamic-host 944

IPv4-BASED VRRP CONFIGURATION COMMANDS

debugging vrrp packet 947
debugging vrrp state 948
display vrrp 949

display vrrp statistics 950
reset vrrp statistics 952

vrrp vrid authentication-mode 952
vrrp method 953

vrrp ping-enable 954

vrrp un-check ttl 954

vrrp vrid preempt-mode 955
vrrp vrid priority 956

vrrp vrid timer advertise 956
vrrp vrid track 957

vrrp vrid virtual-ip 958
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58

59

IPv6-BASED VRRP CONFIGURATION COMMANDS

debugging vrrp ipv6 packet 961
debugging vrrp ipv6 state 962
display vrrp ipv6 963

display vrrp ipv6 statistics 964
reset vrrp ipv6 statistics 966

vrrp ipv6 vrid authentication-mode 966
vrrp ipvé method 967

VvIrp ipvb ping-enable 968

vrrp ipv6 vrid preempt-mode 968
vrrp ipv6 vrid priority 969

vrrp ipv6 vrid timer advertise 970
vrrp ipv6 vrid track 971

vIrp ipv6 vrid virtual-ip 972

GR CONFIGURATION COMMANDS

enable link-local-signaling 973

enable out-of-band-resynchronization 973
graceful-restart (BGP view) 974
graceful-restart (OSPF view) 974
graceful-restart help 975

graceful-restart suppress-sa 976
graceful-restart timer neighbor-liveness 977
graceful-restart timer reconnect 977
graceful-restart timer recovery 978
graceful-restart timer restart 978
graceful-restart timer wait-for-rib 979
reset ospf process graceful-restart 979

ComMmMON CONFIGURATION COMMANDS
display time-range 981
time-range 981

IPv4 ACL CONFIGURATION COMMANDS

acl (System view) 985

description (for IPv4) 986

display acl 986

reset acl counter 987

rule (in basic ACL view) 988

rule (in advanced ACL view) 989

rule (in Ethernet frame header ACL view) 993
rule (in user-defined ACL view) 995

rule comment (for IPv4) 996

step (for IPv4) 997
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62

63

64

65

IPve ACL CONFIGURATION COMMANDS
aclipv6 999

description (for IPv6) 999

display acl ipv6 1000

reset acl ipv6 counter 1001

rule (in basic IPv6 ACL view) 1001

rule (in advanced IPv6 ACL view) 1002

rule comment (for IPv6) 1006

step (for IPv6) 1007

FLow TEMPLATE CONFIGURATION COMMANDS

display flow-template user-defined 1009
display flow-template interface 1009
flow-template 1010

flow-template basic 1011

flow-template extend 1013

TRAFFIC SHAPING CONFIGURATION COMMANDS

display gos gts interface 1015
gos gts 1015

QoS PoLicy CLASS DEFINING COMMANDS
display traffic classifier 1017

if-match 1017

traffic classifier 1020

QoS Policy TRAFFIC BEHAVIOR DEFINING COMMANDS

accounting 1021

car 1021

display traffic behavior 1022
filter 1023

nest 1024

primap 1024

redirect 1025

remark service-vlan-id 1026
remark dot1p 1027

remark drop-precedence 1027
remark dscp 1028

remark local-precedence 1029
traffic behavior 1029

QoS PoLicy DEFINING COMMANDS
classifier behavior 1031

display gos policy 1031

display qos policy interface 1032
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68

69

70

71

gos apply policy 1033
gos policy 1034

HARDWARE-BASED CONGESTION M ANAGEMENT CONFIGURATION

COMMANDS

display gos sp 1037

gossp 1037

display qos wrr interface 1038
goswrr 1039

gos wrr group 1039

PRIORITY MAPPING CONFIGURATION COMMANDS

display gos map-table 1041
gos map-table 1043

import 1044

gos priority 1045

display gos trust interface 1045
gos trust dot1p 1046

CONGESTION AVOIDANCE WRED TABLE CONFIGURATION COMMANDS

display gos wred interface 1047
display gos wred table 1047
gos wred 1048

queue 1049

gueue weighting-constant 1050
gos wred apply 1051

AGGREGATION CAR CONFIGURATION COMMANDS

gos car aggregative 1053
carname 1054

display gos car name 1054
reset gos car name 1055

VLAN PoLicYy CONFIGURATION COMMANDS
display gos vlan-policy 1057

gos vlan-policy 1058

reset qos vlan-policy 1058

TRAFFIC MIRRORING CONFIGURATION COMMANDS

display gos policy user-defined 1061
display traffic behavior user-defined 1061
mirror-to cpu 1062

mirror-to interface 1063



72 EACL CONFIGURATION COMMANDS

Interface eacl 1065
gos binding 1065

73 OUTBOUND TRAFFIC STATISTICS CONFIGURATION COMMANDS

gos traffic-counter outbound 1067
display qos traffic-counter outbound 1068
reset qos traffic-counter outbound 1069

74 AAA CONFIGURATION COMMANDS

access-limit 1073
accounting default 1073
accounting lan-access 1075
accounting login 1075
accounting optional 1076
accounting ppp 1077
attribute 1078
authentication default 1079
authentication lan-access 1080
authentication login 1081
authentication ppp 1082
authorization command 1083
authorization default 1083
authorization lan-access 1085
authorization login 1085
authorization ppp 1086

cut connection 1087

display connection 1088
display domain 1089

display local-user 1091
domain 1092

domain default 1093
idle-cut 1093

ip pool 1094

level 1095

local-user 1095

local-user password-display-mode 1096
password (Local user view) 1097
self-service-url 1097
service-type 1098
service-type ftp 1099
service-type ppp 1100

state (ISP domain view/local user view) 1100
work-directory 1101
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RADIUS CONFIGURATION COMMANDS

data-flow-format (RADIUS scheme view) 1103
debugging radius packet 1104

display local-server statistics 1104

display radius 1105

display radius statistics 1105

display stop-accounting-buffer (Any view) 1108
key (RADIUS scheme view) 1109

local-server 1109

nas-ip (RADIUS scheme view) 1110

primary accounting (RADIUS scheme view) 1111
primary authentication (RADIUS scheme view) 1112
radius nas-ip 1113

radius scheme 1113

radiustrap 1114

reset local-server statistics 1115

reset radius statistics 1115

reset stop-accounting-buffer (User view) 1116
retry 1117

retry realtime-accounting 1117

retry stop-accounting (RADIUS scheme view) 1118
secondary accounting (RADIUS scheme view) 1119
secondary authentication (RADIUS scheme view) 1120
server-type 1120

state (RADIUS scheme view) 1121

stop-accounting-buffer enable (RADIUS scheme view) 1122

timer quiet (RADIUS scheme view) 1123

timer realtime-accounting (RADIUS scheme view) 1123
timer response-timeout (RADIUS scheme view) 1124
user-name-format (RADIUS scheme view) 1125

HWTACACS CONFIGURATION COMMANDS

data-flow-format (HWTACACS scheme view) 1127
debugging hwtacacs 1127

display hwtacacs 1128

display stop-accounting-buffer (Any view) 1129
hwtacacs nas-ip 1130

hwtacacs scheme 1131

key (HWTACACS scheme view) 1131

nas-ip (HWTACACS scheme view) 1132

primary accounting (HWTACACS scheme view) 1133
primary authentication (HWTACACS scheme view) 1133
primary authorization 1134

reset hwtacacs statistics 1135

reset stop-accounting-buffer (User view) 1135

retry stop-accounting (HWTACACS scheme view) 1136
secondary accounting (HWTACACS scheme view) 1137
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secondary authentication (HWTACACS scheme view) 1137
secondary authorization 1138

stop-accounting-buffer enable (HWTACACS scheme view) 1139
timer quiet (HWTACACS scheme view) 1139

timer realtime-accounting (HWTACACS scheme view) 1140
timer response-timeout (HWTACACS scheme view) 1141
user-name-format (HWTACACS scheme view) 1141

802.1x CONFIGURATION COMMANDS

debugging dot1x 1143
display dot1x 1143

dot1lx 1146

dot1x authentication-method 1147
dot1x guest-vlan 1148

dot1x handshake 1149

dot1x max-user 1150

dot1x port-control 1151
dot1x port-method 1152
dot1x quiet-period 1152
dotTxretry 1153

dot1x supp-proxy-check 1154
dot1x timer 1155

reset dot1x statistics 1156

SSH2.0 CONFIGURATION COMMANDS

debugging ssh client 1159
debugging ssh server 1162

display rsa local-key-pair public 1169
display rsa peer-public-key 1170
display sftp client source 1171
display ssh client source 1171

display ssh server 1172

display ssh server-info 1173

display ssh user-information 1173
peer-public-key end 1174

protocol inbound (VTY user interface view) 1174
public-key-code begin 1175
public-key-code end 1176

rsa local-key-pair create 1176

rsa local-key-pair destroy 1177

rsa local-key-pair export 1177

rsa peer-public-key 1178

rsa peer-public-key import sshkey 1179
sftp 1179

sftp client ipv6 source 1181

sftp client source 1181
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sftpipvé 1182

sftp server enable 1183

sftp server idle-timeout 1183

ssh client authentication server 1184
ssh client first-time enable 1184

ssh client ipv6 source 1185

ssh client source 1186

ssh server authentication-retries 1186
ssh server authentication-timeout 1187
ssh server enable 1187

ssh server rekey-interval 1188

ssh user assign rsa-key 1188

ssh user authentication-type 1189
ssh user service-type 1190

ssh2 1191

ssh2 ipv6 1192

SFTP CONFIGURATION COMMANDS

bye (SFTP client view) 1195

cd (SFTP client view) 1195
cdup (SFTP client view) 1196
delete (SFTP client view) 1196
dir (SFTP client view) 1196

exit (SFTP client view) 1197
get (SFTP client view) 1197
help (SFTP client view) 1198

Is (SFTP client view) 1198
mkdir (SFTP client view) 1199
put (SFTP client view) 1199
pwd (SFTP client view) 1200
quit (SFTP client view) 1200
remove (SFTP client view) 1201
rename (SFTP client view) 1201
rondir (SFTP client view) 1201

PASSWORD CONTROL CONFIGURATION COMMANDS

display password-control 1203

display password-control blacklist 1204
password (Local user view) 1204
password-control aging 1205
password-control alert-before-expire 1206
password-control authentication-timeout 1206
password-control composition 1207
password-control enable 1207
password-control history 1209
password-control length 1209
password-control login-attempt 1210



password-control super aging 1211
password-control super composition 1211
password-control super length 1212

reset password-control blacklist 1212

reset password-control history-record 1213

MAC AUTHENTICATION CONFIGURATION COMMANDS

debugging mac-authentication event 1215
display mac-authentication 1215
mac-authentication 1217
mac-authentication domain 1218
mac-authentication timer 1218

reset mac-authentication statistics 1219

NAT CONFIGURATION COMMANDS

connection-limit default action 1221
connection-limit default amount 1221
connection-limit default rate 1222
connection-limit enable 1222
connection-limit policy 1223
debugging nat 1224

debugging connection-limit 1224
display connection-limit policy =~ 1225
display nat address-group 1226
display nat all 1226

display nat connection-limit 1228
display nat limit 1228

display natlog 1230

display nat outbound 1231
display nat server 1231

display nat session 1232

display nat statistics 1233

display userlog export 1234

limit mode 1235

limit rate 1235

limit source 1236

nat address-group 1237

natalg 1237

nat binding 1238

nat connection-limit-policy 1239
nat limit 1240

nat log enable 1241

nat log flow-active 1241

nat log flow-begin 1242

nat outbound 1242

nat server 1245
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reset nat session 1247

reset userlog export 1247

reset userlog nat logbuffer 1248
userlog nat export host 1248
userlog nat export source-ip 1249
userlog nat export version 1249
userlog nat syslog 1250

DEVICE MANAGEMENT COMMANDS

boot-loader 1251

bootrom update 1251
display boot-loader 1252
display cpu-usage 1252
display device 1254

display device manuinfo 1255
display environment 1256
display fan 1256

display memory (Any view) 1257
display power 1257

display schedule reboot 1258
display xbar 1258

reboot 1259

reset unused porttag 1259
schedule reboot at 1260
schedule reboot delay 1261
shutdown-interval 1263
temperature-limit 1263

xbar 1264

POE CONFIGURATION COMMANDS

apply poe-profile 1265

apply poe-profile interface 1266

display poe device 1266

display poe interface 1267

display poe interface power 1270
display poe power-usage 1271

display poe pse 1272

display poe pse interface 1273

display poe pse interface power 1274
display poe-power 1276

display poe-power ac-input state 1277
display poe-power alarm 1278

display poe-power dc-output state 1279
display poe-power dc-output value 1279
display poe-power status 1280

display poe-power supervision-module 1281

display poe-power switch state 1282
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display poe-profile 1283

display poe-profile interface 1284
poe enable 1285

poe enable pse 1286

poe legacy enable pse 1286

poe max-power (PoE interface view/PoE-profile file view)

poe max-power (system view) 1287
poe mode 1288

poe pd-description 1289

poe pd-policy priority 1289

poe power max-value 1290

poe priority (PoE interface view/PoE-profile file view)
poe priority (system view) 1291
poe pse-policy priority 1292

poe utilization-threshold 1292
poe-power input-threshold 1293
poe-power output-threshold 1294
poe-profile 1294

SYSTEM MAINTENANCE COMMANDS
ping 1297

ping ipv6 1298

tracert 1300

tracertipv6 1301

SYSTEM DEBUGGING COMMANDS

debugging 1303
display debugging 1304
display Ipu fiber-module 1304

FILE SYSTEM MANAGEMENT COMMANDS

cd (User view) 1307
copy (User view) 1307
delete (User view) 1308
dir (User view) 1308
execute (User view) 1309
file prompt 1310

fixdisk (User view) 1310
format (User view) 1311
mkdir (User view) 1311
more (User view) 1312
mount (User view) 1312
move (User view) 1313
pwd (User view) 1313
rename (User view) 1314
reset recycle-bin (User view) 1314



88

89

90

rondir (User view) 1315
umount (User view) 1315
undelete (User view) 1316

CONFIGURATION FILE MANAGEMENT COMMANDS

backup startup-configuration 1317
display saved-configuration 1317
display startup 1318

reset saved-configuration 1319
restore startup-configuration 1319
save 1320

slave auto-update config 1321
startup saved-configuration 1321

FTP SERVER CONFIGURATION COMMANDS

display ftp-server 1323
display ftp-user 1323
ftp server enable 1324
ftp timeout 1324

ftp update 1325

FTP CLIENT CONFIGURATION COMMANDS

ascii - 1327

binary 1327

bye (FTP client view) 1328

cd (FTP client view) 1328

cdup (FTP client view) 1328

close (FTP client view) 1329
delete (FTP client view) 1329

dir (FTP client view) 1329
disconnect (FTP client view) 1330
display ftp client configuration 1331
ftp (FTP client view) 1331

ftp client source 1332

ftp ipv6 1333

get (FTP client view) 1334

lcd (FTP client view) 1334

Is (FTP client view) 1335

mkdir (FTP client view) 1336
open (FTP client view) 1336
open ipv6 (FTP client view) 1337
passive (FTP client view) 1337
put (FTP client view) 1338

pwd (FTP client view) 1338

quit (FTP client view) 1339
remotehelp (FTP client view) 1339



91

92

93

rmdir (FTP client view) 1341
user (FTP client view) 1341
verbose (FTP client view) 1342

TFTP CLIENT CONFIGURATION COMMANDS

display tftp client configuration 1343
tftp-server acl 1343

titp 1344

tftp client source 1345

tftp ipv6 1346

SNMP CONFIGURATION COMMANDS

debugging snmp-agent 1347
display snmp-agent community 1347
display snmp-agent group 1348
display snmp-agent local-switch fabricid 1349
display snmp-agent mib-view 1349
display snmp-agent statistics 1351
display snmp-agent sys-info 1352
display snmp-agent trap-list 1353
display snmp-agent usm-user 1353
enable snmp trap updown 1354
snmp-agent 1355

snmp-agent community 1355
snmp-agent group 1356

snmp-agent local-switch fabricid 1357
snmp-agent mib-view 1358
snmp-agent packet max-size 1358
snmp-agent sys-info 1359
snmp-agent target-host 1360
snmp-agent trap enable 1361
snmp-agent trap life 1362
snmp-agent trap queue-size 1363
snmp-agent trap source 1363
snmp-agent usm-user 1364

RMON CONFIGURATION COMMANDS

debugging rmon 1367
display rmon alarm 1367
display rmon event 1368
display rmon eventlog 1369
display rmon history 1370
display rmon prialarm 1371
display rmon statistics 1372
rmon alarm 1374

rmon event 1376
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rmon history 1377
rmon prialarm 1378
rmon statistics 1379

NTP CONFIGURATION COMMANDS

debugging ntp-service 1381

display ntp-service sessions 1386
display ntp-service status 1388

display ntp-service trace 1389
ntp-service access 1389

ntp-service authentication enable 1390
ntp-service authentication-keyid 1391
ntp-service broadcast-client 1391
ntp-service broadcast-server 1392
ntp-service max-dynamic-sessions 1392
ntp-service multicast-client 1393
ntp-service multicast-server 1393
ntp-service refclock-master 1394
ntp-service reliable authentication-keyid 1395
ntp-service source-interface 1395
ntp-service in-interface disable 1396
ntp-service unicast-peer 1396
ntp-service unicast-server 1397

NETSTREAM CONFIGURATION COMMANDS

display ip netstream cache 1399

display ip netstream export 1400

enable 1400

interface net-stream 1401

ip netstream 1401

ip netstream aggregation 1402

ip netstream binding interface 1403

ip netstream export host 1404

ip netstream export source interface 1405

ip netstream export v9-template refresh-rate packet
ip netstream export v9-template refresh-rate time
ip netstream export version 1406

ip netstream timeout active 1407

ip netstream timeout inactive 1408

reset ip netstream statistics 1408

NQA CONFIGURATION COMMANDS
count (NQA test group view) 1411
datafill 1411

datasize 1412

debuggingnga 1413

1405

1406



description (NQA test group view) 1413
destination-ip 1414
destination-port 1414
display nga 1415

filename 1419

frequency 1419
ftp-operation 1420
history-records 1420
http-operation 1421
http-string 1422

nga (System view) 1422
nga-agent enable 1423
nga-agent max-requests 1423
jitter-interval 1424
jitter-packetnum 1424
password (NQA test group view) 1425
probe-failtimes 1425
send-trap 1426
sendpacket passroute 1427
source-interface 1427
source-ip 1428
source-port 1429

test-type 1429

test-enable 1430
test-failtimes 1430
timeout 1431

tos 1431

ttl 1432

username 1433
vpninstance 1433

NQA SERVER COMMANDS

nga-server enable 1435
nga-server tcpconnect 1435
nga-server udpecho 1436

HIGH AVAILABILITY CONFIGURATION COMMANDS

debugging ha 1439

debugging haxbar 1439

display fullmesh-enhance 1440
display switchover state 1440
fullmesh-enhance 1441

slave restart 1441

slave switchover (System view) 1442
slave switchover (System view) 1442



INFORMATION CENTER CONFIGURATION COMMANDS

display channel 1445

display info-center 1446

display logbuffer 1447

display logbuffer summary 1450
display logfile buffer 1451

display logfile summary 1451
display trapbuffer 1452
info-center channel name 1453
info-center console channel 1453
info-center enable 1454
info-center logbuffer 1454
info-center logfile enable 1455
info-center logfile frequency 1456
info-center logfile language 1456
info-center logfile size-quota 1457
info-center logfile switch-directory 1457
info-center loghost 1458
info-center loghost source 1459
info-center monitor channel 1459
info-center snmp channel 1460
info-center source 1461
info-center synchronous 1462
info-center timestamp 1463
info-center timestamp loghost 1463
info-center trapbuffer 1464
logfile save 1465

reset logbuffer 1465

reset trapbuffer 1465

terminal debugging 1466
terminal logging 1466

terminal monitor 1467
terminal trapping 1467






ABOUT THIS GUIDE

This guide describes the commands needed to configure the 3Com® Switch 8800
when using the Advanced Software.

This guide is intended for Qualified Service personnel who are responsible for
configuring, using, and managing the switches. It assumes a working knowledge
of local area network (LAN) operations and familiarity with communication
protocols that are used to interconnect LANSs.

Any command that the CLI displays, but is not described in this document set, is
not supported in this software version. This product’s document set describes the
features that 3Com supports in this product.

Always download the Release Notes for your product from the 3Com World Wide
Web site and check for the latest updates to software and product
documentation:

http://www.3com.com

Conventions

Table 1 lists icon conventions that are used throughout this guide.

Table 1 Notice Icons

Icon Notice Type Description
@ Information note Information that describes important features or
instructions.

é Caution Information that alerts you to potential loss of data
or potential damage to an application, system, or
device.

é Warning Information that alerts you to potential personal
injury.

Table 2 lists text conventions that are used throughout this guide.

Table 2 Text Conventions

Convention Description

Screen displays This typeface represents information as it appears on the
screen.

Keyboard key names If you must press two or more keys simultaneously, the key

names are linked with a plus sign (+), for example:
Press Ctrl+Alt+Del
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Table 2 Text Conventions

Convention Description

The words “enter” and “type” When you see the word “enter” in this guide, you must type
something, and then press Return or Enter. Do not press
Return or Enter when an instruction simply says “type.”

Words in italics [talics are used to:
Emphasize a point.

Denote a new term at the place where it is defined in the
text.

Identify menu names, menu commands, and software
button names.

Examples:

From the Help menu, select Contents.

Click OK.

Words in bold Boldface type is used to highlight command names. For
example, “Use the display user-interface command
to...”

Related The following manuals offer additional information necessary for managing your

Documentation Switch 8800:

m  Switch 8800 Installation Guide— Provides detailed descriptions about how to
install the hardware, configure the software, and maintain the software and
hardware for the Switch 8800. This guide also provides troubleshooting and
support information for your switch.

m Switch 8800 Configuration Guide Advanced Software Version— Describes how
to configure your Switch 8800 using the supported protocols and CLI
commands.

m  Switch 8800 Release Notes — Contains the latest information about your
product. If information in this guide differs from information in the release
notes, use the information in the Release Notes.

These documents are available in Adobe Acrobat Reader Portable Document
Format (PDF) on the CD-ROM that accompanies your router or on the 3Com
World Wide Web site:

http://www.3com.com/

About this Document

A 3Com supports only the commands that are described in this guide. You may
encounter commands in the device’s command line interface (CLI) that are not
described in this guide. Any command that you see in the CLI but is not described
in this guide is not supported in this version of the software. Unsupported
commands may result in a loss of data and you enter them at your own risk.



BASIC CONFIGURATION COMMANDS

clock datetime
Syntax
View

Parameter

Description

Example

clock datetime time date
User view

time: Current time in the format of HH:MM.SS, where HH is hours in the range 0
to 23, MM is minutes in the range 0 to 59, and SS is seconds in the range 0 to 59.

date: Current date in the format of MM/DD/YYYY or YYYY/MMIDD. MM is the

month of the year in the range 1 to 12, DD is the day of the month that varies
with months, and YYYY is a year in the range 2000 to 2035.

Use the clock datetime command to set the current time and date of the device.

The current time and date of the device must be set in an environment that
requires the acquisition of absolute time.

You may choose not to provide seconds when inputting the time parameters.

After the configuration takes effect, you can use the display clock command to
view it.

# Set the current system time to 14:10:20 08/01/2005.

<Sysname> clock datetime 14:10:20 08/01/2005

clock summer-time one-off

Syntax

View

Parameter

clock summer-time zone-name one-off start-time start-date end-time end-date
add-time

undo clock summer-time
User view

zone-name: Name of the summer time, a string of 1 to 32 characters. It is case
sensitive.

start-time: Start time, in the format of HH:MM:SS (hours/minutes/seconds).
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Description

Related command:

Example

start-date: Start date, in the format of MM/DD/YYYY (months/days/years) or
YYYY/MM/DD.

end-time: End time, in the format of HH:MM:SS (hours/minutes/seconds).

end-date: End date, in the format of MM/DD/YYYY (months/days/years) or
YYYY/MMI/DD.

add-time: Time added to the standard time of the device, in the format of
HH:MM:SS (hours/minutes/seconds).

Use the clock summer-time one-off command to adopt summer time from the
start-time of the start-date to the end-time of the end-date. Summer time adds
the add-time to the current time of the device.

Use the undo clock summer-time command to cancel the configuration of the
summer time.

After the configuration takes effect, you can use the display clock command to
view it. Besides, the time of the log or debug information is the local time of which
the time zone and summer time have been adjusted.

Note that:

m The time range from start-time in start-date to end-time in end-date must be
longer than one day and shorter than one year. Otherwise, the argument is
considered as invalid and the configuration fails.

m [f the current system time is in the time range specified with this command, the
system time automatically adds "add-time" after the execution of this
command.

clock timezone.

# For summer time abc1 from 06:00:00 on 08/01/2005 to 06:00:00 on
09/01/2005, set the system clock ahead one hour.

<Sysname> clock summer-time abcl one-off 06:00:00 08/01/2005 06:00:0
0 09/01/2005 01:00:00

clock summer-time repeating

Syntax

View

Parameter

clock summer-time zone-name repeating start-time start-date end-time
end-date add-time

undo clock summer-time
User view

zone-name: Name of the daylight saving time, a string of 1 to 32 characters.

start-time: Start time, in the format of HH:MM:SS (hours/minutes/seconds).
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start-date: Start date which can be set in two ways:

m Enter the year, month and date at one time, in the format of MM/DD/YYYY
(months/days/years) or YYYY/MM/DD.

m Enter the year, month and date one by one, separated by spaces. The year
ranges from 2000 to 2035; the month can be January, February, March,
April, May, June, July, August, September, October, November or
December; the start week can be the first, second, third, fourth, fifth or
last week of the month; the start date is Sunday.

end-time: End time, in the format of HH:MM.:SS (hours/minutes/seconds).
end-date: End date which can be set in two ways:

m Enter the year, month and date at one time, in the format of MM/DD/YYYY
(months/days/years) or YYYY/MM/DD.

m Enter the year, month and date one by one, separated by spaces. The year
ranges from 2000 to 2035; the month can be January, February, March,
April, May, June, July, August, September, October, November or
December; the end week can be the first, second, third, fourth, fifth or
last week of the month; the end date is Sunday, Monday, Tuesday,
Wednesday, Thursday, Friday, Saturday.

add-time: Time added to the standard time, in the format of HH:MM:SS
(hours/minutes/seconds).

Use the clock summer-time repeating command to adopt summer-time
repeatedly.

Use the undo clock summer-time command to cancel the configuration of the
daylight saving time.

For example, when start-date and start-time are set to 2007/6/6 and 00:00:00,
end-date and end-time to 2007/10/01 and 00:00:00, and add-time to 01:00:00, it
specifies to adopt daylight saving time from 00:00:00 of June 6 until 00:00:00 of
October 1 each year from 2007 (2007 inclusive). The daylight saving time adds
one hour to the current device time.

After the configuration takes effect, use the display clock command to view the
result. The information such as log file and debug adopts the local time modified
by time-zone and daylight saving time.

Note that;

m The time range from "start-time" in "start-date" to "end-time" in "end-date”
must be longer than one day and shorter than one year. Otherwise, the
argument is considered as invalid and the configuration fails.

m If the current system time is in the time range specified with this command, the
system time automatically adds "add-time" after the execution of this
command.

clock timezone.
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Example

# For the summer time in abc2 between 06:00:00 on 08/01/2007 and 06:00:00
on 09/01/2007 and from 06:00:00 08/01 to 06:00:00 on 09/01 each year after
2007, set the system clock ahead one hour.

<Sysname> clock summer-time abc2 repeating 06:00:00 08/01/2007 06:00
:00 09/01/2007 01:00:00

clock timezone

Syntax

View

Parameter

Description

Related command:

Example

clock timezone zone-name { add | minus } time

undo clock timezone
User view

zone-name: Time zone name, a string of 1 to 32 characters. It is case sensitive.
add: Positive offset to universal time coordinated (UTC) time.
minus: Negative offset to UTC time.

time: In the format of HH/MMI/SS (hours/minutes/seconds), where HH is hours in
the range 0 to 23, MM is minutes in the range 0 to 59, and SS is seconds in the
range O to 59.

Use the clock timezone command to set the local time zone.

Use the undo clock timezone command to restore the local time zone to the
default UTC time zone.

By default, the local time zone is UTC zone.
After the configuration takes effect, use the display clock command to view the

result. The information such as log file and debug adopts the local time modified
by time-zone and daylight saving time.

clock summer-time.

# Set the name of the local time zone to Z5, five hours ahead of UTC time.

<Sysname> clock timezone z5 add 05:00:00

command-privilege

Syntax

View

command-privilege level /evel view view command

undo command-privilege view view command

System view
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Description

Example
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level: Command level, in the range O to 3.
view: Specifies a view.

command: Command to be set in the specified view.

Use the command-privilege command to assign a level for the commands in the
specified view.

Use the undo command-privilege view command to remove the configuration.

Command privilege falls into four levels: visit, monitor, system, and manage,
which are identified by 0 through 3.

The administrator can assign a privilege level for a user according to his need.
When the user logs on a device, the commands available depend on the user’s
privilege. For example, if a user’s privilege is 3 and the command privilege of VTY 0
user interface is 1, and the user logs on the system from VTY 0, he can use all the
commands with privilege smaller than three (inclusive).

Users are recommended to use the default user level; otherwise the change of
user level may bring inconvenience to your maintenance and operation.

Table 1 describes the default level of the commands.

Table 1 Default level of the commands

Command level Commands

Visit (0) ping, tracert, telnet

Monitor (1) refresh, reset, send

System (2) Configuration commands

Manage (3) FTP, Xmodem, TFTP, file system operation commands

# Set the command level of the interface command to O.

<Sysname> system-view
[Sysname] command-privilege level 0 view system interface

display clipboard
Syntax
View
Parameter

Description

display clipboard
Any view
None

Use the display clipboard command to view the contents of the clipboard.

To copy the specified content to the clipboard:
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m  Move the cursor to the starting position of the content and press the

<Esc+Shift+,> combination (“," is an English comma).

m  Move the cursor to the ending position of the content and press the

<Esc+Shift+.> combination ("." is an English dot) to copy the specified content
to the clipboard.

Example # View the content of the clipboard.
<Sysname> display clipboard
---------------- CLIPBOARD- - === === ===~~~
ip route 10.1.0.0 255.0.0.0 eth 0
display clock
Syntax display clock
View Any view
Parameter None
Description  Use the display clock command to view the current system time and date.

Related command:

Example

clock datetime.

# Display the current time and date.

<Sysname> display clock
09:27:21 UTC Mon 11/27/2006

display current-configuration

Syntax

View

Parameter

display current-configuration [ interface [ interface-type [ interface-number] ]
| configuration [ configuration | | [ by-linenum | | [ | { begin | exclude | include
} reqular-expression ] | *

Any view

interface: Displays the interface configuration.
interface-type interface-number: Interface type and interface number.

configuration [ configuration ]: Specifies to display the specified configuration,
mainly the non-interface configuration. The value of the configuration argument is
the keyword configured for the switch. For example:

m isis: Displays the isis configuration.

m isp: Displays the ISP configuration.

m post-system: Displays the post-system configuration.
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» radius-template: Displays the Radius template configuration.

m system: Displays the system configuration.

m user-interface: Displays the user interface configuration.

by-linenum: Specifies to display the number of each line.

|: Specifies to use regular expression to filter the configuration of display device.

begin: Displays the configuration beginning with the specified text.

include: Displays the configuration including the specified text.

exclude: Displays the configuration excluding the specified text.

reqular-expression: Regular expression in a string.

Table 2 Special characters in regular expressions

Character Meaning

Note

A Starting sign, the string
following it appears only at
the beginning of a line.

$ Ending sign, the string
following it appears only at
the end of a line.

( Left bracket, used as a stack
symbol in a program

Full stop, a wildcard used in
place of any character,
including blank

* Asterisk, used to match a
subexpression zero or multiple
times before it

+ Addition, used to match a
subexpression one or multiple
times before it

- Hyphen. It connects two
values (the smaller one before
it and the bigger one after it)
to indicate a range together

with [ ].

[] Selects one character from the
group.

() A group of characters. It is

usually used with "+" or "*".

Regular expression "~user"
matches a string begins with
"user", not "Auser".

Regular expression "user$"
matches a string ends with
"user", not "userA".

[t is not recommended to user
this character to establish a
regular expression.

None

zo* can map to "z" and

Z0O .

Zo+ can map to "zo" and
"zoo", but not "z".

For example, "1-9" means
numbers from 1 to 9
(inclusive); "a-h" means from
a to h (inclusive).

For example, [1-36A] can
match only one character
among 1, 2, 3, 6, and A.

For example, (123A) means a
string "123A"; "408(12)+"
can match 40812 or
408121212. But it cannot
match 408. That is, "12" can
appear continuously and it
must at least appear once.

Description  Use the display current-configuration command to display the current validated

configuration of a device.
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Related command:

Example

A parameter is not displayed if it has the default configuration.

You can use the display current-configuration command to check the
configuration to ensure its validity. A configuration is not displayed if it has not
taken effect. For example, PPP has been configured on an interface. In this case, if
you switch the link layer protocol to the X.25 protocol, the display
current-configuration command does not display the PPP configuration on this
interface.

save, reset saved-configuration, display saved-configuration.

# Display the configuration beginning with "user".

<Sysname> display current-configuration | begin user
user-interface aux 0
user-interface vty 0 4

display diagnostic-information

Syntax
View
Parameter

Description

display diagnostic-information
Any view
None

Use the display diagnostic-information command to display or save the
statistics of each module’s running status in the system.

When the system is out of order, you need to collect a lot of information to locate
the problem. At this time you can use the display diagnostic-information
command instead of many different display commands to collect prompt
information of the following commands:

n display clock

n display version

n display device

n display current-configuration

n display saved-configuration

n display interface

n display controller

n display fib

n display ip interface

n display ip statistics

s display memory

n display task

n display logbuffer
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s display history all

E You are recommended to execute the display diagnostic-information
command for at least two consecutive times, so that you can compare the
differences between the output running information to locate the fault. However,
you should use this command only when necessary because execution of the
command will continuously print lots of information, affecting the system
operation.

Example # Save the statistics of each module’s running status in the system.

<Sysname> display diagnostic-information

Save or display diagnostic information (Y=save, N=display)?[Y/N]y
Please input the file name (*.diag) [flash:/default.diag] :aa.diag
Diagnostic information is outputting to flash:/aa.diag.

Please wait...

Save succeeded.

# Display the statistics of each module’s running status in the system.

<Sysname> display diagnostic-information
Save or display diagnostic information (Y=save, N=display)?[Y/N]n

display history-command
Syntax display history-command
View Any view
Parameter None

Description  Use the display history-command command to display validated history
commands performed last in current user view.

Refer to the history-command max-size command on page 73.

Example # Display validated history commands in current user view (the display information
varies with configuration).

<Sysname> display history-command
display history-command
system-view
vlan 2
quit

display hotkey
Syntax display hotkey

View Any view
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Parameter
Description

Example

None

Use the display hotkey command to display hotkey information.

# Display

hotkey information.

<Sysname> display hotkey

Hotkeys
CTRL_G
CTRL_L
CTRL_O

Hotkeys
CTRL_T
CTRL_U

Hotkeys
CTRL_A
CTRL_B
CTRL_C
CTRL_D
CTRL_E
CTRL_F
CTRL_H
CTRL_K
CTRL_N
CTRL_P
CTRL_R
CTRL_V
CTRL_W
CTRL_X
CTRL_Y
CTRL_Z
CTRL_]
ESC B
ESC D
ESC F
ESC N
ESC P
ESC <
ESC_>

————————— HOTKEY ----=--=--==--=~-

=Defined hotkeys=
Command
display current-configuration
display ip routing-table
undo debug all

=Undefined hotkeys=
Command
NULL
NULL

=System hotkeys=
Function
Move the cursor to the beginning of the current line.
Move the cursor one character left.
Stop current command function.
Erase current character.
Move the cursor to the end of the current line.
Move the cursor one character right.
Erase the character left of the cursor.
Kill outgoing connection.
Display the next command from the history buffer.
Display the previous command from the history buffer.
Redisplay the current line.
Paste text from the clipboard.
Delete the word left of the cursor.
Delete all characters up to the cursor.
Delete all characters after the cursor.
Return to the User View.
Kill incoming connection or redirect connection.
Move the cursor one word back.
Delete remainder of word.
Move the cursor forward one word.
Move the cursor down a line.
Move the cursor up a line.
Specify the beginning of clipboard.
Specify the end of clipboard.

display memory
Syntax
View

Parameter

display memory

Any view

None
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Description  Use the display memory command to display the usage of system memory.

Example # Display the current usage of the system memory.

<Sysname> system-view

[Sysname] display memory

System Total Memory (bytes): 41918976
Total Used Memory (bytes): 15949136
Used Rate: 38%

display this
Syntax display this [ by-linenum ]
View Any view
Parameter by-linenum: Specifies to display the number of each line.

Description  Use the display this command to display the validated configuration information
under the current view.

After finishing a set of configurations under a view, you can use the display this
command to check whether the configuration takes effect.

Note that:

m A parameter is not displayed if it has the default configuration.
m A parameter is not displayed if the configuration has not taken effect.

m  When you use the command under interface view, protocol view or protocol
child view, the command displays the configuration corresponding to the
current view.

Example # Display configuration information of the current view (the display information
varies with configuration).

<Sysname> system-view
[Sysname] user-interface vty 0
[Sysname-ui-vty0] display this
#

user-interface con 0

user-interface vty 0
history-command max-size 256

user-interface vty 1 4

#

return
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display version
Syntax display version
View Any view
Parameter None

Description  Use the display version command to view system version information.

By viewing system version information, you can learn about the current software
version, rack type and the information related to the main control module and
interface module.

Example # Display system version information.

<Sysname> display version

header

Syntax header { incoming | legal | login | shell } text

undo header { incoming | legal | login | shell }
View  System view

Parameter incoming: Banner displayed when a user logs onto a terminal user interface by
user name and password. If authentication is required, the banner is displayed
after authentication.

legal: Authorization banner before login.
login: Login banner at authentication.
shell: Banner displayed for VTY users to enter user view.

text: Banner message. For the specific input methods, refer to the related contents
in the System Basic Configuration section of the 3Com Switch 8800 Family
Configuration Guide.

Description  Use the header command to create a banner.

Use the undo header command to clear a banner.

Example # Configure a banner in user view.

<Sysname> system-view
[Sysname] header incoming %
Input banner text, and quit with the character ’'%’.

Welcome to incoming (header incoming) %



59

)

[Sysname] header legal %
Input banner text, and quit with the character '
Welcome to legal (header legal)$%

[Sysname] header login %

Input banner text, and quit with the character '%’.
Welcome to login(header login) %

[Sysname] header motd %

Input banner text, and quit with the character ’'%’.
Welcome to motd(header motd) %

[Sysname] header shell %

Input banner text, and quit with the character '

Welcome to shell (header shell)$%

o°

o°

m The character % is the starting/ending character of text in this example.
Entering % after the displayed text quits the header command.

m As the starting and ending character, % is not a part of a banner.

# Test the configuration remotely using Telnet.

LR R R R R R RS RS EEEEEEEEE RS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

* All rights reserved (2004-2006) *
* Without the owner’s prior written consent, *
* no decompiling or reverse-switch fabricering shall be allowed. *

IR R R R R R R R R R R R R R R R R R R R R R R R R R R R RS EEREEEEEEEEESES

Welcome to legal (header legal)

Press Y or ENTER to continue, N to exit.
Welcome to motd(header motd)
Welcome to login(header login)

Login authentication

Password:
Welcome to shell (header shell)

<Sysname>

hotkey

Syntax

View

Parameter

hotkey { CTRL_G | CTRL_L | CTRL_O | CTRL_T | CTRL_U } command

undo hotkey { CTRL_G | CTRL_L | CTRL_O | CTRL_T | CTRL_U }
System view

CTRL_G: Assigns the hot key <Ctrl+G> to a command.
CTRL_L: Assigns the hot key <Ctrl+L> to a command.
CTRL_O: Assigns the hot key <Ctrl+O> to a command.

CTRL_T: Assigns the hot key <Ctrl+T> to a command.
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CTRL_U: Assigns the hot key <Ctrl+U> to a command.

command: The command line associated with the hot key.

Description  Use the hotkey command to assign a hot key to a command line.
Use the undo hotkey command to restore the default.

By default, the system specifies corresponding commands for <Ctrl+G>, <Ctrl+L>
and <Ctrl+O>, while the others are null.

m <Ctrl+G> corresponds to display current-configuration
m <Ctrl+L> corresponds to display ip routing-table
m <Ctrl+O> corresponds to undo debugging all

You can customize this scheme as needed however.

Example # Assign the hot key <Ctrl+T> to the display tcp status command.

<Sysname> system-view
[Sysname] hotkey ctrl t display tcp status

# Display the configuration of hotkeys.

[Sysname] display hotkey
————————————————— HOTKEY -------=-=-=-=---

=Defined hotkeys=
Hotkeys Command
CTRL_G display current-configuration
CTRL_L display ip routing-table
CTRL O wundo debug all
CTRL_T display tcp status

=Undefined hotkeys=
Hotkeys Command
CTRL_U NULL

=System hotkeys=
Hotkeys Function
CTRL_A Move the cursor to the beginning of the current line.
CTRL_B Move the cursor one character left.
CTRL_C Stop current command function.
CTRL D Erase current character.
CTRL_E Move the cursor to the end of the current line.
CTRL_F Move the cursor one character right.
CTRL H Erase the character left of the cursor.
CTRL_K Kill outgoing connection.
CTRL_N Display the next command from the history buffer.
CTRL_P Display the previous command from the history buffer.
CTRL_R Redisplay the current line.
CTRL_V Paste text from the clipboard.
CTRL_W Delete the word left of the cursor.
CTRL_X Delete all characters up to the cursor.
CTRL_Y Delete all characters after the cursor.
CTRL_Z Return to the user view.
CTRL_] Kill incoming connection or redirect connection.
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ESC B Move the cursor one word back.

ESC D Delete remainder of word.

ESC F Move the cursor forward one word.
ESC_N Move the cursor down a line.

ESC_P Move the cursor up a line.

ESC_ < Specify the beginning of clipboard.
ESC_> Specify the end of clipboard.

quit
Syntax quit
View Any view
Parameter None
Description  Use the quit command to exit to a lower-level view (if the current view is user
view, you exit the system).
Example # Switch from Ethernet 1/1/1 interface view to system view, and then to user view.
[Sysname-Ethernetl1/1/1] quit
[Sysname] quit
<Sysname>
return
Syntax return
View Any view except user view
Parameter None
Description  Use the return command to return to user view from current view, as you do with
the hot key <Ctrl+Z>.
Related command: quit.
Example # Return to user view from system view.
[Sysname] return
<Sysname>
super
Syntax super [ fevel]

View

User view
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Parameter

Description

Related command:

Example

level: User level, in the range 0 to 3.

Use the super command to switch from the current user level to a specified user
level.

There are four levels of commands:

m Visit: involves commands for network diagnosis (such as ping and tracert),
commands for accessing an external device (such as Telnet client, SSH client,
RLOGIN). Saving the configuration file is not allowed at this level.

= Monitor: includes the display and debugging commands for system
maintenance, and service fault diagnosis. Saving the configuration file is not
allowed at this level.

m System: provides service configuration commands, including routing and
commands at each level of the network for providing services.

m  Manage: influences the basic operation of the system and the system support
modules for service support. Commands at this level involve file system, FTP,
TFTP, Xmodem download and configuration file switch, power control, standby
module control, user management, level setting, as well as parameter setting
within a system (the last case involves those non-protocol or non RFC
provisioned commands).

Login users are also classified into four levels that correspond to the four
command levels. After users at different levels log in, they can only use commands
at their own, or lower, levels.

Note that:

Users can switch to a lower user level unconditionally. To log in through AUX, or
VTY user interface and switch to a higher user level, however, they need to enter
the password (The password can be set with the super password command.). If
the entered password is incorrect or no password is configured, the switch fails.
Therefore, before switching to a higher user level, users should configure the
password needed.

super password.

# Set the user level to 3.

<Sysname> super 3

User privilege level is 3, and only those commands can be used
whose level is equal or less than this.

Privilege note: 0-VISIT, 1-MONITOR, 2-SYSTEM, 3-MANAGE

super password

Syntax

View

super password [ level user-level ] { simple | cipher } password

undo super password [ level user-level ]

System view
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Description

Example
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user-level: User level in the range 1 to 3, with the default as 3.
simple: Plain text password.

cipher: Cipher text password.

password: Password, a string of characters. It is case-sensitive.

m For simple password, it is a string of 1 to 16 characters.

m For cipher password, it is a string of 1 to 16 characters in plain text or 24
characters in cipher text. For example, the simple text "1234567" corresponds
to the cipher text "(TT8F]Y55Q="Q'MAF4<111",

Use the super password command to set the password needed to switch from a
lower user level to a higher one.

Use the undo super password command to restore the default.
By default, no password is set to switch from a lower user level to a higher one.
Note that:

m If simple is specified, the configuration file saves a simple password.

m If cipher is specified, the configuration file saves the password in cipher text
even if you input the password in plain text.

m The user must always enter a simple password, no matter simple or cipher is
specified.

m Cipher passwords are recommended, as simple ones are easily getting cracked.

# Set the password to abc in simple form for switching user-level to 3.

<Sysname> system-view
[Sysname] super password level 3 simple abc

# Display the password for switching user-level.
[Sysname] display current-configuration
#

super password level 3 simple abc

# Set the password to abc in cipher form for switching user-level to 3.

<Sysname> system-view
[Sysname] super password level 3 cipher abc

# Display the password for switching user-level.
[Sysname] display current-configuration

#
super password level 3 cipher ='*Y=F>*.%-a SWBMYM2A!!
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sysname
Syntax sysname sysname
undo sysname
View  System view
Parameter sysname: Name of the device, a string of 1 to 30 characters.
Description  Use the sysname command to set the name of the device.
Use the undo sysname demand to restore the device name to the default.
The default name of an Switch 8800 series switch is W8800.
Modifying device name affects the prompt of the CLI. For example, if the device
name is 3Com, the prompt of user view is <SW8800>.
Example # Set the name of the device to R2000.
<SW8800> system-view
[SW8800] sysname R2000
[R2000]
# Restore the device name to the default name 3Com.
[R2000] undo sysname
[SW8800]
system-view
Syntax system-view
View  User view
Parameter None
Description  Use the system-view command to enter system view from the current user view.

Related command:

Example

quit, return.

# Enter system view from the current user view.

<Sysname> system-view
System View: return to User View with Ctrl+Z.
[Sysname]
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USER INTERFACE CONFIGURATION
COMMANDS

acl (user interface view)

Syntax

View

Parameters

Description

Examples

For basic and advanced ACL, use the following commands:
acl [ ipv6 | acl-number { inbound | outbound }

undo acl [ ipv6 ] ac/-number { inbound | outbound }

For layer 2 ACL, use the following commands:

acl acl-number inbound

undo acl acl-number inbound
VTY user interface view

ipv6: When this keyword is present, the command supports IPv6; otherwise, it
supports IPv4.

acl-number: Number of access control list, in the range 2000 to 4999, where

m 2000 to 2999 are the basic ACL number
m 3000 to 3999 are the advanced ACL number
= 4000 to 4999 are the layer 2 ACL number

inbound: Controls dial-in for a user interface.

outbound: Controls dial-out for a user interface.

Use the acl command to reference an ACL to control dial-in or dial-out of the
current users.

Use the undo acl command to remove the ACL.

For details regarding ACL, refer to the “Common Configuration Commands”
page 981 .

By default, dial-in and dial-out of VTY users are not restricted.

# Remove the restriction on outgoing calls for VTY 0.
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<Sysname> system-view
[Sysname] user-interface vty 0
[Sysname-ui-vty0] undo acl 2001 outbound

auto-execute command

Syntax

View
Parameters

Description

A

Examples

auto-execute command command

undo auto-execute command
User interface view
command: Command to be automatically executed.

Use the auto-execute command command to specify a command to be
executed automatically.

Use the undo auto-execute command command to disable this feature.
By default, command auto-execution is disabled.
Note that:

The auto-execute command command is supported on all types of user
interfaces except the Console port and the AUX port functioning as the console
port.

Once a command is configured using the auto-execute command command,
the system automatically executes the command when a user logs on from the
interface where the command is configured. After the command is completed, the
connection breaks automatically.

A good example is configuring the auto-execute command te/net command to
let users telnet to the specified host automatically.

CAUTION: The auto-execute command command may disable you from
configuring the system through the terminal line to which the command is
applied. Therefore, before configuring the command and saving the configuration
(using the save command), make sure that you can access the system by other
means to remove the configuration in case a problem occurs.

# Automatically execute the telnet 10.10.10.1 command after a user logs on
from the VTY 0 interface.

<Sysname> system-view

[Sysname] user-interface vty 0

[Sysname-ui-vty0] auto-execute command telnet 10.10.10.1
% This action will lead to configuration failure through ui-vty0. Are you sure? [
Y/N] y

[Sysname-ui-vtyo0]
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authentication-mode (User interface view)

Syntax

View

Parameters

Description

Related commands:

Examples

authentication-mode { none | password | scheme [ command-authorization

1}
User interface view

none: Performs no authentication.
password: Performs local password authentication.

scheme: Performs authorization and authentication of AAA. For details about
AAA, refer to “AAA Configuration Commands” page 1073.

command-authorization: Performs command line authorization. HWTACACS
allows per-command authorization. An input command is executed only after it
passes authorization. For details about HWTACACS, refer to “"HWTACACS
Configuration Commands” page 1127.

Use the authentication-mode command to set the authentication mode when
users log onto the device using the current user interface.

By default, the authentication mode is password for VTY and AUX user interfaces
and is none for Console interfaces.

set authentication password.

# Set that no authentication is needed when users use VTY 0 interface to log onto
the device. (This mode may be insecure.)

<Sysname> system-view
[Sysname] user-interface vty 0
[Sysname-ui-vty0] authentication-mode none

# Set to use password authentication when users use VTY 0 interface to log onto
the device. The authentication password is 321.

<Sysname> system-view

[Sysname] user-interface vty 0

[Sysname-ui-vty0] authentication-mode password
[Sysname-ui-vty0] set authentication password cipher 321

# Set to use username and password authentication when users use VTY 0
interface to log onto the device. The username is 123 and the authentication
password is 321.

<Sysname> system-view

[Sysname] user-interface vty 0

[Sysname-ui-vty0] authentication-mode scheme
[Sysname-ui-vty0] quit

[Sysname] local-user 123

[Sysname -luser-123] password cipher 321
[Sysname -luser-123] service-type telnet level 3
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debugging modem

Syntax debugging modem
View  User view
Parameters None
Description  Use the debugging modem command to enable debugging of Modem.
Based on debugging output, you can verify the correctness of Modem scripts.
Examples # Enable debugging of Modem.
<Sysname> debugging modem
databits
Syntax databits {5|6|7 |8}
undo databits
View  User interface view
Parameters 5: Five data bits.
6: Six data bits.
7: Seven data bits.
8: Eight data bits.
Description  Use the databits command to set data bits on the user interface.

=

Examples

Use the undo databits command to restore the default, or eight bits.

The command is only applicable to serial interfaces that work in asynchronous
flow mode, which can be configured using the async mode flow command.

# Set data bits to 7.

<Sysname> system-view
[Sysname] user-interface aux 0
[Sysname-ui-aux0] databits 7

debugging vty

Syntax

debugging vty { fsm | negotiate }



View

Parameters

Description

Examples
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undo debugging vty { fsm | negotiate }
User view

fsm: Enables/disables debugging of Telnet state machine.

negotiate: Enables/disables debugging of VTY negotiation.

Use the debugging vty command to enable debugging of VTY.

Use the undo debugging vty command to disable debugging of VTY.

# Enable debugging of VTY negotiation.

<Sysname> debugging vty negotiate

display user-interface
Syntax
View

Parameters

Description

Examples

display user-interface [ num7 | { aux | console | vty } num2 | [ summary ]
Any view

numT: Absolute number of a user interface. The value range normally starts from
0.

num?Z2: Relative number of a user interface, in the following rules:

m For the AUX port, the value is 0.
m For the Console port, the value is 0.
m For VTY user interfaces, the value ranges from 0 to 4.

summary: Displays summary about user interfaces.

Use the display user-interface command to view information about the specified
or all user interfaces.

m If the summary keyword is absent, the command displays the type of the user
interface, the absolute or relative number, the speed, the user privilege level,
the authentication mode and the physical location.

m If the summary keyword is present, the command displays all the number and
type of user interfaces.

# Display information about user interface 0.

<Sysname> display user-interface 0

Idx Type Tx/Rx Modem Privi Auth Int
+ 0 CON 0 9600 - 3 N -
+ : Current user-interface is active.
F : Current user-interface is active and work in async mode.

Idx : Absolute index of user-interface.
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Type : Type and relative index of user-interface.
Privi: The privilege of user-interface.
Auth : The authentication mode of user-interface.

Int : The physical location of UIs.

A : Authentication use AAA.

L : Authentication use local database.

N : Current UI need not authentication.

P : Authentication use current UI’s password.

Table 3 Description of the display user-interface command fields

Field

Description

+
F

ldx
Type

Tx/Rx
Modem

Privi

Auth

Int

The current user interface is active.

The current user interface is active and works in
asynchronous mode.

The absolute number of the user interface.

The type and relative number of the user
interface.

The speed of the user interface

Whether the modem is allowed to dial in (in),
dial out (out), or both (inout)

By default, the character - is displayed to
indicate that this function is disabled.

Indicates the command level of a user under
that user interface

The authentication mode, uses one of the
following, AAA (A), current user interface
password (P), local database (L), none
authentication (N).

The physical location of the user interfaces

# Display summary about all user interfaces.

<Sysname> display user-interface summary

User interface type

0:U

User interface type

1:X

User interface type
2:XXXX X

1 character mode users.
6 UI never used.
1 total UI in use

(U)
(X)

Table 4 Field descriptions of the display user-interface summary command

Field

Description

User interface type
o:U

character mode users. (U)

Type of user interface (CON/AUX/NVTY)

0 represents the absolute number of the user
interface. X means this user interface is not
used; U means this user interface is in use; the
number of the character X and U indicates the
total number of user interfaces.

Number of mode users, that is, the number of
character U.
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Table 4 Field descriptions of the display user-interface summary command

Field Description

Ul never used. (X) Number of user interfaces not used, that is, the
number of character X.

total Ul in use Total number of user interfaces in use

display users
Syntax
View
Parameters

Description

Examples

display users [ all ]
Any view
all: Displays information about users on all user interfaces.

Use the display users command to view the user information using the device.

Use the display users all command to view the user information of all the user
interfaces supported on the device.

# Display the user information of the current user interface.

<Sysname> display users

The user application information of the user interface(s):
Idx UI Delay Type Userlevel

+ 178 VTY O 00:00:00 TEL 3
179 VTY 1 00:02:34 TEL 3

Following are more details.
VTY 0
Location: 192.168.1.54
VTY 1
Location: 192.168.1.58
+ : Current operation user.
F : Current operation user work in async mode.

Table 5 Field descriptions offield descriptions of the display users command

Field Description
ldx Absolute number of the user interface
ul The first number and the second number are

respectively the absolute index and relative index of
the user interface.

Delay Interval since the last input, in the format of
hh:mm:ss.

Type User type, such as Telnet or SSH

Userlevel User authority or level: 0 for visit, 1 for monitor, 2
for system, and 3 for manage.

+ User interface used by the current user

Location Location of the user logging from the current user
interface

F The current user works in asynchronous mode
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flow-control (User interface view)

Syntax

View

Parameters

Description

s

Examples

flow-control { hardware | software | none }

undo flow-control
User interface view

hardware: Hardware flow control , valid on the AUX port user interfaces only.
software: Software flow control.

none: No flow control.

Use the flow-control command to configure flow control mode.
Use the undo flow-control command to restore the default.
By default, the flow control mode is none, that is, without flow control.

The command is only applicable to serial interfaces that work in asynchronous
flow mode, which can be configured using the async mode flow command.

# Configure software flow control in user interface view.

<Sysname> system-view
[Sysname] user-interface console 0

[Sysname-ui-console0] flow-control software

free user-interface
Syntax
View

Parameters

Description

free user-interface { num1 | { aux | console | vty } num2 }

User view

num71: Absolute number of a user interface. The value range normally starts from

0.
num?2: Relative number of a user interface, in the following rules:

m For the AUX port, the value is 0.
m For the Console port, the value is O.

m For VTY user interfaces, the value ranges from 0 to 4.

Use the free user-interface command to disconnect with the specified user
interface.

Note that you cannot use this command to terminate your own connection.
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Examples # Terminate the connection with user interface VTY1.

<Sysname> free user-interface vty 1

Are you sure to free user-interface vtyl
[Y/N] y

<Sysname>

# Terminate the connection with user interface VTY 0.

<Sysname> free user-interface vty 0

°

% Not allowed to clear current UI!

history-command max-size

Syntax history-command max-size size-value

undo history-command max-size
View User interface view

Parameters size-value: History buffer size in the range 0 to 256. It defaults to 10, that is, up to
ten history commands can be stored.

Description  Use the history-command max-size command to set the size of history
command buffer of the current user interface.

Use the undo history-command max-size command to restore the default, or
10.

Examples # Set the size of the history command buffer to 20.

<Sysname> system-view
[Sysname] user-interface console 0
[Sysname-ui-console0] history-command max-size 20

idle-timeout

Syntax idle-timeout minutes [ seconds |

undo idle-timeout
View User interface view

Parameters minutes: Specifies timeout time in minutes, in the range 0 to 35791.

seconds: Specifies timeout time in seconds, in the range 0 to 59.

Description  Use the idle-timeout command to set the idle-timeout timer. When it expires, the
user connection is terminated.

Use the undo idle-timeout command to restore the default.
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=

Examples

The default idle-timeout is 10 minutes.

m The system automatically terminates user’s connection if there is no
information interaction between the device and the user in timeout time.

m Setting idle-timeout to zero disables the timer and the connection is
maintained whether it is idle or not.

# Set the idle-timeout timer to 1 minute and 30 seconds.

<Sysname> system-view
[Sysname] user-interface console 0
[Sysname-ui-console0] idle-timeout 1 30

lock

Syntax
View
Parameters

Description

Examples

lock
User view
None

Use the lock command to set a password to prevent unauthorized users from
operating under the active user interface.

After entering the lock command, you are prompted to input a password (up to
16 characters) and then confirm it by inputting the password again. The password
is successfully set only when you input the exact password during the
confirmation. After setting the password, you will be required to input the
password next time you enter the system.

By default, this function is disabled.

# Lock the active user interface.

<Sysname> lock

Please input password<l to 16> to lock current user terminal interfa
ce:

Password:

Again:

locked !

Password:
<Sysname>

modem

Syntax

modem [ call-in | call-out | both ]



View

Parameters

Description

s

Examples
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undo modem [ call-in | call-out | both ]
User interface view

call-in: Enables dial in.
call-out: Enables dial out.

both: Enables both dial in and dial out.

Use the modem command to enable the modem to dial in or dial out.
Use the undo modem command to disable this function.
By default, dial in and dial out are disabled on the modem.

This command takes effect on the AUX and VTY ports only, and cannot be applied
to the Console port.

# Set the modem dial in/out attribute on VTY 1.

<Sysname> system-view
[Sysname] user-interface vty 1
[Sysname-ui-vtyl] modem call-in

modem auto-answer

Syntax

View
Parameters

Description

s

Examples

modem auto-answer

undo modem auto-answer
User interface view
None

Use the modem auto-answer command to set the answering mode to
auto-answer.

Use the undo modem auto-answer command to restore the default, or manual
answer.

This command takes effect on the AUX port and other asynchronous interfaces
only, and cannot be applied to the Console port.

# Set the answering mode to auto-answer.

<Sysname> system-view
[Sysname] user-interface aux 0
[Sysname-ui-aux0] modem auto-answer
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modem timer answer

Syntax

View
Parameters

Description

=

Examples

modem timer answer time

undo modem timer answer
User interface view
time: Timeout time in the range 1 to 60 seconds.

Use the modem timer answer command to set the timeout interval spent
waiting for the carrier signal after the off-hook action when setting up an
incoming call connection.

Use the undo modem timer answer command to restore the default, or 30
seconds.

This command takes effect on the AUX port and other asynchronous interfaces
only, and cannot be applied to the Console port.

# Set the timeout interval to 50 seconds.

<Sysname> system-view
[Sysname] user-interface aux 0
[Sysname-ui-aux0] modem timer answer 50

parity

Syntax

View

Parameters

Description

=

parity { none | even | odd | mark | space }

undo parity
User interface view

none: No parity check.
even: Even parity check.
odd: Odd parity check.
mark: Mark parity check.

space: Space parity check.

Use the parity command to set the check bit of the user interface.
Use the undo parity command to restore the default, or none.

The command is only applicable to serial interfaces that work in the asynchronous
flow mode, which can be configured using the async mode flow command.
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# Perform odd parity check on the AUX interface.

<Sysname> system-view
[Sysname] user-interface aux 0
[Sysname-ui-aux0] parity odd

protocol inbound (VTY user interface view)

Syntax
View

Parameters

Description

Examples

protocol inbound { all | ssh | telnet }
VTY user interface view

all: Supports all the protocols, including Telnet and SSH.
ssh: Supports SSH only.

telnet: Supports Telnet only.

Use the protocol inbound command to enable the current user interface to
support either Telnet, PAD, SSH, or all of them.

By default, all the protocols are supported.
The configuration takes effect next time you log in.

CAUTION:

m /f SSH is configured, you must set the authentication mode to scheme using
the authentication-mode scheme command to guarantee a successful login.
The protocol inbound ssh command fails if the authentication mode is
password or none. Related commands: authentication-mode.

m By default, the authentication mode of the Telnet protocol is password.

# Enable the VTYs 0 through 4 to support SSH only.

<Sysname> system-view

[Sysname] user-interface vty 0 4
[Sysname-ui-vty0-4] authentication-mode scheme
[Sysname-ui-vty0-4] protocol inbound ssh

screen-length

Syntax

View

Parameters

screen-length screen-length

undo screen-length
User interface view

screen-length: Number of lines displayed on the screen, in the range 0 to 512,
with zero meaning to disable multiple-screen output.
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Description  Use the screen-length command to set the number of lines displayed on the

terminal screen.
Use the undo screen-length command to restore the default, or 24 lines.
Examples # Set the number of lines on the terminal screen to 30.
<Sysname> system-view
[Sysname] user-interface console 0
[Sysname-ui-console0] screen-length 30
send
Syntax send {all | numT7 |{aux | console | vty } num2 }
View  User view

Parameters all: Sends messages to all user interfaces.
num71: Absolute number of a user interface. The value range normally starts from
0.
num2: Relative number of a user interface, in the following rules:

m For the AUX port, the value is 0.
m For the Console port, the value is O.
m For VTY user interfaces, the value ranges from 0 to 4.

Description  Use the send command to send messages to the specified user interface(s).
Press <Ctrl+Z> to end message input and press <Ctrl+C> to remove this operation
when inputting messages.

Examples # Send the message hello abc to the Console user interface.

<Sysname> send console 0

Enter message, end with CTRL+Z or Enter; abort with CTRL+C:
hello abc™z

Send message? [Y/Nly

<Sysname>
* k%

* % %

***Message from conO to conO
* k%

hello abc

<Sysname>
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service modem-callback

Syntax

View
Parameters

Description

Examples

service modem-callback

undo service modem-callback
System view
None

Use the service modem-callback command to enable the modem callback
function.

Use the undo service modem-callback command to disable the modem callback
function.

By default, the function is disabled.

With the function enabled, a modem calls back once the modem line is activated
(that is, it detects carriers or data from the peer device). In this case, no accounting
system has been started yet, thus saving communication fees.

# Enable the modem callback function.

<Sysname> system-view
System View: return to User View with Ctrl+Z.
[Sysname] service modem-callback

service-type telnet

Syntax

View

Parameters

Description

service-type telnet [ level /eve/ ]

undo service-type telnet
User view

level: Command level available to a user logging in, in the range 0 to 3, and
defaults to 2.

Use the service-type telnet command to configure the command level available
to a user logging in.

Use the undo service-type telnet command to restore the default.
There are four command levels: visit, monitor, system, and manage.

m Visit: involves commands for network diagnosis, such as ping and tracert,
commands for language mode switch on user interfaces, such as
language-mode, and telnet. Saving the configuration file is not allowed at
this level.
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Examples

=  Monitor: includes the display and debugging commands for system
maintenance and service fault diagnosis. Saving the configuration file is not
allowed at this level.

m System: provides service configuration commands including routing and
commands at each level of the network for providing services.

m  Manage: Commands at this level concern file system, file transfer protocol
(FTP), trivial file transfer protocol (TFTP), downloading using XModem, user
management, and level setting, which influence the basic operation of the
system and the system support modules for service support.

# Configure the command level to O for the user zbr after he logs in.

<Sysname> system-view

System View: return to User View with Ctrl+Z.
[Sysname] local-user zbr

[Sysname-luser-zbr] service-type telnet level 0

set authentication password

Syntax

View

Parameters

Description

set authentication password { simple | cipher } password

undo set authentication password
User interface view

simple: Plain text password.
cipher: Cipher text password.

password: A case sensitive string. If the password format is set to simple, the
password argument must be in plain text. If it is set to cipher, password can be
either in cipher text or in plain text depending on what has been input. A plain
text password can be a string of no more than 16 consecutive characters,
1234567 for example. A cipher text password, or the encrypted version of the
plain text password, comprises 24 characters, such as
_(TT8F]Y55Q="Q'MAF4<1!!,

Use the set authentication password command to set a local authentication
password.

Use the undo set authentication password command to remove the local
authentication password.

No local authentication password is set by default.

»  When setting a password, you should specify simple to save it in plain text in
the configuration file, or specify cipher to save it in cipher text.

m  Whether the password format is plain text or cipher text, you must type in plain
text password at authentication.



Related commands:

Examples

81

m Plain text password easily gets cracked. Therefore, you are recommended to
use cipher text password.

By default, Telnet users must provide passwords at login, that is, the
authentication-mode password command applies. If no password is
configured, the following information appears:

Login password has not been set !
authentication-mode.

# Set the local authentication password for the user interface Console 0 to hello.

<Sysname> system-view

[Sysname] user-interface console 0

[Sysname-ui-console0] authentication-mode password
[Sysname-ui-console0] set authentication password simple hello

After setting the password, you will be required to input the password next time
you enter the system.

shell

Syntax

View
Parameters

Description

Examples

shell

undo shell
User interface view
None

Use the shell command to enable terminal services on the user interface.
Use the undo shell command to disable this function.

By default, terminal services are enabled on all user interfaces.

There are a few restrictions on using the undo shell command:

m This command is not supported on the Console port.

m This command is not supported on the AUX port if the device has only a AUX
port and no Console port.

m This command cannot be used on the user interface from which you log in.

# Disable terminal services on the VTYs 0 through 4.

<Sysname> system-view
[Sysname] user-interface vty 0 4
[Sysname-ui-vty0-4] undo shell

% Disable ui-vty0-4 , are you sure ? [Y/N] y
[Sysname-ui-vty0-4]
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# The following information is displayed when a Telnet terminal logs in:

The connection was closed by the remote host!

speed (user interface view)

Syntax

View

Parameters

Description

=

speed speed-value

undo speed
User interface view

speed-value: Transmission rate in bps.
The transmission rates available with asynchronous serial interfaces include:

m 300 bps

m 600 bps

m 1200 bps

m 2400 bps

s 4800 bps

s 9600 bps

s 19200 bps
= 38400 bps
s 57600 bps
= 115200 bps

Use the speed command to set the transmission rate on the user interface.
Use the undo speed command to restore the default transmission rate.

By default, the transmission rate is 9600 bps.

The command is only applicable to serial interfaces that work in asynchronous
flow mode, which can be configured using the async mode flow command.

Examples # Set the transmission rate on the user interface AUX 0 to 19200 bps.
<Sysname> system-view
[Sysname] user-interface aux 0
[Sysname-ui-aux0] speed 19200
stopbits
Syntax stopbits{1.5|1|2}

undo stopbits
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Parameters

Description

s

Examples
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User interface view

1.5: 1.5 stop bits.
1: 1 stop bit.

2: 2 stop bits.

Use the stopbits command to set the stop bits on the user interface.
Use the undo stopbits command to restore the default, or one stop bit.
m The command is only applicable to serial interfaces that work in asynchronous

flow mode, which can be configured using the async mode flow command.

m Currently, the Switch 8800 routing switches do not support 1.5 stop bits.

# Set the stop bits on the user interface to 2.

<Sysname> system-view
[Sysname] user-interface aux 0
[Sysname-ui-aux0] stopbits 2

telnet

Syntax

View

Parameters

Description

telnet [ vpn-instance vpn-instance-name ] { hostname | ip-address } [ service-port
| [ source { interface interface-type interface-number | ip ip-address } ]

User view

vpn-instance vpn-instance-name: Specifies the name of an MPLS VPN instance,
with vpn-instance-name being a string of 1 to 19 characters.

hostname: Host name of the remote switch, which has been configured with the
ip host command.

ip-address: IP address of the remote switch.

service-port. Number of the TCP port providing the Telnet service on the remote
switch, in the range 0 to 65535.

interface interface-type interface-number: Specifies the source interface, which
can only be a VLAN one.

ip /p-address: Specifies the source IP address.

Use the telnet command to log in to other switches for remote management.
Press <Ctrl+k> to end the current Telnet login.

By default, the service port number is 23 if service-port is not specified.
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Related commands:

Examples

display tcp status, ip host.

# Telnet a remote switch Sysname2 from the current switch Sysname1 with the IP
address being 129.102.0.1.

<Sysnamel> telnet 129.102.0.1
Trying 129.102.0.1...

Press CTRL+K to abort
Connected to 129.102.0.1...
<Sysnamez2>

terminal type

Syntax

View

Parameters

Description

Examples

terminal type { ansi | vt100 }

undo terminal type
User interface view

ansi: Specifies the terminal display type as ANSI.

vt100: Specifies the terminal display type as VT100.

Use the terminal type command to configure the type of terminal display.
Use the undo terminal type command to restore the default.
By default, the terminal display type is ANSI.

Note that the system supports two types of terminal display: ANSI and VT100. If
the terminal display of the device and the client (for example, hyper terminal or
Telnet terminal) is inconsistent or is set to ANSI, and if the total number of the
characters of the currently using command line exceeds 80, anomalies such as
cursor corruption or abnormal display of the terminal display may occur on the
client. Therefore, you are recommended to set the display type of both the device
and the client to VT100.

# Set the terminal display type to VT100.

<Sysname> system-view
[Sysname] user-interface vty 0
[Sysname-ui-vty0] terminal type vt100

user privilege level

Syntax

View

user privilege level /eve/

undo user privilege level

User interface view
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Parameters /evel: Command level in the range 0 to 3.

E Command level is divided into four levels of visit, monitor, system, and manage,
corresponding to the number 0, 1, 2 and 3 respectively. The administrator can
change the command level of a user when necessary.

Description  Use the user privilege level command to configure the command level that the
login users on the current user interface can access.

Use the undo user privilege level command to restore the default.

By default, the default command level is 3 for the Console user interface and 0 for
other user interfaces.

Examples # Set the privilege level of the user logging in from VTY 0 to 0.

<Sysname> system-view
[Sysname] user-interface vty 0
[Sysname-ui-vty0] user privilege level 0

# After the user telnets to the device from VTY 0, the terminal will only display
level 0 commands, as follows:

<Sysname> ?
User view commands:
language-mode Specify the language environment

ping Send echo messages

quit Exit from current command view

super Privilege current user a specified priority level

telnet Establish one TELNET connection

tracert Trace route function

undo Undo a command or set to its default status
<Sysname>

# Enable user 1 to access level 3 commands.

<Sysname> system-view
[Sysname] local-user userl
New local user added.
[Sysname-luser-userl] level 3

user-interface

Syntax user-interface { first-num1 [ last-num1 ]| { aux | console | vty } first-num2 [
last-num?2 ] }

View  System view

Parameters first-num7: Absolute number of the first user interface. The value range normally
starts from 0.

last-num1: Absolute number of the last user interface. The value range normally
starts from 0, but cannot be smaller than the first-num1.
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Description

Examples

first-num2: Relative number of the first user interface, in the following rules:

m For the AUX port, the value is 0.
m For the Console port, the value is O.

m For VTY user interfaces, the value ranges from 0 to 4.
last-num2: Relative number of the last user interface, in the following rules:

m For VTY user interfaces, the value ranges from ( first-num2+1) to 4.

Use the user-interface command to enter a single or multiple user interface
view(s).

# Enter Console user interface view.

<Sysname> system-view
[Sysname] user-interface console 0
[Sysname-ui-console0]

# Enter the user interface view of VTY 0 to 3.
<Sysname> system-view

[Sysname] user-interface vty 0 3
[Sysname-ui-vty0-3]



ETHERNET INTERFACE CONFIGURATION
COMMANDS

broadcast-suppression

Syntax

View

Parameters

Description

Examples

broadcast-suppression ratio

undo broadcast-suppression
Ethernet interface view, port group view

ratio: Broadcast storm suppression ratio to be set, in the range 1 to 100. Broadcast
storm suppression ratio is the percentage of the maximum broadcast traffic
allowed to the total transmission capability of an Ethernet interface. The smaller
the ratio, the less the broadcast traffic allowed through the interface.

Use the broadcast-suppression command to set the broadcast storm
suppression ratio.

Use the undo broadcast-suppression command to restore the default broadcast
storm suppression ratio.

By default, all broadcast traffic is allowed to go through an Ethernet interface, that
is, broadcast traffic is not suppressed.

If you execute this command in Ethernet interface view, the configuration takes
effect only on the current interface. If you execute this command in port group
view, the configuration takes effect on all ports in the port group.

With the broadcast storm suppression ratio set, when the broadcast traffic
reaching the interface exceeds the maximum broadcast traffic allowed, the system
will discard the extra packets so that the broadcast traffic ratio falls below the limit
to ensure that the network functions properly.

If you set the broadcast suppression ratio repeatedly, the latest configuration takes
effect.

# Set the broadcast storm suppression ratio to 20 for Ethernet 1/1/1.
<Sysname> system-view

[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] broadcast-suppression 20
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# Set the broadcast storm suppression ratio to 20 for all the interfaces in port
group 1.

<Sysname> system-view

[Sysname] port-group manual groupl

[Sysname-port-group manual groupl] group-member ethernet 2/1/1
[Sysname-port-group manual groupl] group-member ethernet 2/1/2
[Sysname-port-group manual groupl] broadcast-suppression 20

description (Ethernet interface view)

Syntax

View
Parameters

Description

Examples

description text

undo description
Ethernet interface view
text: Interface description string to be set, a string of 1 to 80 characters.

Use the description command to set the description string of an Ethernet
interface.

Use the undo description command to remove the description string.

By default, the description string of an interface is "interface index" + "interface".

# Set the description string to "lanswitch-interface" for Ethernet 1//1/1.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] description lanswitch-interface

display brief interface

Syntax

View

Parameters

display brief interface [ interface-type [ interface-number ] ][ | { begin | include
| exclude } text |

Any view

interface-type: Interface type.
interface-number: Interface number.
|: Uses a regular expression to filter output information.

begin: Displays the configuration information from the line that contains the
string specified by the text argument.

include: Displays all the lines that contain the string specified by the text
argument.
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exclude: Displays all the lines that do not contain the string specified by the text

argument.

text: Regular expression, a string of 1 to 256 characters. This argument is
case-sensitive and allows spaces.

Table 6 Special characters used in regular expressions

Character Meaning Notes on Use
A Boundary matcher for the The regular expression
beginning of a line. This "Auser" matches lines that
character specifies a string begin with the string "user".
with which a line begins. Lines that don t begin with
the string "user", for
example, "Auser", are not
matched.
$ Boundary matcher for the end  The regular expression
of a line. This character "user$" matches lines that
specifies a string with which a end with the string "user".
line ends. Lines that do not end with the
string, for example, "userA",
are not matched.
Full stop, used as the wildcard None
character, which matches any
single character, including
space.
* Star, which matches the z0* matches z and zoo.
occurrences of the character
to the left for zero or multiple
times
+ Plus, which matches one or z0+ matches zo and zoo, but

[]

multiple occurrences of the
character to the left

Hyphen, which is used to
connect two numbers or
characters. Note that the
number to the left of this
character needs to be larger
than the one to the right.
When used ina "[" and "]"
pair, it represents a range.

Specifies a range.

Specifies a group of
characters. Usually used with
||+|| and n*u.

not z.

1-9" represent a range from 1
to 9 ("1" and "9" included),
and a-h represent a range
from "a" to "h" ("a" and "h"
included).

[1-36A] matches a character,
which can be a number in the
range 1 to 36 or character A.

(123A) specifies the string
"123A". 408(12)+ matchers
"40812" or "408121212"
(but not "408"). Thatis, "12"
can appear for multiple times.

Use the display brief interface command to display interface information in
brief, including simple interface name, link state, protocol link state, protocol type,

and main IP address.

m If neither interface type nor interface number is specified, all interface
information will be displayed;

m If only interface type is specified, then only information of this particular type
of interface will be displayed.
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Related commands:

Examples

m [f both interface type and interface number are specified, then only information
of the specified interface will be displayed.

interface.

# Display the information about all the interfaces in brief.

<Sysname> display brief interface

The brief information of interface(s)

under route mode:

Interface Link Protocol-1link Protocol type Main IP
Loop0 UP UP (spoofing) LOOP 10.2.2.2
M-E0/0/0 UP Up ETHERNET 192.168.0.54
NULLO UpP UP (spoofing) NULL --

Pos4/1/1 DOWN DOWN PPP --

Pos4/1/2 DOWN DOWN PPP --

Pos4/1/3 DOWN DOWN PPP --

Pos4/1/4 DOWN DOWN PPP --

V1anl000 DOWN DOWN ETHERNET 10.110.10.1

The brief information of interface(s

Interface Link Speed
GE4/2/1 DOWN auto
GE4/2/2 DOWN auto
GE4/2/4 DOWN auto
GE4/3/1 DOWN auto
GE4/3/2 DOWN auto
GE4/3/3 DOWN auto
GE4/3/4 DOWN auto

under bridge mode:

Duplex Link-type PVID
auto access 1000
auto access 1
auto access 1
auto access 1
auto access 1
auto access 1
auto access 1

Table 7 Field descriptions of the display brief interface command.

Field

Description

The brief information of interface(s) under
route mode:

Interface
Link

Protocol-link

Protocol type
Main IP

The brief information of interface(s) under
bridge mode:

Speed
Duplex

PVID

Brief information of interface(s) in route mode

Interface name

Interface physical link state, which can be up or
down

Interface protocol link state, which can be up or
down

Interface protocol type
Main IP
Brief information of interface(s) in bridge mode

Interface rate, in bps

Duplex mode, which can be half (half duplex),
full (full duplex), or auto (auto-negotiation).

Default VLAN ID

Table 8 Acronyms for different types of Interface

Interface name Acronyms
Ethernet Eth
GigabitEthernet GE
Ten-GigabitEthernet XGE
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display counters
Syntax
View

Parameters

Description

Examples

display counters { inbound | outbound } interface [ interface-type |
Any view

inbound: Displays statistics on inbound packets.
outbound: Displays statistics on outbound packets.

interface-type: Interface type.

Use the display counters command to display the statistics on specific packets.

= [f you provide the interface-type argument, this command displays the statistics
on the packets passing through all the interfaces that are of the specified type.

= [f you do not provide the argument, this command displays the statistics on the
packets passing through all the interfaces that support this command.

# Display the statistics on the inbound packets passing through all the
GigabitEthernet interfaces.

<Sysname> display counters inbound interface GigabitEthernet

Interface Total (pkts) Broadcast (pkts) Multicast (pkts) Err(pkts)
GE5/1/1 100 100 0 0

GE5/1/2 Overflow 0 Overflow 0

GE5/1/3 0 0 0 0
GE5/1/4 0 0 0 0
GE5/2/1 0 0 0 0
GE5/2/2 0 0 0 0
GE5/2/3 0 0 0 0
GE5/2/4 0 0 0 0
GE5/3/1 0 0 0 0
GE5/3/2 0 0 0 0
GE5/3/3 0 0 0 0
GE5/3/4 0 0 0 0

Overflow: more than 14 decimal digits(7 digits for column "Err").
--: not supported.

Table 9 Field descriptions of the display counters command

Field Description
Interface Interface name (in simplified format)
Total(pkts) Total number of the packets received/sent through

the interface. (You can specify the direction of the
packets using the inbound and outbound
keyword.)

Broadcast(pkts) Total number of the broadcast packets received/sent
through the interface. (You can specify the direction
of the packets using the inbound and outbound
keyword.)

Multicast(pkts) Total number of the multicast packets received/sent
through the interface. (You can specify the direction
of the packets using the inbound and outbound
keyword.)
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Table 9 Field descriptions of the display counters command

Field Description

Err(pkts) Total number of the error packets received/sent
through the interface. (You can specify the direction
of the packets using the inbound and outbound
keyword.)

Overflow: more than 14 decimal digits ~ The value of the statistics item is larger than the

(7 digits for column "Err"). maximum number a 14-digit decimal number can
represent. For an Err item, Overflow means the value
of the statistics item is larger than the maximum
number a 7-digit decimal number can represent.

--: not supported. The statistics item is not supported.

display counters rate
Syntax
View

Parameters

Description

Related commands:

Examples

display counters rate { inbound | outbound } interface [ interface-type ]
Any view

inbound: Displays the statistics on the rate of inbound packets.
outbound: Displays the statistics on the rate of outbound packets.

interface-type: Interface type.

Use the display counters rate command to display the statistics on the rate of
the packets passing the interfaces that are in up state in the latest sampling
interval.

m If you provide the interface-type argument, this command displays the statistics
on the rate of the packets passing through all the interfaces that are in up state
and are of the specified type.

» If you do not provide the argument, this command displays the statistics on the
rate of the packets passing through all the interfaces that support this
command.

Sampling intervals can be set using the flow-interval command.

By default, the sampling interval is 300 seconds.
flow-interval.

# Display the statistics on the rate of the inbound packets passing through all the
GigabitEthernet interfaces.

<Sysname> display counters rate inbound interface GigabitEthernet

Interface Total (pkts/sec) Broadcast (pkts/sec) Multicast (pkts/sec)
GE6/1/1 200 100 100
GE6/1/2 300 200 100
GE6/1/3 300 200 100

Overflow: more than 14 decimal digits.
--: not supported.
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Table 10 Field descriptions of the display counters rate command

Field Description
Interface Interface name (in simplified format)
Total(pkts/sec) Average rate (in packets per second) of

receiving/sending packets during the sampling
interval. You can specify the direction of the packets
using the inbound and outbound keyword.

Broadcast(pkts/sec) Average rate (packets per second) of
receiving/sending broadcast packets during the
sampling interval. You can specify the direction of
the packets using the inbound and outbound
keyword.

Multicast(pkts/sec) Average rate (packets per second) of
receiving/sending multicast packets during the
sampling interval. You can specify the direction of
the packets using the inbound and outbound

keyword.
Overflow: more than 14 decimal digits(7 The value of the statistics item is larger than the
digits for column "Err"). maximum number a 14-digit decimal number can
represent.
--: not supported. The statistics item is not supported.

The display counters and display counters rate commands only count the
statistics on the packets passing through RPR logical ports.

display interface
Syntax
View

Parameters

Description

Related commands:

Examples

display interface [ interface-type [ interface-number] ]
Any view

interface-type: Interface type.

interface-number: Interface number.

Use the display interface command to display the current state of an interface
and related information.

m If neither interface type nor interface number is specified, all interface
information will be displayed;

m If only interface type is specified, then only information of this particular type
of interface will be displayed.

m If both interface type and interface number are specified, then only information
of the specified interface will be displayed.

interface.

# Display the current state of the interface Ten-GigabitEthernet 5/1/2 and related
information.
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<Sysname> display interface Ten-GigabitEthernet5/1/2
Ten-GigabitEthernet5/1/2 current state: DOWN

IP Packet Frame Type: PKTFMT ETHNT 2, Hardware Address: 000f-e23f-32ce
Description: Ten-GigabitEthernet5/1/2 Interface

Loopback is not set

Media type is not sure, Port hardware type is No Connector
Unknown-speed mode, unknown-duplex mode
Link speed type is autonegotiation, link duplex type is autonegotiation Flow
-control is not enabled

The Maximum Frame Length is 1552

Broadcast MAX-ratio: 100%

PVID: 1

Link delay is 1(sec)

Ethernet port mode: WAN

JO (Rx) :""
00 00 00 00 OO 00 OO 00 OO 00O 0O OO 00 0O 00 0O e *
JO (Tx) :""
00 00 00 00 OO 00 OO 00 OO 00O 0O OO 00 OO 00 0O e *
J1(Rx):""
00 00 00 00 OO 00 OO 00 OO 00O 00 OO 00 OO 00 OO o *
J1(Tx):""
00 00 00 00 OO 00 OO 00 OO 00 0O OO 00 0O 00 0O e *

SDH error:
section layer: Bl 0
line layer: B2 0 M1 O
path layer: B3 0 Gl O
Port link-type: access
Tagged VLAN ID : none
Untagged VLAN ID : 1
Port priority: 0
Last 300 seconds input: 0 packets/sec 0 bytes/sec
Last 300 seconds output: 0 packets/sec 0 bytes/sec
Input (total): 0 packets, 0 bytes
0 broadcasts, 0 multicasts
Input (normal): O packets, 0 bytes
- broadcasts, - multicasts
Input: 0 input errors, 0 runts, 0 giants, 0 throttles
0 CRC, 0 frame, 0 overruns, - aborts
0 ignored, - parity errors
Output (total): 0 packets, 0 bytes
0 broadcasts, 0 multicasts, 0 pauses
Output (normal): 0 packets, 0 bytes

- broadcasts, - multicasts, 0 pauses

Output: 0 output errors, - underruns, - buffer failures
0 aborts, 0 deferred, - collisions, 0 late collisions
- lost carrier, - no carrier

Table 11 Field descriptions of the display interface command

Field Description

Ten-GigabitEthernet5/1/2 current state Ethernet interface physical state

IP Packet Frame Type Ethernet frame type

Hardware address Hardware address

Description Description

Loopback is not set Loopback is not set.

Media type, Port hardware type Cable type, Port hardware type

Unknown-speed mode Unknown-speed mode, in which mode speed is
negotiated between the current host and the
peer

unknown-duplex mode unknown-duplex mode, in which mode speed is

negotiated between the current host and the
peer.
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terface command

Field

Description

Link speed type is autonegotiation
link duplex type is autonegotiation
Flow-control is not enabled

The Maximum Frame Length

Broadcast MAX-ratio

PVID

Link delay

Ethernet port mode
SDH error

Port link-type

Tagged VLAN ID
Untagged VLAN ID

Port priority
Last 300 seconds input

Last 300 seconds output

Input
Output

Link speed type is autonegotiation.
Link duplex type is autonegotiation.
Flow-control is not enabled

The maximum frame length allowed on an
interface

Broadcast storm suppression ratio (the
maximum broadcast traffic allowed to overall
traffic through an interface)

Default VLAN ID

Link suppression time
Ethernet port mode
SDH error information

Interface link type, which could be access,
trunk, and hybrid.

Identify the VLANSs that need Tag markers

Identify the VLANSs that do not need Tag
markers

Port priority

Average input rate within the latest 300
seconds

Average output rate within the latest 300
seconds

Input packets
Output packets

display port

Syntax
View

Parameters

Description

Examples

display port { hybrid | trunk }

Any view

hybrid: Displays the existing Hybrid ports.

trunk: Displays the existing Trunk ports.

Use the display port command to display the information about the existing

ports that are of a specified type, includi

ng port name, default VLAN ID, and the

VLAN ID of VLANSs that the ports can pass through.

# Display the existing hybrid ports.

<Sysname> display port hybrid
Interface

PVID VLAN passing

GE4/2/2 100 Tagged: 1000, 1002, 1500, 1600-1611, 2000,
2555-2558, 3000, 4000
Untagged:1, 10, 15, 18, 20-30, 44, 55, 67, 100,
150-160, 200, 255, 286, 300-302
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# Display the existing trunk ports.

<Sysname> display port trunk

Interface PVID VLAN passing
GE4/3/2 2 1-4, 6-100, 145, 177, 189-200, 244, 289,
400,

555, 600-611, 1000, 2006-2008
Table 12 Field descriptions of the display port command.

Field Description

Interface Interface name

PVID Default VLAN ID of a port

VLAN passing ID of the VLANs permitted by the port

display port-group manual

Syntax
View

Parameters

Description

Examples

display port-group manual [ all | name port-group-name |
Any view

all: Specifies all the manual port groups.

name port-group-name: Specifies the name of a manual port group, a string of 1
to 32 characters.

Use the display port-group manual command to display the information about
a manual port group.

» If you provide the port-group-name argument, this command displays the
information about the manual port group identified by the argument,
including port group name and the Ethernet interface ports contained in the
port group.

» If you provide the all keyword, this command displays the information about all
the manual port groups, including their names and the Ethernet interface ports
included.

m If you provide no keyword/argument, this command displays the names of all
the manual port groups.

# Display the names of all manual port groups.

<Sysname> display port-group manual
The following manual port group exist (s):
groupl group?2

# Display the information about all the manual port groups.

<Sysname> display port-group manual all
Member of groupl:

Ethernetl/1/1 Ethernetl/1/2 Ethernetl/1/3
Ethernetl/1/4 Ethernetl/1/5 Ethernetl/1/6
Ethernet2/1/1 Ethernet2/1/2 Ethernet2/1/3

Ethernet2/1/4
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Member of group2:
None

# Display the information about the port group named "group1".

<Sysname> display port-group manual groupl
Member of groupl:

Ethernetl/1/1 Ethernetl/1/2 Ethernetl/1/3
Ethernetl/1/4 Ethernetl1/1/5 Ethernetl/1/6
Ethernet2/1/1 Ethernet2/1/2 Ethernet2/1/3
Ethernet2/1/4

Table 13 Field descriptions of the display port-group manual command

Field Description

Member of group Member of the manual port group

Ethernet1/1/1 Ethernet1/1/2 Ethernet ports in the manual port group
Ethernet1/1/3

Ethernet1/1/4 Ethernet1/1/5
Ethernet1/1/6

Ethernet2/1/1 Ethernet2/1/2
Ethernet2/1/3

Ethernet2/1/4

duplex

Syntax

View

Parameters

Description

Related commands:

s

duplex { auto | full | half }

undo duplex
Ethernet interface view

auto: Specifies the auto-negotiation mode.
full: Specifies the full-duplex mode.

half: Specifies the half-duplex state. This keyword is not applicable on
GigabitEthernet interfaces.

Use the duplex command to set the duplex mode for an Ethernet interface.
Use the undo duplex command to restore the default duplex mode.

By default, the duplex mode of an Ethernet interface is determined through
auto-negotiation.

speed.

These two commands are not applicable to Ten-GigabitEthernet interface.
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Examples # Configure interface Ethernet 1/1/1 to operate in the full-duplex mode.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] duplex full

flow-control (Ethernet interface view)

Syntax flow-control

undo flow-control
View Ethernet interface view
Parameters None

Description  Use the flow-control command to enable flow control on an Ethernet interface.

Use the undo flow-control command to disable flow control on an Ethernet
interface.

By default, flow control is disabled.

@ Flow control takes effect only when it is enabled on both sides.

Examples # Enable flow control on interface Ethernet1/1/1.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] flow-control

flow-interval

Syntax flow-interval interval

undo flow-interval
View Ethernet interface view

Parameters interval: Interval for generating interface statistics, in the range 5 to 300 (in
seconds) and in step of 5. The system default is 300 seconds.

Description  Use the flow-interval command to set the interval for generating interface
statistics.

Use the undo flow-interval command to restore the default.

Examples # Set the time interval for generating interface statistics to 100 seconds for
interface Ethernet1/1/1.
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<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl1/1/1] flow-interval 100

group-member

Syntax group-member interface-list
undo group-member interface-list
View Manual port group view

Parameters interface-list: Ethernet interface list, in the format of {interface-type
interface-number [ to interface-type interface-number ] } &<1-10>, where
interface-type interface-number is Ethernet interface type and number, and
&<1-10> means that you can specify up to 10 interfaces/interface ranges for this
argument.

Description  Use the group-member command to add Ethernet interfaces to a manual port
group.
Use the undo group-member command to remove Ethernet interfaces from a
manual port group.
By default, a manual port group contains no Ethernet interface.

Examples # Add interfaces Ethernet1/1/1 and Ethernet1/1/2 to the manual port group
named "group1".
<Sysname> system-view
[Sysname] port-group manual groupl
[Sysname-port-group-manual-groupl] group-member Ethernet 1/1/1 to Ethernet 1
/1/2
interface
Syntax interface interface-type interface-number
View  System view
Parameters interface-type interface-number:

s

Description

m Interface is numbered using slot number, and interface number. For example,
the interface number of Ethernet 1/1/1 is 1/1/1.

m for ease of user input, interface type can be abbreviated so long as it does not
cause any confusion, for example, interface Ethernet 1/1/1 can be abbreviated
aselllll.

Use the interface command to enter interface view.
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Examples

# Enter Ethernet1/1/1 interface view.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1]

jumboframe enable

Syntax

View

Parameters

Description

jumboframe enable [ jumboframe-value | slot slot-number

undo jumboframe enable slot slot-number
System view

jumboframe-value: Size of the jumbo frames allowed to pass through an Ethernet
interface, in the range 1,552 to 10,240 (in bytes). By default, the size of the jumbo
frames allowed is 1,552 bytes.

Use the jumboframe enable command to allow jumbo frames that are of
specified size to pass through the interfaces on a module.

Use the undo jumboframe enable command to disable jumbo frames from
passing through the interfaces on a module.

By default, jumbo frames are allowed to pass through Ethernet interfaces.

With the undo jumboframe enable command executed, the size of the jumbo
frames allowed is 1,522 bytes.

m The jumboframe-value argument is in the range 1,552 to 10,236 for the
modules LSB1XP4B, LSB1XP4CA, LSB1XP4DB, LSB1GVA48DA, 3C17532A, and
LSB1GV48DB.

m By default, the modules 3C17548, 3C17542 and LSBTNATBO allow jumbo
frames with their size being 8,192 bytes. If you execute the jumboframe
enable command for a module of this type, an error occurs.

m for FE interfaces, the size of the jumbo frames allowed is fixed to 1,552 bytes.

Examples # Enable jumbo frames with their size being 1,552 bytes to pass through all the
Ethernet interfaces on the module seated in slot 4.
<Sysname> system-view
[Sysname] jumboframe enable slot 4
link-delay
Syntax link-delay delay-time

View

undo link-delay

Ethernet interface view
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delay-time: Up/Down suppression time for the physical connection of an Ethernet
interface, in the range 0 to 10 (in seconds).

Use the link-delay command to set the suppression time of physical-link-state
changes on an Ethernet Interface.

Use the undo link-delay command to restore the default.

By default, the suppression time of physical-link-state changes on an Ethernet
Interface is 1 second.

# Set the up/down suppression time of the physical connection of Ethernet 1/1/1
interface to 2 seconds.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] link-delay 2

loopback

Syntax

View

Parameters

Description

Examples

loopback { external | internal }

undo loopback
Ethernet interface view

external: Enables external loopback testing.

internal: Enables internal loopback testing.

Use the loopback command to enable Ethernet interface loopback testing.
Use the undo loopback command to disable Ethernet interface loopback testing.
By default, Ethernet interface loopback testing is disabled.

m Currently, Switch 8800s do not support external loopback testing.

m Loopback testing is required when you test certain functions, such as locating
problems in an Ethernet.

m After you enable loopback testing on an Ethernet interface, the interface
operates in full-duplex mode at the highest speed. The interface will return to
its original state when loopback testing is disabled.

# Enable internal loopback testing on Ethernet 1/1/1.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] loopback internal
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mdi
Syntax mdi{ across | auto | normal }
undo mdi
View Ethernet interface view
Parameters across: Specifies cross-over cables for the Ethernet interface.
auto: Configures the Ethernet interface to be auto-sensing for the cable type.
normal: Specifies straight-through cables for the Ethernet interface
Description  Use the mdi command to configure the cable type that can be sensed by an
Ethernet interface.
Use the undo mdi command to restore the default.
By default, an Ethernet interface senses the type of the network cable connected
to it automatically.
Examples # Configure the interface Ethernet1/1/1 to use cross-over cables.
<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] mdi across
port-group

Syntax port-group { manual port-group-name | aggregation agg-id }

undo port-group manual port-group-name
View  System view

Parameters port-group-name: Name of a manual port group, a string of 1 to 32 characters.

aggregation agg-id: Specifies the ID of an existing aggregation port group.

Description  Use the port-group manual command to create a manual port group. If the
manual port group identified by the port-group-name argument already exists,
this command leads you to manual port group view.

Use the port-group aggregation command to enter aggregation port group
view.

Use the undo port-group manual command to remove a manual port group.

By default, no manual port group is created.
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# Create a manual port group named "group1".

<Sysname> system-view
[Sysname] port-group manual groupl
[Sysname-port-group-manual-groupl]

reset counters interface
Syntax
View

Parameters

Description

Examples

reset counters interface [ interface-type [ interface-number ] |
User view

interface-type: Interface type.

interface-number: Interface number.

Use the reset counters interface command to clear the statistics on specific
interfaces.

To obtain interface statistics within specific period of time, you need to clear the
existing interface statistics first.

m If neither interface type nor interface number is specified, this command clears
the statistics on all the interfaces.

m If only interface type is specified, this command clears the statistics on the
interfaces that are of specific type.

m If both interface type and interface number are specified, this command clears
the statistics on the specified interface.

# Clear the statistics on Ethernet1/1/1.

<Sysname> reset counters interface ethernet 1/1/1

shutdown (Ethernet interface view)

Syntax

View
Parameters

Description

shutdown

undo shutdown
Ethernet interface view
None

Use the shutdown command to shut down an Ethernet interface.
Use the undo shutdown command to bring up an Ethernet interface.

By default, an Ethernet interface is up.
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Examples # Shut down interface Ethernet1/1/1.
<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] shutdown
# Bring up interface Ethernet1/1/1.
<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] undo shutdown
source-mac-tail
Syntax source-mac-tail last-byte
undo source-mac-tail
View Ethernet interface view
Parameters /ast-byte: Two-digit hexadecimal number to be used as the least octet of the
source MAC address.
Description  Use the source-mac-tail command to set the least octet of the source MAC

s

Examples

address for an interface.

After you execute the source-mac-tail command, packets forwarded on Layer 3
through the interface uses the number set by this command as the least octet of
their source MAC addresses.

Use the undo source-mac-tail command to remove the source MAC address
setting.

By default, the source MAC address for an interface is that of the corresponding
VLAN interface.

Currently, this command is not supported by the following modules:
LSB1GV48DA, LSB1GV48DB, 3C17532A, 3C17538, LSB1XP4B, LSB1XP4CA, and
LSB1XP4DB.

# Set the least octet of the source MAC address to 0x12 for interface Ethernet
3/1/1.

<Sysname> system-view

System View: return to User View with Ctrl+Z.
[Sysname] interface Ethernet 3/1/1
[Sysname-Ethernet3/1/1] source-mac-tail 12

# Remove the source MAC address setting for the interface Ethernet 3/1/1.

<Sysname> system-view

System View: return to User View with Ctrl+Z.
[Sysname] interface Ethernet 3/1/1
[Sysname-Ethernet3/1/1] undo source-mac-tail
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speed (Ethernet interface view)

Syntax

View

Parameters

Description

Related commands:

=

Examples

speed { 10 | 100 | 1000 | auto }

undo speed
Ethernet interface view

10: Specifies the interface rate as 10 Mbps.
100: Specifies the interface rate as 100 Mbps.
1000: Specifies the interface rate as 1,000 Mbps.

auto: Specifies the interface rate is determined through auto-negotiation.

Use the speed command to set the operating rate for an Ethernet interface.
Use the undo speed command to restore the default operating rate.

By default, an Ethernet interface determines its operating rate through
auto-negotiation.

Note that the speed 1000 command is only applicable to GigabitEthernet
interface.

duplex.

This command is not applicable for Ten-GigabitEthernet interfaces.

# Configure the operating rate of interface Ethernet1/1/1 as 100 Mbps.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] speed 100
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4

MAC ADDRESS TABLE MANAGEMENT
CONFIGURATION COMMANDS

display mac-address

Syntax

View

Parameters

Description

Related commands:

Examples

display mac-address [ mac-address [ vlan vian-id | | [ dynamic | static | [
interface interface-type interface-number ] [ vlan vian-id ] [ count ] ]

display mac-address blackhole [ vlan vian-id ] [ count ]
Any view

mac-address: Specifies a MAC address in the format of H-H-H.
static: Displays static MAC address entries, which do not age.
dynamic: Displays dynamic MAC address entries, which age.

blackhole: Displays blackhole MAC address entries. The attribute of the blackhole
MAC address entries is the same as that of the static MAC address entries. The
packets whose destination MAC addresses match blackhole MAC address entries
are discarded..

interface-type interface-number: Displays MAC address learning status of the
ports with the specified type and number.

vlan-id: Displays MAC address entries of the specified VLAN.

count: Displays the total number of MAC addresses in the MAC address table.

Use the display mac-address command to display information about the MAC
address table.

mac-address,mac-address timer.

# Display the MAC address table entry.

<Sysname> display mac-address 00e0-£fc01-0101
MAC ADDR VLAN ID STATE PORT INDEX AGING TIME (s)
00e0-fc01-0101 1 Learned GigabitEthernet4/1/1 NOAGED

Table 14 Field descriptions of the display mac-address command

Field Description

MAC ADDR MAC address
VLAN ID ID of the VLAN to which the MAC address belongs
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Table 14 Field descriptions of the display mac-address command

Field Description

STATE State of a MAC address

PORT INDEX Port name. The blackhole MAC address is displayed as "N/A"
AGING TIME(s) Aging time, which could be:

AGING, indicates that the entry is aging.
NOAGED, indicates that the entry does not age.

display mac-address aging-time

Syntax
View
Parameters

Description

Related commands:

Examples

display mac-address aging-time
Any view
None

Use the display mac-address aging-time command to display the aging time of
dynamic entries in the MAC address table.

mac-address, mac-address timer, display mac-address.

# Display the aging time of dynamic entries in the MAC address table.
<Sysname> display mac-address aging-time

Mac address aging time: 300s

The above information indicates that the aging time of dynamic entries in the
MAC address table is 300 seconds.

display mac-address mac-learning

Syntax
View

Parameters

Description

Examples

display mac-address mac-learning [ interface-type interface-number |
Any view

interface-type interface-number: Displays MAC address learning status of the port
with the specified type and number.

Use the display mac-address mac-learning command to display MAC address
learning status of the specified or all Ethernet ports.

# Display MAC address learning status of all Ethernet ports.

<Sysname> display mac-address mac-learning
Mac address learning status of the switch: enable

PortName Learning Status
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GigabitEthernetl/1/1 enable
GigabitEthernetl/2/1 enable
GigabitEthernetl/3/1 enable
GigabitEthernetl/4/1 enable
GigabitEthernet2/1/1 enable
GigabitEthernet2/2/1 enable
GigabitEthernet2/3/1 enable
GigabitEthernet2/4/1 enable

Table 15 Field descriptions of display mac-address mac-learning

Field Description

Mac address learning status of the Global MAC address learning status, enabled or

switch disabled.

PortName Port name

Learning Status Port MAC address learning status, enabled or
disabled

mac-address (Ethernet interface view)

Syntax mac-address { static | dynamic } mac-address vlan vian-id

undo mac-address { static | dynamic } mac-address vlan vian-id
View Ethernet interface view

Parameters dynamic: Dynamic MAC address entries.
static: Static MAC address entries.
mac-address: Specifies a MAC address in the format of H-H-H.

vlan-id: VLAN ID.

Description  Use the mac-address command to add or modify a MAC address entry on a
specified Ethernet port.

Use the undo mac-address command to remove a MAC address entry on the
Ethernet port.

As your MAC address entries configuration cannot survive a reboot, save it after
completing the configuration. The dynamic MAC address table entries however
will be lost whether you save the configuration or not.

Before using this command, you must add the port to the specified VLAN.

Do not configure dynamic or static MAC addresses on an aggregation port.

Related commands: display mac-address.
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Examples

# Add a static entry for MAC address 00e0-fc01-0101 on the GigabitEthernet
1/1/1 with VLAN ID 2.

<Sysname> system-view
[Sysname] interface gigabitEthernet 1/1/1
[Sysname-GigabitEthernetl/1/1] mac-address static 00e0-£fc01-0101 vlan 2

mac-address (system view)

Syntax

View

Parameters

Description

mac-address { static | dynamic } mac-address interface interface-type
interface-number vlan vian-id

mac-address blackhole mac-address vlan vian-id

undo mac-address [ { static | dynamic } mac-address interface interface-type
interface-number vlan vian-id ]

undo mac-address [ static | dynamic | blackhole | [ mac-address | vlan vian-id

undo mac-address [ static | dynamic | mac-address interface interface-type
interface-number vlan vian-id

undo mac-address [ static | dynamic | interface interface-type
interface-number

System view

static: Static MAC address entries.
dynamic: Dynamic MAC address entries.

blackhole: Blackhole MAC address entries. These entries do not age but you can
add or remove them. The packets whose destination MAC addresses match
blackhole MAC address entries are discarded.

mac-address: Specifies a MAC address in the format of H-H-H.
interface-type interface-number: Specifies a port by its type and number.

vlan-id. Specifies a VLAN ID.

Use the mac-address command to add or modify a MAC address entry.
Use the undo mac-address command to remove one or all MAC address entries.
Note that:

m If the existing MAC address is a dynamic address, you can modify it as a static
or blackhole address, and if the existing MAC address is a static address or
blackhole address, you will be prompted that this MAC address already exists,
and modification is not necessary.
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m You can delete all the MAC address entries on a port or a VLAN, or you can
delete the dynamic MAC address entry, the static MAC address entry or the
blackhole MAC address entry.

= As your MAC address entries configuration cannot survive a reboot, save it
after completing the configuration. The dynamic entries however will be lost
whether you save the configuration or not.

m Before using this command, you must add the port to the specified VLAN.

Do not configure a dynamic, static or blackhole MAC address on an aggregation
port.

display mac-address.

# Add a static entry for MAC address 00EO-FC01-0101. All frames destined to this
MAC address are sent out of port Ethernet 1/1/1 which belongs to VLAN 2.

<Sysname> system-view
[Sysname] mac-address static 00e0-£fc01-0101 interface ethernet 1/1/1 vlan 2

mac-address mac-learning disable

Syntax

View
Parameters

Description

Related commands:

Examples

mac-address mac-learning disable

undo mac-address mac-learning disable
System view/Ethernet interface view/port group view
None

Use the mac-address mac-learning disable command to disable MAC address
learning globally or specify the MAC address learning function of the Ethernet
port.

Use the undo mac-address mac-learning disable command to enable MAC
address learning globally, or specify the MAC address learning function of the
Ethernet port.

By default, MAC address learning is enabled globally.

Note that you need to disable MAC address learning sometimes to prevent the
MAC address table from being saturated, for example, when your device is being
attacked by a great deal of frames with different source MAC addresses. This
somewhat affects update of the MAC address table.

display mac-address mac-learning.
# Disable global MAC address learning.

<Sysname> system-view
[Sysname] mac-address mac-learning disable



112 CHAPTER 4: MAC ADDRESS TABLE MANAGEMENT CONFIGURATION COMMANDS

# Disable MAC address learning on port Ethernet 1/1/1.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] mac-address mac-learning disable

mac-address max-mac-count (Ethernet interface view/port group view)

Syntax

View

Parameters

Description

Related commands:

Examples

mac-address max-mac-count { count | disable-forwarding }

undo mac-address max-mac-count [ disable-forwarding ]
Ethernet interface view/port group view

count: Maximum number of MAC addresses that can be learned on a port, in the
range 0 to 14336. When the argument takes 0O, the port is not allowed to learn
MAC addresses.

disable-forwarding: Disables forwarding of frames after the number of learned
MAC addresses reaches the upper limit.

Use the mac-address max-mac-count count command to configure the
maximum number of MAC addresses that can be learned on an Ethernet port and
whether forwarding frames is allowed after the maximum number of learned
MAC addresses reaches the upper limit.

Use the undo mac-address max-mac-count command to restore the default
maximum number of MAC addresses that can be learned on an Ethernet port.

Use the undo mac-address max-mac-count disable-forwarding command to
allow forwarding frames received on an Ethernet port after the number of learned
MAC addresses reaches the upper limit.

The default maximum number of MAC addresses that can be learned on a port is
14336, and forwarding is allowed when the upper limit is reached.

Executed in Ethernet interface view, this command takes effect only for the
current port; executed in port group view, this command takes effect on all the
ports under the port group.

mac-address (system view), mac-address (Ethernet interface view),
mac-address timer.

# Set the maximum number of MAC addresses that can be learned on port
Ethernet 1/1/1 to 600. After this upper limit is reached, frames received with
unknown destination MAC addresses on the port will not be forwarded.

<Sysname> system-view

[Sysname] interface ethernet 1/1/1

[Sysname-Ethernetl/1/1] mac-address max-mac-count 600
[Sysname-Ethernetl/1/1] mac-address max-mac-count disable-forwarding
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mac-address max-mac-count (VLAN view)

Syntax

View

Parameters

Description

Related commands:

s

Examples

mac-address max-mac-count count

undo mac-address max-mac-count
VLAN view

count: Maximum number of MAC addresses that can be learned on a VLAN, in the
range 0 to 172032, with 0 meaning that MAC address learning of this VLAN is not
allowed.

Use the mac-address max-mac-count count command to configure the
maximum number of MAC addresses that can be learned on a VLAN.

Use the undo mac-address max-mac-count command to restore the default
maximum number of MAC addresses that can be learned on a VLAN.

A VLAN can learn up to 172032 MAC addresses by default.

mac-address, mac-address timer.

There are no actual Layer 2 physical interfaces on the Super VLAN, and the
number of the learned MAC addresses is always 0, so configuring the number of
MAC addresses under Super VLAN is meaningless.

# Set the maximum number of MAC addresses that can be learned on VLAN 10 to
600.

<Sysname> system-view
[Sysname] vlan 10
[Sysname-v1lanl0] mac-address max-mac-count 600

mac-address timer

Syntax

View

Parameters

Description

mac-address timer { aging seconds | no-aging }

undo mac-address timer aging
System view

aging seconds: Sets an aging time in seconds for dynamic MAC address entries.

no-aging: Sets dynamic MAC address entries not to age.

Use the mac-address timer command to configure the aging timer for dynamic
MAC address entries.

Use the undo mac-address timer command to restore the default.



114 CHAPTER 4: MAC ADDRESS TABLE MANAGEMENT CONFIGURATION COMMANDS

By default, the aging time for the MAC address dynamic entry is 300 seconds.

Set the aging timer appropriately: a short interval may result in removal of valid
entries and hence unnecessary broadcasts which may affect device performance; a
long aging interval may cause the MAC address table to retain outdated entries
and fail to accommodate latest network changes. In this case, delay may result
when a workstation is moved from one port to another.

Examples # Set the aging timer for dynamic MAC address entries to 500 seconds.

<Sysname> system-view
[Sysname] mac-address timer aging 500



LINK AGGREGATION CONFIGURATION
COMMANDS

debugging lacp packet

Syntax

View

Parameters

Description

debugging lacp packet [ interface interface-type interface-number | to
interface-type interface-number ] |

undo debugging lacp packet [ interface interface-type interface-number [ to
interface-type interface-number ] |

User view

interface-type interface-number: Port type and port number.

to: Specifies a port index range, with the two interface-type interface-number
argument pairs around it as the two ends.

Use the debugging lacp packet command to enable debugging for LACP
packets on specific ports.

Use the undo debugging lacp packet command to disable LACP packet
debugging on specific ports.

By default, the debugging for LACP packets is disabled.

If no port is specified, these two commands apply to all the ports with the LACP
enabled.

Table 16 Field descriptions of the debugging lacp packet command

Field Description

size Size of an LACP protocol packet, which is 128
bytes.

subtype Protocol subtype of an LACP packet, which is

1 for LACP packets.
version Protocol version. A value of 1 indicates LACP.
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Table 16 Field descriptions of the debugging lacp packet command

Field Description

Actor Local port information contained in a protocol
packet, in which:

tlv being 1 indicates that the information
displayed is about the local port.

len indicates the length of the information.

sys-pri indicates the local system LACP
priority.

sys-mac indicates the local system MAC
address.

key indicates the operation key value
assigned to the local port.

pri indicates the LACP priority of the local
port.

p indicates the local port number.

state indicates the current LACP state of
the local port.

Partner Remote port information contained in a
protocol packet and saved in the local system,
in which:

tlv being 2 indicates that the information
displayed is the remote port information
saved in the local system.

len indicates the length of the information.

sys-pri indicates the remote system LACP
priority.

sys-mac indicates the remote system MAC
address.

key indicates the operational key value
assigned to the remote port.

pri indicates the LACP priority of the
remote port.

p indicates the remote port number.

state indicates the current LACP state of
the remote port.

Collector Collector field information contained in a
protocol packet, in which:

tlv being 3 indicates the Collector field.
len indicates the length of the field.

col-max-delay indicates the maximum
delay.

Terminator Terminator field information contained in a
protocol packet, in which:

tlv being 0 indicates the Terminator field,
the end of a protocol packet.

len indicates the length of the field.

Examples # Enable debugging for LACP packets on port Ethernet 1/1/1.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
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[Sysname-Ethernetl/1/1] lacp enable
[Sysname-Ethernetl/1/1] return

<Sysname> terminal debugging

<Sysname> debugging lacp packet interface ethernet 1/1/1
*0.60323 Sysname LAGG/8/Pkt:

Send LACP Packet via port Ethernetl/1/1

/ An LACP packet was sent through Ethernet 1/1/1.

*0.60323 Sysname LAGG/8/Pkt:
size=128, subtype =1, version=1

// The size of the packet is 128 bytes. The protocol subtype and the protocol
version are all 1.

Actor: tlv=1l, len=20, sys-pri=0x8000, sys-mac=00e0-fc02-0300, key=0
x1l, pri=0x8000, p=0x2, state=0x45

/l The information about the local port carried in the packet is as follows.

m Length of the information:20

m Local system LACP priority: 0x8000

m Local system MAC address: 00e0-fc02-0300

m Operation key value assigned to the local port: Ox1

m LACP priority of the local port: 0x8000

m Local port number: 0x2

m Current LACP state of the local port: 0x45

Partner: tlv=2, len=20, sys-pri=0x0, sys-mac=0000-0000-0000, key=0x0
, pri=0x0, p=0x0, state=0x0

/l The information about the remote port carried in the packet is as follows.

m Length of the information:20

m Remote system LACP priority: 0x0

m Remote system MAC address: 0000-0000-0000

m Operation key value assigned to the remote port: 0x0
m LACP priority of the remote port: 0x0

m Remote port number: 0x0

m Current LACP state of the remote port: 0x0

Collector: tlv=3, len=16, col-max-delay=0
/I Information contained in the Collector field of the packet is as follows.

m Length of the field: 16
m  Maximum delay: O

Terminator: tlv=0, len=0

// The length of the Terminator field of the packet is O.
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*0.1221133 Sysname LAGG/8/Pkt:
Receive LACP Packet via port Ethernetl/1/1

/I A LACP packet was received through Ethernet 1/1/1.

*0.1221133 Sysname LAGG/8/Pkt:
size=128, subtype =1, version=1

// The size of the packet is 128 bytes. The protocol subtype and the protocol
version are all 1.

Actor: tlv=1l, len=20, sys-pri=0x8000, sys-mac=00e0-fc00-0000, key=0
x1, pri=0x8000, p=0x6, state=0x3d

/l The information about the local port carried in the packet is as follows.

m Length of the information:20

m Local system LACP priority: 0x8000

m Local system MAC address: 00e0-fc00-0000

m Operation key value assigned to the local port: Ox1
m LACP priority of the local port: 0x8000

m Local port number: Ox6

m  Current LACP state of the local port: 0x3d

Partner: tlv=2, len=20, sys-pri=0x8000, sys-mac=00e0-fc02-0300, key=
0x1, pri=0x8000, p=0x1l, state=0xd

/l The information about the remote port carried in the packet is as follows.

m Length of the information:20

m Remote system LACP priority: 0x8000

m Remote system MAC address: 00e0-fc02-0300

m Operation key value assigned to the remote port: Ox1
m LACP priority of the remote port: 0x8000

m Remote port number: Ox1

m  Current LACP state of the remote port: Oxd

Collector: tlv=3, len=16, col-max-delay=0
/Il Information contained in the Collector field of the packet is as follows.

m Length of the field: 16
m  Maximum delay: O

Terminator: tlv=0, len=0
// The length of the Terminator field of the packet is O.

@ Other similar information about LACP packets is omitted here.
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debugging lacp state

Syntax

View

Parameters

Description

Examples

debugging lacp state [ interface interface-type interface-number | to
interface-type interface-number | ] { { actor-churn | mux | partner-churn | ptx |
rx}*|all}

undo debugging lacp state [ interface interface-type interface-number [ to
interface-type interface-number | ] { { actor-churn | mux | partner-churn | ptx |
rx}*all}

User view

interface-type interface-number: Port type and port number.

to: Specifies a port index range, with the two interface-type interface-number
argument pairs around it as the two ends.

actor-churn: Enables/disables debugging for Actor-churn state machine.
mux: Enables/disables debugging for MUX state machine.

partner-churn: Enables/disables debugging for Partner-churn state machine.
ptx: Enables/disables debugging for PTX state machine.

rx: Enables/disables debugging for RX state machine.

all: Enables/disables debugging for all the state machines.

Use the debugging lacp state command to enable debugging for an LACP
protocol state machine on specific ports.

Use the undo debugging lacp state command to disable debugging for an
LACP protocol state machine on specific ports.

By default, debugging for any of the LACP protocol state machine is disabled.

If no port is specified, these two commands apply to all the ports with the LACP
enabled.

Table 17 Field descriptions of the debugging lacp state command

Field Description

from state XXX The state before a state transition

to state XXX The state after a state transition

stimulation The condition that triggers a state transition.

# Enable debugging for RX state machine on port Ethernet 1/1/2.

<Sysname> system-view

System View: return to User View with Ctrl+Z.
[Sysname] interface ethernetl/1/2
[Sysname-Ethernetl1/1/2] lacp enable
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[Sysname-Ethernetl1/1/2] return

<Sysname> terminal debugging

<Sysname> debugging lacp state interface ethernet 1/1/2 rx

*0.1360830 Sysname LAGG/8/FSM:

Port Ethernetl/1/2: FSM Rx transfers from state RESERVE to state INITIALIZE
by the stimulation Begin True

// The RX state machine has been initialized to the INITIALIZE state. The condition
to the state is Begin_True (indicating the state machine starts).

*0.1360830 Sysname LAGG/8/FSM:
Port Ethernetl/1/2: FSM Rx transfers from state INITIALIZE to state
PORT_DISABLED

by the stimulation UCT

/l The RX state machine transited from the INITIALIZE state to the PORT-DISABLED
state. The condition to the state is UCT (indicating no condition).

*0.1360830 Sysname LAGG/8/FSM:
Port Ethernetl/1/2: FSM Rx transfers from state PORT DISABLED to state EXPIR
ED by the stimulation Lacp_Enabled

/l The RX state machine transited from the PORT-DISABLED state to the EXPIRED
state. The condition to the state is LACP_ENABLED (indicating LACP is enabled).

*0.1360862 Sysname LAGG/8/FSM:
Port Ethernetl/1/2: FSM Rx transfers from state EXPIRED to state CURRENT
by the stimulation Pdu_Indicate

// The RX state machine transited from the EXPIRED state to the CURRENT state.
The condition to the state is Pdu_Indicate (indicating a protocol packet is received
from the peer,).

debugging link-aggregation error

Syntax

View
Parameters

Description

debugging link-aggregation error

undo debugging link-aggregation error
User view
None

Use the debugging link-aggregation error command to enable debugging for
link aggregation errors.

Use the undo debugging link-aggregation error command to disable
debugging output.

By default, debugging for link aggregation errors is disabled.

Table 18 Field descriptions of the debugging link-aggregation error command

Field Description

File File where an error is detected
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Table 18 Field descriptions of the debugging link-aggregation error command

Field Description
Line Line in the file where an error is detected.
ERROR Error description

# Enable debugging for link aggregation errors.

<Sysname> system-view

[Sysname] interface ethernetl/1/1

[Sysname-Ethernetl/1/1] lacp enable

[Sysname-Ethernetl/1/1] return

<Sysname> terminal debugging

<Sysname> debugging link-aggregation error

*0.21953 Sysname LAGG/8/lacpErrorEvent:

File e:v500d05splsoftwarelacplacp agm.c, Line: 1200

ERROR------ Portindex: 1 LACP_SendLACPPacket ,g_ucLacpSysMAC NULL !

/l An error occurred in the line numbered 1200 of the file
e:v500d05sp 1softwarelacplacp_agm.c. As indicated by the ERROR field, the
system MAC address acquired was null.

debugging link-aggregation event

Syntax

View
Parameters

Description

debugging link-aggregation event

undo debugging link-aggregation event
User view
None

Use the debugging link-aggregation event command to enable debugging for
link aggregation events.

Use the undo debugging link-aggregation event command to disable
debugging output.

By default, debugging for link aggregation events is disabled.

Table 19 Field descriptions of the debugging link-aggregation event command

Field Description

Port Index Index of a port

Agg Index ID of an aggregation group
Cfg MD5 MD5 summary

Restriction Value Hardware restriction parameter
Admin Key Administration key

Port Pri Port LACP priority

Sys Mac System MAC address

Sys Pri System LACP priority
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Examples

Table 19 Field descriptions of the debugging link-aggregation event command

Field Description
Oper Key Operational key assigned to a port
Unit Id ID of a device

# Enable debugging for link aggregation events.

<Sysname> debugging link-aggregation event
<Sysname> terminal debugging
<Sysname> display link-aggregation summary

Aggregation Group Type:D -- Dynamic, S -- Static , M -- Manual
Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing
Actor ID: 0x8000, 00e0-fc57-367f

AL AL Partner ID Select Unselect Share Master
ID Type Ports Ports Type Port
10 M none 1 0 NonS Ethernet2/1/1

/I Link aggregation group 10 exists.

<Sysname> system-view
System View: return to User View with Ctrl+Z.

# Remove link aggregation group 10.

[Sysname] undo link-aggregation group 10
*0.91991886 Sysname LAGG/8/AggDel:Link Aggregation 10 is deleted.

/I Link aggregation group 10 was removed.

*0.91991961 Sysname LAGG/8/OperKeyDel:Oper key 1 is deleted.

/l The operation key 1, which Ethernet 2/1/1 corresponds to, was removed.
*0.91992115 Sysname LAGG/8/AggDel:Slot=2;Link Aggregation 10 is deleted.

/I Link aggregation group 10 was removed on the module seated in slot 2.

display lacp system-id
Syntax
View
Parameters

Description

display lacp system-id
Any view
None

Use the display lacp system-id command to display the local system ID (also
known as actor system ID), which comprises the system LACP priority and the
system MAC address.



Examples

123

# Display the local system ID.

<Sysname> display lacp system-id
Actor System ID: 0x8000, 00e0-£fc00-0100

Table 20 Field descriptions of the display lacp system-id command

Field Description

Actor System ID Local system ID, comprising system LACP
priority and system MAC address.

display link-aggregation interface

Syntax

View

Parameters

Description

Examples

display link-aggregation interface interface-type interface-number [ to
interface-type interface-number ]

Any view

interface-type interface-number: Port type and port number.

to: Specifies a port index range, with the two interface-type interface-number
arguments pairs around it as the two ends.

Use the display link-aggregation interface command to display the link
aggregation-related information about specific ports.

Note that as ports in a manual link aggregation groups do not acquire the
information about their peers automatically, so the entries in the information
about the peer ports displayed are all O instead of the actual values. Moreover, this
command does not display the statistics on the LACP packets processed by ports
in manual aggregation groups.

# Display the link aggregation-related information about port GigabitEthernet
4/2/1 (assuming that the port belongs to a manual aggregation group).

<Sysname> display link-aggregation interface gigabitEthernet4/2/1

Flags: A -- LACP Activity, B -- LACP timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

GigabitEthernet4/2/1:
Selected AggID: 0
Local:
Port-Priority: 32768, Oper key: 0, Flag: {}
Remote:
System ID: 0x0, 0000-0000-0000
Port Number: 0, Port-Priority: 0 , Oper-key: 0, Flag: {}
Received LACP Packets: 0 packet(s), Illegal: 0 packet(s)
Sent LACP Packets: 0 packet(s)

# Display the link aggregation-related information about port Ethernet 1/1/2
(assuming that the port belongs to a dynamic aggregation group).

<Sysname> display link-aggregation interface ethernetl/1/2
Flags: A -- LACP Activity, B -- LACP_timeout, C -- Aggregation,
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D -- Synchronization,
G -- Defaulted, H -- Expired
Ethernetl/1/2:
Selected AggID: 2
Local:

E -- Collecting, F -- Distributing,

Port-Priority: 32768, Oper key: 1, Flag: {ACDEF}

Remote:

System ID: 0x8000,

Port Number: 209,

Received LACP Packets:

Sent LACP Packets:

Port-Priority:

16 packet (s)

00e0-fc46-2a9%a

32768 , Oper-key: 1, Flag: {ACDEF}

17 packet(s), Illegal: 0 packet(s)

Table 21 Field descriptions of the display link-aggregation interface command

Field

Description

Flags

Selected AggID

Local:

Port-Priority

Oper key

Flag

Remote:

System ID

Port Number
Port-Priority
Oper-key

Flag

Received LACP Packets:
lllegal

Sent LACP Packets

LACP state flag, one byte in length. Each bit in
this field is a flag and is represented by a
character among A through H. When a bit is
set, the corresponding character is displayed.
Following describes the flags.

m A" indicates LACP is enabled; absence of this
character indicates LACP is not enabled.

m B" indicates short LACP timeout; absence of
this character indicates long LACP timeout.

» C" indicates the link can be aggregated.

» D" indicates the link is synchronized.

m E" indicates the link is in collecting state.
m F"indicates the link is in distributing state.

= G" indicates the receiving state machine of
the sending system is in the default state.

= H" indicates the receiving state machine of
the sending system is in the expired state.

ID of the link aggregation group the port
belongs to

Local system information.

m Port-Priority: Local port LACP priority

= Oper key: Operation key

» Flag: LACP state flag

Remote system information.

System ID: Remote system ID

Port Number: Port number

Port-Priority: Port LACP priority

Oper-key: Operation key

Flag: LACP state flag

Statistics on LACP packets.

Packets: Number of the LACP packets received
lllegal: Number of the invalid LACP packets

Sent LACP Packets: Number of the LACP
packets sent
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display link-aggregation service-type

Syntax
View
Parameters

Description

Examples

display link-aggregation service-type [ agg-id ]
Any view
agg-id: ID of an existing service loop group.

Use the display link-aggregation service-type command to display the
information about a service loop group.

If no aggregation group is specified, this command displays the information about
all the service loop groups.

# Display the information about service loop group 1.

<Sysname> display link-aggregation service-type 1

Service-Loop Service Quote
Group ID Type Number
1 ipvé 0

Table 22 Field descriptions of the display link-aggregation service-type command

Field Description

Service-Loop Group ID Service loop group ID

Service Type Service type supported by the service loop group
Quote Number Number of the ports to which the service loop group

is applied. You can remove a service loop group only
when it is applied to no port.

display link-aggregation summary

Syntax
View
Parameters

Description

Examples

display link-aggregation summary
Any view
None

Use the display link-aggregation summary command to display the summary
of all the link aggregation groups.

Note that as ports in a manual link aggregation groups do not acquire the
information about their peers automatically, so the entries in the information
about the peer ports displayed are all 0 instead of the actual values.

# Display the summary of all the link aggregation groups.

<Sysname> display link-aggregation summary

Aggregation Group Type:D -- Dynamic, S -- Static , M -- Manual
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Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing
Actor ID: 0x8000, 000f-e222-e5cd

AL AL Partner ID Select Unselect Share Master
ID Type Ports Ports Type Port
222 M none 0 2 NonS GigabitEthernet4/2/1

Table 23 Field descriptions of the display link-aggregation summary command

Field Description

Aggregation Group Type Aggregation group type, which can be
m S, for static LACP aggregation
= M, for manual aggregation
Loadsharing Type Load sharing type, which can be
» Shar, for load sharing;
= Nons, for non-load sharing.

Actor ID Local system ID

AL ID Link aggregation group ID
AL Type Link aggregation group type
Partner ID Remote system ID

Select Ports Number of selected ports
Unselect Ports Number of unselected ports
Share Type Load sharing type

Master Port Master port

display link-aggregation verbose

Syntax
View
Parameters

Description

Examples

display link-aggregation verbose [ agg-id ]
Any view
agg-id: ID of an existing link aggregation group.

Use the display link-aggregation verbose command to display the detailed
information about a link aggregation group.

If you do not provide the agg-id argument, this command displays the detailed
information about all the link aggregation groups.

Note that as ports in a manual link aggregation groups do not acquire the
information about their peers automatically, so the entries in the information
about the peer ports displayed are all 0 instead of the actual values.

# Display the detailed information about link aggregation group 222.

<Sysname> display link-aggregation verbose 222

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing
Flags: A -- LACP_ Activity, B -- LACP_timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,

G -- Defaulted, H -- Expired
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Aggregation ID: 222, AggregationType: Manual, Loadsharing Type: NonS
Aggregation Description:
System ID: 0x8000, 000f-e222-e5cd
Port Status: S -- Selected, U -- Unselected
Local:
Port Status Priority Oper-Key Flag
GE4/2/1 U 32768 1 {}
GE4/2/2 U 32768 2 {}
Remote:
Actor Partner Priority Oper-Key SystemID Flag
GE4/2/1 0 0 0 0x0000,0000-0000-0000 {}
GE4/2/2 0 0 0 0x0000,0000-0000-0000 {}

Table 24 Field descriptions of the display link-aggregation verbose command

Field

Description

Loadsharing Type

Flags

Aggregation ID
AggregationType

Aggregation Description
System ID
Port State

Local:
Port, Status, Priority, Oper-key, Flag

Remote:

Actor, Partner, Priority, Oper-key,
SystemiID, Flag

Load sharing type, which can be
» Shar, for load sharing;
= Nons, for non-load sharing.

LACP state flag, one byte in length. Each bit in this
field is a flag and is represented by a character
among A through H. When a bit is set, the
corresponding character is displayed. Following
describes the flags.

m A" indicates LACP is enabled; absence of this
character indicates LACP is not enabled.

m B" indicates short LACP timeout; absence of this
character indicates long LACP timeout.

s C" indicates the link can be aggregated.

s D" indicates the link is synchronized.

= E" indicates the link is in collecting state.
= F" indicates the link is in distributing state.

»  G" indicates the receiving state machine of the
sending system is in the default state.

= H" indicates the receiving state machine of the
sending system is in the expired state.

Link aggregation group ID

Link aggregation type, which can be manual or
static LACP.

Link aggregation group name

Local system ID

Port state in a link aggregation group, which can be
selected and unselected

Other information about the local end, including
member ports, port state, port LACP priority,
operation key, and flags

Detailed information about the remote end,
including corresponding local port, port ID, port
LACP priority, operation key, system ID, and flags
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lacp enable

Syntax

View
Parameters

Description

Examples

lacp enable

undo lacp enable
Ethernet interface view
None

Use the lacp enable command to enable LACP on the port.
Use the undo lacp enable command to disable LACP on the port.
By default, LACP is disabled on a port.

# Enable LACP on port Ethernet 1/1/1.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/] lacp enable

lacp port-priority

Syntax

View
Parameters

Description

Related commands:

Examples

lacp port-priority port-priority

undo lacp port-priority
Ethernet interface view
port-priority: Port LACP priority.

Use the lacp port-priority command to assign an LACP priority to the port.
Use the undo lacp port-priority command to restore the default.

By default, port LACP priority is 32768.
display link-aggregation interface, display link-aggregation verbose.

# Assign LACP priority 64 to a port.

<Sysname> system-view
[Sysname] interface ethernetl/1/1
[Sysname-Ethernetl/1/1] lacp port-priority 64
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lacp system-priority

Syntax

View
Parameters

Description

Examples

lacp system-priority system-priority

undo lacp system-priority
System view
system-priority: System LACP priority.

Use the lacp system-priority command to assign an LACP priority to the local
system.

Use the undo lacp system-priority command to restore the default.
By default, system LACP priority is 32768.

# Assign LACP priority 64 to the local system.

<Sysname> system-view
[Sysname] lacp system-priority 64

link-aggregation group description

Syntax

View

Parameters

Description

Related commands:

Examples

link-aggregation group agg-id description agg-name

undo link-aggregation group agg-id description
System view

agg-id: Link aggregation group ID.

agg-name: Link aggregation group name.

Use the link-aggregation group description command to configure a name for
the specified link aggregation group.

Use the undo link-aggregation group description command to remove the
name of the specified link aggregation group.

display link-aggregation verbose.

# Name link aggregation group 22 as abc.

<Sysname> system-view
[Sysname] link-aggregation group 22 description abc
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link-aggregation group mode

Syntax

View

Parameters

Description

Related commands:

Examples

link-aggregation group agg-id mode { manual | static }

undo link-aggregation group agg-id
System view

agg-id: Link aggregation group ID.
manual: Creates a manual link aggregation group.

static: Creates a static LACP link aggregation group.

Use the link-aggregation group mode command to create a manual or static
LACP link aggregation group.

Use the undo link-aggregation group command to remove a link aggregation
group. If the group is functioning as a service loop group, this can result in the
removal of the service loop group.

= You can use the undo form of the command to remove static LACP link
aggregation groups. In the case of removing a dynamic aggregation group, the
member ports of the group form another dynamic aggregation group with an
ID that can be the same as or different than the old one, depending on the
current system configuration.

m An aggregation group being referenced by other modules cannot be removed.
display link-aggregation summary.
# Create manual link aggregation group 22.

<Sysname> system-view
[Sysname] link-aggregation group 22 mode manual
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link-aggregation group service-type

Syntax

View

Parameters

Description

Examples

link-aggregation group agg-id service-type { { ipv6 | ipvémc } * | mpls |
tunnel }

undo link-aggregation group agg-id service-type
System view

agg-id: ID of an existing manual aggregation group.

ipv6: Sets the service type to IPv6 (for supporting IPv6 unicast services).
ipvémc: Sets the service type to IPvémc (for supporting IPv6 multicast services).
tunnel: Sets the service type to tunnel (for supporting tunnel services).

mpls: Sets the service type to MPLS (for supporting MPLS services).

Use the link-aggregation group service-type command to configure an
existing manual aggregation group as a service loop group that is of specific type.

Use the undo link-aggregation group service-type command to restore a
service loop group to a manual aggregation group.

m Currently, for Switch 8800s, the modules with their models suffixed with "DA",
"DB", and "DC" support IPv6 unicast/multicast and tunnel service loop groups;
those with their models suffixed with "C" and "CA" support MPLS service loop
groups.

m There can be up to one service loop group for each service loop group type.

m You can change the type of an existing service loop group. The operation fails
if it is currently referenced by a module or the service loop group contains ports
whose attributes conflict with the intended service type.

m You can use the undo link-aggregation group command to remove an
existing service loop group that is currently referenced by no module.

# Configure link aggregation group 5 as a tunnel service loop group.

<Sysname> system-view
[Sysname] link-aggregation group 5 service-type tunnel

port link-aggregation group

Syntax

View

port link-aggregation group agg-id

undo port link-aggregation group

Ethernet interface view
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Parameters agg-id: Link aggregation group ID.

Description  Use the port link-aggregation group command to assign the Ethernet port to
the specified link aggregation group (manual or static LACP) or service loop group.

Use the undo port link-aggregation group command to remove the Ethernet
port from the specified aggregation group or service loop group.

Note that Ethernet ports can only be added to existing link aggregation groups.
Related commands: display link-aggregation verbose.

Examples # Add port Ethernet 1/1/1 to link aggregation group 22.

<Sysname> system-view
[Sysname] interface ethernetl/1/1
[Sysname-Ethernetl/1/1] port link-aggregation group 22

port-group aggregation
Syntax port-group aggregation agg-id
View  System view

Parameters agg-id: ID of an existing aggregation port group, same as the ID of its
corresponding link aggregation group.

Description  Use the port-group aggregation command to enter aggregation port group
view.

Instead of being created administratively, an aggregation port group is created
automatically upon creation of a link aggregation group and assigned the ID of
the link aggregation group. In aggregation port group view, you can configure
aggregation related settings such as STP, VLAN, QoS, GVRP, QinQ, BPDU tunnel,
and MAC address learning, but cannot add or remove member ports.

Examples # Enter aggregation port group view.

<Sysname> system-view
[Sysname] port-group aggregation 10
[Sysname-port-group-aggregation-10]

reset lacp statistics

Syntax reset lacp statistics [ interface interface-type interface-number [ to
interface-type interface-number ] |

View  User view
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Parameters interface interface-type interface-number [ to interface-type interface-number ]
Specifies an interface range or an interface if the to keyword and the second
interface are not specified.

Description  Use the reset lacp statistics command to clear the LACP statistics on a port or all
the ports.

Related commands: display link-aggregation interface.

Examples # Clear LACP statistics on all ports.

<Sysname> reset lacp statistics



134  CHAPTER 5: LINK AGGREGATION CONFIGURATION COMMANDS



6

GARP CONFIGURATION COMMANDS

debugging garp event

Syntax

View
Parameters

Description

Examples

debugging garp event

undo debugging garp event
User view
None

Use the debugging garp event command to enable GARP event debugging, in
order to debug GARP timer events.

Use the undo debugging garp event command to disable GARP event
debugging.

By default, GARP event debugging is disabled.

# Enable GARP event debugging on a GARP-enabled device.

<Sysname> terminal debugging

<Sysname> debugging garp event

*0.1101110 Sysname GARP/8/Timer start:

Gvrp Start Join Timer for port Ethernetl/1/1 value = 200 millisec

// The above information shows the Join timer on port Ethernet1/1/1 started with a
value of 200 ms.

*0.1101219 Sysname GARP/8/Timer expiry:
Gvrp Join Timer Expired for port Ethernetl/1/1

// The above information shows the Join timer on port Ethernet1/1/1 expired.

(Other timers' event information is omitted here.)

display garp statistics
Syntax

View

display garp statistics [ interface interface-list |

Any view
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Parameters

Description

Examples

interface-list: Ethernet port list, in the format of { interface-type interface-number |
to interface-type interface-number ] }&<1-10>, where &<1-10> indicates that you
can specify up to 10 port ranges. A port range defined without the to
interface-type interface-number portion comprises only one port.

Use the display garp statistics command to display statistics about GARP for
specified or all ports.

# Display statistics about GARP for port Ethernet1/1/1.

<Sysname> display garp statistics interface ethernet 1/1/1

GARP statistics on port Ethernetl/1/1

Number of GVRP Frames Received : 0
Number of GVRP Frames Transmitted : 0
Number of Frames Discarded : 0

display garp timer
Syntax
View

Parameters

Description

Related commands:

display garp timer [ interface interface-list ]
Any view

interface-list: Ethernet port list, in the format of { interface-type interface-number |
to interface-type interface-number ] }&<1-10>, where &<1-10> indicates that you
can specify up to 10 port ranges. A port range defined without the to
interface-type interface-number portion comprises only one port.

Use the display garp timer command to display GARP timers.

garp timer, garp timer leaveall.

Examples # Display GARP timers on port Ethernet1/1/1.
<Sysname> display garp timer interface ethernet 1/1/1
GARP timers on port Ethernetl/1/1
Garp Join Time : 20 centiseconds
Garp Leave Time : 60 centiseconds
Garp LeaveAll Time : 1000 centiseconds
Garp Hold Time : 10 centiseconds
garp timer
Syntax garp timer { hold | join | leave } timer-value

undo garp timer { hold | join | leave }
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View Ethernet interface view, port group view

Parameters hold: Sets the Hold timer. When a GARP application entity receives the first
registration request, it starts the Hold timer and collects succeeding requests.
When the timer expires, the entity sends all these requests in one Join message,
thus saving bandwidth.

join: Sets the Join timer. A GARP application entity sends each Join message twice
for reliability sake and uses the Join timer to set the interval between the two
sending operations.

leave: Sets the Leave timer. This timer starts upon receipt of a Leave message from
another GARP application entity for deregistering some attribute information. If
no Join message is received before this timer expires, the GARP application entity
removes the attribute information as requested.

timer-value: Timer value in centiseconds. Set it in steps of five. The default is 10
centiseconds for the Hold timer, 20 centiseconds for the Join timer, and 60
centiseconds for the Leave timer.

Description  Use the garp timer command to set a GARP timer for an Ethernet port or all ports
in a port group in compliance with the timer setting dependencies shown in
Table 25.

Use the undo garp timer command to restore the default of a GARP timer. This
may fail if the default does not satisfy the dependencies shown in Table 25.

When restoring the default GARP timers, you are recommended to do that on the
timers in the order of Hold, Join, Leave, and LeaveAll.

When configuring GARP timers, note that their values are dependent on each
other and must be a multiplier of five centiseconds. If the value range for a timer is
not desired, you may change it by tuning the value of another timer as shown in
the following table:

Table 25 Dependencies of GARP timers

Timer Lower limit Upper limit
Hold 10 centiseconds Not greater than half of the Join timer
setting

Join Not less than two times the Hold  Less than half of the Leave timer setting
timer setting

Leave Greater than two times the Join  Less than the LeaveAll timer setting
timer setting

LeaveAll Greater than the Leave timer 32765 centiseconds
setting

Related commands: display garp timer.

Examples # Set the GARP Join timer to 25 centiseconds, assuming that both the Hold timer
and the Leave timer are using the default.
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<Sysname> system-view

System View: return to User View with Ctrl+Z.
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] garp timer join 25

garp timer leaveall

Syntax

View

Parameters

Description

Related commands:

Examples

garp timer leaveall timer-value

undo garp timer leaveall
System view

timer-value: Value for the LeaveAll timer in centiseconds, which is a multiple of 5.
This value must be greater than the Leave timer values on all ports. The default
LeaveAll timer is 1000 centiseconds, that is 10 seconds.

Use the garp timer leaveall command to set the LeaveAll timer of GARP.

Use the undo garp timer leaveall command to restore the default. This may fail
if the default is less than the setting of the current Leave timer.

A LeaveAll timer starts upon the startup of a GARP application entity. When this
timer expires, the entity sends a LeaveAll message so that other entities can
re-register its attribute information, and, at the same time, the entity restarts the
LeaveAll timer.

Different devices on a network may have different LeaveAll timer values. Each time
a device on the network receives a LeaveAll message, it resets its LeaveAll timer.
Therefore, each GARP application entity will send LeaveAll messages based on the
shortest LeaveAll timer in the network. As a result, only the shortest LeaveAll timer
in the network will take effect.

display garp timer.

# Set the LeaveAll timer to 100 centiseconds, assuming that the Leave timer is 60
centiseconds.

<Sysname> system-view
System View: return to User View with Ctrl+Z.
[Sysname] garp timer leaveall 100

reset garp statistics
Syntax

View

reset garp statistics [ interface interface-/ist |

User view
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Description

Related commands:
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interface-list. Ethernet port list, in the format of { interface-type interface-number [
to interface-type interface-number ] }&<1-10>, where &<1-10> indicates that you
can specify up to 10 port ranges. A port range defined without the to
interface-type interface-number portion comprises only one port.

Use the reset garp statistics command to clear statistics about GARP on the
specified or all ports.

display gvrp statistics.

# Clear statistics about GARP on all ports.

<Sysname> reset garp statistics
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7 GVRP CONFIGURATION COMMANDS

debugging gvrp

Syntax debugging gvrp { packet | event }

undo debugging gvrp { packet | event }
View  User view

Parameters packet: Specifies GVRP packet debugging.

event: Specifies GVRP event debugging.

Description  Use the debugging gvrp command to enable GVRP packet or event debugging
on all GVRP-enabled ports.

Use the undo debugging gvrp command to disable GVRP packet or event
debugging.

By default, both GVRP packet debugging and GVRP event debugging are disabled.

Examples # Enable GVRP packet debugging on a GVRP-enabled device.

<Sysname> terminal debugging

<Sysname> debugging gvrp packet

*0.3440813 Sysname-wvrp GARP/8/debug case:
Tx GVRP message on port Ethernetl/1/1

// The above information shows a GVRP message was transmitted on port
Ethernet1/1/1.

*0.3440813 Sysname-wvrp GARP/8/Garp packet:
Vlan Attribute, Event = Join Empty, VLAN Id = 1

// The above information shows the GVRP message transmitted was a Join Empty
message carrying a VLAN attribute (VLAN ID of 1).

Table 26 Field descriptions of the debugging gvrp packet command

Field Description
Tx This is a transmitted message.
Rx This is a received message.

GVRP message This is a GVRP message.
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Table 26 Field descriptions of the debugging gvrp packet command

Field Description

Port portName Name of the port that transmits or receives
the message

Vlan Attribute The attribute carried in the message is a VLAN
ID.

Event = { Leave All | Join Empty | Join In | Leave Event type of the message, which can be

Empty | Leave In } Leave All, Join Empty, Join In, Leave Empty or
Leave In

VLANId =n VLAN ID

Table 27 Field descriptions of the debugging gvrp event command

Field Description

GVRP: Wrong VLAN Id = n to create VLAN ID error occurred when a VLAN is
Created

GVRP: Number of static VLANSs for port Number of static VLANs on a port

portName = n

display gvrp statistics
Syntax
View

Parameters

Description

Examples

display gvrp statistics [ interface interface-list |
Any view

interface-list: Ethernet port list, in the format of { interface-type interface-number |
to interface-type interface-number ] }&<1-10>, where &<1-10> indicates that you
can specify up to 10 port ranges. A port range defined without the to
interface-type interface-number portion comprises only one port.

Use the display gvrp statistics command to display statistics about GVRP for
specified or all trunk ports.

Note that if the interface interface-list is not provided, the GVRP statistics of all
trunk ports will be displayed. Otherwise, only the GVRP statistics of all the
specified trunk port will be displayed.

# Display statistics about GVRP for trunk port Ethernet1/1/1.

<Sysname> display gvrp statistics interface ethernet 1/1/1

GVRP statistics on port Ethernetl/1/1

GVRP Status : Enabled

GVRP Running : YES

GVRP Failed Registrations : 0

GVRP Last Pdu Origin : 0000-0000-0000

GVRP Registration Type : Normal
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Table 28 Field descriptions of the display gvrp statistics command

Field Description

GVRP Status Indicates whether GVRP is enabled or disabled.

GVRP Running Indicates whether GVRP is running.

GVRP Failed Registrations Indicates the number of GVRP registration failures.

GVRP Last Pdu Origin Indicates the source MAC address in the last GVRP
PDU.

GVRP Registration Type Indicates the GVRP registration type on the port.

display gvrp status

Syntax display gvrp status
View Any view
Parameters None
Description  Use the display gvrp status command to display the global enable/disable state
of GVRP.
Examples # Display the global GVRP enable/disable state.
<Sysname> display gvrp status
GVRP is enabled
gvrp
Syntax gvrp
undo gvrp
View System view, Ethernet interface view, port group view
Parameters None
Description  Use the gvrp command to enable GVRP globally, on a port, or on all ports in a

port group depending on the view you entered.

Use the undo gvrp command to disable GVRP globally, on a port, or on all ports
in a port group depending on the view you entered.

Disabling GVRP globally also disables it on all ports.
By default, GVRP is disabled.

The port where you enable GVRP must be a trunk port. In addition, before you can
enable GVRP on it, you must enable GVRP globally.
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AN

Related commands:

Examples

CAUTION:

m BPDU Tunnel is incompatible with GVRP. Before enabling GVRE disable BPDU
Tunnel.

m /solate-user-vian is incompatible with global GVRR Make sure that no
Isolate-user-vlan has been created on the switch before enabling GVRP

display gvrp status.

# Enable GVRP globally.

<Sysname> system-view

System View: return to User View with Ctrl+Z.
[Sysname] gvrp

GVRP is enabled globally.

gvrp registration

Syntax

View

Parameters

Description

gvrp registration { fixed | forbidden | normal }

undo gvrp registration
Ethernet interface view, port group view

fixed: Sets the registration type to fixed.
forbidden: Sets the registration type to forbidden.

normal: Sets the registration type to normal.

Use the gvrp registration command to configure the GVRP registration type on a
port or all ports in a port group.

Use the undo gvrp registration command to restore the default.
The default GVRP registration type is normal.
GVRP provides the following three registration types on a port:

m Normal -- Enables the port to dynamically register/deregister VLANs, and to
propagate both dynamic and static VLAN information.

m Fixed -- Disables the port from dynamically registering VLANs and from
propagating information about dynamic VLANSs, but allows the port to
propagate information about static VLANs. On a trunk port with fixed
registration type, GVRP can only propagate manually configured VLANs’
information even though the port is configured to allow all VLANSs to pass.

m Forbidden -- Disables the port from dynamically registering VLANs and from
propagating any VLAN information except information about VLAN 1. On a
trunk port with forbidden registration type, GVRP can only propagate the
information of VLAN 1 (that is, the default VLAN) even though the port is
configured to allow all VLANSs to pass.
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Note that this command is only available on trunk ports.
display garp statistics.

# Set the GVRP registration type to fixed on port Ethernet1/1/1.

<Sysname> system-view

System View: return to User View with Ctrl+Z.
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] port link-type trunk
[Sysname-Ethernetl/1/1] gvrp registration fixed
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PORT MIRRORING CONFIGURATION
COMMANDS

display mirroring-group

Syntax

View

Parameters

Description

Examples

display mirroring-group { groupid | local | remote-source
remote-destination | all }

Any view

groupid: Port mirroring group number, in the range 1 to 24.

local: Specifies local port mirroring groups.

remote-source: Specifies remote source port mirroring groups.
remote-destination: Specifies remote destination port mirroring groups.

all: Specifies all the port mirroring groups.

Use the display mirroring-group command to display the information about a
port mirroring group.

The output information varies with port mirroring group type and is organized by
mirroring group numbers.

# Display the information about all the port mirroring groups.

<Sysname> display mirroring-group all
mirroring-group 3:
type: local
status: active
mirroring port:
GigabitEthernet4/2/1 inbound
GigabitEthernet4/2/2 outbound
monitor port: GigabitEthernet4/3/1
mirroring-group 6:
type: remote-source
status: inactive
mirroring port:
GigabitEthernet4/3/4 inbound
reflector port: GigabitEthernet4/2/4
remote-probe vlan:
mirroring-group 9:
type: remote-destination
status: active
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monitor port: GigabitEthernet4/2/1
remote-probe vlan: 2

Table 29 Field descriptions of the display mirroring-group command

Field Description
mirroring-group Port mirroring group number
type Port mirroring group type, which can be local,

remote-source, and remote-dest.

status Status of a port mirroring group. "Active" for
already effective, and "inactive" for not
effective yet.

mirroring port Source mirroring port
monitor port Destination mirroring port
reflector port Reflector mirroring port
remote-probe vlan Remote mirroring VLAN

mirroring-group

Syntax mirroring-group groupid { local | remote-source | remote-destination }

undo mirroring-group { groupid | local | remote-source | remote-destination
| all }

View  System view

Parameters groupid: Port mirroring group number, in the range 1 to 24.
local: Creates/Removes a local port mirroring group.
remote-source: Creates/Removes a remote source port mirroring group.

remote-destination: Creates/Removes a remote destination port mirroring
group.

all: Removes All the port mirroring groups.

Description  Use the mirroring-group command to create a port mirroring group.
Use the undo mirroring-group command to remove a port mirroring group.
Specify the type of a port mirroring group to be created:

m  With local specified, you create a local port mirroring group.

m With remote-destination specified, you create a remote destination port
mirroring group.

m With remote-source specified, you create a remote source port mirroring
group.

Specify the type or ID of the port mirroring group to be deleted:
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m  With groupid specified, you delete the port mirroring group with the groupid.
= With all specified, you delete all the port mirroring groups.
m With local specified, you delete all the local port mirroring groups.

= With remote-destination specified, you delete all the remote destination port
mirroring groups.

= With remote-source specified, you delete all the remote source port mirroring
groups.

# Create a local port mirroring group numbered 1.

<Sysname> system-view
[Sysname] mirroring-group 1 local

mirroring-group mirroring-port

Syntax

View

Parameters

Description

s

mirroring-group groupid mirroring-port mirroring-port-list { inbound |
outbound | both }

undo mirroring-group groupid mirroring-port mirroring-port-list { inbound |
outbound | both }

System view

groupid: Port mirroring group number, in the range 1 to 24.

mirroring-port-list. List of ports to be added to the port mirroring group. You can
specify multiple ports by providing this argument in the form of { interface-type
interface-number [ to interface-type interface-number ] }&<1-8>, where the
interface-type argument is port type, the interface-number argument is the port
number, and &<1-8> means that you can provide up to eight port indexes/port
index lists for this argument.

inbound: Specifies to duplicate inbound packets only.
outbound: Specifies to duplicate outbound packets only.

both: Specifies to duplicate both inbound and outbound packets.

Use the mirroring-group mirroring-port command to configure source ports for
an existing port mirroring group.

Use the undo mirroring-group mirroring-port command to remove source
ports from a port mirroring group.

m You cannot configure source ports for a remote destination port mirroring
group.

m  When removing source ports from a port mirroring group using the undo
mirroring-group mirroring-port command, make sure the keyword
specified (that is, the both, the inbound, or the outbound keyword) matches
the actual directions of the ports.



150  CHAPTER 8: PORT MIRRORING CONFIGURATION COMMANDS

Examples

# Configure port Ethernet 1/1/1 through Ethernet 1/1/6 as the source ports of port
mirroring group 1 (assuming that port mirroring group 1 already exists).
<Sysname> system-view

[Sysname] mirroring-group 1 mirroring-port ethernet 1/1/1 to ethernet 1/1/6
both

# Remove port Ethernet 1/1/1 through Ethernet1/1/4 from port mirroring group 1.

<Sysname> system-view
[Sysname] undo mirroring-group 1 mirroring-port ethernet 1/1/1 to ethernet 1
/1/4 both

mirroring-group monitor-port

Syntax

View

Parameters

Description

Examples

mirroring-group groupid monitor-port monitor-port-id

undo mirroring-group groupid monitor-port monitor-port-id
System view

groupid: Port mirroring group number, in the range 1 to 24.

monitor-port-id: Index of the port to be configured as the destination port. You
need to provide this argument in the format of { interface-type interface-number},
where interface-type is port type and interface-number is port number.

Use the mirroring-group monitor-port command to configure the destination
port for a port mirroring group.

Use the undo mirroring-group monitor-port command to remove the
destination port from a port mirroring group.

Note that;

m A port mirroring group can contain only one destination port.
m A remote source port mirroring group cannot contain destination ports.
m  Member ports of existing port mirroring groups cannot be destination ports.

m To configure the destination port for a port mirroring group, make sure the
port mirroring group already exists.

# Configure Ethernet 1/1/1 as the destination port of port mirroring group 1 (a
remote destination port mirroring group).

<Sysname> system-view
[Sysname] mirroring-group 1 remote-destination
[Sysname] mirroring-group 1 monitor-port ethernet 1/1/1

mirroring-group reflector-port

Syntax

In system view:
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mirroring-group groupid reflector-port reflector-port-id
undo mirroring-group groupid reflector-port reflector-port-id
In Ethernet interface view:

mirroring-group groupid reflector-port

undo mirroring-group groupid reflector-port
View System view, Ethernet interface view

Parameters groupid: Port mirroring group number, in the range 1 to 24.

reflector-port-id: Index of the port to be configured as a reflector port. You need
to provide this argument in the form of interface-type interface-number, where
interface-type is the port type and interface-number is the port number.

Description  Use the mirroring-group reflector-port command to configure the reflector port
for an existing remote source port mirroring group.

Use the undo mirroring-group reflector-port command to remove the reflector
port from a remote source port mirroring group.

@ m A remote source port mirroring group can contain only one reflector port.
m  Only remote source port mirroring groups can contain reflector ports.

m Ports on XP4C, XP4B, GV48D, GP48D, and XP4DB modules cannot be
configured as reflector ports.

Examples # Configure port Ethernet 1/1/1 as the reflector port of port mirroring group 1 (a
remote source port mirroring group).

<Sysname> system-view
[Sysname] mirroring-group 1 remote-source
[Sysname] mirroring-group 1 reflector-port ethernet 1/1/1

# Configure port Ethernet 1/1/2 as the reflector port of port mirroring group 2 (a
remote source port mirroring group).

<Sysname> system-view
[Sysname] mirroring-group 2 remote-source

[Sysname] interface ethernet 1/1/2

[Sysname-Ethernet1/1/2] mirroring-group 2 reflector-port

mirroring-group remote-probe vlan

Syntax mirroring-group groupid remote-probe vlan rprobe-vian-id

undo mirroring-group groupid remote-probe vlan rprobe-vian-id
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View

Parameters

Description

Examples

System view

groupid: Port mirroring group number, in the range 1 to 24.

rprobe-vian-id: ID of the VLAN to be configured as the remote mirroring VLAN.
Note that the VLAN must be an existing static VLAN.

Use the mirroring-group remote-probe vlan command to specify a VLAN as
the mirroring VLAN for an existing remote source port mirroring group or an
existing remote destination port mirroring group.

Use the undo mirroring-group remote-probe vlan command to remove the
remote mirroring VLAN from a remote source mirroring group or a remote
destination mirroring group.

m  Only remote source port mirroring groups or remote destination port mirroring
groups with the remote mirroring VLANSs not configured can have remote
mirroring VLANSs configured.

m [tis recommended that you use a remote mirroring VLAN for remote mirroring
only.

# Specify VLAN 2 as the remote mirroring VLAN of port mirroring group 1 (a
remote source port mirroring group).

<Sysname> system-view
[Sysname] mirroring-group 1 remote-source
[Sysname] mirroring-group 1 remote-probe vlan 2

mirroring-port

Syntax

View

Parameters

Description

[ mirroring-group groupid | mirroring-port { inbound | outbound | both }

undo [ mirroring-group groupid | mirroring-port { inbound | outbound |
both }

Ethernet interface view

groupid: Port mirroring group number, in the range 1 to 24.
inbound: Duplicates the inbound packets only.
outbound: Duplicates the outbound packets only.

both: Duplicates both inbound and outbound packets.

Use the mirroring-port command to configure a port as a source mirroring port
of a port mirroring group.

Use the undo mirroring-port command to remove a source mirroring port from
a port mirroring group.
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If you do not specify the mirroring-group groupid keyword-argument
combination, the mirroring-port command adds the current port to port
mirroring group 1.

m A remote destination mirroring group cannot contain source mirroring ports.

m  When removing a source mirroring port from a port mirroring group using the
undo mirroring-port command, make sure the keyword specified (that is, the
inbound, the outbound, or the both keyword) matches the actual packet
direction of the port.

Examples # Configure port Ethernet 1/1/1 as a source mirroring port of remote source port
mirroring group 2.
<Sysname> system-view
[Sysname] mirroring-group 2 remote-source
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] mirroring-group 2 mirroring-port both

monitor-port
Syntax [ mirroring-group groupid | monitor-port
undo [ mirroring-group groupid ] monitor-port
View Ethernet interface view
Parameters groupid: Port mirroring group number, in the range 1 to 24.
Description  Use the monitor-port command to configure a port as the destination mirroring

port of a port mirroring group.
Use the undo monitor-port command to remove the destination mirroring port
from a port mirroring group.
If you do not specify the mirroring-group groupid keyword-argument
combination, the monitor-port command adds the current port to port mirroring
group 1.
Note that:
m A remote source mirroring group cannot contain destination mirroring ports.
m  Member ports of existing port mirroring groups cannot be destination ports.

Examples # Configure port Ethernet 1/1/1 as the destination port of port mirroring group 1

(a local port mirroring group).

<Sysname> system-view

[Sysname] mirroring-group 1 local
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] monitor-port
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9

MSTP CONFIGURATION COMMANDS

active region-configuration

Syntax
View
Parameters

Description

Related commands:

Examples

active region-configuration
MST region view
None

Use the active region-configuration command to activate your MST region
configuration.

When you carry out this command, MSTP will replace the currently running MST
region-related parameters with the parameters you have just configured, and will
perform spanning tree computing again.

instance, region-name, revision-level, vlan-mapping modulo, and check
region-configuration.

# Activate MST region configuration manually.

<Sysname> system-view
[Sysname] stp region-configuration
[Sysname-mst-region] active region-configuration

check region-configuration

Syntax
View
Parameters

Description

A

check region-configuration
MST region view
None

Use the check region-configuration command to view all the MST region
configuration information, including the region name, VLAN-to-instance mapping
and revision level settings.

CAUTION: Be sure that your MST region configurations are correct, especially the
VLAN-to-instance mapping table. MSTP-compliant devices are in the same MST
region only when they have the same region name, the same VLAN-to-instance



156  CHAPTER 9: MSTP CONFIGURATION COMMANDS

mapping table and the same MSTP revision level setting. A device will not be in a
different region if it is different in any of these three settings. You can view all the
MST region-related configuration information by using this command and
determine the MST region the device is currently in, or check whether the MST
region configuration is correct.

Related commands: instance, region-name, revision-level, vlan-mapping modulo, and active
region-configuration.

Examples # View the inactivated configuration information of the MST region.

<Sysname> system-view
[Sysname] stp region-configuration
[Sysname-mst-region] check region-configuration
Admin Configuration

Format selector :0

Region name :00b010000001

Revision level :0

Instance Vlans Mapped
0 1 to 4094

Table 30 Field descriptions of the check region-configuration command

Field Description

Format selector Format selector stipulated in MSTP

Region name MST region name

Revision level Revision level of the MST region

Instance Vlans Mapped VLAN-to-instance mappings in the MST region

debugging stp

Syntax debugging stp { all | global-error | global-event }

undo debugging stp { all | global-error | global-event }
View  User view

Parameters all: Enables all types of global MSTP debugging.
global-error: Enables debugging for global MSTP errors.

global-event: Enables debugging for global MSTP events.

Description  Use the debugging stp command to enable a specific type of global MSTP
debugging.

Use the undo debugging stp command to disable a specific type of global MSTP
debugging.

By default, all types of global MSTP debugging are disabled.
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Table 31 Field descriptions of the debugging stp global-error command

Field

Description

Port Port Number received BPDU packet is err
for String

The protocol type ID is wrong
The protocol version ID is wrong

Instance InstancelD is wrong
Creating mbuffer failed

P/V semaphore error
Set STP String error

Creating responsive message for
configuration failed

Port Port Number is inexistent

Active region configuration error

Set instance InstancelD's port Port Number

STP state String error

Write queue String error

Write event String error

Bind vlan to instance InstancelD error

Instance InstancelD 's port Port Number enter
unknown state of String state machine!

Port Port Number send packet error

An error BPDU is received on a port.
Port Number: Port number.

String: Error description.

The protocol type ID is invalid.

The protocol version ID is invalid (the correct
protocol version ID for STP, RSTP, and MSTP is
0, 2, and 3).

The instance is invalid.

InstancelD: Instance ID.

Fail to create buffer.

A P/V semaphore error occurs.

Fail to issue STP-enabled state to the driver.

String: STP state, which can be enable or
disable.

Fail to generate response configuration
messages.

The port does not exist.
Port Number: Port number.
Fail to activate region configuration.

Error occurs to setting STP forwarding state
for a port in an instance.

InstancelD: Instance ID.
Port Number: Port number.

String: STP forwarding state, which can be
discarding, learning, or forwarding.

Fail to write a queue.

String: Queue name, which can be
MstpMsgQue or MstpPktQue.

Fail to write an event.

String: Event, which can be
MSTP_BPDU_EVENT or MSTP_L2INF_EVENT.

Error occurs to binding a VLAN to an instance.
InstancelD: Instance ID.

A port in an instance is in an unknown state
of a state machine.

InstancelD: Instance ID.
Port Number: Port number.

String: State machine name, which can be
PIM, PPM, TCM, PRT_DAB, or PRT_RDM.

Fail to send packets through a port.
Port Number: Port number.
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Table 32 Field descriptions of the debugging stp global-event command

Field Description

Instance InstancelD Enters PRS Machine An instance enters the PRS state machine.
InstancelD: Instance ID.

Instance InstancelD's all ports’ dyna-Address The dynamic MAC address entries of all the

are cleared ports in an instance are removed.
All instances’ all ports’ dyna-Address are The dynamic MAC address entries of all the
cleared ports in all the instances are removed.

Examples # Enable debugging for global MSTP events after configuring multiple instances
on an MSTP-enabled device, and then bring up a port.

<Sysname> terminal debugging

<Sysname> debugging stp global-event

$Feb 7 17:26:02:578 2006 Sysname IFNET/5/LINK UPDOWN :
Ethernetl/1/1: link status is UP

*0.6848594 Sysname MSTP/8/PRS:Instance 0 Enters PRS Machine.

/! Instance 0 entered the PRS state machine.

*0.6848594 Sysname MSTP/8/PRS:Instance 2 Enters PRS Machine.

/l Instance 2 entered the PRS state machine.

*0.6848594 Sysname MSTP/8/PRS:Instance 0 Enters PRS Machine.

// Instance 0 entered the PRS state machine.

*0.6848594 Sysname MSTP/8/FLSHINS:Instance 0’s all ports’ dyna-Address are ¢
leared.

/l The dynamic MAC address entries of all the ports in instance 0 were removed.
*0.6848610 Sysname MSTP/8/PRS:Instance 2 Enters PRS Machine.

// Instance 2 entered the PRS state machine.

*0.6848610 Sysname MSTP/8/FLSHINS:Instance 2’'s all ports’ dyna-Address are ¢
leared.

/I The dynamic MAC address entries of all the ports in instance 2 were removed.

debugging stp event

Syntax debugging stp [ interface interface-type interface-number ] event

undo debugging stp [ interface interface-type interface-number ] event
View  User view

Parameters interface-type interface-number: Port type and port number.
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Use the debugging stp event command to enable debugging for MSTP port

events.

Use the undo debugging stp event disable debugging for MSTP port events.

By default, debugging for MSTP port events is disabled.

If the interface-type interface-number argument is not provided, these two
commands apply to all the ports; otherwise, these two commands apply to the

port identified by the argument.

Table 33 Field descriptions of the debugging stp event command

Field

Description

Instance InstancelD's port Port Number enters
String state

Instance InstancelD'’s all ports’ dyna-Address
are cleared

All instances’ all ports’ dyna-Address are
cleared

Instance InstancelD's Port Port Number is
selected as String role

The state of a port in a valid instance
InstancelD: Instance ID.

Port Number: Port number.

String: State in a state machine.

The dynamic MAC address entries of all the
ports in an instance are removed.

The dynamic MAC address entries of all the
ports in all the instances are removed.

The role of a port in an instance
InstancelD: Instance ID.
Port Number: Port number.

String: Role of a port in an instance, which can
be DESIGNATED, ROOT, ALTERNATE, BACKUP,
or MASTER.
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Examples

Table 33 Field descriptions of the debugging stp event command

Field Description

Port ULONG occurs String event Event on a port
ULONG: Port number.
String: Event, which can one of the following:

= ADD VLAN, indicating the event that the
port is added to a VLAN.

= DEL VLAN, indicating the event that the
port is removed from a VLAN.

m SPEED CHANGE, indicating the event that
the speed of the port changes.

s DUPLEX CHANGE, indicating the event that
the duplex mode of the port changes.

s LINK DOWN, indicating the event that the
port is shut down)

= LINK UP, indicating the event that the port
is brought up.

= NOT PA PORT, indicating the event that the
port exits from a port aggregation group.

= PA SUB PORT, indicating the event that the
port joins a port aggregation group.

= PA OLD BRIDGE PORT, indicating the old
master port when the master port of a port
aggregation group changes

= PA NEW BRIDGE PORT indicating the new

master port when the master port of a port
aggregation group changes.

# Connect two ports of Device A to two ports of Device B, configure Device A as
the root bridge, enable MSTP on Device B, and enable debugging for MSTP port
events on Ethernet 1/1/1.

<Sysname> display stp brief

MSTID Port Role STP State Protection
0 Ethernetl/1/2 ROOT FORWARDING NONE
0 Ethernetl/1/1 ALTE DISCARDING NONE

<Sysname> terminal debugging
<Sysname> debugging stp interface ethernet 1/1/1 event
*%(0.2307688 Sysname MSTP/8/MEXS:Instance 0’s port385 enters PIM$CURRENT state.

/! Ethernet 1/1/1 entered the CURRENT state of the PIM state machine in instance
0.

*0.2307688 Sysname-wvrp MSTP/8/MEXS:Instance 0’s port385 enters PIM%
RECEIVED state.

/l Ethernet 1/1/1 entered the RECEIVED state of the PIM state machine in instance
0.

*0.2307688 Sysname-wvrp MSTP/8/MEXS:Instance 0’'s port385 enters PIM%
REPEATED DESIGNATED state.

/] Ethernet 1/1/1 entered the REPEATED DESIGNATED state of the PIM state
machine in instance 0.
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*0.2307688 Sysname-wvrp MSTP/8/MEXS:Instance 0’s port385 enters PRT%
ACTIVE PORTstate.

// Ethernet 1/1/1 entered the ACTIVE PORT state of the PRT state machine in
instance O.

debugging stp instance

Syntax debugging stp instance instance-id

undo debugging stp instance instance-id
View  User view

Parameters instance-id: MST instance ID, in the range 0 to 47. Note that a value of 0 specifies
the common internal spanning tree (CIST).

Description  Use the debugging stp instance command to enable debugging for an MST
instance.

Use the undo debugging stp instance command to disable debugging for an
MST instance.

By default, debugging for an MST instance is disabled.

Table 34 Field descriptions of the debugging stp instance command

Field Description

Instance InstancelD’s port Port Number  The state of a port in an instance
enters String state InstancelD: Instance ID.
Port Number: Port number.

String: State of a port in a state machine (the string
before "% " represents the state machine name,
and the string after " %" represents the state in the
state machine), which could be one of the following
values:
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Table 34 Field descriptions of the debugging stp instance command

Field Description

n PIM%ENABLED

n PIM%AGED

n  PIM%CURRENT

m  PIM%RECEIVED, PIM%SUPERIOR_DESIGNATED
n  PIM%REPEATED_DESIGNATED
» PIM%ROOT

n PIM%OTHER

m PPM%SEND_RSTP

n PPM%SENDING_RSTP
m PPM%SEND_STP

n PPM%SENDING_STP
m PRT%BLOCK_PORT

m PRT%BLOCKED_PORT
m  PRT%BACKUP_PORT
n PRT%ACTIVE_PORT

m PRT%PROPOSED

m PRT%PROPOSING

m  PRT%AGREES

m PRT%SYNCED

m  PRT%AGREES

m PRT%LEARN

m  PRT%FORWARD

m  PRT%REROOT

m  PRT%FORWARD

m PRT%LEARN

m  PRT%LISTEN

m PRT%REROOTED

m  PRT%ROOT

s TCM%INIT

. TCM%INACTIVE

n TCM%DETECTED

n TCM%ACTIVE

n TCM%NOTIFIED_TCN
. TCM%NOTIFIED_TC

n TCM%PROPAGATING
n TCM%ACKNOLEDGED

Examples # Connect the ports of Device A to those of Device B, configure Device A as the
root bridge, configure MST instance 2 on Device B and enable debugging for MST
instance 2.
<Sysname> terminal debugging

<Sysname> display stp brief
MSTID Port Role STP State Protection



0 Ethernetl/1/1
0 Ethernet1l/1/2
2 Ethernetl/1/1
2 Ethernetl/1/2

<Sysname> debugging stp instacne 2

*0.5919860 Sysname-wvrp MSTP/8/MEXS:

ORT state.

*0.5919860 Sysname-wvrp MSTP/8/MEXS:

ORT state.

*0.5921860 Sysname-wvrp MSTP/8/MEXS:

ORT state.

*0.5921860 Sysname-wvrp MSTP/8/MEXS:

ORT state.
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ROOT FORWARDING NONE
ALTE DISCARDING NONE
MAST FORWARDING NONE
ALTE DISCARDING NONE

Instance 2’'s port385 enters PRT%ACTIVE_P
Instance 2’'s port385 enters PRT%ACTIVE_P
Instance 2’s port385 enters PRT%ACTIVE_ P

Instance 2’'s port385 enters PRT%ACTIVE_P

// Ethernet 1/1/1 of instance 2 is in the ACTIVE PORT state of the PRT state

machine.

debugging stp packet

Syntax

View

Parameters

Description

debugging stp [ interface interface-type interface-number | packet [ brief |

verbose |

undo debugging stp [ interface interface-type interface-number ] packet [

brief | verbose |

User view

interface-type interface-number: Port type and port number.

brief: Displays the brief information about MSTP packets. The brief keyword is

adopted by default.

verbose: Displays the detailed information about MSTP packets.

Use the debugging stp packet command to enable MSTP packet debugging.

Use the undo debugging stp packet command to disable MSTP packet

debugging.

By default, MSTP packet debugging is disabled.

Table 35 Field descriptions of the debugging stp packet brief command

Field Description

Port interface-number interface-number: Port number.

(interface-name) String type
Packet(Length:number)

interface-name: Port name.

String: Indicates packet direction (inbound or outbound).

Type: Packet type, which can be Stp, Rstp, Mstp-dot1s, or

Mstp-legacy.

Number: Packet size (in bytes).
ProtocolVersionID Protocol version
BPDUType BPDU packet type

Instance(Flags) Instance ID (flags carried in a BPDU)
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Examples

Table 36 Field descriptions of the debugging stp packet verbose command

Field Description

PKT Packet debugging output information,
including port number, port name, packet
direction (inbound or outbound), packet type,
packet size, and packet content (in hexadecimal
characters)

# Connect the ports of Device A to those of Device B, configure Device A as the
root bridge, enable MSTP on Device B, and enable MSTP packet debugging on
Device B to display the brief information about MSTP packets.

<Sysname> terminal debugging

<Sysname> debugging stp packet

*0.299531 Sysname-wvrp MSTP/8/PKT:

Port386 (Ethernetl1/1/1) Rcvd Mstp-legacy Packet (Length: 103)
ProtocolVersionID: 03

BPDUType : 02

Instance (Flags) : 0(6c)

/l Ethernet 1/1/1 received an MSTP packet in legacy format. The size of the packet
is 103 bytes, the protocol version is 3, BPDU type is 2, and the flag of instance 0 is
6C.

# Enable MSTP packet debugging on an MSTP-enabled device to display detailed
information about MSTP packets (assuming that at least one port is in up state).

<Sysname> debugging stp packet verbose

*0.1007594 Sysname-wvrp MSTP/8/PKT:

Port385 (Ethernetl/1/1) Rcvd Mstp-legacy Packet (Length: 103)
00 00 03 02 6c 80 00 00 e0 fc 00 00 00 00 00O 0O

00 80 00 00 e0 f£c 00 00 00 81 81 00 00 14 00 02

00 0f 00 00 00 00 40 30 30 65 30 66 63 30 30 30

30 30 30 00 00 00 OO OO OO OO OO 00O 00O 00 0O OO

00 00 00 00 00 00 OO 00 00 ac 36 17 7f 50 28 3c

d4 b8 38 21 d8 ab 26 de 62 80 00 00 e0 fc 00 00

00 00 00 00 00 14 0O

/Il Ethernet 1/1/1 received an MSTP packet in legacy format. The size of the packet
is 103 bytes. The content of the packet is displayed in hexadecimal characters.

display stp

Syntax

View

Parameters

display stp [ instance instance-id ] [ interface interface-list | slot slot-num ]
brief |

Any view

instance-id: MST instance ID, in the range O to 47. A value of 0 specifies the CIST.

interface-list: Ethernet port list. You can specify multiple Ethernet ports or port
ranges by providing the this argument in the form of { interface-type
interface-number [ to interface-type interface-number ] }&<1-10>, where,
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interface-type is port type and interface-number is port number, and &<1-10>
means that you can specify up to 10 ports or port ranges for this argument.

slot slot-num: Specifies the module seated in a specific slot.

brief: Displays brief MSTP information.

Use the display stp command to view the MSTP status information and statistics
information.

Based on the MSTP status information and statistics information, you can analyze
and maintain the network topology or maintain the normal operation of MSTP.

Note that;

m If you do not specify an MST instance ID or a port list, this command displays
the MSTP information about all the MST instances on all the ports by MST
instance ID. The information about an MST instance is displayed by port
number.

m If you specify an MST instance ID, this command displays the MSTP information
about the specified MST instance on all the ports by port number.

m If you specify a port list, this command displays the MSTP information about all
the MST instances on the specified ports by MST instance ID.

m If you specify both an MST instance ID and a port list, this command displays
the MSTP information about the specified MST instance on the specified ports.

The MSTP status information includes:

m CIST global parameters, such as protocol work mode, device priority in the CIST
instance (Priority), MAC address, hello time, max age, forward delay, maximum
hops, common root of the CIST, external path cost from the device to the CIST
common root, regional root, the internal path cost from the device to the
regional root, CIST root port of the device, and states of the BPDU guard
functions (enabled or disabled).

m CIST port parameters, such as port status, role, priority, path cost, designated
bridge, designated port, edge port/non-edge port, whether connecting to a
point-to-point link, maximum transmission rate (transmit limit), state of the
root guard function (enabled or disabled), BPDU format, boundary
port/non-boundary port, hello time, max age, forward delay, message age
time, and remaining hops.

s MSTI global parameters, such as MSTI instance ID, bridge priority of the
instance, regional root, internal path cost, MSTI root port, and master bridge.

m  MSTI port parameters, such as port status, role, priority, path cost, designated
bridge, designated port, and remaining hops.

The statistics information includes:

s The number of TCN BPDUs, configuration BPDUs, RST BPDUs, and MST BPDUs
sent from each port

s The number of TCN BPDUs, configuration BPDUs, RST BPDUs, and MST BPDUs
received on each port
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Related commands: reset stp.

Examples # View the MSTP status information and statistics information.

<Sysname> display stp

Protocol Status :disabled
Protocol Std. :IEEE 802.1s
Version :3
CIST Bridge-Prio. :32768
MAC address :000f-e222-e5cd
Max age (s) :20
Forward delay(s) :15
Hello time (s) 12
Max hops :20

Table 37 Field descriptions of the display stp command

Field Description

Protocol Status Protocol status

Protocol Std. Protocol standard

Version Protocol version

CIST Bridge-Prio CIST priority of the bridge

MAC address MAC address of the bridge

Max age(s) Max age

Forward delays(s) State transition delay

Hello time(s) Interval of sending Hello packets
Max hops Max hops

display stp ignored-vlan
Syntax display stp ignored-vlan
View Any view
Parameters None

Description  Use the display stp ignored-vlan command to display VLAN Ignore-enabled
VLANS.

Examples # Display VLAN Ignore-enabled VLANS.

<Sysname> display stp ignored-vlan
STP-Ignored VLAN: 1l to 2

Table 38 Field descriptions of the display stp ignored-vlan command

Field Description

STP-Ignored VLAN List of VLAN Ignore-enabled VLANs
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display stp region-configuration
Syntax display stp region-configuration
View Any view
Parameters None

Description  Use the display stp region-configuration command to view the currently
effective MST region configuration information, including the region name,
revision level, and VLAN-to-instance mappings.

Related commands: stp region-configuration.
Examples # View the currently effective MST region configuration information.

<Sysname> display stp region-configuration
Oper configuration

Format selector :0
Region name :000fe222e5cd
Revision level :0

Instance Vlans Mapped
0 1l to 4094

Table 39 Field descriptions of the display stp region-configuration command

Field Description

Format selector MSTP-defined format selector

Region name MST region name

Revision level Revision level of an MST region

Instance Vlans Mapped VLAN-to-instance mappings in an MST region

instance

Syntax instance instance-id vlan vian-list

undo instance instance-id [ vlan vian-list ]
View  MST region view

Parameters instance-id. MST instance ID, in the range 0 to 47. A value of 0 specifies the CIST.

vlian-list: VLAN list. You can specify multiple VLANs or VLAN ranges by providing
this argument in the form of vian-list = { vlan-id [ to vian-id ] }&<1-10>, where,
vlian-id is a VLAN ID, and &<1-10> means that you can specify up to 10 VLANs or
VLAN ranges for this argument.

Description  Use the instance command to map the specified VLAN(s) to an MST instance.
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Related commands:

Use the undo instance command to remove the specified VLAN(s) from the
specified MST instance and map the removed VLAN(s) to the CIST (MST instance
0).

By default, all VLANs are mapped to the CIST.
m If you specify no VLAN in the undo instance command, all VLANs mapped to

the specified MST instance will be remapped to the CIST.

= You cannot map the same VLAN to different MST instances. If you map a VLAN
that has been mapped to an instance to a new instance, the old mapping will
be automatically removed.

region-name, revision-level, check region-configuration, vlan-mapping
modulo, and active region-configuration.

Examples # Map VLAN 2 to MST instance 1.
<Sysname> system-view
[Sysname] stp region-configuration
[Sysname-mst-region] instance 1 vlan 2
region-name
Syntax region-name name
undo region-name
View MST region view
Parameters name: Name of the MST regions, a string of 1 to 32 characters.
Description  Use the region-name command to configure the MST region name of your

Related commands:

Examples

device.

Use the undo region-name command to restore the MST region name to the
default setting.

By default, the MST region name of a device is its bridge MAC address.

The MST region name, the VLAN-to-instance mapping table and the MSTP revision
level of a device jointly determine the MST region the device belongs to.

instance, revision-level, check region-configuration, vlan-mapping
modulo, and active region-configuration.

# Set the MST region name of the device to "hello".

<Sysname> system-view
[Sysname] stp region-configuration
[Sysname-mst-region] region-name hello
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reset stp
Syntax
View

Parameters

Description

Related commands:

reset stp [ interface interface-list |
User view

interface-list. Ethernet port list. You can specify multiple Ethernet ports or port
ranges by providing the this argument in the form of interface-list = {
interface-type interface-number [ to interface-type interface-number ] }&<1-10>,
where, interface-type is port type and interface-number is port number, and
&<1-10> means that you can specify up to 10 VLANs or VLAN ranges for this
argument.

Use the reset stp command to clear the MSTP statistics information.

The MSTP statistics information includes the numbers of TCN BPDUs,
configuration BPDUs, RST BPDUs and MST BPDUs sent/received through the
specified port(s) (STP BPDUs and TCN BPDUs are counted only for the CIST).

Note that this command clears the spanning tree-related statistics information on

the specified port(s) if you specify the interface-list argument; otherwise, this
command clears the spanning tree-related statistics on all ports.

display stp.

Examples # Clear the spanning tree-related statistics information on ports Ethernet 1/1/1
through Ethernet 1/1/3.
<Sysname> reset stp interface ethernet 1/1/1 to ethernet 1/1/3
revision-level
Syntax revision-level /eve/
undo revision-level
View  MST region view
Parameters /evel: MSTP revision level.
Description  Use the region-level command to configure the MSTP revision level of your

device.

Use the undo region-level command to restore the MSTP revision level to the
default setting.

The MSTP revision level, the MST region name and the VLAN-to-instance mapping
table of a device jointly determine the MST region the device belongs to.
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Related commands:

instance, region-name, check region-configuration, vlan-mapping modulo,
and active region-configuration.

Examples # Set the MSTP revision level of the MST region to 5.
<Sysname> system-view
[Sysname] stp region-configuration
[Sysname-mst-region] revision-level 5
stp
Syntax stp { enable | disable }
undo stp
View System view, Ethernet interface view, port group view

Parameters enable: Enables the MSTP feature.
disable: Disables the MSTP feature.

Description  Use the stp command to enable or disable the MSTP feature globally or for a port

Related commands:

Examples

or a group of ports.

Use the undo stp command to restore the default MSTP status globally or for a
port or a group of ports.

By default, MSTP is enabled globally. With MSTP enabled globally, MSTP is enabled
on all the ports by default.

Note that:

m To control MSTP flexibly, you can disable the MSTP feature for certain ports so
that they will not take part in spanning tree computing and thus to save the
device’s CPU resources.

m  Configured in system view, the setting is effective for the device globally;
configured in Ethernet interface view, the setting is effective on the current
port only; configured in port group view, the setting is effective on all the ports
in the port group.

m After you enable MSTP, the device determines whether to work in

STP-compatible mode, in RSTP mode or in MSTP mode according to your MSTP
work mode setting. After MSTP is disabled, the device becomes a transparent
bridge.

After being enabled, MSTP dynamically maintains spanning tree status of the
corresponding VLANSs based the received configuration BPDUs. After being
disabled, it stops maintaining the spanning tree status.

stp mode.

# Enable the MSTP feature globally.
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<Sysname> system-view
[Sysname] stp enable

# Disable MSTP on port Ethernet 1/1/1.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] stp disable

stp bpdu-protection

Syntax

View
Parameters

Description

Examples

stp bpdu-protection

undo stp bpdu-protection
System view
None

Use the stp bpdu-protection command to enable the BPDU guard function for
the device.

Use the undo stp bpdu-protection command to disable the BPDU guard
function for the device.

By default, the BPDU guard function is disabled.

# Enable the BPDU guard function for the device.

<Sysname> system-view
[Sysname] stp bpdu-protection

stp bridge-diameter

Syntax

View
Parameters

Description

stp bridge-diameter bridgenum

undo stp bridge-diameter
System view
bridgenum: Network diameter of the spanning tree.

Use the stp bridge-diameter command to specify the network diameter, namely
the maximum number of stations between any two terminal devices on the
switched network.

Use the undo stp bridge-diameter command to restore the default network
diameter of the switched network.

By default, the network diameter of the switched network is 7.
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Related commands:

Examples

An appropriate setting of hello time, forward delay and max age can speed up
network convergence. The values of these timers are related to the network size.
You can set these three timers indirectly by setting the network diameter. Based on
the network diameter you configured, MSTP automatically sets an optimal hello
time, forward delay, and max age for the device. With the network diameter set to
7 (the default), the three timer are also set to their defaults.

Note that this configuration is effective for the CIST only and not for MSTIs, and
this configuration must be configured on the root bridge.

stp timer forward-delay, stp timer hello, and stp timer max-age.

# Set the network diameter of the switched network to 5.

<Sysname> system-view
[Sysname] stp bridge-diameter 5

stp compliance

Syntax

View

Parameters

Description

stp compliance { legacy | dot1s | auto }

undo stp compliance
Ethernet interface view/port group view

auto: Configure the port to recognize the BPDU format automatically.

dot1s: Configures the port to receive and send standard-format
(802.1s-compliant) MSTP packets.

legacy: Configures the port to receive and send compatible-format BPDUs.

Use the stp compliance command to configure the MSTP packet format for a
port or a group of ports

Use the undo stp compliance command to restore the MSTP packet format to be
default setting for a port or a group of ports.

By default, the MSTP packet format is set to auto, namely a port recognizes the
BPDU format automatically.

Note that:

m Configured in Ethernet interface view, the setting is effective on the current
port only; configured in port group view, the setting is effective on all ports in
the port group.

m [If the MSTP packet format is set to auto for a port, the port automatically
recognizes and resolves the received compatible-format BPDUs or
802.1s-compliant BPDUs, and sends, when needed, compatible-format or
802.1s-compliant BPDUs.
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m If you specify the BPDU format by using the legacy or dot1s keyword, the port
can only receive and send BPDUs of the specified format. If the port is
configured not to detect the packet format automatically while it works in the
MSTP mode, and if it receives a packet in the format other than as configured,
that port will become a designated port, and the port will remain in the
discarding state to prevent the occurrence of a loop.

# Configure port Ethernet 1/1/1 to receive and send standard-format (802.15s)
MSTP packets.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] stp compliance dotls

Restore the default MSTP packet format for port Ethernet 1/1/1.

[Sysname-Ethernetl/1/1] undo stp compliance

stp config-digest-snooping

Syntax

View
Parameters

Description

Examples

stp config-digest-snooping

undo stp config-digest-snooping
system view, Ethernet interface view, port group view
None

Use the stp config-digest-snooping command to enable Digest Snooping.

Use the undo stp config-digest-snooping command to disable Digest
Snooping.

The feature is disabled by default.
Notice that:

s Configured in system view, the setting is effective for the device globally;
configured in Ethernet interface view, the setting is effective on the current
port only; configured in port group view, the setting is effective on all the ports
in the port group.

= You need to enable this feature both globally and on ports connected to other
vendors’ devices to make it take effect. It is recommended to enable the
feature on all the ports connected to other vendor’s devices first and then
enable it globally, to minimize the impact to the network. To disable the feature
on all the ports, you can just disable it globally.

m [tis not recommended to enable Digest Snooping on the MST region edge port
to avoid loops.

# Enable global Digest Snooping.
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<Sysname> system-view
[Sysname] stp config-digest-snooping

# Enable Digest Snooping on Ethernet 1/1/1.
<Sysname> system-view

[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] stp config-digest-snooping

stp cost

Syntax

View

Parameters

Description

Examples

stp [ instance instance-id ] cost cost

undo stp [ instance instance-id ] cost
Ethernet interface view, port group view

instance-id: MST instance ID.

cost cost: Specifies the path cost of a port.

Use the stp cost command to set the path cost of a port or a group or ports in the
specified MST instance.

Use the undo stp cost command to restore the default path cost of a port or
ports in a port group in the specified MST instance.

By default, the path cost of a port is determined by MSTP.
Note that:

m [f you set instance-id to O, you are setting the path cost of the port in the CIST.
The path cost setting of a port can affect the role selection of the port. Setting
different path costs for the same port in different MST instances allows
different VLAN traffic flows to be forwarded along different physical links, thus
to enable per-VLAN load balancing. When the path cost of a port is changed,
MSTP will re-compute the role of the port and initiate a state transition.

m Configured in Ethernet interface view, the setting is effective on the current
port only; configured in port group view, the setting is effective on all ports in
the port group.

» If you do not provide instance instance-id, your configuration will take effect
in the CIST instance only.

# Set the path cost of port Ethernet 2/1/3 in MST instance 2 to 200.

<Sysname> system-view
[Sysname] interface ethernet 2/1/3
[Sysname-Ethernet2/1/3] stp instance 2 cost 200
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stp edged-port

Syntax stp edged-port { enable | disable }
undo stp edged-port
View Ethernet interface view/port group view
Parameters enable: Configures the current port to be an edge port.

disable: Configures the current port to be a non-edge port.

Description  Use the stp edged-port enable command to configure the current port to be an
edge port.

Use the stp edged-port disable or undo stp edged-port enable command to

configure the current port to be a non-edge port.

All Ethernet ports are non-edge ports by default.

Note that:

s Configured in Ethernet interface view, the setting is effective on the current
port only; configured in port group view, the setting is effective on all ports in
the port group.

m If a port directly connects to a user terminal rather than another device or a
shared LAN segment, this port is regarded as an edge port. When the network
topology changes, an edge port will not cause a temporary loop. Therefore,
configuring a port as an edge port can enable the port to transition to the
forwarding state rapidly. We recommend that you configure an Ethernet port
directly connecting to a user terminal as an edge port before to enable it to
transition to the forwarding state rapidly.

s Normally, configuration BPDUs from other devices cannot reach an edge port
because it does not connect to any other device. Before the BPDU guard
function is enabled, if a port receives a configuration BPDU, the port is working
actually as a non-edge port even if you have configured in as an edge port.

Examples # Configure port Ethernet 2/1/1 as a non-edge port.

<Sysname> system-view

[Sysname] interface ethernet 2/1/1

[Sysname-Ethernet2/1/1] stp edged-port disable

stp ignored vlan
Syntax stp ignored vlan vian-list
undo stp ignored vlan vian-/ist
View  System view
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Parameters

Description

Examples

vian-list: Indicates multiple VLAN IDs. vian-list={ vlan-id [ to vian-id ] }&<1-10>,
vlian-id is in the range 1 to 4094, &<1-10> indicates you can enter the argument
before it up to 10 times.

Use the stp ignored vlan command to enable VLAN Ignore in specified VLANSs.

Use the undo stp ignored vlan command to disable VLAN Ignore in specified
VLANS.

By default, VLAN ignore is disabled in a VLAN.

# Enable VLAN Ignore in VLAN 2.

<Sysname> system-view
[Sysname] stp ignored vlan 2

stp loop-protection

Syntax

View

Parameters

Description

Examples

stp loop-protection

undo stp loop-protection
Ethernet interface view/port group view
None

Use the stp loop-protection command to enable the loop guard function for a
port or a group of ports.

Use the undo stp loop-protection command to restore default loop guard
setting for a port of a group of ports.

By default, the loop guard function is disabled.

Configured in Ethernet interface view, the setting is effective on the current port
only; configured in port group view, the setting is effective on all ports in the port

group.

# Enable the loop guard function for port Ethernet 2/1/1.

<Sysname> system-view
[Sysname] interface ethernet 2/1/1
[Sysname-Ethernet2/1/1] stp loop-protection

stp max-hops

Syntax

stp max-hops hops

undo stp max-hops
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View  System view
Parameters hops: Maximum hops.
Description  Use the stp max-hops command to set the maximum hops of the MST region on
the device.
Use the undo stp max-hops command to restore the maximum hops to the
default setting.
By default, the maximum hops of an MST region is 20.
In the CIST or an MST instance, the maximum hops setting configured on the
regional root bridge determines the maximum network diameter supported by the
MST region. After a configuration BPDU leaves the root bridge, its hop count is
decremented by 1 whenever it passes a device. When its hop count reaches 0, it
will be discarded by the device that has received it. As a result, devices beyond the
maximum hop count are unable to take part in spanning tree computing, and
thereby the size of the MST region is limited.
When the current device becomes the root bridge of the CIST or an MSTI, the
maximum hops setting configured on the device becomes the network diameter
of that spanning tree and restricts the size of that spanning tree in the current
MST region.
Devices other than the root bridge in an MST region use the maximum hops
setting on the root bridge.
Examples # Set the maximum hops of the MST region to 35.
<Sysname> system-view
[Sysname] stp max-hops 35
stp mcheck
Syntax stp mcheck
View System view, Ethernet interface view
Parameters None
Description  Use the stp mcheck command to carry out the mCheck operation globally or on a

port.

In a switched network, if a port on the device running MSTP (or RSTP) connects to
a device running STP, this port will automatically migrate to the STP-compatible
mode. However, if the device running STP is removed, this will not be able to
migrate automatically to the MSTP (or RSTP) mode, but will remain working in the
STP-compatible mode. In this case, you can perform an mCheck operation to force
the port to migrate to the MSTP (or RSTP) mode.
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Related commands:

Examples

Note that the stp mcheck command is meaningful only when the device works in
the MSTP (or RSTP) mode, not in the STP-compatible mode.

stp mode.

# Carry out mCheck on port Ethernet 2/1/1.

<Sysname> system-view
[Sysname] interface Ethernet 2/1/1
[Sysname-Ethernet2/1/1] stp mcheck

stp no-agreement-check

Syntax

View
Parameters

Description

s

stp no-agreement-check

undo stp no-agreement-check
Ethernet interface view/port group view
None

Use the stp no-agreement-check command to enable No Agreement Check on
port(s).

Use the undo stp no-agreement-check command to disable No Agreement
Check on port(s).

By default, No Agreement Check is disabled.

Configured in Ethernet interface view, the setting is effective on the current port
only; configured in port group view, the setting is effective on all the ports in the
port group.

The No Agreement Check feature can take effect only on root ports or alternate
ports.

Examples # Enable No Agreement Check on Ethernet 1/1/1.
<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] stp no-agreement-check
stp mode
Syntax stp mode { stp | rstp | mstp }
undo stp mode
View  System view
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stp: Configures the MSTP-compliant device to work in STP-compatible mode.
rstp: Configures MSTP-compliant device to work in RSTP mode.

mstp: Configures MSTP-compliant device to work in MSTP mode.

Use the stp mode command to configure the MSTP work mode of the device.

Use the undo stp mode command to restore the MSTP work mode to the default
setting.

By default, an MSTP-compliant device works in MSTP mode.
stp mcheck, and stp.

# Configure the MSTP-compliant device to work in STP-compatible mode.

<Sysname> system-view
[Sysname] stp mode stp

# Configure the MSTP-compliant device to work in RSTP mode.

<Sysname> system-view
[Sysname] stp mode rstp

stp pathcost-standard

Syntax

View

Parameters

Description

stp pathcost-standard { dot1d-1998 | dot1t | legacy }

undo stp pathcost-standard
System view

dot1d-1998: Adopts the IEEE 802.1D-1998 standard.
dot1t: Adopts the IEEE 802.1t standard.

legacy: Adopts the private standard.

Use the stp pathcost-standard command to specify the standard used to
calculate the default path cost of the link connected with the device

Use the undo stp pathcost-standard command to restore the default setting of
the calculation standard.

By default, a device uses the private standard to calculate the default path cost.
Note that if you change the standard that the device uses in calculating the default

path cost, the port path cost value set through the stp cost command will be out
of effect.
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Table 40 Link speed vs. path cost

Private
Link speed Duplex state 802.1D-1998 IEEE 802.1t standard
0 - 65535 200,000,000 200,000
10Mbps Single Port 100 2,000,000 2,000
Aggregated Link 100 1,000,000 1,800
2 Ports 100 666,666 1,600
é%%ﬁ?ated Link 400 500,000 1,400
Aggregated Link
4 Ports
100Mbps Single Port 19 200,000 200
Aggregated Link 19 100,000 180
2 Ports 19 66,666 160
’g%%rr‘igateo' Link 49 50,000 140
Aggregated Link
4 Ports
1000Mbps Single Port 4 20,000 20
Aggregated Link 4 10,000 18
2oty 6,666 16
é%%rrigated Link 4 5 000 14
Aggregated Link
4 Ports
10Gbps Single Port 2 2,000 2
Aggregated Link 2 1,000 1
2 Ports | 2 666 1
,;:\gp%rrizgated Link 7 500 1
Aggregated Link
4 Ports

In the calculation of the path cost value of an aggregated link, 802.1D-1998 does
not take into account the number of ports in the aggregated link. Whereas,
802.1T takes the number of ports in the aggregated link into account. The
calculation formula is: Path Cost = 200,000,000/link speed (in 100 kbps), where
link speed is the sum of the link speed values of the non-blocked ports in the
aggregated link.

Examples # Configure the device to calculate the default path cost based on IEEE
802.1D-1998.

<Sysname> system-view
[Sysname] stp pathcost-standard dot1ld-1998

# Configure the device to calculate the default path cost based on IEEE 802.1t.

<Sysname> system-view
[Sysname] stp pathcost-standard dotlt
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stp point-to-point

Syntax

View

Parameters

Description

Examples

stp point-to-point { force-true | force-false | auto }

undo stp point-to-point
Ethernet interface view/port group view

auto: Specifies MSTP detects automatically whether the current port connects to a
point-to-point link.

force-false: Specifies the current port to connect to a non-point-to-point link.

force-true: Specifies the current port to connect to a point-to-point link.

Use the stp point-to-point command to specify whether the current port
connects to a point-to-point link.

Use the undo stp point-to-point command to restore the default status of the
link connected with the current port.

The default setting is auto; namely the MSTP-compliant device automatically
detects whether an Ethernet port connects to a point-to-point link.

Configured in Ethernet interface view, the setting is effective on the current port
only; configured in port group view, the setting is effective on all ports in the port

group.
Note that:

m  When connecting to a non-point-to-point link, a port is incapable of rapid state
transition.

m [f the current port is the master port of aggregated ports of if it works in full
duplex mode, the link to which the current port connects is a point-to-point
link. We recommend that you use the default setting, namely let MSTP detect
the link status automatically.

m This setting is effective to the CIST and all MST instances. If a port is configured
as connecting to a point-to-point link or a non-point-to-point link, the setting
takes effect for the port in all MST instances. If the physical link to which the
port connects is not a point-to-point link and you force it to be a point-to-point
link by configuration, your configuration may incur a temporary loop.

# Configure port Ethernet 2/1/3 as connecting to a point-to-point link.

<Sysname> system-view
[Sysname] interface Ethernet 2/1/3
[Sysname-Ethernet2/1/3] stp point-to-point force-true
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stp port priority

Syntax stp [ instance instance-id ] port priority priority
undo stp [ instance instance-id ] port priority
View Ethernet interface view/port group view
Parameters instance-id: MST instance ID, in the range O to 47. A value of 0 specifies the CIST.
priority: Port priority, at the step of 16 (0, 16, 32..., for example).
Description  Use the stp port priority command to set the priority of a port or a group or
ports in the specified MST instance.

Use the undo stp port priority command to restore the default priority of a port

or a group or ports in the specified MST instance.

By default, the port priority is 128.

Note that:

m Configured in Ethernet interface view, the setting is effective on the current
port only; configured in port group view, the setting is effective on all ports in
the port group.

m If you set instance-id to O, you are setting the priority of the port in the CIST.
The priority of a port can affect the role selection of the port in the specified
MST instance.

m Setting different priorities for the same port in different MST instances allows
different VLAN traffic flows to be forwarded along different physical links, thus
to enable per-VLAN load balancing.

m  When the priority of a port is changed, MSTP will re-compute the role of the
port and initiate a state transition.

m If you do not provide instance instance-id, your configuration will take effect
in the CIST instance only.

Examples # Set the priority of port Ethernet 2/1/3 in MST instance 2 to 16.

<Sysname> system-view

[Sysname] interface Ethernet 2/1/3

[Sysname-Ethernet2/1/3] stp instance 2 port priority 16

stp priority
Syntax stp [ instance instance-id | priority priority
undo stp [ instance instance-id ] priority
View  System view
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instance-id: MST instance ID, in the range 0 to 47. A value of 0 specifies the CIST.

priority: Port priority, in the range of 0 to 61440 at the step of 4096, namely you
can set up to 16 priority values, such as 0, 4096, 8192..., on the device.

Use the stp priority command to set the priority of the device in the specified
MST instance.

Use the undo stp priority command to restore the device priority to the default
setting.

By default, the device priority is 32768.

The device priority is involved in spanning tree computing. The device priority is set
on a per-instance basis. An MSTP-compliant device can have different priorities in
different MST instances.

If you do not provide instance instance-id, your configuration will take effect in
the CIST instance only.

# Set the device priority in MST instance 1 to 4096.

<Sysname> system-view
[Sysname] stp instance 1 priority 4096

stp region-configuration

Syntax

View
Parameters

Description

Examples

stp region-configuration

undo stp region-configuration
System view
None

Use the stp region-configuration command to enter MST region view.

Use the undo stp region-configuration command to restore the default MST
region configurations.

By default, the default settings are used for all the three MST region parameters.
Namely, the device’s MST region name is the device’s MAC address, all VLANs are
mapped to the CIST, and the MSTP revision level is O.

After you enter MST region view, you can configure the parameters related the

MST region, including the region name, VLAN-to-instance mapping and revision
level.

# Enter MST region view.
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<Sysname> system-view
[Sysname] stp region-configuration
[Sysname-mst-regionl]

stp root primary

Syntax

View

Parameters

Description

stp [ instance instance-id ] root primary [ bridge-diameter bridgenum |
hello-time centi-seconds |

undo stp [ instance instance-id ] root
System view

instance-id: MST instance ID, in the range 0 to 47. A value of 0 specifies the CIST.

root primary: Specifies the current device as the root bridge of the specified MST
instance.

bridgenum: Network diameter of the spanning tree, defaulting to 7.

centi-seconds: Hello time (in centiseconds) of the spanning tree.

Use the stp root primary command to specify the current device as the root
bridge of the specified MST instance.

Use the undo stp root command to remove the current device as the root bridge
of the specified MST instance.

By default, a device is not a root bridge.
Note that:

» If you do not provide instance instance-id, the setting is effective in the CIST
instance only.

m There is only one root bridge in effect in a spanning tree instance. If two or
more devices are configured as the root bridges of the same spanning tree
instance, the one with smaller MAC address works as the root bridge.

m You can specify a root bridge for each MST instance without caring about the
device priority.

m After specifying the current device as the root bridge or a secondary root
bridge, you cannot change the priority of the device.

m  When configuring a root bridge, you can use this command to specify the
network diameter of the switched network, so that the MSTP-compliant device
automatically calculates the three timers (hello time, forward delay and max
age). As the calculated hello time value is not the optimal value, you can
specify a hello time value by providing hello-time centi-seconds in the
command, which will override the hello time value calculated by the device
based on the network diameter. Generally, we recommend that you use the
values of the other two timers calculated by the device based the specified
network diameter.
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m The configured network diameter and hello time settings are effective only for
MST instance 0, namely the CIST. If you configure these two timers for any
other instance, your configuration can succeed, but they will not actually work.

# Configure the current device as the root bridge of MST instance 0, setting the
network diameter to 4 and the hello time of the device to 500 centiseconds.

<Sysname> system-view
[Sysname] stp instance 0 root primary bridge-diameter 4 hello-time 500

stp root secondary

Syntax

View

Parameters

Description

stp [ instance instance-id ] root secondary [ bridge-diameter bridgenum ] [
hello-time centi-seconds |

undo stp [ instance instance-id ] root
System view

instance-id: MST instance ID.

root secondary: Specifies the current device as a secondary root bridge of the
specified MST instance.

bridgenum: Network diameter of the spanning tree, defaulting to 7.

centi-seconds: Hello time (in centiseconds) of the spanning tree.

Use the stp root secondary command to specify the current device as a
secondary root bridge of the specified MST instance.

Use the undo stp root command to remove the current device as a secondary
root bridge of the specified MST instance.

By default, a device is not a secondary root bridge.
Note that:

m If you do not provide instance instance-id, your configuration will take effect
in the CIST instance only.

m You can configure one or more secondary root bridges for each MST instance.
When the root bridge of an instance fails or is shut down, the secondary root
bridge can take over the role of the instance of the specified MST instance. If
you specify more than one secondary root bridge, the secondary root bridge
with the lowest Mac address will become the root bridge.

m  When configuration a secondary root bridge, you can specify the network
diameter of the switched network and the hello time for the secondary root
bridge, so that the MSTP-compliant device automatically calculates the other
two timers (forward delay and max age) of the root bridge.
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Examples

m The configured network diameter and hello time settings are effective only for
MST instance 0, namely the CIST. If you configure these two timers for any
other instance, your configuration can succeed, but they will not actually work.

m [f you set instance-id to 0, you are specifying the current device as the
secondary root bridge of the CIST.

m Upon specifying the current device as the root bridge or a secondary root
bridge, you cannot change the priority of the device.

# Define the current device as the secondary root bridge of MST instance 0 and set
the network diameter to 5 and the hello time of the device to 300 centiseconds.

<Sysname> system-view
[Sysname] stp instance 0 root secondary bridge-diameter 5 hello-time 300

stp root-protecti

Para

on

Syntax

View

meters

Description

Examples

stp root-protection

undo stp root-protection
Ethernet interface view, port group view
None

Use the stp root-protection command to enable the root guard function for a
port or a group of ports.

Use the undo stp root-protection command to restore default setting of the
root guard function for the port(s).

By default, the root guard function is disabled.

Configured in Ethernet interface view, the setting is effective on the current port
only; configured in port group view, the setting is effective on all ports in the port

group.

# Enable the root guard function for port Ethernet 2/1/1.

<Sysname> system-view
[Sysname] interface Ethernet 2/1/1
[Sysname-Ethernet2/1/1] stp root-protection

stp tc-protection

Syntax

View

stp tc-protection enable

stp tc-protection disable

System view
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None

Use the stp tc-protection enable command to enable the TC-BPDU attack guard
function for the device.

Use the stp tc-protection disable command to disable the TC-BPDU attack
guard function for the device.

By default, the TC-BPDU attack guard function is enabled.

# Enable the TC-BPDU attack guard function for the device.

<Sysname> system-view
[Sysname] stp tc-protection enable

stp timer forward-delay

Syntax

View
Parameters

Description

stp timer forward-delay centi-seconds

undo stp timer forward-delay
System view
centi-seconds: Forward delay in centiseconds.

Use the stp timer forward-delay command to set the forward delay timer of the
device.

Use the undo stp timer forward-delay command to restore the forward delay
timer of the device to the default setting.

By default, the forward delay timer is set to 1,500 centiseconds.

In order to prevent temporary loops, a port must go through an intermediate
state, the learning state, before it transitions from the discarding state to the
forwarding state, and must wait a certain period of time before it transitions from
one state to another to keep synchronized with the remote device during state
transition. The forward delay timer set on the root bridge determines the time
interval of state transition.

If the current device is the root bridge, the state transition interval of the device
depends on the set forward delay value; for a secondary root bridge, its state
transition interval is determined by the forward delay timer set on the root bridge.

The setting of the hello time, forward delay and max age timers must meet the
following formulae.

m 2 x (forward delay - 1 second) f9 max age

s Max age f9 2 x (hello Time + 1 second)
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Related commands:

Examples

MSTP can work effectively on the entire network only when the above-mentioned
conditions are met; otherwise, network instability will frequently occur. We
recommend that you specify the network diameter of the switched network in the
stp root primary command and let MSTP automatically calculate an optimal
setting of these three timers.

stp timer hello, stp timer max-age, and stp bridge-diameter.

# Set the forward delay timer of the device to 2,000 centiseconds.

<Sysname> system-view
[Sysname] stp timer forward-delay 2000

stp timer hello

Syntax

View
Parameters

Description

Related commands:

stp timer hello centi-seconds

undo stp timer hello
System view
centi-seconds: Hello time (in centiseconds).

Use the stp timer hello command to set the hello time of the device.

Use the undo stp timer hello command to restore the hello time of the device to
the default setting.

By default, the hello time is set to 200 centiseconds.

Hello time is the time interval at which MSTP-compliant devices send configuration
BPDUs to maintain spanning tree stability. If a device fails to receive configuration
BPDUs within the set period of time, a new spanning tree computing process will
be triggered due to timeout. The root bridge sends configuration BPDUs at the
interval of the hello time set on the device, while secondary root bridges use the
hello time set on the root bridge.

The setting of the hello time, forward delay and max age timers must meet the
following formulae.

m 2 x (forward delay - 1 second) f max age

m Max age f 2 x (hello time + 1 second)

MSTP can work effectively on the entire network only when the above-mentioned
conditions are met; otherwise, network instability will frequently occur. We
recommend that you specify the network diameter of the switched network in the

stp root primary command and let MSTP automatically calculate an optimal
setting of these three timers.

stp timer forward-delay, stp timer max-age, and stp bridge-diameter.
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# Set the hello time of the device to 400 centiseconds.

<Sysname> system-view
[Sysname] stp timer hello 400

stp timer max-age

Syntax

View
Parameters

Description

Related commands:

Examples

stp timer max-age centi-seconds

undo stp timer max-age
System view
centi-seconds: Max age (in centiseconds).

Use the stp timer max-age command to set the max age timer of the device.

Use the undo stp timer max-age command to restore the max age timer of the
device to the default setting.

By default, the max age is set to 2,000 centiseconds.

MSTP can detect link faults and automatically restore the forwarding state of the
redundant link. In the CIST, the device determines whether a configuration BPDU
received on a port has expired based on the max age timer. If a port receives a
configuration BPDU that has expired, that MST instance needs to re-computed.

The max age timer is not meaningful for MSTIs. If the current device is the root
bridge of the CIST, it determines whether a configuration BPDUs has expired based
on the configured max age timer; if the current device is not the root bridge of the
CIST, it uses the max age timer set on the CIST root bridge.

The setting of the hello time, forward delay and max age timers must meet the
following formulae.

m 2 x (forward delay - 1 second) f max age

s Max age f 2 x (hello time + 1 second)

MSTP can work effectively on the entire network only when the above-mentioned
conditions are met; otherwise, network instability will frequently occur. We
recommend that you specify the network diameter in the stp root primary

command and let MSTP automatically calculate an optimal setting of these three
timers.

stp timer forward-delay, stp timer hello, and stp bridge-diameter.

# Set the max age timer of the device to 1,000 centiseconds.

<Sysname> system-view
[Sysname] stp timer max-age 1000



190  CHAPTER 9: MSTP CONFIGURATION COMMANDS

stp timer-factor

Syntax

View
Parameters

Description

Examples

stp timer-factor number

undo stp timer-factor
System view
number: Timeout factor.

Use the stp timer-factor command to configure the timeout time of the device
by setting the timeout factor. Timeout time = timeout factor x 3 x hello time.

Use the undo stp timer-factor command to restore the timeout factor to the
default setting.

By default, the timeout factor of the device is set to 3.

A device sends a BPDU to the devices around it at a regular interval of hello time to
check whether any link is faulty. Typically, if a device does not receive a BPDU from
the upstream device within nine times the hello time, it will assume that the
upstream device has failed and start a new spanning tree computing process.

In a very stable network, this kind of spanning tree computing may occur because
the upstream device is busy. In this case, you can avoid such unwanted spanning
tree computing by lengthening the timeout time (by setting the timeout factor to
4 or more). We recommend that you set the timeout factor to 5, or 6, or 7 for a
stable network.

# Set the timeout factor of the device to 7.

<Sysname> system-view
[Sysname] stp timer-factor 7

stp transmit-limit

Syntax

View

Parameters

Description

stp transmit-limit packethum

undo stp transmit-limit
Ethernet interface view, port group view

packetnum: Maximum number of MSTP packets that the port can send within
each hello time, namely the maximum transmission rate of the port.

Use the stp transmit-limit command to set the maximum number of
configuration BPDUs that the current port can send within each hello time.



Examples

191

Use the undo stp transmit-limit command to restore the maximum number of
configuration BPDUs that the current port can send within each hello time to the
default setting.

By default, the maximum transmission rate of a port is 10.

= Alarger maximum transmission rate value indicates that the current port sends
more MSTP packets within each hello time, but this means that more device
resources will be used. An appropriate maximum transmission rate setting can
limit the number of MSTP packets that the current port sends within each hello
time and prevent MSTP from using an excessive bandwidth resource during
network topology instability.

s Configured in Ethernet interface view, the setting is effective on the current
port only; configured in port group view, the setting is effective on all ports in
the port group.

# Set the maximum transmission rate of Ethernet 2/1/1 to 5.

<Sysname> system-view
[Sysname] interface Ethernet 2/1/1
[Sysname-Ethernet2/1/1] stp transmit-limit 5

vlan-mapping modulo
Syntax

View

Parameters

Description

Related commands:

Examples

vlan-mapping modulo modulo
MST region view
modulo: Modulo value.

Use the vlan-mapping modulo command to map VLANSs in the current MST
region to MST instances according to the specified modulo value.

By default, all VLANs are mapped to the CIST (instance 0).

You cannot map the same VLAN to different MST instances. If you map a VLAN
that has been mapped to an instance to a new instance, the old mapping will be
automatically removed.

By using the vlan-mapping modulo command, you can quickly specify a VLAN
for each MST instance. This command maps each VLAN to the MST instance
whose ID is (VLAN ID-1) %modulo + 1, where (VLAN ID-1) Y%modulo is the
modulo operation for (VLAN ID-1). If the modulo value is 16, for example, then
VLAN 1 will be mapped to MSTI 1, VLAN 2 to MSTI 2, VLAN 16 to MSTI 16, VLAN
17 to MSTI 1, and so on.

region-name, revision-level, check region-configuration, and active
region-configuration.

# Map VLANs to MSTIs as per the modulo value of 16.
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<Sysname> system-view
[Sysname] stp region-configuration
[Sysname-mst-region] vlan-mapping modulo 16
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TUNNELING CONFIGURATION
COMMANDS

aggregation-group (Tunnel interface view)

Syntax

View
Parameters

Description

Related commands:

Examples

aggregation-group aggregation-group-ID

undo aggregation-group
Tunnel interface view
aggregation-group-id: Link aggregation group ID to be referenced.

Use the aggregation-group command to specify a link aggregation group to be
referenced by a tunnel.

Use the undo aggregation-group command to remove the link aggregation
group referenced by a tunnel.

By default, a tunnel does not reference any link aggregation group.

Before specifying a link aggregation group for a tunnel in tunnel interface view,
you have configured the link aggregation group and set the service type of the link
aggregation group to tunnel in system view.

One tunnel interface can reference only one link aggregation group.
link-aggregation group in Link Aggregation Commands in Access Volume.

# Create link aggregation group 1, and set the configuration mode to manual
and the service type to tunnel.

<Sysname> system-view
[Sysname] link-aggregation group 1 mode manual
[Sysname] link-aggregation group 1 service-type tunnel

# Add a Gigabit Ethernet interface to link aggregation group 1 on the module that
supports IPv6.

[Sysname] interface GigabitEthernet 6/4/1
[Sysname-GigabitEtherneté6/4/1] stp disable
[Sysname-GigabitEthernet6/4/1] port link-aggregation group 1

# Reference link aggregation group 1 in tunnel interface view.
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[Sysname] interface Tunnel 3/0/1
[Sysname-Tunnel3/0/1] aggregation-group 1

debugging ipv4-tunnel

Syntax

View

Parameters

Description

Examples

debugging ipv4-tunnel { all | error | packet }

undo debugging ipv4-tunnel { all | error | packet }
User view

all: Enables all types of debugging for the IPv4 tunnel module.
error: Enables error debugging for the IPv4 tunnel module.

packet: Enable packet debugging for the IPv4 tunnel module.

Use the debugging ipv4-tunnel command to enable debugging for the IPv4
tunnel module.

Use the undo debugging ipv4-tunnel command to disable debugging for the
IPv4 tunnel module. By default, debugging for the IPv4 tunnel module is disabled.

# Enable debugging for the IPv4 tunnel module, and use the ping command to
view the debugging information.

<Sysname> debugging ipv4-tunnel all
<Sysname> terminal debugging
% Current terminal debugging is on
<Sysname> ping -c 1 5.5.5.2
PING 5.5.5.2: 56 data bytes, press CTRL_C to break
*0.63272624 Sysname IPV4TUNN/8/debug:Slot=5
Tunnel3/0/0 packet:Before encapsulation,
Outer packet header 5.5.5.1->5.5.5.2(length = 84)
*0.2812422 Sysname IPV4-TUN/8/debug:
Tunnel3/0/0 packet:After encapsulation,
Outer packet header 192.168.19.41->192.168.19.42(length = 104)
*0.2812468 Sysname IPV4-TUN/8/debug:
ipv4-tunnel packet: Decapsulate tunnel packet
Incoming packet header 192.168.19.42->192.168.19.41(length = 104)
*0.63272624 Sysname IPV4TUNN/8/debug:Slot=5
Tunnel3/0/0 packet:After decapsulation,
Outgoing packet header 5.5.5.2->5.5.5.1(length = 84)
Reply from 5.5.5.2: bytes=56 Sequence=1 ttl=255 time=78 ms

--- 5.5.5.2 ping statistics ---
1 packet(s) transmitted
1 packet (s) received
0.00% packet loss
round-trip min/avg/max = 78/78/78 ms

Table 41 Description on fields of the debugging ipv4-tunnel command

Field Description

Sysname IPV4-TUN/8/debug IPv4 tunnel debugging information on the
switch
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Table 41 Description on fields of the debugging ipv4-tunnel command

Field

Description

Tunnel3/0/0 packet:Before encapsulation,
Outer packet header
5.5.5.1->5.5.5.2(length = 84)

Tunnel3/0/0 packet:After encapsulation,

Outer packet header
192.168.19.41->192.168.19.42(length =
104)

Ipv4-tunnel_packet: Decapsulate tunnel
packet

Incoming packet header
192.168.19.42->192.168.19.41(length =
104)

Tunnel3/0/0 packet:After decapsulation,

Outgoing packet header
5.5.5.2->5.5.5.1(length = 84)

On the interface Tunnel 3/0/0, the source
address and destination address in the packet
header before encapsulation are 5.5.5.1 and
5.5.5.2, and the packet is 84 bytes in length.

On the interface Tunnel3/0/0, the source
address and destination address in the packet
header after encapsulation are 192.168.19.41
and 192.168.19.42, and the packet is 104
bytes in length.

The source address and destination address in
the packet header of an IPv4 tunnel packet
before decapsulation are 192.168.19.42 and
192.168.19.41, and the packet is 104 bytes in
length.

On the interface Tunnel3/0/0, the source
address and destination address in the packet
header after decapsulation are 5.5.5.2 and
5.5.5.1, and the packet is 84 bytes in length.

debugging ipv6-tunnel

Syntax

View

Parameters

Description

Examples

debugging ipv6-tunnel { all | error | packet }

undo debugging ipv6-tunnel { all | error | packet }

User view

all: Enables all types of debugging for the IPv6 tunnel module.

error: Enables error debugging for the IPv6 tunnel module.

packet: Enables packet debugging for the IPv6 tunnel module.

Use the debugging ipv6-tunnel command to enable debugging for the IPv6

tunnel module.

Use the undo debugging ipv6-tunnel command to disable debugging for the

IPv6 tunnel module.

By default, debugging for the IPv6 tunnel is disabled.

# Enable debugging for the IPv6 tunnel module, and conduct the ping operation,
and use the ping command to view the debugging information.

<Sysname> debugging ipvé6-tunnel all

<Sysname> terminal debugging

% Current terminal debugging is on

<Sysname> ping ipvé -c 1 2005::2
PING 2005::2 : 56

data bytes, press CTRL_C to break

*0.63750414 Sysname IPV6TUNN/8/debug:Slot=5
Tunnelé6/0/0 packet: Before encapsulation,
Incoming packet header 2005::0001->2005::0002(length = 104)
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*0.3760265 Sysname IPV6-TUN/8/debug:
Tunnel6/0/0 packet: After encapsulation,
Outgoing packet header 2003::0001->2003::0002 (length
*0.3760297 Sysname IPV6-TUN/8/debug:
ipv6-tunnel event:transproto is ipveé.
*0.3760297 Sysname IPV6-TUN/8/debug:
ipv6-tunnel packet: Decapsulate tunnel packet
Incoming packet header 2003::0002->2003::0001 (length = 144)
*0.3760312 Sysname IPV6-TUN/8/debug:
Tunnel6/0/0 packet: After decapsulation,
Outgoing packet header 2005::0002->2005::0001(length = 104)
Reply from 2005::2: Bytes=56 Sequence=1 hop limit=255 time = 78 ms

144)

--- 2005::2 ping statistics ---
1 packet(s) transmitted
1 packet (s) received
0.00% packet loss
round-trip min/avg/max = 78/78/78 ms

Table 42 Field descriptions of the debugging ipv6-tunnel command

Field Description

Sysname IPV6-TUN/8/debug IPv6 tunnel debugging information on the
switch

Tunnel6/0/0 packet: Before encapsulation, On the interface Tunnel6/0/0, the source

address and destination address of the
encapsulated packet are 2005::0001 and
2005::0002, and the packet is 104 bytes in
length.

Incoming packet header
2005::0001->2005::0002(length = 104).

Tunnel6/0/0 packet: After encapsulation, On the interface Tunnel6/0/0, the source
address and destination address of the
decapsulated packet are 2003::0001 and
2003::0002, and the packet is 144 bytes in

Outgoing packet header
2003::0001->2003::0002(length = 144)

length.
Ipve-tunnel_packet: Decapsulate tunnel On the interface Tunnel6/0/0, the source
packet address and destination address of the packet

before decapsulation are 2003::0002 and
2003::0001, and the packet is 144 bytes in
length.

Incoming packet header
2003::0002->2003::0001(length = 144).

Tunnel6/0/0 packet: After decapsulation, On the interface Tunnel6/0/0, the source
address and destination address of the packet
after decapsulation are 2005::0002 and
2005::0001, and the packet is 104 bytes in
length.

Outgoing packet header
2005::0002->2005::0001(length = 104)

debugging tunnel (User view)

Syntax debugging tunnel { all | error | event | packet }

undo debugging tunnel { all | error | event | packet }
View  User view

Parameters all: Enables all types of debugging for the tunnel module.
error: Enables error debugging for the tunnel module.

event: Enables event debugging for the tunnel module.
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packet: Enables packet debugging for the tunnel module.

Use the debugging tunnel command to enable debugging for the tunnel
module. Use the undo debugging tunnel command to disable debugging for
the tunnel module.

By default, debugging for the tunnel module is disabled.

# Enable debugging for the tunnel module.

<Sysname> debugging tunnel all
<Sysname> terminal debugging

% Current terminal debugging is on
<Sysname>

*0.4445125 Sysname TUNNEL/8/debug:

Tunnel3/0/0 link state is DOWN, no change.

// When a tunnel source address is required but has not been configured, the
following debugging information will be output.

*0.4450125 Sysname TUNNEL/8/debug:
Tunnel3/0/0 down, because the source ip is not set.

// When a tunnel destination address is required but has not been configured, the
following debugging information will be output.

*0.4920140 Sysname TUNNEL/8/debug:
Tunnel3/0/0 down, because the dest address is required.

// When the tunnel needs to reference a link aggregation group ID but no link
aggregation group has been configured, the following debugging information will
be output.

*0.9505431 Sysname Switch 8807 TUNNEL/8/debug:

Tunnel0/0/0 down, because the aggregation group is required.
*0.9505560 Sysname Switch 8807 TUNNEL/8/debug:

Tunnel0/0/0 link state is DOWN, no change.

// When the link aggregation group referenced by the tunnel is down, the
following debugging information will be output.

*0.8565431 Sysname Switch 8807 TUNNEL/8/debug:

Tunnel0/0/0 down, because the status of aggregation group 1 is down.
*0.8565570 Sysname Switch 8807 TUNNEL/8/debug:

Tunnel0/0/0 link state is DOWN, no change.

Table 43 Description on fields of the debugging tunnel command

Field Description

Sysname TUNNEL/8/debug Tunnel debugging information on the switch
Tunnel0/0/0 link state is DOWN, no The link of the interface Tunnel0/0/0 is down and
change. the link state is not changed.

Tunnel3/0/0 down, because the source The interface Tunnel3/0/0 is down because no
ip is not set. source address has been configured.

Tunnel3/0/0 down, because the dest The interface Tunnel3/0/0 is down because no
address is required. destination address has been configured.
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Table 43 Description on fields of the debugging tunnel command

Field Description
Tunnel3/0/0 down, because the The interface Tunnel3/0/0 is down because the link
aggregation group is required. aggregation group referenced by the tunnel is not

configured. (This option is unavailable unless the link
aggregation group ID is required.)

Tunnel0/0/0 down, because the status  The status of the Tunnel3/0/0 is down because the

of aggregation group 1 is down. link aggregation group ID referenced by Tunnel is in
down status (This check is not available unless the
link aggregation group ID is a mandatory
parameter).

destination (Tunnel interface view)

Syntax

View

Parameters

Description

Related commands:

Examples

destination { jp-address | ipv6-address }

undo destination
Tunnel interface view

ip-address: Tunnel destination IPv4 address on the interface.

ip-address: Tunnel destination IPv6 address on the interface.

Use the destination command to specify the tunnel destination address on the
interface.

Use the undo destination command to remove the configured tunnel
destination address.

By default, no tunnel destination address is configured on the interface.
Note that:

m The tunnel destination address on the interface is the address of the peer
interface receiving packets and is usually the tunnel source address on the peer
interface.

m Two or more tunnel interfaces using the same encapsulation protocol must
have different source and destination addresses.

m At present, the Switch 8800 does not support the configuration of any tunnel
destination IPv6 address on the interface.

interface tunnel, source.

# Set the interface VLAN-interface 10 (193.101.1.1) of Sysname 1 and the
interface VLAN-interface 20 (192.100.1.1) of Sysname 2 to the source and
destination interfaces of a tunnel between the two devices, respectively.
<Sysnamel> system-view

[Sysnamel] interface Tunnel 3/0/1
[Sysnamel-Tunnel3/0/1] source 193.101.1.1
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[Sysnamel-Tunnel3/0/1] destination 192.100.1.1
[Sysnamel-Tunnel3/0/1] return

<Sysname2> system-view

[Sysname2] interface Tunnel 4/0/1
[Sysname2-Tunnel4/0/1] source 192.100.1.1
[Sysname2-Tunnel4/0/1] destination 193.101.1.1

display interface tunnel (Any view)

Syntax
View

Parameters

Description

Related commands:

Examples

display interface tunnel [ number ]
Any view

number: Tunnel interface number, in the format of slot number./subslot
number/Tunnel interface number. If the number argument is not specified, the
information of all tunnel interfaces will be displayed.

Use the display interface tunnel command to display related information of a
specified tunnel interface, such as source address, destination address, and
encapsulation mode.

interface tunnel, source, destination, tunnel-protocol.

# Display information of the interface Tunnel 3/0/0.

<Sysname> display interface tunnel 3/0/0
Tunnel3/0/0 current state: UP
Line protocol current state: UP
Description: Tunnel3/0/0 Interface
The Maximum Transmit Unit is 64000
Internet Address is 10.1.2.1/24 Primary
Encapsulation is TUNNEL, aggregation ID not set
Tunnel source 192.13.2.1, destination 192.13.2.2
Tunnel protocol/transport GRE/IP
GRE key disabled
Checksumming of GRE packets disabled
Last 300 seconds input: 0 bytes/sec, 0 packets/sec
Last 300 seconds output: 0 bytes/sec, 0 packets/sec
361 packets input, 9953388 bytes
0 input error
361 packets output, 30324 bytes
0 output error

Description on fields of the display interface tunnel command

Field Description

Tunnel3/0/0 current state: UP The physical layer of the tunnel interface is
reachable

Line protocol current state: UP The link layer of the tunnel interface is
reachable

Description Descriptive information of a tunnel interface
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Field

Description

Tunnel3/0/0 Interface
Maximum Transmit Unit
Encapsulation is TUNNEL
aggregation ID

Tunnel source
destination

Tunnel protocol/transport
GRE key disabled

Checksumming of GRE packets disabled
Last 300 seconds input

Last 300 seconds output

packets input
input error

packets output
output error

Tunnel interface number
Maximum transmission unit (MTU) in a tunnel
The encapsulation protocol is tunnel

Link aggregation group ID referenced by a
tunnel

Tunnel source address
Tunnel destination address
Tunnel protocol and transport protocol.

No key is configured for the GRE tunnel
interface.

Disables the GRE packet checksum function.

Number of bytes and packets input per second
in the last five minutes.

Number of bytes and packets output per second
in the last five minutes.

Total number of input packets.

Number of error packets among all input
packets.

Total number of output packets.

Number of error packets in all output packets

display ipv6 interface tunnel (Any view)

Syntax
View

Parameters

Description

Examples

display ipv6 interface tunnel number

Any view

number: Tunnel interface number, in the format of slot No./subslot No./tunnel

interface No.

Use the display ipv6 interface tunnel command to display related IPv6
information of a specified tunnel interface, including link state, IPv6 protocol state,

and IPv6 address.

# Display information of the interface Tunnel 3/0/0.

<Sysname> display ipvé interface tunnel 3/0/0

Tunnel3/0/0 current state :UP

Line protocol current state :UP

IPv6 is enabled, link-local address is FE80::101:101

Global unicast address(es) :

2002:101:101::1, subnet is 2002::/16

Joined group address(es) :
FF02::1:FF01:101
FF02::1:FF00:1
FF02::2
FF02::1

MTU is 1500 bytes
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ND reachable time is 30000 milliseconds

ND retransmit interval is 1000 milliseconds
Hosts use stateless autoconfig for addresses

Description on fields of the display interface tunnel command

Field

Description

Tunnel3/0/0 current state: UP

Line protocol current state: UP
IPv6 is enabled
link-local address

Global unicast address(es)

Joined group address(es)
MTU is 1500 bytes

ND reachable time

ND retransmit interval

Hosts use stateless autoconfig for
addresses

The physical layer of the tunnel interface is
reachable.

The link layer of the tunnel interface is reachable.
Enables IPv6 on a tunnel interface
Link-local address of a tunnel interface

Aggregatable global unicast address of a tunnel
interface.

Multicast address of a tunnel interface.

Size of the MTU in a tunnel. The MTU in this
example is 1,500 bytes.

Neighbor reachable time

Interval for retransmitting a neighbor discovery
message.

Hosts use the stateless auto-configuration mode to
acquire IPv6 addresses.

expediting enable (Tunnel interface view)

Syntax

View
Parameters

Description

Examples

expediting enable

undo expediting enable
Tunnel interface view

None

Use the expediting enable command to enable the expedite termination

function.

Use the expediting enable command to disable the expedite termination

function.

By default, the expedite termination function is disabled.

# Enable the expedite termination function

<Sysname> system-view

[Sysname] interface tunnel 2/0/0
[Sysname-Tunnel2/0/0] expediting enable
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expediting subnet

Syntax

View

Parameters

Description

=

Examples

expediting subnet jp-address mask

undo expediting subnet
Tunnel interface view

ip-address: Address of the expedite termination subnet of a tunnel

mask: Mask of the expedite termination subnet of a tunnel

Use the expediting subnet command to set an IP address and mask for the
expedite termination subnet.

Use the undo expediting subnet command to remove the configuration.
By default, no expedite termination subnet is configured for a tunnel.
Note that:

= You must enable the expedite termination before configuring an expedite
termination subnet in tunnel interface view.

m The expediting subnet is not applicable to configured tunnels (for example,
GRE tunnel and IPv6 manually configured tunnel). After the expedite
termination function is enabled, the system will automatically consider the
destination address of a tunnel as the address of the expedite termination
subnet, and the subnet mask as 255.255.255.255.

m For automatic tunnels (for example, 6to4 tunnel, ISATAP tunnel, and automatic
IPv4-compatible IPv6 tunnel), you must carry out the expediting subnet
command to designate an IP address and subnet for the expedite termination
subnet after carrying out the expediting enable command.

The configuration made by the expediting enable command will be invalid after
you execute the undo expediting subnet command.

# Configure an expedite termination subnet for a 6to4 tunnel: First enable the
expedite termination, and then set the address of the expedite termination subnet
to 1.1.1.2 and the subnet mask to 255.255.255.0.

<Sysname> system-view

[Sysname] interface tunnel 2/0/0

[Sysname-Tunnel2/0/0] expediting enable

[Sysname-Tunnel2/0/0] expediting subnet 1.1.1.2 255.255.255.0

interface tunnel

Syntax

interface tunnel number

undo interface tunnel number
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Parameters

Description

Related commands:

Examples

203

System view

number: Tunnel interface number, in the format of slot No./subslot No./tunnel
interface No.

Use the interface tunnel command to create a tunnel interface and enter tunnel
interface view.

Use the undo interface tunnel command to remove a specified tunnel interface.
By default, there is no tunnel interface on the device.

m Carry out the interface tunnel command to enter interface view of a specified
tunnel. If the tunnel interface is not created, you must create it before entering
tunnel interface view.

= A tunnel interface number has only local significance, and therefore, the same
interface number or different interface numbers can be set at both ends of a
tunnel.

display interface tunnel, source, destination, tunnel-protocol.

# Create the interface Tunnel 3/0/0.

<Sysname> system-view
[Sysname] interface tunnel 3/0/0
[Sysname-Tunnel3/0/0]

mtu (tunnel interface view)

Syntax

View
Parameters

Description

Examples

mtu mtu-size

undo mtu
Tunnel interface view
mtu-size: Tunnel interface MTU in bytes.

Use the mtu command to configure the tunnel interface MTU.
Use the undo mtu command to restore the default tunnel interface MTU.
The default value varies with devices.

# Set the tunnel interface MTU to 10,000 bytes.

<Sysname> system-view
[Sysname] interface tunnel 4/0/6
[Sysname-Tunnel4/0/6] mtu 10000
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source (Tunnel interface view)

Syntax

View

Parameters

Description

Related commands:

Examples

source { ip-address | ipv6-address | interface-type interface-num }

undo source
Tunnel interface view

ip-address: Source IPv4 address of a tunnel interface.
ip-address: Source IPv6 address of a tunnel interface.

interface-type interface-number: Type and number of a tunnel interface.

Use the source command to specify the tunnel source address on the interface.
Use the undo source command to remove the configured tunnel source address.
By default, no tunnel source address is configured on the interface.

Note that:

m The tunnel source address on the interface is the address of the interface
sending packets and is usually the destination address of the peer tunnel
interface.

m Two or more tunnel interfaces using the same encapsulation protocol must
have different source addresses and destination addresses.

m At present, the Switch 8800 does not support the configuration of any tunnel
source IPv6 address on the interface.

interface tunnel, destination.

# Set the tunnel source address to 192.100.1.1 on the interface Tunnel 5/0/0.

<Sysname> system-view
[Sysname] interface Tunnel 5/0/0
[Sysname-Tunnel5/0/0] source 192.100.1.1
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tunnel-protocol (Tunnel interface view)

Syntax

View

Parameters

Description

Examples

tunnel-protocol { gre | ipv4-ipv4 | ipv6-ipv4 [ 6to4 | auto-tunnel | isatap | |
mpls te }

undo tunnel-protocol
Tunnel interface view

gre: Sets the tunnel to a GRE tunnel.

ipv4-ipv4: Sets the tunnel to an IPv4 over IPv4 tunnel.
ipv6-ipv4: Sets the tunnel to an IPv6 over IPv4 tunnel.
ipv6-ipv4 6to4: Sets the tunnel to IPv6 over IPv4 6to4 tunnel.

ipv6-ipv4 auto-tunnel: Sets the tunnel to an automatic IPv4 compatible IPv6
tunnel.

ipv6-ipv4 isatap: Sets the tunnel to an IPv6 over IPv4 ISATAP tunnel.

mpls te: Sets the tunnel to an MPLS TE tunnel.

Use the tunnel-protocol command to configure the tunnel type.

Use the undo tunnel-protocol to restore the tunnel type to the default.
By default, the tunnel is GRE tunnel.

Note that:

m A proper tunnel type can be selected for packet encapsulation according to the
network topology and application. The same tunnel type must be configured at
both ends of the tunnel. Otherwise, packet delivery will fail.

= Only one automatic tunnel can be configured at the same tunnel source.

# Specify the tunnel type as IPv4 over IPv4 for a tunnel interface.

<Sysname> system-view
[Sysname] interface Tunnel 3/0/0
[Sysname-Tunnel3/0/0] tunnel-protocol ipv4-ipv4
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11

BPDU TUNNELING CONFIGURATION
COMMANDS

bpdu-tunnel dot1q stp

Syntax

View
Parameters

Description

A

Examples

bpdu-tunnel dot1q stp

undo bpdu-tunnel dot1q stp
Ethernet interface view/port group view
None

Use the bpdu-tunnel dot1q stp command to enable STP BPDU tunneling for a
port or a group of ports.

Use the undo bpdu-tunnel dot1q stp command to disable STP BPDU tunneling
for a port or a group of ports.

By default, the STP BPDU tunneling feature is disabled for all ports.

Configured in Ethernet interface view, the setting is effective on the current port
only; configured in port group view, the setting is effective on all ports in the port

group.

CAUTION: Before you can enable the STP BPDU tunneling feature on a port,
enable the BPDU tunneling feature and disable STP on the port first.

Relative command: bpdu-tunnel dot1q enable.

# Enable STP BPDU tunneling on Ethernet 1/1/1.

<Sysname> system-view

[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] stp disable
[Sysname-Ethernet1/1/1] bpdu-tunnel dotlg enable
[Sysname-Ethernetl1/1/1] bpdu-tunnel dotlg stp

bpdu-tunnel dot1q enable

Syntax

bpdu-tunnel dot1q enable

undo bpdu-tunnel dot1q enable
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View System view/Ethernet interface view/port group view
Parameters None

Description  Use the bpdu-tunnel dot1q enable command to enable BPDU tunneling.
Use the undo bpdu-tunnel dot1q enable command to disable BPDU tunneling.

Configured in system view, the command enables or disables BPDU tunneling
globally; configured in Ethernet interface view, the setting is effective on the
current port only; configured in interface view, the command enables or disables
BPDU tunneling on the current port only; configured in port group view, the
command enables or disables BPDU tunneling on all ports in the port group.

By default, BPDU tunneling is enabled globally but disabled for all ports.

@ m The configured BPDU tunneling on a port cannot take effect unless BPDU
tunneling is enabled globally.

m On the Ethernet interface, the BPDU tunneling feature is not compatible with
the GVRP function. To enable this feature, you must disable the GVRP feature
under the port.

Examples # Enable BPDU tunneling globally.
<Sysname> system-view
[Sysname] bpdu-tunnel dotlg enable

# Enable BPDU tunneling on the Ethernet 1/1/1 port.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] bpdu-tunnel dotlg enable
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VLAN CONFIGURATION COMMANDS

description (VLAN view/VLAN interface view)

Syntax

View

Parameters

Description

Examples

description text

undo description
VLAN view/VLAN interface view

text: A string that describes the current VLAN or VLAN interface (Space can be
included), case sensitive.

m For VLAN, this is a string of 1 to 32 characters.

m For VLAN interface, this is a string of 1 to 80 characters.

Use the description command to configure the descriptive string of the current
VLAN or VLAN interface.

Use the undo description command to restore the default.

By default, the descriptive string for a VLAN is the VLAN ID, for example, "VLAN
0001"; for a VLAN interface is name of the current VLAN interface, for example,
"Vlan-interface1 Interface"

# Assign a descriptive string "RESEARCH" for VLAN 1.

<Sysname> system-view
[Sysname] vlan 1
[Sysname-vlanl] description RESEARCH

# Assign a descriptive string "VLAN-INTERFACE-2" for VLAN-interface 2

<Sysname> system-view

[Sysname] vlan 2

[Sysname-vlan2] quit

[Sysname] interface vlan-interface 2
[Sysname-Vlan-interface2] description VLAN-INTERFACE-2
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display interface vlan-interface

Syntax display interface vlan-interface [ vian-interface-id ]
View Any view

Parameters vian-interface-id: VLAN interface ID.

Description  Use the display interface vlan-interface command to display the relevant
information of a VLAN interface.
If the vian-interface-id argument specified, this command displays information
about the specified VLAN interface; If the vian-interface-id argument is not
specified, information about all existing VLAN interfaces is displayed.

Related commands: interface vlan-interface.
Examples # Display the information of VLAN-interface 2.
<Sysname> display interface vlan-interface 2
Vlan-interface2 current state: DOWN
Line protocol current state: DOWN
Description: Vlan-interface2 Interface
The Maximum Transmit Unit is 1500
Internet protocol processing : disabled
IP Packet Frame Type: PKTFMT ETHNT 2, Hardware Address: 00e0-f£c00-0001
IPv6 Packet Frame Type: PKTFMT ETHNT 2, Hardware Address: 00e0-fc00-0001
Table 44 Field descriptions of the display interface vlan-interface command
Field Description
Vlan-interface2 current state The physical state of a VLAN interface
Line protocol current state The link state of a VLAN interface
Description The description of a VLAN interface
The Maximum Transmit Unit The MTU of a VLAN interface
Internet protocol processing IP processing ability
IP Packet Frame Type IPv4 outgoing frame format
Hardware address MAC address corresponding to a VLAN
interface
IPv6 Packet Frame Type IPv6 outgoing frame format
display vlan
Syntax display vlan [ vian-id7 [ to vian-id2 ] | all | dynamic | interface interface-type
interface-number.subnumber | reserved | static ]
View Any view
Parameters vian-id7: Displays the information of a VLAN specified by VLAN ID.



Description

Related commands:

Examples

211

vlian-id1 to vlan-id2: Displays the information of a range of VLANSs specified by
vlan-id1 and vlan-id2. vlan-id2 is greater than or equal to vian-id1.

all: Displays information about all current VLANs except the reserved VLAN.
static: Displays information about static VLANSs.
dynamic: Displays information about dynamic VLANs

reserved: Displays information about the reserved VLANs. Reserved VLANSs are
VLANSs reserved by the device for function implementation. You cannot configure
reserved VLANS..

Use the display vlan command to display VLAN information.

If specified with the vian-id argument or the all keyword, this command displays
information about the specified VLAN or all VLANS.

If specified with no parameter, this command displays the list of all the existing
VLANSs of the system.

If specified with the static or dynamic keyword, this command displays the list of
the static or dynamic VLANSs.

If specified with the reserved keyword, this command displays the information of
the reserved VLANSs of the system. Presently, Switch 8800s have no reserved
VLANSs.

vian.

# Display VLAN 2 information.

<Sysname> display vlan 2
VLAN ID: 2
VLAN Type: static
Route Interface: configured
IP Address: 1.1.1.1

Subnet Mask: 255.255.255.0
Description: VLAN 0003
Tagged Ports: none
Untagged Ports:

GigabitEthernet4/2/4

Table 45 Field descriptions of the display vlan command

Field Description

VLAN ID VLAN ID

VLAN Type VLAN type (static or dynamic)

Route interface Whether the VLAN interface is configured for the
VLAN: not configured or configured

Description VLAN descriptive string

IP Address IP address of the VLAN interface (not display if the

VLAN interface has no IP address configured)

Subnet Mask Subnet mask of the IP address (not display if the
VLAN interface has no IP address configured)
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Table 45 Field descriptions of the display vlan command

Field Description
Tagged Ports Tagged ports
Untagged Ports Untagged ports

interface vlan-interface

Syntax

View
Parameters

Description

Related commands:

Examples

interface vlan-interface vian-interface-id

undo interface vlan-interface vian-interface-id
System view
vlan-interface-id: VLAN interface ID.

Use the interface vlan-interface command to enter the specified VLAN interface
view.

Use the undo interface vlan-interface command to delete the specified VLAN
interface. The VLAN interface must be created first before entering its view

Before creating a VLAN interface, make sure the corresponding VLAN has been
created; otherwise, the VLAN interface cannot be created.

display interface vlan-interface.

# Create VLAN-interface 2.

<Sysname> system-view

[Sysname] wvlan 2

[Sysname-vlan2] quit

[Sysname] interface vlan-interface 2
[Sysname-Vlan-interface?2]

ip address (VLAN interface view)

Syntax

View

Parameters

ip address ip-address { mask | mask-length } [ sub ]

undo ip address [ ip-address { mask | mask-length } [ sub ] ]

VLAN interface view

ip-address: IP address of a VLAN interface, in dotted decimal format.

mask: Subnet mask that corresponds to the IP address of a VLAN interface, in
dotted decimal format.
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mask-length: Length of a sub-net mask, that is, the number of "1"s in the sub-net
mask.

sub: Indicates the address is a sub-IP address of the VLAN interface.

Use the ip address command to specify the IP address and subnet mask for a
VLAN interface.

Use the undo ip address command to remove the IP address and sub-net mask
for a VLAN interface.

By default, no IP address is configured for a VLAN interface.

An interface normally has one IP address. To enable a switch to connect to
multiple subnets, a maximum of 21 IP addresses can be configured on a VLAN
interface, among which only one is the primary IP address and all the rest are
secondary IP addresses. Their relationship is illustrated as follows:

= A newly configured primary IP address will replace the original one, if there is
one.

= You can configure secondary IP addresses only for the interface that has
primary IP address configured.

m Use the undo ip address command without any parameter to delete all IP
addresses of the VLAN interface.

m Use the undo ip address ip-address { mask | mask-length } command to delete
the primary IP address.

m Use the undo ip address ip-address { mask | mask-length } sub command to
delete a secondary IP address.

display ip interface.

# Specify the IP address as 129.12.0.1, the sub-net mask as 255.255.255.0 for
VLAN-interface 1.

<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-Vlan-interfacel] ip address 129.12.0.1 255.255.255.0

shutdown (VLAN interface view)

Syntax

View
Parameters

Description

shutdown

undo shutdown

VLAN interface view

None

Use the shutdown command to shut down a VLAN interface.
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Use the undo shutdown command to bring up a VLAN interface.
By default, the VLAN interface is down if all ports in the VLAN are down, as long
as one port in the VLAN is up, the VLAN interface will be up
You can use the undo shutdown command to bring up a VLAN interface after
configurations of the related parameter and protocol. When there is a fault in a
VLAN interface, you can use the shutdown command to shut down the interface
and then bring it up using the undo shutdown command. In this way, the
interface will resume Shutting down/bringing up a VLAN interface does not affect
any Ethernet ports in the VLAN. The state of an Ethernet port does not change
with the VLAN interface state.
Examples # Shut down the VLAN-interface 2 and then bring it up.
<Sysname> system-view
[Sysname] interface vlan-interface 2
[Sysname-Vlan-interface2] shutdown
[Sysname-Vlan-interface2] undo shutdown
vlan
Syntax vlan { vian-id7 [ to vian-id2 ]| all }
undo vlan { vian-id7 [ to vian-id2 ] | all }
View  System view

Parameters vian-id7: VLAN ID.
vian-id2: VLAN ID, and is greater than or equal to vian-id1.
vlian-id1 to vlan-id2: Specifies a VLAN range.
all: Indicates all VLANS.

Description  Use the vlan vian-id command to create a VLAN and enter its view. If the specified

VLAN already exists, the command brings you to its view directly.

Use the vlan vian-id7 to vlian-id2 command to create a range of VLANSs specified
by vian-id1 and vian-id2.

Use the vlan all command to create all VLANs in a time.
Use the undo vlan vian-id command to remove the specified VLAN.

Use the undo vlan vian-id7 to vlian-id2 command to delete a range of VLANs
specified by vian-id1 and vian-id2.

Use the undo vlan all command to remove all VLANs in a time.

Note that:
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m As the default VLAN, VLAN 1 cannot be created, or removed.

m Reserved VLANS are reserved by the system for specific function
implementation. You cannot create/remove a reserved VLAN. Presently, the
Switch 8800s have no reserved VLANSs.

m Dynamic VLANs cannot be removed through the undo vlan command.

s A VLAN configured with QoS policies cannot be removed unless the QoS
policies are removed.

m [f an isolate-user-VLAN or a secondary VLAN is associated with another VLAN
using the isolate-user-vlan command, the isolate-user-VLAN or secondary
VLAN cannot be removed unless the association is removed.

s If a VLAN is configured as a remote mirroring VLAN, it cannot be removed
through the undo vlan command unless its mirroring VLAN configuration is
removed.

When the VLAN removed by the undo vlan command is the default VLAN of a

port: if the port is an Access port, its default VLAN reverts to VLAN 1, if the port is

a Trunk or Hybrid port, its default VLAN keeps unchanged, that is, a Trunk or
Hybrid port can use a nonexistent VLAN as its default VLAN.

display vlan.

# Enter VLAN 1 view.

<Sysname> system-view
[Sysname] vlan 1

# Create VLAN 4 through VLAN 100.

<Sysname> system-view
[Sysname] vlan 4 to 100
Please wait............. Done.
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PORT-BASED VLAN CONFIGURATION
COMMANDS

port

Syntax

View

Parameters

Description

Note

Related commands:

Examples

port interface-list

undo port interface-list
VLAN interface view

interface interface-list: Ethernet interface list, in the format of { interface-type
interface-number [ to interface-type interface-number ] }&<1-10>, where
&<1-10> indicates that you can specify up to 10 port or port ranges.

Use the port command to add one port or a group of ports to a VLAN.

Use the undo port command to remove one port or a group of ports from a
VLAN.
m This command is only applicable to Access ports.

m All ports are Access ports by default; however, you can change the link type of
a port by using the port link-type command in Ethernet interface view.

display vlan.

# Add the ports from Ethernet 1/1/1 to Ethernet 1/1/3 to VLAN 2.

<Sysname> system-view
[Sysname] vlan 2
[Sysname-vlan2] port ethernet 1/1/1 to ethernet 1/1/3

port access vlian

Syntax

View

Parameters

port access vlan vian-id

undo port access vlian
Ethernet interface view, port group view

vlian-id: VLAN ID.
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Description

Examples

Use the port access vlan command to add the current Access port to a specified
VLAN.

Use the undo port access vlan command to add the current Access port to the
default VLAN.

Executed in Ethernet interface view, the command applies to the current port only,
whereas in port group view, the command applies to all ports in the port group.

Ensure that the VLAN specified by the vian-id argument exists.

# Add Ethernet 1/1/1 to VLAN 3.

<Sysname> system-view

[Sysname] vlan 3

[Sysname-vlan3] quit

[Sysname] interface Ethernet 1/1/1
[Sysname-Ethernetl/1/1] port access vlan 3

port hybrid pvid vlan

Syntax

View
Parameters

Description

Related commands:

Examples

port hybrid pvid vlan vian-id

undo port hybrid pvid
Ethernet interface view, port group view
vian-id: VLAN ID.

Use the port hybrid pvid vlan command to configure the default VLAN ID for
the Hybrid port.

Use the undo port hybrid pvid command to restore the default.
By default, the default VLAN of a Hybrid port is VLAN 1.

Executed in Ethernet interface view, the command applies to the current port only;
whereas in port group view, the command applies to all ports in the port group.

The default VLAN ID of local Hybrid port must be consistent with that of the peer;
otherwise, packets cannot be forwarded properly.

port link-type.

# Configure the default VLAN ID for the Hybrid port Ethernet 1/1/1 as 100.

<Sysname> system-view

[Sysname] wvlan 100

[Sysname-v1anl00] quit

[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] port link-type hybrid
[Sysname-Ethernetl/1/1] port hybrid pvid vlan 100
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port hybrid vlian

Syntax

View

Parameters

Description

Related commands:

Examples

port hybrid vlan vian-id-/ist { tagged | untagged }

undo port hybrid vlan vian-id-list
Ethernet interface view, port group view

vlan-id-list: The range of VLANSs that the Hybrid ports will be added to, vian-id-list
= [ vlan-id1 [ to vian-id2 ] ]&<1-10>, where &<1-10> indicates that you can
specify up to 10 VLANSs or VLAN ranges.

tagged: Specifies the port to keep the VLAN tag when sending packets of the
specified VLAN (s).

untagged: Specifies the port to strip the VLAN tag when sending packets of the
specified VLAN(S).

Use the port hybrid vlan command to add the current Hybrid port to the
specified VLAN(S).

Use the undo port hybrid vlan command to remove the current Hybrid port
from the specified VLAN(s).

The Hybrid port can allow multiple VLANSs to pass. Repetitive execution of the port
hybrid vlan command will yield a set of VLANSs, to which the Hybrid port belongs.

Executed in Ethernet interface view, the command applies to the current port only
whereas in port group view, the command applies to all ports in the port group.

Note that the configuration only applies to the existing VLANs among that
specified by vian-id-list.

port link-type.

# Add the Hybrid port Ethernet 1/1/1 to VLAN 2, VLAN 4, and the range of VLANs
from VLAN 50 to VLAN 100 (all these VLANSs already exist), and keep the VLAN
tags of the outgoing packets of all these VLANS.

<Sysname> system-view

[Sysname] interface ethernet 1/1/1

[Sysname-Ethernetl/1/1] port link-type hybrid
[Sysname-Ethernetl1/1/1] port hybrid vlan 2 4 50 to 100 tagged

port link-type

Syntax

port link-type { access | hybrid | trunk }

undo port link-type
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View

Parameters

Description

Note

Examples

Ethernet interface view, port group view

access: Configures the link type of a port as Access.
hybrid: Configures the link type of a port as Hybrid.

trunk: Configures the link type of a port as Trunk.

Use the port link-type command to configure the link type of a port.
Use the undo port link-type command to restore the default link type of a port.
By default, the link type of all ports is Access.

Executed in Ethernet interface view, the command applies to the current port only
whereas in port group view, the command applies to all ports in the port group.

The Trunk and Hybrid ports cannot be converted to each other directly. You can
convert either to the Access port, and then to the other type. For example, convert
a Trunk port to an Access port, and then to a Hybrid port.

# Configure Ethernet 1/1/1(Access port) to be a Trunk port.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] port link-type trunk

port trunk permit vian

Syntax

View

Parameters

Description

port trunk permit vlan { vian-id-list | all }

undo port trunk permit vlan { vian-id-/ist | all }
Ethernet interface view, port group view

vlan-id-list: The range of VLANSs that the Hybrid ports will be added to, in the
format of vian-id-list = [ vlan-id1 [ to vian-id2 ] 1&<1-10>, where &<1-10>
indicates that you can specify up to 10 VLANs or VLAN ranges.

all: Adds the Trunk port to all VLANS.

Use the port trunk permit vlan command to add the current Trunk port to a
specified VLAN, a selection of VLANSs, or all VLANs.

Use the undo port trunk permit vlan command to remove the current Trunk
port from a specified VLAN, a selection of VLANSs, or all VLANSs.

The Trunk port allows multiple VLANSs to pass. Repetitive execution of the port
trunk permit vlan command will yield a set of VLANSs, to which the Trunk port
belongs.
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Executed in Ethernet interface view, the command applies to the current port only
whereas in port group view, the command applies to all ports in the port group.

port link-type.

# Add the Trunk port Ethernet 1/1/1 to VLAN 2, VLAN 4, and the range of VLANs
from VLAN 50 to VLAN 100.

<Sysname> system-view

[Sysname] interface ethernet 1/1/1

[Sysname-Ethernetl/1/1] port link-type trunk
[Sysname-Ethernetl/1/1] port trunk permit vlan 2 4 50 to 100
Please wait........... Done.

port trunk pvid vlan

Syntax

View
Parameters

Description

Related commands:

Examples

port trunk pvid vlan vian-id

undo port trunk pvid
Ethernet interface view, port group view
vian-id: VLAN ID.

Use the port trunk pvid vlan command to configure the default VLAN ID for the
Trunk port.

Use the undo port trunk pvid command to restore the default.
By default, the default VLAN of a Trunk port is VLAN 1.
A Trunk port can use a nonexistent VLAN as its default VLAN.

Executed in Ethernet interface view, the command applies to the current port only
whereas in port group view, the command apples to all ports in the port group.

You must configure the same default VLAN ID for the Trunk port of both the local
device and the peer device. Otherwise, packets cannot be forwarded properly.

port link-type.

# Configure the default VLAN ID for the Trunk port Ethernet 1/1/1 as 100.

<Sysname> system-view

[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] port link-type trunk
[Sysname-Ethernetl/1/1] port trunk pvid vlan 100
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PROTOCOL-BASED VLAN
CONFIGURATION COMMANDS

display protocol-vlan interface

Syntax

View

Parameters

Description

Examples

display protocol-vlan interface { interface-listtype interface-numberi [ to
interface-type interface-number?2 | | all }

Any view

interface-type interface-number1: Interface type and interface number.

interface-type interface-number1 to interface-type interface-number2: Specifies
an interface range. The interface-number after to is greater than or equal to that
before to.

all: Displays protocol information and protocol indexes of all ports.

Use the display protocol-vlan interface command to display protocol based
VLAN information on the specified port(s).

# Display protocol-based VLAN information on Ethernet 1/1/1.

[Sysname] display protocol-vlan interface ethernet 1/1/1
Interface: Ethernetl/1/1

VLAN ID Protocol Index Protocol Type
2 ipv4
2 at

Table 46 Field descriptions of the display protocol-vlan interface command

Field Description

Interface: Ethernet1/1/1 Interface type and number
VLAN ID VLAN ID

Protocol Index Protocol index value
Protocol Type Protocol type

display protocol-vlan vlan

Syntax

View

display protocol-vlan vlan { vian-id [ to vian-id ] | all }

Any view
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Parameters vian-id: VLAN ID.

to: Specifies VLAN range, the value after this parameter must be greater than or
equal to that before it.

all: All VLANS.

Description  Use the display protocol-vlan vlan command to display the protocol
information and protocol index configured on the specified VLAN(S).

Related commands: display vlan.
Examples # Display the protocol information and protocol index configured on VLAN 10

through VLAN 20.

<Sysname> display protocol-vlan vlan 10 to 20

VLAN ID:15
Protocol Index Protocol Type
0 ipv4
VLAN ID:20
Protocol Index Protocol Type
0 at
1 ipveée

Refer to Table 46 for description of the output.

port hybrid protocol-vlan vlian

Syntax port hybrid protocol-vlan vlan vian-id { protocol-index [ to protocol-end ]| all }

undo port hybrid protocol-vlan vlan vian-id { protocol-index [ to protocol-end ]
| all'}

View Ethernet interface view, port group view

Parameters vian-id: VLAN ID.

protocol-index: Initial value of the protocol index, must be smaller than the last
value of the protocol index, automatically numbered according to the order in
which protocols are associated with VLANSs if not manually specified. You can use
the display protocol-vlan vlan all command to display the protocol index. The
value range varies with device models.

protocol-end: The last value of the protocol index, must be greater than or equal
to the initial value of the protocol index.

all: All protocols.

Description  Use the port hybrid protocol-vlan vlan command to associate a port with a
protocol-based VLAN.
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Use the undo port hybrid protocol-vlan vlan command to remove the
association between the port and the protocol-based VLAN.

Executed in Ethernet interface view, the command applies the configuration to the
current port only whereas in port group view, the command applies the
configuration to all ports in the port group.

Note that only Hybrid ports support the above feature. Before issuing this

command, ensure that the Hybrid port has been added to the VLAN to be
associated with and that the VLAN has been assigned with a protocol.

display protocol-vlan interface.

Examples # Associate Hybrid port Ethernet 1/1/1 with protocol 0 in the protocol-based VLAN
2.
<Sysname> system-view
[Sysname] vlan 2
[Sysname-V1an2] protocol-vlan at
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] port link-type hybrid
[Sysname-Ethernetl/1/1] port hybrid vlan 2 tagged
[Sysname-Ethernetl/1/1] port hybrid protocol-vlan vlan 2 0
protocol-vlan
Syntax protocol-vlan [ protocol-index ] { at | ipv4 | ipv6 | ipx { ethernetii | llc | raw |
snap } | mode { ethernetii etype etype-id | llc { dsap dsap-id [ ssap ssap-id | |
ssap ssap-id } | snap etype etype-id } }
undo protocol-vlan { protocol-index [ to protocol-end ] | all }
View VLAN view
Parameters at: Specifies the AppleTalk based VLAN.

ipv4: Specifies the IPv4 based VLAN.
ipv6: Specifies the IPv6 based VLAN.

ipx: Specifies the IPX based VLAN. The keywords ethernetii, lic, raw, and snap
are four encapsulation formats of IPX, and default is ethernetii.

mode: Configures self-defined protocol template for the VLAN, which has four
encapsulation formats: ethernetii, llc, raw, and snap.

ethernetii: Specifies the encapsulation format for Ethernet packets as ethernetii.

etype-id: Ethernet type of inbound packets, in the range of 0x0600 to OxFFFF
except 0x0800, 0x809B, 0x8137, and 0x86DD.

lic: Specifies the encapsulation format for Ethernet packets to be llc.
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Description

Related commands:

A

Examples

dsap-id: Destination service access point.
ssap-id: Source service access point.

CAUTION:

m You cannot configure both dsap-id and ssap-id as OxEO or OxFF; otherwise the
matching packets will take the same encapsulation format as that of the ipx llc
packets and the ipx raw packets respectively. If either dsap-id or ssap-id is
configured, the system sets the other to OxXAA by default.

m  When you use the mode keyword to configure a user-defined protocol
template, do not set the etype-id argument for ethernetii packets to 0x0800,
0x809B, 0x8137, or 0x86DD; otherwise, the matching packets will take the
same format as that of the IPv4, IPX, AppleTalk and IPv6 packets respectively.

snap: Specifies the encapsulation format for Ethernet packets as snap.

etype-id: Ethernet type of inbound packets, cannot be ipx snap under the snap
encapsulation format.

protocol-index: The initial value of the protocol index. System will automatically
assign an index if this parameter is not specified.

protocol-end: The last value of the protocol index, must be greater than or equal
to the initial value of the protocol index.

all: All protocol indexes.

Use the protocol-vlan command to configure the VLAN as a protocol based
VLAN and the protocol template.

Use the undo protocol-vlan command to remove the configured protocol
template.

display protocol-vlan vlan.

CAUTION: Due to the close relationship between IPv4 and ARP (the protocol
index of ARP is 0x0806), it is recommended to bind the two protocols to the same
VLAN and associate them to the same port to avoid that ARP packets and IP
packets are not assigned to the same VLAN, which will cause abnormal
communication.

# Specify VLAN 2 as the protocol-based VLAN to transmit IPv4 packets.

<Sysname> system-view
[Sysname] vlan 2
[Sysname-vlan2] protocol-vlan ipv4



SUPER VLAN CONFIGURATION
COMMANDS

display supervlan
Syntax display supervlan [ supervian-id ]
View Any view
Parameters supervian-id: Super VLAN ID.

Description  Use the display supervlan command to display the mapping between the
specified super VLAN and the sub-VLANSs, and their related information.

Related commands: supervlan, subvlan.

Examples # Display the mapping between a super VLAN and its sub-VLANS.

<Sysname> display supervlan 25
SuperVLAN ID : 25
SubVLAN ID : 26-30

VLAN ID: 25

VLAN Type: static

It is a Super VLAN.

Route Interface: configured
IP Address: 10.1.1.1

Subnet Mask: 255.255.255.0
Description: VLAN 0025
Tagged Ports: none
Untagged Ports: none

VLAN ID: 26

VLAN Type: static

It is a Sub VLAN.

Route Interface: configured
IP Address: 10.1.1.1

Subnet Mask: 255.255.255.0
Description: VLAN 0026
Tagged Ports: none
Untagged Ports: none

VLAN ID: 27

VLAN Type: static

It is a Sub VLAN.

Route Interface: configured
IP Address: 10.1.1.1
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Subnet Mask: 255.255.255.0
Description: VLAN 0027
Tagged Ports: none
Untagged Ports: none

VLAN ID: 28

VLAN Type: static

It is a Sub VLAN.

Route Interface: configured
IP Address: 10.1.1.1

Subnet Mask: 255.255.255.0
Description: VLAN 0028
Tagged Ports: none
Untagged Ports: none

VLAN ID: 29

VLAN Type: static

It is a Sub VLAN.

Route Interface: configured
IP Address: 10.1.1.1

Subnet Mask: 255.255.255.0
Description: VLAN 0029
Tagged Ports: none
Untagged Ports: none

VLAN ID: 30

VLAN Type: static

It is a Sub VLAN.

Route Interface: configured
IP Address: 10.1.1.1

Subnet Mask: 255.255.255.0
Description: VLAN 0030
Tagged Ports: none
Untagged Ports: none

Table 47 Field descriptions of the display supervlan command

Field Description

Route Interface Whether VLAN interface is configured or not.

Tagged Ports Ports through which packets are sent with
VLAN tag kept.

Untagged Ports Ports through which packets are sent with

VLAN tag stripped.

subvlan

Syntax subvlan vian-fist

undo subvlan [ vian-list ]
View VLAN view

Parameters vian-list: Sub-VLAN list, in the format of vian-list = { vlan-id [ to vian-id2 }&<1-10>,
in which vlan-id represents the sub-VLAN ID. &< 7-70> indicates you can specify up
to 10 sub-VLANS or sub-VLAN lists.
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Use the subvlan command to establish the mapping between a super VLAN and
the sub-VLAN (s).

The current VLAN is the super VLAN whereas the VLANSs specified by the vian-list
aregument are the sub-VLANS.

Use the undo subvlan command to remove the mapping between a super VLAN
and the sub-VLAN (s).

m Ensure that a sub-VLAN already exists before mapping it onto a super VLAN.

m [t is still possible to add /delete a port to/from a sub-VLAN after establishing a
mapping between it and a super VLAN.

m Execution of the undo subvlan command without the vian-list parameter will
delete the mapping between the specified super VLAN and all sub-VLANS,
while execution of the command with the parameter will only delete the
mapping between the current super VLAN and the parameter specified
sub-VLANSs.

display supervlan.

Examples # Establish a mapping between VLAN 10 (as a super VLAN) and VLAN 3, VLAN 4,
VLAN 5, and VLAN 9 (all as sub-VLANS).
<Sysname> system-view
[Sysname] vlan 10
[Sysname-vlanl0] subvlan 3 to 5 9
supervian
Syntax supervian
undo supervlan
View VLAN view
Parameters None
Description  Use the supervlan command to configure the current VLAN as a super VLAN.

A

Related commands:

Use the undo supervlan command to remove the super VLAN configuration for
the current VLAN.

Note that after a VLAN is specified as a super VLAN, it cannot be specified as a
guest VLAN for a port any more, and vice versa. For more information about guest
VLAN, refer to “802.1x Configuration Commands” page 1143.

CAUTION: If a port is already added to a VLAN, the VLAN cannot be configured as
a super VLAN.

display supervlan.
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Examples # Configure VLAN 2 as a super VLAN.

<Sysname> system-view
[Sysname] vlan 2
[Sysname-vlan2] supervlan



ISOLATE-USER-VLAN

CONFIGURATION COMMANDS

display isolate-user-vlian
Syntax
View
Parameters

Description

Related commands:

Examples

display isolate-user-vlan [ isolate-user-vian-id |

Any view

isolate-user-vian-id: VLAN ID of an isolate-user-VLAN.

Use the display isolate-user-vlan command to display the mapping between an

isolate-user-VLAN and the secondary VLAN(S).

isolate-user-vlan, isolate-user-vlan enable.

# Display the mapping between an isolate-user-VLAN and secondary VLANSs.

<Sysname> display isolate-user-vlan
Isolate-user-VLAN VLAN ID : 25
Secondary VLAN ID : 26-27

VLAN ID: 25

VLAN Type: static

Isolate-user-VLAN type : isolate-user-VLAN

Route Interface: configured

IP Address: 10.0.0.1

Subnet Mask: 255.255.255.0

Description: VLAN 0025

Tagged Ports: none

Untagged Ports:
GigabitEthernet4/3/1 GigabitEthernet4/3/2

VLAN ID: 26

VLAN Type: static

Isolate-user-VLAN type: secondary

Route Interface: not configured

Description: VLAN 0026

Tagged Ports: none

Untagged Ports:
GigabitEthernet4/3/1 GigabitEthernet4/3/2

VLAN ID: 27

VLAN Type: static

Isolate-user-VLAN type: secondary

Route Interface: not configured

Description: VLAN 0027

Tagged Ports: none

Untagged Ports:
GigabitEthernet4/3/1 GigabitEthernet4/3/3

GigabitEthernet4/3/3
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Table 48 Field descriptions of the display isolate-user-vlan command

Field Description

Route Interface Whether VLAN interface is configured or not.

Tagged Ports Ports through which packets are sent with
VLAN tag kept.

Untagged Ports Ports through which packets are sent with

VLAN tag stripped.

isolate-user-vlan

Syntax

View

Parameters

Description

isolate-user-vlan isolate-user-vian-id secondary secondary-vian-id [ to
secondary-vian-id |

undo isolate-user-vlan isolate-user-vian-id [ secondary secondary-vian-id [ to
secondary-vian-id |

System view

isolate-user-vian-id: VLAN ID of an isolate-user-VLAN.

secondary-vian-id: VLAN ID of a secondary VLAN.

Use the isolate-user-vlan command to create the mapping between an
isolate-user-vlan and the secondary VLAN(s).

Use the undo isolate-user-vlan command to delete the mapping between an
isolate-user-vlan and the secondary VLANSs.

By default, there is no mapping between the isolate-user-vlan and the secondary
VLANS.

Note that:

m To use the isolate-user-vlan command, the isolate-user-VLAN and the
secondary VLAN(s) must exist, and the VLAN specified by isolate-user-vian-id is
already configured as the isolate-user-VLAN.

= To use the isolate-user-vlan command, the secondary VLAN(s) must have at
least one port (non Trunk port). The default VLAN of the port must be the
secondary VLAN. Otherwise, the command can not be used. After the
execution of the command, this kind of ports in the secondary VLAN(s) all
change to Hybrid ports and the VLANs allowed on the ports change (it equals
to execute the port hybrid vlan isolate-user-vian-id untagged command on
the ports). In this case, if you execute the undo isolate-user-vlan command,
the port type does not change, but the VLANSs allowed on the ports change (it
equals to execute the undo port hybrid vlan isolate-user-vian-id command
on the ports automatically).

m To use the isolate-user-vlan command, the isolate-user-VLAN must have at
least one port (non Trunk port). The default VLAN of the port must be the
isolate-user-VLAN. Otherwise, the command can not be used. After the
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execution of the command, this kind of ports all change to Hybrid ports and
the VLANSs allowed on the ports change (it equals to execute the port hybrid
vlan secondary-vian-id untagged command on the ports). In this case, if you
execute the undo isolate-user-vlan command, the port type does not
change, but the VLANSs allowed on the ports change (it equals to execute the
undo port hybrid vlan secondary-vian-id command on the ports
automatically).

s Executed without the secondary secondary-vlan-id parameter, the undo
isolate-user-vlan command deletes the mapping between the specified
isolate-user-VLAN and all secondary VLANs, while with the parameter
specified, the commands deletes the mapping between the specified
isolate-user-VLAN and the specified secondary VLANSs.

After the mapping between the isolate-user-VLAN and the secondary VLANS is
created, no port can be added to or removed from the isolate-user-VLAN or the
secondary VLAN(S), and the isolate-user-VLAN or the secondary VLAN(s) cannot be
removed. Only after the mapping is deleted are the above operations possible.

display isolate-user-vlan.

# Associate the isolate-user-VLAN 2 to the secondary VLANs VLAN 2 through
VLAN 5.

<Sysname> system-view
[Sysname] isolate-user-vlan 10 secondary 2 to 5

isolate-user-vlan enable

Syntax

View
Parameters

Description

Note

Related commands:

isolate-user-vlan enable

undo isolate-user-vlan enable
VLAN view
None

Use the isolate-user-vlan enable command to configure the current VLAN as an
isolate-user-VLAN.

Use the isolate-user-vlan enable command to remove the isolate-user-VLAN
configuration for a specified VLAN.

By default, no VLAN is an isolate-user-VLAN.

An isolate-user-VLAN may include multiple ports, including those that are
connected to upstream devices.

To create an isolate-user-VLAN, you need to disable the GVRP function of the
switch first; otherwise, the isolate-user-VLAN cannot be created, and vice versa.

display isolate-user-vlan.



234  CHAPTER 16: ISOLATE-USER-VLAN CONFIGURATION COMMANDS

Examples # Configure VLAN 5 to be an isolate-user-VLAN.

<Sysname> system-view
[Sysname] vlan 5
[Sysname-vlan5] isolate-user-vlan enable
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PORT ISOLATION COMMANDS

display port-isolate group

Syntax
View
Parameters

Description

Examples

display port-isolate group [ group-number ]
Any view
group-number: Specifies an isolation group number.

Use the display port-isolate group command to display an isolation group and
information about it.

m If noisolation group number is specified, this command displays information of
all the isolation groups of the device.

m If anisolation group number is specified, this command displays information of
the specified isolation group.

# On a switch, display information of Isolation Group 2.

<Sysname> display port-isolate group 2
Port-isolate group information:
Uplink port support: YES
Group ID: 2
Uplink port: GigabitEthernet4/3/2

GigabitEthernet4/3/1

port-isolate enable

Syntax

View
Parameters

Description

port-isolate enable group group-number

undo port-isolate enable
Ethernet interface view or interface group view
group group-number: Specifies the isolation group number to add ports.

Use the port-isolate enable command to add a port to the isolation group as
ordinary port only.

Use the undo port-isolate enable command to remove the port from the
isolation group.
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s

Examples

Before adding a port to an isolation group, it is necessary to create the isolation
group first.

Configured in Ethernet interface view, the setting is effective on the current port
only; configured in port group view, the setting is effective on all ports in the port

group.

For the same port, only one of the port-isolate enable command and the
port-isolate uplink-port command is available, that is, a port cannot be
configured as an ordinary port and an uplink port at the same time in the isolation

group.

# On a switch, add port Ethernet 1/1/1 to the Isolation Group 2.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] port-isolate enable group 2

port-isolate group

Syntax

View

Parameters

Description

Examples

port-isolate group group-number

undo port-isolate group { group-number | all }
System view

group-number: Specifies an isolation group number.

all: All isolation groups.

Use the port-isolate group command to create an isolation group.

Use the undo port isolate command to remove an isolation group and its
configuration.

In the undo port-isolate group command:

m If a number is specified, remove the specified isolation group and its
configuration.

m If all is used, remove all the isolation groups and their configuration.

# Create Isolation Group 2 on a switch.

<Sysname> system-view
[Sysname] port-isolate group 2

port-isolate uplink-port

Syntax

port-isolate uplink-port group group-number

undo port-isolate uplink-port
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View Ethernet interface view
Parameters group-number: Specifies an isolation group number.

Description  Use the port-isolate uplink-port command to configure the specified port as the
uplink port of the isolation group.

Use the undo port-isolate uplink-port command to remove the uplink port of
the isolation group.

A CAUTION:

m This command is used to configure the uplink port of the specified isolation
group, which must be created beforehand.

m for the same port, only one of the port-isolate enable command and the
port-isolate uplink-port command is available, that is, a port cannot be
configured as an ordinary port and an uplink port at the same time in the
isolation group.

Examples # On a switch, configure Ethernet1/1/1 as the uplink port of the isolation group.

<Sysname> system-view
[Sysname] interface Ethernet 1/1/1
[Sysname-Ethernetl/1/1] port-isolate uplink-port group 2
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QINQ CONFIGURATION COMMANDS

ging enable

Syntax

View
Parameters

Description

N

Examples

ginq enable

undo qinq enable
Ethernet interface view, port group view
None

Use the ging enable command to enable the basic QinQ function.
Use the undo ging enable command to disable the basic QinQ function.
By default, the basic QinQ function is disabled.

With the basic QinQ function enabled on a port, the port tags each received frame
with the VLAN tag of the default VLAN of the port.

When executed in Ethernet interface view, these two commands apply to the
current port; when executed in port group view, these two commands apply to all
the ports in the port group.

CAUTION: As basic QinQ function affects layer-3 packet forwarding and MPLS
switching, do not enable layer-3 packet forwarding or MPLS switching on ports
with basic QinQ function enabled.

# Enable basic QinQ function on Ethernet 1/1/1.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] ging enable

ging ethernet-type

Syntax

View

qging ethernet-type hex-value

undo qinq ethernet-type

Ethernet interface view, port group view
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Parameters

Description

Examples

hex-value: QinQ tag protocol identifier (TPID) to be set, a hexadecimal number,
Note that this argument cannot be set to any of the values listed in Table 49.

Table 49 Commonly used TPIDs

Protocol type Value

ARP 0x0806

PUP 0x0200

RARP 0x8035

IP 0x0800

IPv6 0x86DD

PPPoE 0x8863/0x8864
IPX/SPX 0x8137

LACP 0x8809

802.1x 0x888E

Cluster Ox88A7
Reserved OXFFFD/OXFFFE/OXFFFF

Use the qing ethernet-type command to set the TPID.

Use the undo ethernet-type command to restore the TPID to the default value.
By default, the TPID is 0x8100.

Note that:

m A module supports only one TPID except the default TPID.

m  When executed in Ethernet interface view, these two commands apply to the
current port; when executed in port group view, these two commands apply to
all the ports in the port group.

m If you execute the qinq ethernet-type command repeatedly, the latest TPID
set takes effect.

# Set the TPID to 0x9100 on Ethernet 1/1/1.

<Sysname> system-view
[Sysname] interface ethernet 1/1/1
[Sysname-Ethernetl/1/1] ging ethernet-type 9100
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IP ROUTING TABLE DISPLAY
COMMANDS

display ip routing-table

Syntax

View

Parameters

display ip routing-table [ vpn-instance vpn-instance-name ] [ verbose | | {
begin | exclude | include } reqular-expression |

Any view

vpn-instance vpn-instance-name: Displays routing table information for a VPN
instance. The vpn-instance-name argument represents the instance name.

verbose: Displays detailed routing table information, including that for inactive
routes. With this argument absent, the command displays only summary
information about active routes.

|: Uses a regular expression to filter output information.

begin: Displays routing table entries starting from the one specified by the regular
expression.

include: Displays routing table entries specified by the regular expression.

exclude: Displays routing table entries other than those specified by the regular
expression.

reqular-expression: Regular expression.

Table 50 Special characters for regular expressions

Character Meaning Remarks
_ Underscore, functions If it is not the first character in
similarly as a wildcard and a regular expression, it can

matches one of the following: appear as many times as the
(MSILODD command line length permits.

or a space, the beginning of a
string, the end of a string.

If it is the first character in a
regular expression, it can be
followed with up to four
underscores.

If it appears intermittently in a
regular expression, only the
first group takes effect.

( Left parenthesis, represents a It is not recommended to use
stack push operation in a this character in a regular
program. expression.
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Description

Examples

Table 50 Special characters for regular expressions

Character Meaning Remarks

Full stop, a wildcard that -
matches any character,
including a space.

* Asterisk, indicates that the zo* matches z and zoo.

character(s) to its left can
appear 0 or more times.

+ Plus, indicates that the zo+ matches zo and zoo, but

character(s) to its left can not z.
appear one or more times.

Use the display ip routing-table command to display brief information about

active routes in the routing table.

Use the display ip routing-table verbose command to display detailed

information about all routes in the routing table.

# Display brief information about active routes in the routing table.

<Sysname> display ip routing-table
Routing Tables: Public

Destinations : 6 Routes : 6
Destination/Mask Proto Pre Cost NextHop Interface
2.2.2.0/24 Direct 0 0 2.2.2.1 vlani2
2.2.2.1/32 Direct 0 0 127.0.0.1 InLoop0
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop0
192.168.80.0/24 Direct 0 0 192.168.80.10  vlanl2
192.168.80.10/32 Direct 0 0 127.0.0.1 InLoop0
Table 51 Field descriptions of the display ip routing-table command
Field Description
Destinations Number of destination addresses
Routes Number of routes
Destination/Mask Destination address/mask length
Proto Protocol that presents the route
Pre Priority of the route
Cost Cost of the route
NextHop Address of the next hop on the route
Interface Outbound interface for packets to be

forwarded along the route

# Display detailed information about all routes in the routing table.

<Sysname> display ip routing-table verbose
Routing Table : Public
Destinations : 5 Routes : 5

Destination: 10.1.1.0/24
Protocol: Direct Process ID: O
Preference: 0 Cost: O

NextHop: 10.1.1.1 Interface: vlan-interfacel2



RelyNextHop:
Tunnel ID:
State:

Tag:

Destination:
Protocol:
Preference:
NextHop:
RelyNextHop:
Tunnel ID:
State:

Tag:

Destination:
Protocol:
Preference:
NextHop:
RelyNextHop:
Tunnel ID:
State:

Tag:

Destination:
Protocol:
Preference:
NextHop:
RelyNextHop:
Tunnel ID:
State:

Tag:

Destination:
Protocol:
Preference:
NextHop:
RelyNextHop:
Tunnel ID:
State:

Tag:

0.0.0.0
0x0

Active Adv
0

10.1.1.1/32
Direct

0

127.0.0.1
0.0.0.0

0x0

Active NoAdv
0

10.1.1.2/32
Direct

0

10.1.1.2
0.0.0.0

0x0

Active Adv
0

127.0.0.0/8
Direct

0

127.0.0.1
0.0.0.0

0x0

Active NoAdv
0

127.0.0.1/32
Direct

0

127.0.0.1
0.0.0.0

0x0

Active NoAdv
0
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Neighbour: 0.0.0.0
Label: NULL
Age: 00h0Om30s

Process ID: O

Cost: O
Interface: InLoopBackO
Neighbour: 0.0.0.0

Label: NULL
Age: 00h0Om30s

Process ID: O

Cost: O
Interface: vlan-interfaceleé
Neighbour: 0.0.0.0
Label: NULL
Age: 00h0Om30s

Process ID: O

Cost: O
Interface: InLoopBackO
Neighbour: 0.0.0.0

Label: NULL
Age: 00hOOm36s

Process ID: O

Cost: O
Interface: InLoopBackO
Neighbour: 0.0.0.0

Label: NULL
Age: 00hOOm36s

Displayed first are statistics for the whole routing table, followed by detailed
description of each route (in sequence).

Table 52 Field descriptions of the display ip routing-table verbose command

Field Description

Destination Destination address/mask length

Protocol Protocol that presents the route

Process ID Process ID

Preference Priority of the route

Cost Cost of the route

NextHop Address of the next hop on the route

Interface Outbound interface for packets to be forwarded

along the route
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Table 52 Field descriptions of the display ip routing-table verbose command

Field Description

RelyNextHop The next hop address obtained through routing
stack.

Neighbour Neighboring address determined by Routing
Protocol

Tunnel ID Tunnel ID

Label Label

State Status of the route, which could be Active, Inactive,
Adv, or NoAdv.

Age Time that the route has been in the routing table, in
the sequence of hour, minute, and second from left
to right.

Tag Route tag

display ip routing-table acl

Syntax
View

Parameters

Description

s

Examples

display ip routing-table acl ac/-number [ verbose ]
Any view

acl-number: Basic ACL number.

verbose: Displays detailed routing table information, including that for inactive
routes. With this argument absent, the command displays only brief information
about active routes.

Use the display ip routing-table acl command to display information about
routes permitted by a specified basic ACL.

This command is intended for the follow-up display of routing policies.

For more information about routing policy, refer to “Routing Policy Configuration
Commands” page 351.

If the specified ACL does not exit or it has no rules configured, the entire routing
table is displayed.

# Define basic ACL 2000 and set the route filtering rules.

<Sysname> system-view

[Sysname] acl number 2000

[Sysname-acl-basic-2000] rule permit source 10.1.0.0 0.0.255.255
[Sysname-acl-basic-2000] rule deny source any

# Display brief information about active routes permitted by basic ACL 2000.
[Sysname-acl-basic-2000] display ip routing-table acl 2000

Routes Matched by Access list : 2000
Summary Count : 6



Destination/Mask Proto
10.1.1.0/24 Direct
10.1.1.2/32 Direct
10.1.2.0/24 Direct
10.1.2.1/32 Direct
10.1.3.0/24 Direct
10.1.3.1/32 Direct

Pre

O O O O O o

Cost

O O O O O o

NextHop

10.1.1.2
127.0.0.1
10.1.2.1
127.0.0.1
10.1.3.1
127.0.0.1

245

Interface

Vlanl
InLoop0
Vlanl2
InLoop0
Vlanl4
InLoopO0

For detailed description of the above output, see Table 51.

# Display detailed information about both active and inactive routes permitted by

basic ACL 2000.

<Sysname> display ip routing-table acl 2000 verbose
Routes Matched by Access list

Summary Count:

4

Destination: 10.1.1.0/24
Protocol: Direct
Preference: 0
NextHop: 10.1.1.2
RelyNextHop: 0.0.0.0
Tunnel ID: 0x0
State: Active Adv
Tag: O
Destination: 10.1.1.2/32
Protocol: Direct
Preference: 0
NextHop: 127.0.0.1
RelyNextHop: 0.0.0.0
Tunnel ID: 0x0
State: Active NoAdwv
Tag: O
Destination: 10.1.2.0/24
Protocol: Direct
Preference: 0
NextHop: 10.1.2.1
RelyNextHop: 0.0.0.0
Tunnel ID: 0x0
State: Active Adv
Tag: O
Destination: 10.1.2.1/32
Protocol: Direct
Preference: 0
NextHop: 127.0.0.1
RelyNextHop: 0.0.0.0
Tunnel ID: 0x0
State: Active NoAdv
Tag: O
Destination: 10.1.3.0/24
Protocol: Direct

Preference: 0

2000

Process ID:
Cost:
Interface:
Neighbour:
Label:

Age:

Process ID:
Cost:
Interface:
Neighbour:
Label:

Age:

Process ID:
Cost:
Interface:
Neighbour:
Label:

Age:

Process ID:
Cost:
Interface:
Neighbour:
Label:

Age:

Process ID:
Cost:

0

0

Vlanl
0.0.0.0
NULL
00h25m32s

0

0

InLoop0
0.0.0.0
NULL
00h41m34s

0

0

Vlan2
0.0.0.0
NULL
00h05m42s

0

0

InLoop0
0.0.0.0
NULL
00h05m42s
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NextHop: 10.1.3.1 Interface: Vlan4
RelyNextHop: 0.0.0.0 Neighbour: 0.0.0.0
Tunnel ID: 0x0 Label: NULL
State: Active Adv Age: 00h05m31s
Tag: O
Destination: 10.1.3.1/32
Protocol: Direct Process ID: O
Preference: 0 Cost: O
NextHop: 127.0.0.1 Interface: InLoopO
RelyNextHop: 0.0.0.0 Neighbour: 0.0.0.0
Tunnel ID: 0x0 Label: NULL
State: Active NoAdv Age: 00h05m32s
Tag: O

For detailed description of the above output, see Table 52.

display ip routing-table ip-address

display ip routing-table ip-address [ mask-length | mask ] [ longer-match | [

display ip routing-table ip-address1 { mask-length | mask } ip-address2 {
mask-length | mask } [ verbose ]

mask-length: IP address mask length.

mask: IP address mask in dotted decimal format.

ip-address: Destination IP address, in dotted decimal format.

longer-match: Displays the matched route with the longest mask.

verbose: Displays detailed routing table information, including that for inactive
routes. With this argument absent, the command displays only summary
information about active routes.

Syntax
verbose ]
View Any view
Parameters
Description

about routes to a specified destination address.

Use the display ip routing-table /p-address command to display information

Executing the command with different parameters yields different output:

n display ip routing-table ip-address

The system ANDs the input destination IP address with the subnet mask in each
route entry; and ANDs the destination IP address in each route entry with its

corresponding subnet mask.

If the two operations yield the same result for an entry and this entry is active, it is
displayed.
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n display ip routing-table jp-address mask

The system ANDs the input destination IP address with the input subnet mask; and
ANDs the destination IP address in each route entry with the input subnet mask.

If the two operations yield the same result for an entry and the entry is active with
a subnet mask less than or equal to the input subnet mask, the entry is displayed.

Only route entries that exactly match the input destination address and mask are
displayed.

m display ip routing-table ip-address longer-match

The system ANDs the input destination IP address with the subnet mask in each
route entry; and ANDs the destination IP address in each route entry with its
corresponding subnet mask.

If the two operations yield the same result for multiple entries that are active, the
one with longest mask length is displayed.

s display ip routing-table ip-address mask longer-match

The system ANDs the input destination IP address with the input subnet mask; and
ANDs the destination IP address in each route entry with the input subnet mask.

If the two operations yield the same result for multiple entries with a mask less
than or equal to the input subnet mask, the one that is active with longest mask
length is displayed.

Use the display ip routing-table jp-address1 { mask-length | mask } jp-address2 {
mask-length | mask } command to display route entries with destination addresses
within a specified range.

# Display route entries for the destination IP address 11.1.1.1.

[Sysname] display ip routing-table 11.1.1.1
Routing Table : Public

Summary Count : 4

Destination/Mask Proto Pre Cost NextHop Interface
0.0.0.0/0 Static 60 0 0.0.0.0 NULLO
11.0.0.0/8 Static 60 0 0.0.0.0 NULLO
11.1.0.0/16 Static 60 0 0.0.0.0 NULLO
11.1.1.0/24 Static 60 0 0.0.0.0 NULLO

For detailed description about the output, see Table 51.

# Display route entries by specifying a destination IP address and the
longer-match keyword.

[Sysname] display ip routing-table 11.1.1.1 longer-match
Routing Table : Public
Summary Count : 1

Destination/Mask Proto Pre Cost NextHop Interface

11.1.1.0/24 Static 60 0 0.0.0.0 NULLO
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# Display route entries by specifying a destination IP address and mask.

[Sysname] display ip routing-table 11.1.1.1 24
Routing Table : Public
Summary Count : 3

Destination/Mask Proto Pre Cost NextHop Interface
11.0.0.0/8 Static 60 0 0.0.0.0 NULLO
11.1.0.0/16 Static 60 0 0.0.0.0 NULLO
11.1.1.0/24 Static 60 0 0.0.0.0 NULLO

# Display route entries by specifying a destination IP address and mask and the
longer-match keyword.

[Sysname] display ip routing-table 11.1.1.1 24 longer-match
Routing Table : Public

Summary Count : 1
Destination/Mask Proto Pre Cost NextHop Interface
11.1.1.0/24 Static 60 0 0.0.0.0 NULLO

For detailed description of the above output, see Table 52.
# Display route entries for destination addresses in the range 1.1.1.0 to 5.5.5.0.

<Sysname> display ip routing-table 1.1.1.0 24 5.5.5.0 24
Routing Table : Public

Destination/Mask Proto Pre Cost NextHop Interface
1.1.1.0/24 Direct 0 0 1.1.1.1 Vlanl
1.1.1.1/32 Direct 0 0 127.0.0.1 InLoopO0
2.2.2.0/24 Direct 0 0 2.2.2.1 Vlan2
3.3.3.0/24 Direct 0 0 3.3.3.1 vlan4
3.3.3.1/32 Direct 0 0 127.0.0.1 InLoop0
4.4.4.0/24 Direct 0 0 4.4.4.1 vlané

4.4.4.1/32 Direct 00 127.0.0.1 InLoopO

display ip routing-table ip-prefix

Syntax
View

Parameters

Description

display ip routing-table ip-prefix jp-prefix-name [ verbose ]
Any view

ip-prefix-name: IP Prefix list name, which is a character string.

verbose: Displays detailed routing table information, including that for inactive
routes. With this argument absent, the command displays only brief information
about active routes.

Use the display ip routing-table ip-prefix command to display information
about routes permitted by a specified prefix list.
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This command is intended for the follow-up display of routing policies. If the
specified prefix list is not configured, detailed information about all routes (with
the verbose keyword) or brief information about all active routes (without the
verbose keyword) is displayed.

Examples # Configure a prefix list named abc, permitting routes with a prefix of 2.2.2.0 and

a mask length between 24 and 32.

<Sysname> system-view
[Sysname] ip ip-prefix abc permit 2.2.2.0 24 less-equal 32

# Display brief information about active routes permitted by the prefix list abc.

[Sysname] display ip routing-table ip-prefix abc
Routes Matched by Prefix list : abc

Summary Count : 2

Destination/Mask Proto Pre Cost NextHop Interface
2.2.2.0/24 Direct O 0 2.2.2.1 Vlan2
2.2.2.1/32 Direct O 0 127.0.0.1 InLoopO0

For detailed description of the above output, see Table 51.

# Display detailed information about both active and inactive routes permitted by
IP prefix list abc.

[Sysname] display ip routing-table ip-prefix abc verbose
Routes Matched by Prefix list abc

Summary Count : 2

Destination: 2.2.2.0/24

Protocol: Direct Process ID: 0O
Preference: 0 Cost: O
NextHop: 2.2.2.1 Interface: Vlan2
RelyNextHop: 0.0.0.0 Neighbour: 0.0.0.0
Tunnel ID: 0x0 Label: NULL
State: Active Adv Age: 00h20m52s
Tag: O
Destination: 2.2.2.1/32
Protocol: Direct Process ID: 0
Preference: 0 Cost: O
NextHop: 127.0.0.1 Interface: InLoopO
RelyNextHop: 0.0.0.0 Neighbour: 0.0.0.0
Tunnel ID: 0xO0 Label: NULL
State: Active NoAdv Age: 00h20m52s
Tag: O

For detailed description of the above output, see Table 52.

display ip routing-table protocol
Syntax display ip routing-table protocol protoco/ [ inactive | verbose ]

View Any view
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Parameters protocol: Routing protocol. It can be BGP, DIRECT, ISIS, OSPF, RIP, or STATIC.

inactive: Displays information about only inactive routes. With this argument
absent, the command displays information about both active and inactive routes.

verbose: Displays detailed routing table information. With this argument absent,
the command displays brief routing table information.

Description  Use the display ip routing-table protocol command to display routing
information of a specified routing protocol.

Examples # Display brief information about direct routes.

<Sysname> display ip routing-table protocol direct
Public Routing Table : Direct
Summary Count : 6

Direct Routing table Status : < Active>

Summary Count : 6

Destination/Mask Proto Pre Cost NextHop Interface
2.2.2.0/24 Direct 0 0 2.2.2.1 Vlan2
2.2.2.2/32 Direct 0 0 127.0.0.1 InLoopO0
127.0.0.0/8 Direct 0 0 127.0.0.1 InLoopO0
127.0.0.1/32 Direct 0 0 127.0.0.1 InLoop0
192.168.80.0/24 Direct 0 0 192.168.80.10 Vlan3
192.168.80.10/32 Direct 0 0 127.0.0.1 InLoopO0
Direct Routing table Status : < Inactives

Summary Count : 0

# Display summary information about static routes.

<Sysname> display ip routing-table protocol static

Public Routing Table : Static

Summary Count : 2

Static Routing table Status : < Actives

Summary Count : O

Static Routing table Status : < Inactives>

Summary Count : 2

Destination/Mask Proto Pre Cost NextHop Interface
1.2.3.0/24 Static 60 0 1.2.4.5 Vlanlo
3.0.0.0/8 Static 60 0 2.2.2.2 Vlan4

For detailed description of the above output, see Table 51.

display ip routing-table statistics
Syntax display ip routing-table [ vpn-instance vpn-instance-name ] statistics

View  Any view
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vpn-instance vpn-instance-name: Displays routing table information for a VPN
instance. The VPN instance name is a character string.

Use the display ip routing-table statistics command to display statistics about
the public network routing table or a VPN routing table.

# Display statistics about the routes in the routing table.

<Sysname> display ip routing-table statistics

Proto route active added deleted freed
DIRECT 24 4 25 1 0
STATIC 4 1 4 0 0
RIP 0 0 0 0 0
OSPF 0 0 0 0 0
IS-IS 0 0 0 0 0
BGP 0 0 0 0 0
Total 28 5 29 1 0

Table 53 Field descriptions of display ip routing-table statistics

Field Description

Proto Origin of the routes. Possible values include OSPF,
RIP, BGP, direct or static.

route Number of routes from the origin

active Number of active routes from the origin

added Number of routes added into the routing table since
the device starts up or the last routing table reset
operation

deleted Number of routes marked as deleted, which will be

freed after a period.

freed Number of routes that got freed, that is, got
removed permanently

Total Sums for the numerical items above

display ipv6 routing-table

Syntax
View
Parameters

Description

Examples

display ipv6 routing-table
Any view
None

Use the display ipv6 routing-table command to display brief routing table
information, including destination IP address and prefix, protocol type, priority,
metric, next hop and outbound interface.

The command displays only active routes, namely, the brief information about the
current optimal routes.

# Display brief routing table information
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<Sysname> display ipvé routing-table
Routing Table

Destinations : 1 Routes : 1
Destination : ::1/128 Protocol
NextHop ool Preference
Interface : InLoopO Cost

Table 54 Field descriptions of the display ipv6 routing-table command

: Direct

0
0

Field Description

Destination Destination IPv6 address
NextHop Next hop

Preference Routing preference

Interface Outbound interface

Protocol Routing protocol of the route
Cost Routing cost

Tunnel ID Tunnel ID

Label Label

display ipv6 routing-table acl

Syntax
View

Parameters

Description

Examples

display ipv6 routing-table acl ac/6-number [ verbose ]
Any view

acl6-number: Basic IPv6 ACL number.

Verbose: Displays both active and inactive verbose routing information permitted

by the ACL. Without this keyword, only brief active routing information is

displayed.

Use the display ipv6 routing-table acl command to display routing information

permitted by the IPv6 ACL.

If the specified IPv6 ACL is not available, all routing information is displayed.

# Display brief routing information permitted by ACL 2000.

<Sysname> display ipvé routing-table acl 2000
Routes Matched by Access list 2000

Summary Count : 2

Destination : ::1/128 Protocol : Direct
NextHop ) Preference : 0
Interface : InLoopO Cost : 0
Destination : 1:1::/64 Protocol : Static
NextHop o Preference : 60
Interface : NULLO Cost : 0

Refer to Table 54 for description about the above output.
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display ipv6 routing-table ipv6-address

Syntax

View

Parameters

Description

Examples

display ipv6 routing-table ipv6-address prefix-length [ longer-match ]
verbose |

Any view

ipv6-address: Destination IPv6 address.
prefix-length: Prefix length.
longer-match: Displays the matched route with the longest prefix.

verbose: Displays both active and inactive verbose routing information. Without
this keyword, only brief active routing information is displayed.

Use the display ipv6 routing-table jpv6-address command to display routing
information about the specified destination IPv6 address.

Executing the command with different parameters yields different output:
m display ipv6 routing-table /pv6-address prefix-length

The system ANDs the input destination IPv6 address with the input prefix length,
and ANDs the destination IPv6 address in each route entry with the input prefix
length.

If the two operations yield the same result for an entry and the entry is active with
a prefix length less than or equal to the input prefix length, the entry is displayed.

Only route entries that exactly match the input destination address and prefix
length are displayed.

m display ipv6 routing-table ipv6-address prefix-length longer-match

The system ANDs the input destination IPv6 address with the input prefix length;
and ANDs the destination IPv6 address in each route entry with the input prefix
length.

If the two operations yield the same result for multiple entries with a prefix length
less than or equal to the input prefix length, the one that is active and has the
longest prefix length is displayed.

# Display brief information about the route matching the specified destination
IPv6 address.

<Sysname> display ipvé routing-table 10::1 127
Routing Table:
Summary Count: 3

Destination: 10::/64 Protocol : Static
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NextHop : :: Preference: 60

Interface : NULLO Cost: 0
Destination: 10::/68 Protocol : Static
NextHop : @ Preference: 60

Interface : NULLO Cost: 0
Destination: 10::/120 Protocol : Static
NextHop : :: Preference: 60

Interface : NULLO Cost: 0

# Display brief information about the route matching the specified destination
IPv6 address and having the longest prefix.

<Sysname> display ipvé routing-table 10:: 127 longer-match
Routing Tables:

Summary Count : 1

Destination: 10::/120 Protocol : Static
NextHop : :: Preference: 60
Interface : NULLO Cost

Refer to Table 54 for description about the above output.

display ipv6 routing-table ipv6-address1 ipv6-address2

Syntax display ipv6 routing-table ipv6-address1 prefix-length ipv6-address2
prefix-length2 [ verbose |

View Any view

Parameters jpv6-addressi/ipv6-address2: An IPv6 address range from IPv6 address1 to IPv6
address2.

prefix-length1/prefix-length2: Prefix length.

verbose: Displays both active and inactive verbose routing information. Without
this keyword, only brief active routing information is displayed.

Description  Use the display ipv6 routing-table ipv6-address? ipv6-address2 command to
display routes with destinations falling into the specified IPv6 address range.

Examples # Display routes with destinations falling into the IPv6 address range.
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<Sysname> display ipvé routing-table 3:: 32 4:4:: 64
Routing Table :

Summary Count : 3

Destination: 100::/64 Protocol : Static
NextHop tor Preference: 60
Interface : NULLO Cost : 0
Destination: 200::/64 Protocol : Static
NextHop H Preference: 60
Interface : NULLO Cost : 0
Destination: 300::/64 Protocol : Static
NextHop : Preference: 60
Interface : NULLO Cost : 0

Refer to Table 54 for description about the above output.

display ipv6 routing-table ipv6-prefix

Syntax
View

Parameters

Description

Examples

display ipv6 routing-table ipv6-prefix ijpv6-prefix-name [ verbose ]
Any view

ipv6-prefix-name: Name of the IPv6 prefix list.

verbose: Displays both active and inactive verbose routing information. Without
this keyword, only brief active routing information is displayed.

Use the display ipv6 routing-table ipv6-prefix command to display routes
permitted by the IPv6 prefix list.

# Display brief active routing information permitted by the IPv6 prefix list abc2.

<Sysname> display ipvé routing-table ipvé6-prefix abc2
Routes Matched by Prefix list abc2

Summary Count : 1

Destination: 100::/64 Protocol : Static
NextHop tor Preference: 60
Interface : NULLO Cost : 0

Refer to Table 54 for description about the above output.

display ipv6 routing-table protocol

Syntax

View

Parameters

display ipv6 routing-table protocol protoco/ [ inactive | verbose |
Any view

protocol: Displays routes of a routing protocol, which can be bgp4+, direct,
isisve, ospfv3, ripng and static.
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inactive: Displays only inactive routes. Without the keyword, all active and
inactive routes are displayed.

verbose: Displays both active and inactive verbose routing information. Without
this keyword, only brief active routing information is displayed.

Description  Use the display ipv6 routing-table protocol command to display routes of a
specified routing protocol.

Examples # Display brief information about all direct routes.

<Sysname> display ipvé routing-table protocol direct
Direct Routing Table :

Summary Count : 1

Direct Routing Table’s Status : < Active >

Summary Count : 1

Destination: ::1/128 Protocol : Direct
NextHop HEEEN Preference: 0
Interface : InLoopO Cost : 0

Direct Routing Table’s Status : < Inactive >
Summary Count : 0

Refer to Table 54 for description about the above output.

display ipv6 routing-table statistics
Syntax display ipv6 routing-table statistics
View Any view
Parameters None

Description  Use the display ipv6 routing-table statistics command to display routing
statistics, including total route number, added route number and deleted route
number.

Examples # Display routing statistics.

<Sysname> display ipvé routing-table statistics

Protocol route active added deleted freed
DIRECT 1 1 1 0 0
STATIC 3 0 3 0 0
RIPng 0 0 0 0 0
OSPFv3 0 0 0 0 0
IS-ISvé6 0 0 0 0 0
BGP4 + 0 0 0 0 0
Total 4 1 4 0 0

Table 55 Field descriptions of the display ipv6 routing-table statistics command

Field Description

Protocol Routing protocol
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Table 55 Field descriptions of the display ipv6 routing-table statistics command

Field Description

route Route number of the protocol

active Active route number

added Routes added after the last startup of the router

deleted Deleted routes, which will be released after a specified time
freed Released (totally removed from the routing table) route number
Total Total route number

display ipv6 routing-table verbose
Syntax display ipv6 routing-table verbose
View Any view
Parameters None

Description  Use the display ipv6 routing-table verbose command to display detailed
information about all active and inactive routes, including the statistics of the
entire routing table and information for each route.

Examples # Display detailed information about all active and inactive routes.

<Sysname> display ipvé routing-table verbose
Routing Table :

Destinations : 1 Routes : 1
Destination : ::1 PrefixLength : 128
NextHop el Preference : 0
RelayNextHop : :: Tag : OH
Neighbour T ProcessID : 0
Interface : InLoopBackO0 Protocol : Direct
State : Active NoAdv Cost : 0
Tunnel ID : 0x0 Label : NULL
Age : 22l6lsec

Table 56 Field descriptions of the display ipv6 routing-table verbose command

Field Description

Destination Destination IPv6 address
PrefixLength Prefix length of the address
Nexthop Next hop

Preference Routing preference
RelayNextHop Relay next hop

Tag Tag of the route
Neighbour Neighbor address
ProcessID Process ID

Interface Outbound interface
Protocol Routing protocol

State State of the route, Active, Inactive, Adv (advertised),

or NoAdv (not advertised)
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Table 56 Field descriptions of the display ipv6 routing-table verbose command

Field Description

Cost Cost of the route

Tunnel ID Tunnel ID

Label Label

Age Time that has elapsed since the route was generated

reset ip routing-table statistics protocol

Syntax reset ip routing-table statistics protocol [ vpn-instance vpn-instance-name ] {
all | protocol }

View  User view

Parameters vpn-instance-name: VPN instance name, which is a character string.
all: All protocols.

protocol: Routing protocol. It can be BGP, DIRECT, ISIS, OSPF, RIP, or STATIC.

Description  Use the reset ip routing-table statistics protocol command to clear routing
statistics for the public network routing table or VPN routing table.

Examples # Clear private network routing statistics for the VPN instance Sysname1.

<Sysname> reset ip routing-table statistics protocol vpn-instance Sysnamel all

reset ipv6 routing-table statistics (User view)
Syntax reset ipv6 routing-table statistics protocol { all | protocol }
View  User view

Parameters all: Clears statistics for all routing protocols.

protocol: Clears statistics for the routing protocol, which can be bgp4+, direct,
isisv6, ospfv3, ripng, or static.

Description  Use the reset ipv6 routing-table statistics command to clear the route statistics
of the routing table.

Examples # Clears statistics for all routing protocols.

<Sysname> reset ipvé routing-table statistics protocol all
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display ip interface
Syntax display ip interface [ interface-type interface-number |
View Any view
Parameters interface-type interface-number: Specifies an interface by its type and number.

Description  Use the display ip interface command to display information about a specified
or all Layer 3 interfaces.

Examples # Display information about the interface Vlan-interfacel.

<Sysname> display ip interface vlan-interface 1
Vlan-interfacel current state :DOWN
Line protocol current state :DOWN
Internet Address is 2.2.2.2/24 Primary
Broadcast address : 2.2.2.255
The Maximum Transmit Unit : 1500 bytes
input packets : 0, bytes : 0, multicasts : 0
output packets : 0, bytes : 0, multicasts : 0
ARP packet input number: 0
Request packet:
Reply packet:
Unknown packet:
TTL invalid packet number:
ICMP packet input number:
Echo reply:
Unreachable:
Source quench:
Routing redirect:
Echo request:
Router advert:
Router solicit:
Time exceed:
IP header bad:
Timestamp request:
Timestamp reply:
Information request:
Information reply:
Netmask request:
Netmask reply:
Unknown type:
DHCP packet deal mode: global

O O O O O OO O O OO OO OO0 oOOo oo o o
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Table 57 Description on fields of the display ip interface command

Field Description

current state Current physical state of an interface

Line protocol current state Current state of the link layer protocol

Internet Address IP address of an interface. Primary behind an IP

address indicates the IP address is a primary
one, and Sub indicates the IP address is a
secondary one.

Broadcast address Broadcast address of the subnet attached to an
interface
The Maximum Transmit Unit Maximum transmission units on an interface

input packets : 0, bytes : 0, multicasts : 0 Unicast packets, bytes, and multicast packets

output packets : 0, bytes : 0, multicasts : 0 received on an interface

Unicast packets, bytes, and multicast packets
sent on an interface

ARP packet input number Total number of ARP packets received on an
interface

Request packet Number of ARP request packets received on an
interface

Reply packet Number of ARP reply packets received on an
interface

Unknown packet Number of unknown packets received on an
interface

TTL invalid packet number Number of TTL-invalid packets received on an
interface

ICMP packet input number: Total number of ICMP packets received on an

Echo reply: interface, including the following packets:

Unreachable: m Echo reply packet

Source quench: m Unreachable packets

Routing redirect: = Source quench packets

Echo request: = Routing redirect packets

Router advert: m Echo request packets

Router solicit: = Router advertisement packets

Time exceed: Router solicitation packets
IP header bad:

Timestamp request:

m Time exceed packets
m [P header bad packets
Timestamp reply: = Timestamp request packets

Information request: = Timestamp reply packets

Information reply: = Information request packets

Netmask request: = Information reply packets

Netmask reply: = Netmask request packets

m  Netmask reply packets

©O O 0o © o © o 0o 0 ©O© o o © O o o
| |

Unknown type:
= Unknown type packets

DHCP packet deal mode DHCP packet processing mode.
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display ip interface brief
Syntax
View
Parameters

Description

Related commands:

Examples

display ip interface brief [ interface-type interface-number ]
Any view
interface-type interface-number: Specifies an interface by its type and number.

Use the display ip interface brief command to display brief information about a
specified or all Layer 3 interfaces.

display ip interface.

# Display brief information about Vlan-interface22.

<Sysname> display ip interface brief vlan-interface 22
*down: administratively down

(s) : spoofing
Interface Physical Protocol IP Address
Vlan-interface22 down down 10.2.2.2

Table 58 Description on fields of the display ip interface brief command

Field Description

*down The interface is administratively shut down with the
shutdown command.

(s) Spoofing attribute of the interface. It indicates that
an interface whose link layer protocol is displayed up
may have no link present or the link is set up only on

demand.
Interface Interface name
Physical Physical state of interface
Protocol Link layer protocol state of interface
IP Address IP address of interface (if no IP address is configured,

"unassigned" is displayed.)

ip address (Interface view)

Syntax

View

Parameters

ip address ip-address { mask | mask-length } [ sub ]

undo ip address [ ip-address { mask | mask-length } [ sub ] ]
Interface view

ip-address: IP address of interface, in dotted decimal notation.
mask: Subnet mask in dotted decimal notation.

mask-length: Subnet mask length, the number of consecutive ones in the mask.
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Description

Related commands:

Examples

sub: Indicates the specified IP address is a secondary IP address.

Use the ip address command to assign an IP address and mask to the specified
interface.

Use the undo ip address command to remove all IP addresses from the interface.

Use the undo ip address ip-address { mask | mask-length } command to remove
the primary IP address.

Use the undo ip address ip-address { mask | mask-length } sub command to
remove a secondary IP address.

You cannot assign a secondary IP address when the interface is configured to
obtain an IP address through DHCP or PPP negotiation, or to borrow an IP address
through IP unnumbered.

By default, no IP address is assigned to any interface.
When assigning IP addresses to an interface, consider the following:

m You can assign only one primary IP address to an interface.

m The primary and secondary IP addresses can be located in the same network
segment.

m Before removing the primary IP address, remove all secondary IP addresses.
display ip interface.

# Assign Vlan-interface1 a primary IP address and a secondary IP address, with
subnet masks being 255.255.255.0.

<Sysname> system-view

[Sysname] interface vlan-interface 1

[Sysname-Vlan-interfacel] ip address 129.12.0.1 255.255.255.0
[Sysname-Vlan-interfacel] ip address 202.38.160.1 255.255.255.0 sub
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arp check enable

Syntax

View
Parameters

Description

Examples

arp check enable

undo arp check enable
System view
None

Use the arp check enable command to enable ARP entry check, preventing the
device from learning multicast MAC addresses.

Use the undo arp check enable command to disable the function, allowing the
device to learn multicast MAC addresses.

By default, ARP entry check is enabled.

# Disable the device from learning multicast MAC addresses.

<Sysname> system-view
[Sysname] undo check enable

arp max-learning-num

Syntax

View

Parameters

Description

Examples

arp max-learning-num number

undo arp max-learning-num
VLAN interface view

number: Maximum number of dynamic ARP entries that the interface can learn.
The default is 4096.

Use the arp max-learning-num command to set the maximum number of
dynamic ARP entries that the interface can learn.

Use the undo arp max-learning-num command to restore the default.

# Specify VLAN interface 40 to learn up to 500 dynamic ARP entries.
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<Sysname> system-view
[Sysname] interface vlan-interface 40
[Sysname-Vlan-interface40] arp max-learning-num 500

arp static

Syntax

View

Parameters

Description

arp static jp-address mac-address [ vian-id interface-type interface-number ] [
vpn-instance vpn-instance-name |

undo arp ip-address [vpn-instance-name |
System view

ip-address: IP address of the static ARP entry.

mac-address: MAC address of the static ARP entry, in the format H-H-H.
vlian-id: ID of a VLAN to which the static ARP entry belongs to.
interface-type interface-number: Interface type and interface number.

vpn-instance-name: Name of a VLAN instance.

Use the arp static command to configure a static ARP entry in the ARP mapping
table.

Use the undo arp command to remove an ARP entry.
ARP entries fall into two categories: dynamic and static.

A dynamic entry is automatically created and maintained by ARP. It can get aged,
be updated by a new ARP packet, or be overwritten by a static ARP entry. When
the aging timer expires or the interface goes down, the corresponding dynamic
ARP entry will be removed.

A static ARP entry is manually configured and maintained. It can be permanent or
non-permanent.

m A permanent static ARP entry can be directly used to forward data. When
configuring a permanent static ARP entry, you must configure a VLAN and
outbound interface for the entry besides the IP address and MAC address.

m A non-permanent static ARP entry cannot be directly used for forwarding data.
When configuring a non-permanent static ARP entry, you only need to
configure the IP address and MAC address. When forwarding IP packets, the
device sends an ARP request. If the source IP and MAC addresses in the
received ARP reply are the same as the configured IP and MAC addresses, the
entry can be used for forwarding IP packets.

By default, the ARP entry table is empty and ARP dynamically obtains IP-to-MAC
mappings. Only in special cases, manual configuration is needed. ARP entries are
used for resolution of addresses in the same LAN. There are other methods for
address resolution in WANS, such as reverse address resolution in FR.
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Note that;

m A static ARP entry is effective when the device works normally. However, when
the VLAN or VLAN interface to which an ARP entry corresponds is deleted, the
entry, if permanent, will be deleted, and if non-permanent and resolved, will
become unresolved.

m The vian-id argument is used to specify the corresponding VLAN of an ARP
entry and must be the ID of an existing VLAN. In addition, the Ethernet
interfaces following the argument must belong to that VLAN.

= Switch 8800s support both permanent and non-permanent ARP entries
configuration.

reset arp, display arp, and debugging arp.

# Configure a static ARP entry, with the IP address being 202.38.10.2, the MAC
address being 00e0-fc01-0000, and the outbound interface being Ethernet 1/1/1
of VLAN 10.

<Sysname> system-view
[Sysname] arp static 202.38.10.2 00e0-fc01-0000 10 ethernet 1/1/1

arp timer aging

Syntax

View

Parameters

Description

Related commands:

Examples

arp timer aging aging-time

undo arp timer aging
System view
aging-time: Aging time for dynamic ARP entries in minutes.

Use the arp timer aging command to set aging time for dynamic ARP entries.
Use the undo arp timer aging command to restore the default.

The default aging time is 20 minutes.
display arp timer aging.
# Set aging time for dynamic ARP entries to 10 minutes.

<Sysname> system-view
[Sysname] arp timer aging 10

debugging arp

Syntax

debugging arp { packet | status }

undo debugging arp { packet | status }
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View

Parameters

Description

Related commands:

Examples

User view

packet: ARP packet debugging.

status: ARP status debugging.

Use the debugging arp command to enable specified ARP debugging.
Use the undo debugging arp command to disable specified ARP debugging.

No ARP debugging is enabled by default.
arp static, display arp.

# Enable ARP packet debugging.

<Sysname> debugging arp packet

*Dec 29 14:56:23:132 2006 S95 ARP/7/arp_send:Slot=3; Send an ARP Packet, ope
ration : 1, sender eth addr :

00e0-£fc00-3500,sender ip addr : 10.110.91.159, target_eth addr : 0000-0000-
0000, target_ ip addr : 10.110.91.193

*Dec 29 14:56:22:876 2006 S95 ARP/7/arp_rcv:Slot=3; Receive an ARP Packet, o
peration : 2, sender eth addr :

0050-ba22-6£fd7, sender ip _addr : 10.110.91.193, target_eth addr : 00e0-£fc00
-3500, target ip addr : 10.110.91.159

Table 59 Field descriptions of the debugging arp packet command

Field Description

operation ARP operation code: 1 for ARP request, 2 for ARP response
sender_eth_addr Source Ethernet address

sender_ip_addr Source IP address

target_eth_addr Destination Ethernet address, all zeros for a request
target_ip_addr Destination IP address

display arp

Syntax

View

Parameters

display arp { { all | dynamic | static } [ slot s/ot-id ] | vlan vian-id | interface
interface-type interface-number } [ [ verbose ] [ | { begin | exclude | include } text
|| count ]

Any view

all: Displays all ARP entries.

dynamic: Displays dynamic ARP entries.

static: Displays static ARP entries.

slot-id: Displays the ARP entries of the specified slot.

vlian-id: Displays the ARP entries of the specified VLAN.
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interface-type interface-number: Displays the ARP entries of the specified
interface.

verbose: Displays detailed information about ARP entries.

|: Uses a regular expression to specify the ARP entries to be displayed.

begin: Displays ARP entries from the first one containing the specified string.
exclude: Displays the ARP entries that do not contain the specified string.
include: Displays the ARP entries containing the specified string.

text: A string for matching.

count: Displays the number of ARP entries.

Use the display arp command to display ARP entries in the ARP mapping table.
Using the display arp all command displays all ARP entries.

arp static, reset arp, and debugging arp.

# Display the detailed information of all ARP entries.

<Sysname> display arp all verbose

Type: S-Static D-Dynamic
IP Address MAC Address VLAN ID Interface Aging Type
Vpn-instance Name
20.1.1.1 00e0-£fc00-0001 N/A N/A N/A S
test
193.1.1.70 00e0-fe50-6503 100 GE1l/1/1 DIS D
[No Vrf]
192.168.0.115 000d-88£7-9f7d 1 GE1l/1/4 DIS D
[No Vrf]
192.168.0.39 0012-a990-2241 1 GEl/1/4 DIS D
[No Vrf]

Table 60 Field descriptions of the display arp command

Field Description

IP Address IP address in an ARP entry

MAC Address MAC address in an ARP entry

VLAN ID VLAN ID contained a static ARP entry

Interface Outbound interface in an ARP entry

Aging Aging time for a dynamic ARP entry in minutes

DIS Indicates the ARP entry was not learned by the
module.

Type ARP entry type: D stands for dynamic and S for
static.

Vpn-instance Name Name of VPN instance. [No Vrf] means no VPN

instance is configured for the corresponding ARP.

# Display the number of all ARP entries

<Sysname> display arp all count
Total entry(ies): 4
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display arp ip-address

Syntax

View

Parameters

Description

Related commands:

Examples

display arp /p-address [ slot slot-id ] [ verbose | [ | { begin | exclude | include }
text |

Any view

ip-address: Displays the ARP entry for the specified IP address.

slot-id: Displays the ARP entry for the specified slot.

verbose: Displays the detailed information about ARP entries.

|: Uses a regular expression to specify the ARP entries to be displayed.

begin: Displays the ARP entries from the first one containing the specified string.
exclude: Displays the ARP entries that do not contain the specified string.
Include: Displays the ARP entries that contain the specified string.

text: A character string.

Use the display arp /p-address command to display the ARP entry for a specified
IP address.

arp static, and reset arp.

# Display the corresponding ARP entry for the IP address 20.1.1.1.

<Sysname> display arp 20.1.1.1

Type: S-Static D-Dynamic
IP Address MAC Address VLAN ID Interface Aging Type
20.1.1.1 00e0-fc01-0001 22 GE4/2/4 N/A S

Table 61 Field descriptions of the display arp ip-address command

Field Description

IP Address IP address of the ARP entry

MAC Address MAC address of the ARP entry

VLAN ID VLAN ID of the ARP entry

Interface Interface of the ARP entry

Aging Remaining aging time for a dynamic ARP entry, in minutes
Type ARP entry type: D for dynamic, S for static

display arp timer aging
Syntax

View

display arp timer aging

Any view
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None

Use the display arp timer aging command to display the aging time for dynamic
ARP entries.

arp timer aging.
# Display the aging time for dynamic ARP entries.

<Sysname> display arp timer aging
Current ARP aging time is 20 minute(s) (default)

display arp vpn-instance

Syntax

View

Parameters

Description

Related commands:

Examples

display arp vpn-instance vpn-instance-name [ | { begin | exclude | include }
text | count ]

Any view

vpn-instance-name: Name of VPN instance, a case-insensitive string of 1 to 31
characters.

|: Uses a regular expression to specify the ARP entries to be displayed.

begin: Displays the ARP entries from the first one that contains the specified
string.

exclude: Displays the ARP entries that do not contain the specified string.
include: Displays the ARP entries that contain the specified string.
text. A character string.

count: Displays the number of ARP entries.

Use the display arp vpn-instance command to display the ARP entries for a
specified VPN instance.

arp static and reset arp.

# Display ARP entries for the VPN instance named test.

<Sysname> display arp vpn-instance test

Type: S-Static D-Dynamic
IP Address MAC Address VLAN ID Interface Aging Type
Vpn-instance Name
20.1.1.1 00e0-£fc00-0001 N/A N/A N/A S

test

Table 62 Field descriptions of the display arp vpn-instance command

Field Description

IP Address IP address of the ARP entry
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Table 62 Field descriptions of the display arp vpn-instance command

Field Description

MAC Address MAC address of the ARP entry

VLAN ID VLAN ID of the ARP entry

Interface Interface of the ARP entry

Aging Remaining aging time for a dynamic ARP entry, in minutes
Type ARP entry type: D for dynamic, S for static

Vpn-instance Name VPN instance name

naturemask-arp enable

Syntax naturemask-arp enable
undo naturemask-arp enable
View  System view
Parameters None
Description  Use the naturemask-arp enable command to cancel the restriction that ARP
requests must be from the same subnet. In this case, ARP requests from a natural
network are supported.
Use the undo naturemask-arp enable command to restore the default.
By default, the support for ARP requests from a natural network is disabled.
Examples # Enable the support for ARP requests from a natural network.
<Sysname> system-view
[Sysname] naturemask-arp enable
reset arp
Syntax reset arp { all | dynamic | static | slot s/ot-id | interface interface-type
interface-number }
View  User view
Parameters all: Clears all ARP entries.

dynamic: Clears all dynamic ARP entries.
static: Clears all static ARP entries.

slot-id: Clears the ARP entries for the specified slot.
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interface interface-type interface-number: Clears the ARP entries for the specified
interface.

Description  Use the reset arp command to clear ARP entries from the ARP mapping table.

With interface interface-type interface-number specified, the command clears
only dynamic entries for the interface.

Related commands: arp static and display arp.

Examples # Clear all static ARP entries.

<Sysname> reset arp static
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GRATUITOUS ARP CONFIGURATION
COMMANDS

gratuitous-arp-sending enable

Syntax

View
Parameters

Description

Related commands:

Examples

gratuitous-arp-sending enable

undo gratuitous-arp-sending enable
System view
None

Use the gratuitous-arp-sending enable command to enable a device to send
gratuitous ARP packets.

Use the undo gratuitous-arp-sending enable command to disable a device
from sending gratuitous ARP packets.

By default, a Switch 8800 cannot send gratuitous ARP packets.
gratuitous-arp-learning enable.
# Disable a device from sending gratuitous ARP packets

<Sysname> system-view
[Sysname] undo gratuitous-arp-sending enable

gratuitous-arp-learning enable

Syntax

View
Parameters

Description

gratuitous-arp-learning enable

undo gratuitous-arp-learning enable
System view
None

Use the gratuitous-arp-learning enable command to enable the gratuitous ARP
packet learning function.

Use the undo gratuitous-arp-learning enable command to disable the
function.
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By default, the function is disabled.

Examples # Enable the gratuitous ARP packet learning function.

<Sysname> system-view
[Sysname] gratuitous-arp-learning enable
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ARP SOURCE SUPPRESSION
CONFIGURATION COMMANDS

arp source-suppression enable

Syntax

View
Parameters

Description

Related commands:

Examples

arp source-suppression enable

undo arp source-suppression enable
System view
None

Use the arp source-suppression enable command to enable the ARP source
address suppression function.

Use the undo arp source-suppression enable command to disable the function.
By default, the ARP source address suppression function is disabled.

With the function enabled, whenever the number of packets with unresolvable IP
addresses that a host sends to the device within five seconds exceeds the specified
threshold, the device drops all subsequent packets with the same source IP address
in another five coming seconds. This helps in protecting the device against the
attack.

display arp source-suppression.

# Enable the ARP source suppression function.

<Sysname> system-view
System View: return to User View with Ctrl+Z.
[Sysname] arp source-suppression enable

arp source-suppression limit

Syntax

View

arp source-suppression limit /imit-value

undo arp source-suppression limit

System view
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Parameters

Description

Related commands:

Examples

limit-value: Maximum number of packets with the same source IP address but
unresolvable destination IP addresses that a port can receive in five seconds.

Use the arp source-suppression limit command to set the maximum number of
packets with the same source IP address but unresolvable destination IP addresses
that a port can receive in five seconds.

Use the undo arp source-suppression limit command to restore the default
value, which is 10.

display arp source-suppression.

# Set to 100 the maximum number of packets with the same source address but
unresolvable destination IP addresses that a port can receive in five seconds.

<Sysname> system-view
[Sysname] arp source-suppression limit 100

display arp source-suppression

Syntax
View
Parameters

Description

Examples

display arp source-suppression
Any view
None

Use the display arp source-suppression command to display information about
the current ARP source suppression configuration.

# Display information about the current ARP source suppression configuration.

<Sysname> display arp source-suppression
ARP source suppression is enabled
Current suppression limit: 10
Current cache length: 16

Table 63 Description on fields of display arp source-suppression

Field Description
ARP source suppression is enabled The ARP source suppression function is enabled
Current suppression limit Maximum number of packets with the same source

IP address but unresolvable IP addresses that the
device can receive in five seconds

Current cache length Size of cache used to record source suppression
information
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ARP DEFENSE AGAINST IP PACKET
ATTACK CONFIGURATION COMMANDS

arp resolving-route enable

Syntax

View
Parameters

Description

Examples

arp resolving-route enable

undo arp resolving-route enable
System view
None

Use the arp resolving-route enable command to enable ARP defense against IP
packet attacks.

Use the undo arp resolving-route enable command to disable the function.
By default, this function is enabled.

With this function enabled and after receiving an IP packet that ARP cannot
resolve the MAC address of the next hop, the hardware forwarding chip of the
switch simply drops all packets to the destination in the next 25 seconds. This
protects the device against the IP packet attack efficiently, reducing the load of the
CPU.

# Enable ARP defense against IP packet attacks.

<Sysname> system-view
[Sysname] arp resolving-route enable
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PROXY ARP CONFIGURATION
COMMANDS

proxy-arp enable

Syntax

View
Parameters

Description

Related commands:

Examples

proxy-arp enable

undo proxy-arp enable
VLAN interface view
None

Use the proxy-arp enable command to enable proxy ARP.
Use the undo proxy-arp enable command to disable proxy ARP.
By default, proxy ARP is disabled.

With this command enabled, the device can implement the layer 3 communication
between two hosts that reside in the same subnet but connect to different VLAN
interfaces.

display proxy-arp.

# Enable proxy ARP on VLAN-interface 2.

<Sysname> system-view
[Sysname] interface vlan-interface 2
[Sysname-Vlan-interface2] proxy-arp enable

local-proxy-arp enable

Syntax

View
Parameters

Description

local-proxy-arp enable

undo local-proxy-arp enable
VLAN interface view
None

Use the local-proxy-arp enable command to enable local proxy ARP.
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Related commands:

Examples

CHAPTER 25: PROXY ARP CONFIGURATION COMMANDS

Use the undo local-proxy-arp enable command to disable local proxy ARP.

By default, local proxy ARP is disabled.
display local-proxy-arp.

# Enable local proxy ARP on VLAN-interface 2.

<Sysname> system-view
[Sysname] interface Vlan-interface 2
[Sysname-Vlan-interface2] local-proxy-arp enable

display proxy-arp
Syntax
View

Parameters

Description
Related commands:

Examples

display proxy-arp [ interface interface-type interface-number ]
Any view

interface-type interface-number: Displays the proxy ARP status of the specified
interface.

Use the display proxy-arp command to display the proxy ARP status.
proxy-arp enable.

# Display the proxy ARP status on VLAN-interface 22.

<Sysname> display arp proxy interface Vlan-interface22

Interface Vlan-interface22
Proxy ARP status: enabled

display local-proxy-arp
Syntax
View

Parameters

Description

Related commands:

Examples

display local-proxy-arp [ interface interface-type interface-number |
Any view

interface-type interface-number: Displays the local proxy ARP status of the
specified interface.

Use the display local-proxy-arp command to display the status of the local proxy

ARP.
local-proxy-arp enable.

# Display the status of the local proxy ARP on VLAN-interface 2.



281

<Sysname> display local-proxy-arp interface vlan-interface 2
Interface Vlan-interface2
Local Proxy ARP status: enabled
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IPv6 BASICS CONFIGURATION
26 COMMANDS

debugging ipv6 icmpv6

Syntax debugging ipv6 icmpv6

undo debugging ipv6 icmpv6
View  User view
Parameters None

Description  Use the debugging ipv6 icmpv6 command to enable ICMPv6 debugging to
display the received and transmitted ICMPv6 packets.

Use the undo debugging ipv6 icmpv6 command to disable ICMPv6 debugging.

By default, ICMPv6 debugging is disabled.

Examples # Enable ICMPv6 debugging on an IPv6 interface of an IPv6-supported device.

<Sysname> debugging ipv6 icmpvé
*0.375970 Sysname ICMPV6/8/debug ipvée ICMPV6:
ICMPv6 Sent: Type=128, Code=0, Dst = 5007::100

// An ICMPv6 packet is sent.
*0.375972 AR19-62 ICMPV6/8/debug ipvé ICMPV6:
ICMPv6 Received: Type=129, Code=0,

Src = 5007::100, Dst = 5007::46

// An ICMPv6 packet is received.

Table 64 Table 21-1 Description on fields of the debugging ipv6 icmpv6 command

Field Description

Sent Send a packet

Received Receive a packet

Type Type of an ICMP packet
Code Code of an ICMP packet
Src Source IP address

Dst Destination IP address
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debugging ipv6 nd

Syntax debugging ipv6 nd
undo debugging ipv6 nd

View  User view
Parameters None

Description  Use the debugging ipv6 nd command to enable debugging for neighbor state
and neighbor messages.

Use the undo debugging ipv6 nd command to disable the debugging.

By default, the debugging for neighbor state and neighbor messages is disabled.

Examples # Enable debugging for neighbor state and neighbor messages on an IPv6
interface of an IPv6-supported device.

<Sysname> debugging ipvé nd

*0.20683530 Sysname ND/8/debug ipvé ND:

Adding INCOMPLETE NB Entry: 2008::6 on Vlan-interface500
// A neighbor entry in the incomplete state is added.

*0.20683560 Sysname ND/8/debug ipvé ND:
Address Resolution started for 2008::6 on Vlan-interface500

// Resolution of the IP address 2008::6 of the neighbor starts.

*0.20683690 Sysname ND/8/debug ipvé ND:
Sending NS to FF02::1:FF00:6, on the interface Vlan-interface500

// An NS message is sent to the MAC address FF02::1:FF00:6.

*0.20684701 Sysname ND/8/debug_ipvé ND:
Received NA from 2008::6, on the interface Vlan-interface500

// An NA message is received from 2008::6.

*0.20684840 Sysname ND/8/debug ipvé ND:
INCOMPLETE->REACHABLE : 2008::6 on Vlan-interface500

// The state of a neighbor entry is changed from incomplete to reachable.

Table 65 Table 21-2 Description on fields of the debugging ipv6 nd command

Field Description

Adding Add a neighbor entry
Deleting Delete a neighbor entry
Address Resolution Start address resolution

Sending Send a packet
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Table 65 Table 21-2 Description on fields of the debugging ipv6 nd command

Field Description

Received Receive a packet

NS Neighbor solicitation message
NA Neighbor advertisement message
RS Router solicitation message

RA Router advertisement message
Prefix Prefix

debugging ipv6 packet

Syntax

View
Parameters

Description

Examples

debugging ipv6 packet
undo debugging ipv6 packet

User view
None

Use the debugging ipv6 packet command to enable IPv6 packet debugging.
Use the undo debugging ipv6 packet command to disable the debugging.

By default, IPv6 packet debugging is disabled.

# Enable IPv6 packet debugging on an IPv6 interface of an IPv6-supported device.

<Sysname> terminal debugging

% Current terminal debugging is on
<Sysname> debugging ipvé packet
*0.65250 Sysname IPV6 PRO/8/debug ipvé:

Discarding, interface = Vlan-interface 12, version = 6, traffic class = 0,
flow label = 0, payload length = 92, protocol = 17, hop limit = 255,
Src = FE80:C00:C18:7::, Dst = FF02::9,

prompt: Ingress interface did not join the group address!/Invalid IPv6é contr
ol block!

// A packet is discarded possibly due to the error as prompted above.

*0.685761 AR19-62 IPV6PP/8/debug ipvé:

Sending, interface = Vlan-interface 12, version = 6, traffic class = 0,
flow label = 0, payload length = 32, protocol = 58, hop limit = 255,
Src = FE80::20F:E2FF:FE00:2, Dst = FE80::2E0:FCFF:FE01:71,

prompt: Sending the packet from local at Vlan-interface 12

/I A packet is sent.

*0.685764 AR19-62 IPV6PP/8/debug ipvé:

Receiving, interface = Vlan-interface 12, version = 6, traffic class = 0,
flow label = 0, payload length = 24, protocol = 58, hop limit = 255,

Src = FE80::2E0:FCFF:FE01:71, Dst = FE80::20F:E2FF:FE00:2,

prompt: Input an IPv6é Package

/I A packet is received from the Ethernet.
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*0.685765 AR19-62 IPV6PP/8/debugiipv6:

Delivering, interface = Vlan-interface 12, version = 6, traffic class = 0,
flow label = 0, payload length = 24, protocol = 58, hop limit = 255,

Src = FE80::2E0:FCFF:FE01:71, Dst = FE80::20F:E2FF:FE00:2,

prompt: IPvée packet is delivering up!

// The received packet is delivered to the upper layer.

Table 66 Table 21-3 Description on major fields of the debugging ipv6 packet command

Field Description

Discarding Discard a packet.

Sending Send a packet.

Receiving Receive a packet.

Delivering The packet is delivered from the IP layer to the
upper layer.

Interface Receiving/sending interface

Version Version of the IP protocol

Traffic class Class of the traffic

Protocol Next packet header

Src Source IP address

Dst Destination IP address

debugging ipv6 pathmtu

Syntax

View
Parameters

Description

Examples

debugging ipv6 pathmtu

undo debugging ipv6 pathmtu
User view
None

Use the debugging ipv6 pathmtu command to enable IPv6 path maximum
transmission unit (PMTU) debugging.

Use the undo debugging ipv6 pathmtu command to disable the debugging.

By default, the IPv6 PMTU debugging is disabled.

# Enable PMTU debugging.

<Sysname> terminal debugging

% Current terminal debugging is on
<Sysname> debugging ipvé pathmtu

# Add a PMTU entry to view the corresponding debugging information.
<Sysname> system-view

[Sysname] ipvé pathmtu 2000::8 1500
*0.85010 Sysname IPV6 PAT/8/Debug ipvé pathmtu:



287

Information-> Adding PMTU Entry at MultipleIndex,
Value = 4097,

// A PMTU entry is added.

Prompt-> Successful Addition of PMTU entry
*0.1307224 AR19-62 IPV6PMTU/8/Debug ipvé6 pathmtu:
Information-> Delete PMTU Entry at Multiple Index,
Value = 128,

Prompt-> Successul Deletion of PMTU Entry

/I A PMTU entry is deleted.

*0.2387611 AR19-62 IPV6PMTU/S8 /Debug_ipv6_pathmtu :
Information-> Pathmtu Notification UnRegister,
Value = 0,

Prompt-> UnRegistering is Succssful..

// A PMTU entry is deregistered at the transport layer.

Table 67 Table 21-4 Description on major fields of the debugging ipv6 pathmtu

command

Field Description

Adding Add a PMTU entry
Delete Delete a PMTU entry
Value PMTU entry index

debugging tcp ipv6

Syntax debugging tcp ipv6 { event | packet } [ task-id socket-id |

undo debugging tcp ipv6 { event | packet } [ task-id socket-id |
View  User view

Parameters event: Enables event debugging.
packet: Enables packet debugging.

task-id socket-id: Task ID and socket ID. All tasks and sockets apply if this
argument is not specified.

Description  Use the debugging tcp ipv6 command to enable TCPv6 packet and event
debugging for the specified task ID or socket ID.

Use the undo debugging tcp ipv6 command to disable TCPv6 packet and event
debugging.

By default, TCPv6 packet and event debugging is disabled.
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The packet debugging displays information of each input and output packet, and
the event debugging displays only the TCP packet header information.

Examples # Enable the telnet server function on an IPv6 interface of an IPv6-supported
device.

<Sysname> telnet server enable
Telnet server is started!

# Create a VTY user.

<Sysname> user-interface vty 0 4
[Sysname-ui-vty0-4] authentication-mode none
[Sysname-ui-vty0-4] user privilege level 3

# Enable IPv6 TCP event debugging.

<Sysname> terminal debugging
% Current terminal debugging is on
<Sysname> debugging tcp ipvé event

# Use the telnet ipv6 function to telnet the local device from another device. The
debugging information is displayed as follows:

*¥0.2021569 Sysname IPV6TCP/8/TCP6 EVENT:
956752441: task = VTYD(31l), socketid = 0,
TCP6CB 0x03a85a04 created

// A TCP control block is created.

*0.2021570 Sysname IPV6TCP/8/TCP6 EVENT:
956752441: task = VTYD(31), socketid = 0,
state Closed changed to Listening

// The state is changed.

*0.2021581 Sysname IPV6TCP/8/TCP6 EVENT:
956752441: task = VTIYD(31), socketid = 0,
Received MSS 1440, LA = 5007::100:23, FA = 5007::46:1024

// The maximum segment size (MSS) is received from the peer.

*0.2021600 Sysname IPV6TCP/8/TCP6 EVENT:
956752441: task = VTYD(31), socketid = 0,
Advertising MSS 1440, LA = 5007::100:23, FA = 5007::46:1024

// The local MSS is advertised to the peer.

# Enable IPv6 TCP packet debugging.

<Sysname> debugging tcp ipvé packet

*0.2378222 Sysname IPV6TCP/8/TCP6 PACKET:

956752802: Input: task = VIYD(31), socketid = 3, state = Established,

src = 5007::46->1024, dst = 5007::100->23,

seq = 254158666, ack = 255508488, datalen = 1, optlen = 12, flag = ACK PSH,
window = 8192

/I A packet is received.
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*0.2378230 Sysname IPV6TCP/8/TCP6 PACKET:

956752802: Output: task = VTYD(31l), socketid = 3, state = Established,

src = 5007::100->23, dst = 5007::46->1024,

seq = 255508488, ack = 254158667, datalen = 1, optlen = 12, flag = ACK PSH,
window = 8192

/1 A packet is sent.

Table 68 Table 21-5 Description on fields of the debugging tcp ipv6 command

Field Description

Task TCP connection establishment task

Socketid Socket ID used for establishing a TCP
connection

State TCP connection state

Received MSS MSS advertised by the peer.

LA Local IP address and port number

FA Peer IP address and port number

Advertising The local end advertises the local information
to the peer.

State Current stat

Src Source IP address

Dst Destination IP address

Seq Packet sequence number

Ack Packet acknowledgement number

Datalen Packet data length

Optlen Packet option length

Flag Flag bit

Window Window size

debugging udp ipv6 packet

Syntax

View

Parameters

Description

debugging udp ipv6 packet [ task-id socket-id ]

undo debugging udp ipv6 packet [ task-id socket-id ]
User view

task-id socket-id: Task ID and socket ID. All tasks and sockets apply if this
argument is not specified.

Use the debugging udp ipv6 packet command to enable IPv6 User Datagram
Protocol (UDP) packet debugging.

Use the undo debugging udp ipv6 packet command to disable IPv6 UDP packet
debugging.

By default, IPv6é UDP packet debugging is disabled.
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Examples # Use the tracert ipv6 function to telnet an IPv6-supported device with the
interfaces configured with IPv6 IP addresses.

# Enable IPv6 UDP packet debugging for all sockets and tasks.
<Sysname> debugging udp ipvé packet
# Enable IPv6 UDP packet debugging for task 3 and socket 5.

<Sysname> debugging udp ipvé packet 3 5

UDP6 :
IPv6 UDP packet debugging switch is on for task any socket any
IPv6e UDP packet debugging switch is on for task 3 socket 5

# Disable IPv6 UDP packet debugging.

<Sysname> undo debugging udp ipvé packet 3 5
*0.3216710 Sysname IPV6UDP/8/debug case:
956753649: 0O: task = au0(3), socketid = 2,
src = ::1->30003,

dst = 5007::100->33435, datalen = 12

// A UDP packet is output.

*0.3216720 Sysname IPV6UDP/8/debug case:
956753649: I: unreachable port

src = ::1->30003,

dst 5007::100->33435, datalen = 12

// A UDP packet is input.

Table 69 Table 21-6 Field descriptions of the debugging udp ipv6 command

Field Description

Task TCP connection establishment task

Socketid Socket ID used for establishing a TCP
connection

Src Source IP address

Dst Destination IP address

| Input packets
0 Output packets
Datalen Data length

display dns ipv6 dynamic-host
Syntax display dns ipv6 dynamic-host
View  Any view

Parameters None
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Use the display dns ipv6 dynamic-host command to display IPv6 dynamic
domain name cache information.

# Display IPv6 dynamic domain name cache information.

<Sysname> display dns ipvé dynamic-host
No Host Ipv6eAddress TTL
1 aaa 3001::2 6

Table 70 Table 21-7 Description on fields of the display dns ipv6 dynamic-host command

Field Description

No Sequence number

Host Host name

lpv6Address IPv6 address of the host

TTL Time an entry can be cached in seconds

display ipvé6 fib
Syntax
View

Parameters

Description

Examples

display ipv6 fib [ slot-number ] [ ipv6-address ]
Any view

slot-number: Number of the slot whose IPv6 forwarding information base (FIB)
entries are to be displayed.

ipv6-address: Destination IPv6 address whose IPv6 FIB entries are to be displayed.

Use the display ipv6 fib command to display IPv6 FIB entries. If no argument is
specified, all FIB entries will be displayed.

# Display all IPv6 FIB entries.

<Sysname> display ipvé fib
FIB Table:
Total number of Routes : 1

Flag:
U:Useable G:Gateway H:Host B:Blackhole D:Dynamic S:Static

Destination: t:l PrefixLength : 128
NextHop : ::1 Flag : HU
Label : NULL Tunnel ID : 0
TimeStamp : Date- 12/5/2004, Time- 9:15:18

Interface :  InLoopBackO

Table 71 Table 21-8 Description on fields of the display ipv6 fib command

Field Description

Total number of Routes Total number of routes in the FIB

Destination Destination address to which a packet is to be
forwarded

PrefixLength Prefix length of the destination address

NextHop Next hop of the route to the destination
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Table 71 Table 21-8 Description on fields of the display ipv6 fib command

Field Description

Flag Route flag:
= | U - Usable route
= | G- Gateway route
= | H-Host route
= | B - Black hole route
m | D - Dynamic route

m | S - Static route

Label Label

Tunnel ID ID of a tunnel

TimeStamp Generation time of a FIB entry

Interface Outgoing interface that forwards packets

display ipv6 fibcache
Syntax display ipv6 fibcache slot-number
View  Any view
Parameters None

Description  Use the display ipv6 fibcache command to display the total number of routes in
the FIB cache.

Examples # Display the IPv6 FIB information in the cache.

<Sysname> display ipvé fibcache
FIB Cache:
Total number of Routes : 0

display ipv6 host
Syntax display ipv6 host
View Any view
Parameters None

Description  Use the display ipv6 host command to display the mappings between host
names and IPv6 addresses in the static DNS database.

Examples

# Display the mappings between host names and IPv6 addresses.
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<Sysname> display ipvé host

Host Age Flags IPv6Address
aaa 0 static 2002::1
bbb 0 static 2002::2

Table 72 Table 21-9 Description on fields of the display ipv6 host command

Field Description

Host Host name

Age Time for the entry to live. "0" is displayed in the
case of static configuration.

Flags Flag indicating the type of mapping between a host
name and an IPv6 address. Static indicates a static
mapping.

IPv6Address IPv6 address of a host

display ipv6 interface
Syntax
View

Parameters

Description

Examples

display ipv6 interface [ interface-type interface-number | brief |
Any view

interface-type interface-number: Specifies an interface.

brief: Displays brief IPv6 information of an interface.

Use the display ipv6 interface command to display the IPv6 information of an
interface for which an IPv6 interface can be configured.

When interface-type interface-number is not specified, the IPv6 information of all
interfaces for which IPv6 addresses can be configured is displayed.

# Display the IPv6 information of an interface.

<Sysname> display ipvé interface vlan-interface 2
Vlan-interface2 current state :DOWN
Line protocol current state :DOWN
IPv6 is enabled, link-local address is FE80::1234:56FF:FE65:4322 [TENTATIVE]
Global unicast address(es):
2001::1, subnet is 2001::/64 [TENTATIVE]
Joined group address (es) :
FF02::1:FF00:1
FF02::1:FF65:4322
FF02::2
FF02::1
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND retransmit interval is 1000 milliseconds
Hosts use stateless autoconfig for addresses

Table 73 Table 21-10 Description on fields of the display ipv6 interface command (on a
switch)

Field Description

Vlan-interface2 current state Physical state of the interface
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Table 73 Table 21-10 Description on fields of the display ipv6 interface command (on a

switch)

Field Description

Line protocol current state Link layer protocol state of the interface

IPv6 is enabled IPv6 packet forwarding state of the interface (IPv6
packet forwarding is enabled in the example)

link-local address Link-local address configured for the interface

Global unicast address(es) Global unicast address(es) configured for the
interface(s)

Joined group address(es) Address(es) of multicast group(s) that the interface
joins

MTU Maximum transmission unit of the interface

ND DAD is enabled, number of DAD Number of DAD attempts, with DAD enabled

attempts

ND reachable time Neighbor reachable time

ND retransmit interval Interval for retransmitting a neighbor solicitation
(NS) message

Hosts use stateless autoconfig for Hosts use stateless auto-configuration mode to

addresses acquire IPv6 addresses

# Display the brief IPv6 information of all interfaces for which IPv6 addresses can
be configured.

<Sysname> display ipvé interface brief
*down: administratively down

(s) : spoofing

Interface Physical Protocol IPv6e Address
Vlan-interfacel down down Unassigned
Vlan-interface2 down down Unassigned
Vlan-interfacel00 down down Unassigned

Table 74 Table 21-11 Description on fields of display ipv6 interface brief (on a switch)

Field Description

*down The interface is down, that is, the interface is closed by using the
shutdown command.

(s) Spoofing attribute of the interface, that is, the link protocol state of
the interface is up, but the link does not exist, or the link is established
on demand, instead of being permanent.

Interface Name of the interface

Physical Physical state of the interface

Protocol Link protocol state of the interface

IPv6 Address IPv6 address of the interface. (If no address is configured for the

interface, "Unassigned" will be displayed.)

display ipv6 neighbors

Syntax display ipv6 neighbors { { ipv6-address | all | dynamic | static } [ slot
slot-number | | interface interface-type interface-number | vlan vian-id } [ | {
begin | exclude | include } text ]
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View Any view

Parameters jpv6-address: IPv6 address whose neighbor information is to be displayed.

all: Displays information of all neighbors, including neighbors acquired
dynamically and configured statically.

dynamic: Displays information of all neighbors acquired dynamically.
static: Displays information of all neighbors configured statically.
slot slot-number: Displays information of the neighbors of a specified slot.

interface interface-type interface-number: Displays information of the neighbors
of a specified interface.

vlan vian-id: Displays information of the neighbors of a specified VLAN.
|: Filters the output information.

begin: Displays the neighbor entries from the first one containing the specified
character string.

include: Displays the neighbor entries containing the specified character string.
exclude: Displays the neighbor entries without the specified character string.

text: Character string.
Description  Use the display ipv6 neighbors command to display neighbor information.

Examples # Display all neighbor information.

<Sysname> display ipvé neighbors all

Type: S-Static D-Dynamic
IPv6 Address Link-layer VID Interface State T Age
FE80::200:5EFF:FE32:B800 0000-5e32-b800 100 GE4/2/1 REACH S -

Table 75 Table 21-12 Description on fields of the display ipv6 neighbors command

Field Description

IPv6 Address IPv6 address

Link-layer Link layer address (MAC address of a neighbor)
VID VLAN to which the interface connected with a

neighbor belongs
Interface Interface connected with a neighbor
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Table 75 Table 21-12 Description on fields of the display ipv6 neighbors command

Field Description

State State of a neighbor, including:

m | INCMP: The address is being resolved. The link
layer address of the neighbor is unknown.

= | REACH: The neighbor is reachable.

m | STALE: The reachability of the neighbor is
unknown. The device will not verify the
reachability any longer unless data is sent to the
neighbor.

m | DELAY: The reachability of the neighbor is
unknown. The device sends an NS message after
a delay.

» | PROBE: The reachability of the neighbor is
unknown. The device sends an NS message to
verify the reachability of the neighbor.

T Type of neighbor information, including static
configuration and dynamic acquisition.

Age For a static entry, a hyphen "-" is displayed. For a
dynamic entry, the reachable time (in seconds)
elapsed is displayed. Therefore, the aging time can
only be displayed after a neighbor goes into the
REACH state. If the directly generated ND entry is in
the STALE state, "#" is displayed (for a neighbor
acquired dynamically).

display ipv6 neighbors count

Syntax display ipv6 neighbors { { all | dynamic | static } [ slot s/ot-number ] | interface
interface-type interface-number | vlan vian-id } count

View Any view

Parameters all: Displays the total number of all neighbor entries, including neighbor entries
acquired dynamically and configured statically.

dynamic: Displays the total number of all neighbor entries acquired dynamically.
static: Displays the total number of neighbor entries configured statically.
slot slot-number: Displays the total number of neighbor entries of a specified slot.

interface interface-type interface-number: Displays the total number of neighbor
entries of a specified interface.

vlan vian-id: Displays the total number of neighbor entries of a specified VLAN.

Description  Use the display ipv6 neighbors count command to display the total number of
neighbor entries satisfying the specified condition.

Examples # Display the total number of neighbor entries acquired dynamically.
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<Sysname> display ipvé neighbors dynamic count
Total dynamic entry(ies): 2

display ipv6 pathmtu
Syntax
View

Parameters

Description

Examples

display ipv6 pathmtu { jpv6-address | all | dynamic | static }
Any view

ipv6-address: IPv6 address whose PMTU is to be displayed.
all: Displays all PMTU information.
dynamic: Displays all dynamic PMTU information.

dynamic: Displays all static PMTU information.

Use the display ipv6 pathmtu command to display the PMTU information of IPv6
addresses.

# Display all PMTU values.
<Sysname> display ipvé pathmtu all

Ipve Destination Address ZoneID PathMTU Age Type
fe80::12 0 1300 40 Dynamic
2222::3 0 1280 - Static

Table 76 Table 21-13 Description on fields of the display ipv6 pathmtu command

Field Description

lpv6 Destination Address Destination IPv6 address

ZonelD ID of address zone, currently invalid

PathMTU PMTU of an IPv6 address

Age Time for a PMTU to live. For a static PMTU, a hyphen "-" is
displayed.

Type Indicates the PMTU is dynamically negotiated or statically
configured.

display ipv6 socket

Syntax

View

Parameters

display ipv6 socket [ socktype socket-type | [ task-id socket-id ] [ slot
slot-number ]

Any view

socket-type: Type of a socket. The value "1" represents a TCP socket, "2" a UDP
socket, and "3" a raw IP socket.

task-id: ID of a task.
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socket-id: ID of a socket.

slot-number: Number of a slot.
Description  Use the display ipv6 socket command to display information about a socket.

Examples # Display the information of a specified socket.

<Sysname> display ipvé socket

SOCK_STREAM:

Task = VTYD(14), socketid = 4, Proto = 6,

LA = ::->22, FA = ::->0,

sndbuf = 8192, rcvbuf = 8192, sb cc = 0, rb_cc = 0,
socket option = SO ACCEPTCONN SO REUSEPORT SO_SENDVPNID,
socket state = SS PRIV SS ASYNC

Task = VTYD(14), socketid = 3, Proto = 6,

LA = ::->23, FA = ::->0,

sndbuf = 8192, rcvbuf = 8192, sb cc = 0, rb cc = 0,
socket option = SO ACCEPTCONN SO REUSEPORT SO _SENDVPNID,
socket state = SS PRIV SS ASYNC

SOCK_DGRAM:
SOCK_RAW:

Table 77 Table 21-14 Description on fields of the display ipv6 socket command

Field Description

SOCK_STREAM TCP socket

Task Task ID of the created socket

Socketid ID assigned by the kernel to the created socket
Proto Protocol ID

LA Local address and local port number

FA Remote address and remote port number
Sndbuf Size of the send buffer

Revbuf Size of the receive buffer

sb_cc Number of bytes sent by the send buffer

rb_cc Number of bytes received by the receive buffer
Socket option Socket option set by the application

Socket state State of the socket

display ipv6 statistics
Syntax display ipv6 statistics [ slot slot-number ]
View Any view

Parameters slot-number: Number of a slot.
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Use the display ipv6 statistics command to display statistics of IPv6 packets and

IPv6 ICMP packets.

# Display the statistics of IPv6 packets and IPv6 ICMP packets.

<Sysname> display ipvé statistics

IPv6 Protocol:

Sent packets:

Total: 0
Local sent out:
raw packets:
routing failed:
fragments failed:

Received packets:
Total: 0
local host:
format error:
protocol error:
reassembled:

reassembly timeout:

ICMPv6 protocol:

Sent packets:

Total: 0
unreached:
hopcount exceeded:
parameter problem:
echo request:
neighbor solicit:
router solicit: 0
redirected: 0

Send failed:
ratelimited:

Received packets:

Total: 0
checksum error: 0
bad code:
unreached:

hopcount exceeded:
parameter problem:
echoed: 0
neighbor solicit:
router solicit: 0
redirected: 0
unknown info type:
Deliver failed:
bad length:

o O O O o

o O O O

0

forwarded: 0
discarded: 0
fragments: 0

hopcount exceeded: 0

option error: 0
fragments: 0
reassembly failed: 0
too big: 0

reassembly timeout: 0

echo replied: 0
neighbor advert: 0

router advert: 0

other errors: 0

too short: 0

too big: 0
reassembly timeout: 0
unknown error type: O
echo replied: 0
neighbor advert: 0
router advert: 0
router renumbering: 0

ratelimited: 0

Table 78 Table 21-15 Description on fields of the display ipv6 statistics command

Field

Description

IPv6 Protocol:

Statistics of IPv6 packets
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Table 78 Table 21-15 Description on fields of the display ipv6 statistics command

Field

Description

Sent packets:
Total: 0
Local sent out: 0
raw packets: 0
routing failed: 0
fragments failed:

Received packets:
Total: 0
local host: 0
format error: 0
protocol error: 0
reassembled: 0

reassembly timeout:

ICMPv6 protocol:

forwarded: 0
discarded: 0
fragments: 0
0

hopcount exceeded:
option error: 0
fragments: 0
reassembly failed:
0

0

0

Statistics of sent IPv6 packets,
including:

= | Total number of sent packets
= | Number of packets sent locally
= | Number of forwarded packets

= | Number of packets sent via
raw socket

m | Number of discarded packets

= | Number of packets failing to
be routed

» | Number of sent fragment
packets

= | Number of fragments failing to
be sent

Statistics of received IPv6 packets,
including

m | Total number of received
packets

= | Number of packets received
locally

= | Number of packets exceeding
the hop limit

= | Number of packets in an
incorrect format

= | Number of packets with
incorrect options

» | Number of packets with
incorrect protocol

= | Number of received fragment
packets

m | Number of reassembled
packets

= | Number of packets failing to
be reassembled

» | Number of packets whose
reassembly times out

Statistics of IPv6 ICMP packets
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Table 78 Table 21-15 Description on fields of the display ipv6 statistics command

Field Description
Sent packets: Statistics of sent IPv6 ICMP packets,
Total 0 including

unreached: 0 t00 big: 0 » | Total number of sent packets

hopcount exceeded: 0  reassembly timeout: 0 ™ | Number Of. packets whose
destination is unreachable
parameter problem: 0 » | Number of too large packets

echo request: 0 echo replied: 0 = | Number of packets exceeding

neighbor solicit: 0 neighbor advert: 0 the hop limit

router solicit: 0 router advert 0 = | Number of packets whose

redirected: 0 fragmentation and reassembly
times out

Send failed: = | Number of packets with

ratelimited: 0 other errors: 0 parameter errors

= | Number of request packets
» | Number of response packets

= | Number of neighbor
solicitation packets

= | Number of neighbor
advertisement packets

= | Number of router solicitation
packets

= | Number of router
advertisement packets

» | Number of redirected packets

= | Number of packets failing to
be sent because of rate
limitation

» | Number of packets with other
errors
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Table 78 Table 21-15 Description on fields of the display ipv6 statistics command

Field Description
Received packets: Statistics of received IPv6 ICMP
Total: 0 packets, including
checksum error: 0 too short: 0 = | Total number of received
: : packets
bad code 0 = | Number of packets with
unreached: 0  too big: 0 checksum errors

hopcount exceeded: 0

parameter problem: 0

reassembly timeout: 0

unknown error type: O

echoed: 0 echo replied: 0

neighbor solicit: 0 neighbor advert:

router solicit: 0 router advert

redirected: 0
router renumbering 0
unknown info type: 0

Deliver failed:

bad length: 0 ratelimited:

0

0

0

» | Number of too small packets

m | Number of packets with error
codes

= | Number of packets whose
destination is unreachable

= | Number of too large packets

= | Number of packets exceeding
the hop limit

» | Number of packets whose
fragmentation and reassembly
times out

» | Number of packets with
parameter errors

» | Number of packets with
unknown errors

= | Number of request packets
» | Number of response packets

= | Number of neighbor
solicitation messages

= | Number of neighbor
advertisement packets

= | Number of router solicitation
packets

= | Number of router
advertisement packets

m | Number of redirected packets
» | Number of recounted routers

= | Number of unknown type of
packets

» | Number of packets with a
incorrect size

= | Number of packets failing to
be received because of rate
limitation

display tcp ipv6 statistics
Syntax

View

display tcp ipv6 statistics

Any view
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Parameters None
Description  Use the display tcp ipv6 statistics command to display IPv6 TCP statistics.

Examples # Display the statistics of received and sent IPv6 TCP packets.

<Sysname> display tcp ipvé statistics
Received packets:
Total: 0
packets in sequence: 0 (0 bytes)
window probe packets: 0, window update packets: 0
checksum error: 0, offset error: 0, short error: 0

duplicate packets: 0 (0 bytes), partially duplicate packets: 0 (0 bytes)
out-of-order packets: 0 (0 bytes)

packets with data after window: 0 (0 bytes)

packets after close: 0

ACK packets: 0 (0 bytes)
duplicate ACK packets: 0, too much ACK packets: 0

Sent packets:
Total: 0
urgent packets: 0
control packets: 0 (including 0 RST)
window probe packets: 0, window update packets: 0

data packets: 0 (0 bytes) data packets retransmitted: 0 (0 bytes)
ACK only packets: 0 (0 delayed)

Retransmitted timeout: 0, connections dropped in retransmitted timeout: 0
Keepalive timeout: 0, Keepalive probe: 0, keepalive timeout, so connections disco
nnected : 0

Initiated connections: 0, accepted connections: 0, established connections: 0
Closed connections: 0 (dropped: 0, initiated dropped: 0)

Table 79 Table 21-16 Description on fields of the display tcp ipv6 statistics command

Field Description

Received packets: Statistics of received packets, including
Total: 0 m | Total number of received packets
packets in sequence: 0 (0 bytes) m | Number of packets received in sequence
window probe packets: 0 » | Number of window probe packets
window update packets: 0 » | Number of window size update packets
checksum error: 0 = | Number of packets with checksum errors
offset error: 0 = | Number of packets with offset errors
short error: 0 = | Number of packets whose total length is less

duplicate packets: 0 (0 bytes), than specified in the packet header

partially duplicate packets: 0 (0 = | Number of duplicate packets
bytes)

out-of-order packets: 0 (0 bytes)

» | Number of partially duplicate packets

| Number of out-of-order packets

packets with data after window: | Number of packets exceeding the size of the

0 (0 bytes) receiving window
packets after close: 0 m | Number of packets received after the
ACK packets: 0 (0 bytes) connection is closed
duplicate ACK packets: 0 m | Number of ACK packets

too much ACK packets: 0 = | Number of duplicate/excessive ACK packets
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Table 79 Table 21-16 Description on fields of the display tcp ipv6 statistics command

Field Description

Sent packets: Statistics of sent packets, including
Total: 0 » | Total number of packets
urgent packets: 0 = | Number of packets containing an urgent
control packets: 0 (including 0 indicator
RST) = | Number of control packets
window probe packets: 0 = | Number of window probe packets
window update packets: 0 = | Number of window update packets

data packets: 0 (O bytes) data = | Number of data packets

packets retransmitted: 0 (0 bytes) m | Number of retransmitted packets
ACK only packets: 0 (0 delayed) w | Number of ACK packets
Retransmitted timeout Number of packets whose retransmission times out
connections dropped in retransmitted Number of connections dropped because of
timeout retransmission timeout
Keepalive timeout Number of keepalive timeouts
Keepalive probe Number of keepalive probes
Keepalive timeout, so connections Number of connections dropped because of
disconnected keepalive response timeout
Initiated connections Number of initiated connections
accepted connections Number of accepted connections
established connections Number of established connections
Closed connections Number of closed connections
dropped Number of dropped connections (after SYN is

received from the peer)

initiated dropped Number of initiated but dropped connections
(before SYN is received from the peer)

display tcp ipv6 status
Syntax

View

Parameters

Description

Examples

display tcp ipv6 status

Any view

None

Use the display tcp ipv6 command to display the IPvé TCP connection status.

# Display the IPv6 TCP connection status.

<Sysname> display tcp ipvé status
TCP6CB Local Address Foreign Address State
04548074 1:->21 ::->0 Listening

Table 80 Table 21-17 Description on fields of the display tcp ipv6 status command

Field Description

TCP6CB IPv6 address of the TCP control block (hexadecimal)
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Table 80 Table 21-17 Description on fields of the display tcp ipv6 status command

Field Description

Local Address Local IPv6 address

Foreign Address Remote IPv6 address

State TCP connection status, including
s | Closed

» | Listening
s | Syn_Sent
s | Syn_Rcvd
= | Established
n | Close_Wait

» | Fin_Wait1
s | Closing

n | Last_Ack
= | Fin_Wait2
n | Time_Wait

display udp ipv6 statistics

Syntax
View
Parameters

Description

Examples

display udp ipv6 statistics
Any view
None

Use the display udp ipv6 statistics command to display statistics of IPv6 UDP
packets.

# Display statistics information of IPv6 UDP packets.

<Sysname> display udp ipvé statistics

Received packets:
Total: O
checksum error: 0
shorter than header: 0, data length larger than packet: 0
unicast (no socket on port): 0
broadcast/multicast (no socket on port): 0
not delivered, input socket full: 0
input packets missing pcb cache: 0

Sent packets:
Total: O

Table 81 Table 21-18 Description on fields of the display udp ipv6 statistics command

Field Description

Total Total number of received/sent packets
checksum error Total number of packets with a checksum error
shorter than header Total number of IPv6 UDP packets whose total

length is less than specified by the packet header
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Table 81 Table 21-18 Description on fields of the display udp ipv6 statistics command

Field Description

data length larger than packet Total number of packets whose data length exceeds
that specified by the packet header

unicast(no socket on port) Total number of unicast packets without any socket
received on a port

broadcast/multicast(no socket on port)  Total number of broadcast/multicast packets
without any socket received on a port

not delivered, input socket full Number of packets not handled because of the
receive buffer being full

input packet missing pcb cache Number of packets failing to match the PCB cache

dns server ipv6

Syntax

View

Parameters

Description

Examples

dns server ipv6 jpv6-address [ interface-type interface-number |

undo dns server ipv6 ipv6-address [ interface-type interface-number ]
System view

ipv6-address: IPv6 address of a DNS server.

interface-type interface-number: Specifies an interface. When the IPv6 address of
the DNS server is a link-local address, this argument must be specified.

Use the dns server ipv6 command to configure an IPv6 address for a DNS server.
Use the undo dns server ipv6 command to remove the configured DNS server.
By default, no DNS server is configured.

# Configure the IPv6 address 2002::1 for a DNS server.

<Sysname> system-view
[Sysname] dns server ipvé 2002::1

ipv6 (System view)

Syntax

View
Parameters

Description

ipv6

undo ipv6
System view
None

Use the ipv6 command to enable the IPv6 packet forwarding function.
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Use the undo ipvé command to disable the IPv6 packet forwarding function.

By default, the IPv6 packet forwarding function is disabled.

# Enable the IPv6 packet forwarding function.

<Sysname> system-view
[Sysname] ipvé

ipv6 address (Interface view)

Syntax

View

Parameters

Description

Examples

ipv6 address { jpv6-address prefix-length | ipv6-address/prefix-length }

undo ipv6 address [ jpv6-address prefix-length | ipv6-address/prefix-length |
Interface view

ipv6-address: IPv6 address.

prefix-length: Prefix length of an IPv6 address.

Use the ipv6 address command to configure a site-local address or global unicast
address for an interface.

Use the undo ipv6 address command to remove the manually configured
interface address.

By default, no site-local address or global unicast address is configured for an
interface.

Note that you will remove all IPv6 addresses except the automatically configured
link-local address if you carry out the undo ipv6 address command without any
parameter specified.

# Set the global unicast address of the interface VLAN-interface 1 to 2001::1/64.

<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-Vlan-interfacel] ipvé address 2001::1/64

ipv6 address auto link-local (Interface view)

Syntax

View

Parameters

ipv6 address auto link-local

undo ipv6 address auto link-local
Interface view

None
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Description

Examples

Use the ipv6 address auto link-local command to automatically generate a
link-local address for an interface.

Use the undo ipv6 address auto link-local command to remove the
automatically generated link-local address for an interface.

By default, no link-local address is automatically generated for an interface.

# Configure the interface VLAN-interface 1 to automatically generate a link-local
address.

<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-Vlan-interfacel] ipvé address auto link-local

ipv6e address eui-64 (Interface view)

Syntax

View

Parameters

Description

Examples

ipv6 address ipv6-address/prefix-length eui-64

undo ipv6 address jpv6-address/prefix-length eui-64
Interface view

ipv6-address/prefix-length: IPv6 address and IPv6 prefix. The ipv6-address and
prefix-length arguments jointly specify the prefix of an IPv6 address in the EUI-64
format.

Use the ipv6 address eui-64 command to configure a site-local address or global
unicast address in the EUI-64 format for an interface.

Use the undo ipv6 address eui-64 command to remove the configured site-local
address or global unicast address in the EUI-64 format for an interface.

By default, no site-local or global unicast address in EUI-64 format is configured
for an interface.

# Configure an IPv6 address in EUI-64 format for the interface VLAN-interface 1.

<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-Vlan-interfacel] ipvé address 2001::1/64 eui-64

ipv6 address link-local (Interface view)

Syntax

View

ipv6 address ijpv6-address link-local

undo ipv6 address ipv6-address link-local

Interface view
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Parameters jpv6-address: IPv6 link-local address. The first ten bits of an address must be
1111111010 (binary), that is, the first group of hexadecimals in the address must
be FE80 to FEBF.

Description  Use the ipv6 address link-local command to configure a link-local address
manually for a specified interface. Use the undo ipv6 address link-local
command to remove the configured link-local address for an interface.

Examples # Configure a link-local address for the interface VLAN-interface 1.
<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-Vlan-interfacel] ipvé address fe80::1 link-local
ipv6 fibcache
Syntax ipv6 fibcache { slot-number | all }
undo ipv6 fibcache { slot-number | all }
View  System view

Parameters slot-number: Slot number.
all: Specifies all slots.

Description  Use the ipv6 fibcache command to enable the caching function of the IPv6 FIB.
Use the undo ipv6 fibcache command to disable the caching function of the IPv6
FIB.

By default, the caching function of the IPv6 FIB is disabled.
Note that the caching function of the IPv6 FIB is valid only for packets to be
forwarded.

Examples # Enable the caching function of the IPv6 FIB.

<Sysname> system-view
[Sysname] ipvé fibcache all

ipv6 fib-loadbalance-type hash-based

Syntax

View

Parameters

ipv6 fib-loadbalance-type hash-based

undo ipv6 fib-loadbalance-type hash-based
System view

None
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Description

Examples

CHAPTER 26: IPV6 BASICS CONFIGURATION COMMANDS

Use the ipv6 fib-loadbalance-type hash-based command to specify the load
sharing mode based on the HASH algorithm for packet forwarding.

Use the undo ipv6 fib-loadbalance-type hash-based command to restore the
load sharing mode to the default.

By default, the load sharing based on polling is adopted, that is, each equal cost
multi-path (ECMP) route is used in turn to forward packets.

# Specify the load sharing mode based on the HASH algorithm for packet
forwarding.

<Sysname> system-view
[Sysname] ipvé fib-loadbalance-type hash-based

ipv6 host

Syntax

View

Parameters

Description

Examples

ipv6 host hostname ipv6-address

undo ipv6 host hosthame [ ipv6-address |

System view

hostname: Host name, a character string containing letters, numerals, "_", "-", or

." and must contain at least one letter.

ipv6-address: IPv6 address.

Use the ipv6 host command to configure the mappings between host names and
IPv6 addresses.

Use the undo ipv6 host command to remove the mappings between host names
and IPv6 addresses.

Each host name can correspond to only one IPv6 address.

# Configure the mapping between a host name and an IPv6 address.

<Sysname> system-view
[Sysname] ipvé host aaa 2001::1

ipv6 icmp-error

Syntax

View

Parameters

ipv6 icmp-error { bucket bucket-size | ratelimit interval } *

undo ipv6 icmp-error
System view

bucket-size: Number of tokens in a token bucket.
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interval: Update period of the token bucket in milliseconds. The update period
"0" indicates that the number of ICMPv6 error packets sent is not restricted.

Use the ipv6 icmp-error command to configure the maximum number of ICMPv6
error packets that can be sent within the specified period.

Use the undo ipv6 icmp-error command to restore the default size and update
period of the token bucket.

By default, the size is 10 and the update period is 100 milliseconds. That is, at
most 10 IPv6 ICMP error packets can be sent within these 100 milliseconds.

# Set the capacity of the token bucket to 50 and the update period to 100
milliseconds.

<Sysname> system-view
[Sysname] ipvé icmp-error bucket 50 ratelimit 100

ipvé mtu (Interface view)

Syntax

View
Parameters

Description

Examples

ipv6 mtu mtu-size

undo ipv6 mtu
Interface view
mtu-size: Size of the maximum transmission units (MTUs) of an interface in bytes.

Use the ipv6 mtu command to set the MTU of IPv6 packets sent over an interface.

Use the undo ipv6 mtu command to restore the default.

# Set the MTU of IPv6 packets sent over the interface VLAN-interface 12 to 1,280
bytes.
<Sysname> system-view

[Sysname] interface vlan-interface 12
[Sysname-Vlan-interfacel2] ipvé mtu 1280

ipvé nd autoconfig managed-address-flag

Syntax

View

Parameters

ipv6 nd autoconfig managed-address-flag

undo ipv6 nd autoconfig managed-address-flag
Interface view

None
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Description

Examples

Use the ipv6 nd autoconfig managed-address-flag command to set the
managed address configuration (M) flag to 1 so that the host can acquire an IPv6
address through stateful auto-configuration (for example, DHCP server).

Use the undo ipv6 nd autoconfig managed-address-flag command to restore
the M flag to the default value "0" so that the host can acquire an IPv6 address
through stateless auto-configuration.

By default, the M flag is set to 0.

# Configure the host to acquire an IPv6 address through stateful
auto-configuration.

<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-Vlan-interfacel] ipvé nd autoconfig managed-address-flag

ipv6 nd autoconfig other-flag

Syntax

View
Parameters

Description

Examples

ipv6 nd autoconfig other-flag

undo ipv6 nd autoconfig other-flag
Interface view
None

Use the ipv6 nd autoconfig other-flag command to set the other stateful
configuration flag (O) flag to 1 so that the host can acquire information other than
IPv6 address through stateful auto-configuration (for example, DHCP server).

Use the undo ipv6 nd autoconfig other-flag command to remove the setting so
that the host can acquire other information through stateless auto-configuration.

By default, the O flag is set to 0.

# Configure the host to acquire information other than IPv6 address through
stateless auto-configuration.

<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-Vlan-interfacel] undo ipv6é nd autoconfig other-flag

ipv6 nd dad attempts

Syntax

View

ipv6 nd dad attempts value

undo ipv6 nd dad attempts

Interface view



Parameters

Description

Examples

313

value: Number of attempts to send a neighbor solicitation message for DAD. The
default value is 1. When it is set to 0, the DAD is disabled.

Use the ipv6 nd dad attempts command to configure the number of attempts to
send a neighbor solicitation message for DAD.

Use the undo ipv6 nd dad attempts command to restore the default.

By default, the number of attempts to send a neighbor solicitation message for
DAD is 1.

# Set the number of attempts to send a neighbor solicitation message for DAD to
20.

<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-Vlan-interfacel] ipvé nd dad attempts 20

ipv6 nd hop-limit

Syntax

View

Parameters

Description

Examples

ipv6 nd hop-limit value

undo ipv6 nd hop-limit
System view

value: Number of hops. When it is set to 0, the Cur Hop Limit field in RA messages
sent by the device is 0. That is, the number of hops is determined by the host
itself, but not specified by the device.

Use the ipv6 nd hop-limit command to configure the hop limit advertised by the
device.

Use the undo ipv6 nd hop-limit command to restore the default.

By default, the hop limit advertised by the device is 64.

# Set the hop limit advertised by the device to 100.

<Sysname> system-view
[Sysname] ipvé nd hop-limit 100

ipv6 nd ns retrans-timer

Syntax

View

ipv6 nd ns retrans-timer value

undo ipv6 nd ns retrans-timer

Interface view
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Parameters

Description

Examples

value: Interval for sending NS messages in milliseconds.

Use the ipv6 nd ns retrans-timer command to set the interval for sending NS
messages. The local interface sends NS messages at intervals of this value.
Furthermore, the Retrans Timer field in RA messages sent by the local interface is
equal to this value.

Use the undo ipv6 nd ns retrans-timer command to restore the default interval.

By default, the local interface sends NS messages at intervals of 1,000 milliseconds
and the Retrans Timer field in RA messages sent by the local interface is 0.

# Specify Vlan-interface100 to send NS messages at intervals of 10,000
milliseconds.

<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-Vlan-interfacel] ipvé nd ns retrans-timer 10000

ipv6 nd nud reachable-time

Syntax

View
Parameters

Description

Examples

ipv6 nd nud reachable-time value

undo ipv6 nd nud reachable-time
Interface view
value: Neighbor reachable time in milliseconds.

Use the ipv6 nd nud reachable-time command to configure the neighbor
reachable time on an interface. This time value serves as not only the neighbor
reachable time on the local interface, but also the value of the Reachable Timer
field in RA messages sent by the local interface.

Use the undo ipv6 nd nud reachable-time command to restore the default
neighbor reachable time and to specify the value of the Reachable Timer field in
RA messages as 0 so that the number of hops is determined by the host itself, but
not specified by the device.

By default, the neighbor reachable time on the local interface is 30,000
milliseconds and the Reachable Timer field in RA messages is O.

# Set the neighbor reachable time on the interface VLAN-interface 1 to 10,000
milliseconds.

<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-Vlan-interfacel] ipvé nd nud reachable-time 10000
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ipv6 nd ra halt

Syntax

View
Parameters

Description

Examples

ipv6 nd ra halt

undo ipv6 nd ra halt
Interface view
None

Use the ipv6 nd ra halt command to suppress RA messages.
Use the undo ipv6 nd ra halt command to disable the RA message suppression.
By default, RA messages are suppressed.

# Suppress RA messages on the interface VLAN-interface 1.

<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-Vlan-interfacel] ipvé nd ra halt

ipv6 nd ra interval

Syntax

View

Parameters

Description

ipv6 nd ra interval max-interval-value min-interval-value

undo ipv6 nd ra interval
Interface view

max-interval-value: Maximum interval for advertising RA messages in seconds.

min-interval-value: Minimum interval for advertising RA messages in seconds.

Use the ipv6 nd ra interval command to set the maximum and minimum interval
for advertising RA messages. The device advertises RA messages at intervals of a
random value between the maximum interval and the minimum interval.

Use the undo ipv6 nd ra interval command to restore the default.

By default, the maximum interval between RA messages is 600 seconds, and the
minimum interval is 200 seconds.

Note the following:

m | The minimum interval should be three-fourths of the maximum interval or
less.

m | The maximum interval for sending RA messages should be less than or equal
to the router lifetime in RA messages.
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Examples

# Set the maximum interval for advertising RA messages to 1,000 seconds and the
minimum interval to 700 seconds.

<Sysname> system-view
[Sysname] interface vlan-interface 100
[Sysname-Vlan-interfacel00] ipvé nd ra interval 1000 700

ipv6 nd ra prefix

Syntax

View

Parameters

Description

Examples

ipv6 nd ra prefix { ipv6-address prefix-length | ipv6-address/prefix-length }
valid-lifetime preferred-lifetime [ no-autoconfig | off-link | *

undo ipv6 nd ra prefix ipv6-prefix
Interface view

ipv6-address: IPv6 address or IPv6 address prefix.
prefix-length: Prefix length of an IPv6 address.
ipv6-prefix: IPv6 address prefix.

valid-lifetime: Valid lifetime of a prefix in seconds.

preferred-lifetime: Preferred lifetime of a prefix used for stateless
auto-configuration in seconds.

no-autoconfig: Specifies a prefix not to be used for stateless auto-configuration.
If this keyword is not provided, the prefix is used for stateless auto-configuration.

off-link: Specifies the address with the prefix not to be directly reachable on the
link. If this keyword is not provided, the address with the prefix is directly
reachable on the link.

Use the ipv6 nd ra prefix command to configure the prefix information in RA
messages.

Use the undo ipv6 nd ra prefix command to remove the prefix information from
RA messages.

By default, no prefix information is configured in RA messages and the IPv6
address of the interface is used as the prefix information.

# Configure the prefix information for RA messages on the interface
VLAN-interface 100.

<Sysname> system-view

[Sysname] interface vlan-interface 100

[Sysname-Vlan-interfacel00] ipvé nd ra prefix 2001:10::100/64 100 10
[Sysname-Ethernetl/0] ipvé nd ra prefix 2001:10::100/64 100 10
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ipv6 nd ra router-lifetime

Syntax ipv6 nd ra router-lifetime value
undo ipv6 nd ra router-lifetime
View Interface view

Parameters value: Routing device lifetime in seconds. When it is set to 0, the device does not
serve as the default routing device.

Description  Use the ipv6 nd ra router-lifetime command to configure the routing device
lifetime in RA messages.
Use the undo ipv6 nd ra router-lifetime command to restore the default.
By default, the routing device lifetime in RA messages is 1,800 seconds.
Note that the routing device lifetime in RA messages should be greater than or
equal to the advertising interval.

Examples # Set the routing device lifetime in RA messages on the interface VLAN-interface 1
to 1,000 seconds.
<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-Vlan-interfacel] ipvé nd ra router-lifetime 1000
ipv6 neighbor
Syntax ipv6 neighbor jpv6-address mac-address { vlan-id port-type port-number |
interface interface-type interface-number }
undo ipv6 neighbor jpv6-address interface-type interface-number
View  System view
Parameters /pv6-address: IPv6 address in a static neighbor entry.

mac-address: Link layer address in a static neighbor entry (48 bits long, in the
format of H-H-H).

vlan-id: VLAN ID in a static neighbor entry.

port-type port-number: Type and number of a Layer 2 port in a static neighbor
entry.

interface-type interface-number: Type and number of a Layer 3 interface in a static
neighbor entry.
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Description

Examples

Use the ipv6 neighbor command to configure a static neighbor entry.
Use the undo ipv6 neighbor command to remove a static neighbor entry.

Note that you can adopt the IPv6 address and link layer address of the Layer 3
VLAN interface or those of the VLAN port to configure a static neighbor entry.

m | If astatic neighbor entry is configured by using the first method, the neighbor
entry is in the INCMP state. After the device obtains the corresponding Layer 2
VLAN port information through resolution, the neighbor entry will go into the
REACH state.

m | If a static neighbor entry is configured by using the second method, the
corresponding VLAN interface must exist and the port specified by port-type
port-number must belong to the VLAN specified by vian-id. After a static
neighbor entry is configured, the device will relate the VLAN interface with the
IPv6 address to identify a static neighbor entry uniquely and the entry will be in
the REACH state.

You only need to specify the corresponding VLAN interface before removing a
static neighbor entry.

# Configure a static neighbor entry for layer 2 port Ethernet 4/1/1 of VLAN 1.

<Sysname> system-view
[Sysname] ipvé neighbor 2000::1 fe-e0-89 1 ethernet4/1/1

ipv6 neighbors max-learning-num

Syntax

View

Parameters

Description

Examples

ipv6 neighbors max-learning-num number

undo ipv6 neighbors max-learning-num
Interface view

number: Maximum number of neighbors that can be dynamically learned by an
interface.

Use the ipv6 neighbors max-learning-num command to configure the
maximum number of neighbors that can be dynamically learned on a specified
interface.

Use the undo ipv6 neighbors max-learning-num command to restore the
default.

By default, the maximum number of neighbors that can be dynamically learned on
an interface is 1024.

# Set the maximum number of neighbors that can be dynamically learned on the
interface VLAN-interface 1 to 10.
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<Sysname> system-view
[Sysname] interface vlan-interface 1
[Sysname-Vlan-interfacel] ipvé neighbors max-learning-num 10

ipv6 pathmtu

Syntax

View

Parameters

Description

Examples

ipv6 pathmtu jpv6-address [ value |

undo ipv6 pathmtu jpv6-address
System view

ipv6-address: Specified IPv6 address.

value: PMTU of a specified IPv6 address in bytes.

Use the ipv6 pathmtu command to configure a static PMTU for a specified IPv6
address.

Use the undo ipv6 pathmtu command to remove the PMTU configuration for a
specified IPv6 address.

By default, no static PMTU is configured.

# Configure a static PMTU for a specified IPv6 address.

<Sysname> system-view
[Sysname] ipvé pathmtu fe80::12 1300

ipv6 pathmtu age

Syntax

View
Parameters

Description

Related commands:

ipv6 pathmtu age age-time

undo ipv6 pathmtu age
System view
age-time: Aging time for PMTU in minutes.

Use the ipv6 pathmtu age command to configure the aging time for a dynamic
PMTU.

Use the undo ipv6 pathmtu age command to restore the default.
By default, the aging time is 10 minutes.

Note that the aging time is invalid for a static PMTU.

display ipv6 pathmtu.
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Examples

# Set the aging time for a dynamic PMTU to 40 minutes.

<Sysname> system-view
[Sysname] ipvé pathmtu age 40

reset dns ipv6 dynamic-host

Syntax
View
Parameters

Description

Examples

reset dns ipv6 dynamic-host
User view
None

Use the reset dns ipv6 dynamic-host command to clear IPv6 dynamic domain
name cache information.

# Clear IPv6 dynamic domain name cache information.

<Sysname> reset dns ipvé dynamic-host

reset ipv6 fibcache
Syntax
View

Parameters

Description

Examples

reset ipv6 fibcache { slot-number | all }
User view

slot-number: Slot number.

all: All slots.
Use the reset ipv6 fibcache command to clear IPv6 FIB cache entries.

# Clear FIB cache entries.

<Sysname> reset ipvé fibcache

reset ipv6 neighbors

Syntax

View

Parameters

reset ipv6 neighbors { all | dynamic | interface interface-type interface-number
| slot slot-number | static }

User view

all: Clears the static and dynamic neighbor information on all interfaces.

dynamic: Clears the dynamic neighbor information on all interfaces.
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interface interface-type interface-number: Clears dynamic neighbor information
on a specified interface.

slot slot-number: Clears the dynamic neighbor information on a specified slot.

static: Clears the static neighbor information on all interfaces.

Use the reset ipv6 neighbors command to clear corresponding IPv6 neighbor
information.

# Clear neighbor information on all interfaces.

<Sysname> reset ipvé neighbors all

reset ipv6 pathmtu
Syntax
View

Parameters

Description

Examples

reset ipv6 pathmtu { all | static | dynamic }
User view

all: Clears all PMTUs.
static: Clears all static PMTUs.

dynamic: Clears all dynamic PMTUs.

Use the reset ipv6 pathmtu the command to clear the corresponding PMTU
information.

# Clear all PMTUEs.

<Sysname> reset ipvé pathmtu all

reset ipv6 statistics
Syntax
View
Parameters
Description

Examples

reset ipv6 statistics [ slot slot-number ]

User view

slot number: Slot number.

Use the reset ipv6 statistics command to clear the statistics of IPv6 packets.

# Clear the statistics of IPv6 packets.

<Sysname> reset ipvé statistics
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reset tcp ipv6 statistics
Syntax reset tcp ipv6 statistics
View  User view
Parameters None

Description  Use the reset tcp ipv6 statistics command to clear the statistics of all IPv6 TCP
connections.

Examples # Clear the statistics of all IPv6 TCP connections.

<Sysname> reset tcp ipvé statistics

reset udp ipv6 statistics
Syntax reset udp ipv6 statistics
View  User view
Parameters None

Description  Use the reset udp ipv6 statistics command to clear the statistics of all IPv6 UDP
packets.

Examples # Clear the statistics of all IPv6 UDP packets.

<Sysname> reset udp ipvé statistics

tcp ipv6 timer fin-timeout

Syntax tcp ipv6 timer fin-timeout wait-time

undo tcp ipv6 timer fin-timeout
View  System view
Parameters wait-time: Length of the finwait timer for IPv6 TCP connections in seconds.

Description  Use the tcp ipv6 timer fin-timeout command to set the finwait timer for IPv6
TCP connections.

Use the undo tcp ipv6 timer fin-timeout command to restore the default.

By default, the length of the finwait timer is 675 seconds.
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# Set the finwait timer length of IPv6 TCP connections to 800 seconds.

<Sysname> system-view
[Sysname] tcp ipvé timer fin-timeout 800

tcp ipv6 timer syn-timeout

Syntax

View
Parameters

Description

Examples

tcp ipv6 timer syn-timeout wait-time

undo tcp ipv6 timer syn-timeout
System view
wait-time: Length of the synwait timer for IPv6 TCP connections in seconds.

Use the tcp ipv6 timer syn-timeout command to set the synwait timer for IPv6
TCP connections

Use the undo tcp ipv6 timer syn-timeout command to restore the default.

By default, the length of the synwait timer of IPv6 TCP connections is 75 seconds.

# Set the synwait timer length of IPv6 TCP connections to 100 seconds.

<Sysname> system-view
[Sysname] tcp ipvée timer syn-timeout 100

tcp ipv6 window

Syntax

View
Parameters

Description

Examples

tcp ipv6 window size

undo tcp ipv6 window
System view
size: Size of the IPv6 TCP packet buffer in KB (kilobyte).

Use the tcp ipv6 window command to set the size of the IPv6 TCP packet buffer.
Use the undo tcp ipv6 window command to restore the default.
By default, the size of the IPv6 TCP packet buffer is 8 KB.

# Set the size of the IPv6 TCP packet buffer to 4 KB.

<Sysname> system-view
[Sysname] tcp ipvé window 4
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IP PERFORMANCE CONFIGURATION
COMMANDS

debugging fib errmsg

Syntax

View
Parameters

Description

Examples

debugging fib errmsg

undo debugging fib errmsg
User view
None

Use the debugging fib errmsg command to enable FIB error debugging.
Use the undo debugging fib errmsg command disable FIB error debugging.
By default, FIB error debugging is disabled.

# Enable FIB error debugging.

<Sysname> terminal debugging
<Sysname> debugging fib errmsg

debugging fib synmsg

Syntax

View
Parameters

Description

Examples

debugging fib synmsg
undo debugging fib synmsg

User view
None

Use the debugging fib synmsg command to enable debugging for FIB entry
synchronization information.

Use the undo debugging fib synmsg command to disable debugging for FIB
entry synchronization information.

By default, debugging is disabled for FIB entry synchronization information.

# Enable debugging for FIB entry synchronization information.
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<Sysname> terminal debugging
<Sysname> debugging fib synmsg

debugging fib rtmsg

Syntax

View
Parameters

Description

Examples

debugging fib rtmsg
undo debugging fib rtmsg

User view
None

Use the debugging fib rtmsg command to enable FIB entry operation
debugging.

Use the undo debugging fib rtmsg command to disable FIB entry operation
debugging.

By default, FIB entry operation debugging is disabled.

# Enable FIB entry operation debugging.

<Sysname> terminal debugging
<Sysname> debugging fib rtmsg

debugging ip error

Syntax

View
Parameters

Description

Examples

debugging ip error

undo debugging ip error
User view
None

Use the debugging ip error command to enable IP forwarding error debugging.

Use the undo debugging ip error command to disable IP forwarding error
debugging.

By default, IP forwarding error debugging is disabled.

# Enable IP forwarding error debugging.

<Sysname> terminal debugging
<Sysname> debugging ip error
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debugging ip icmp

Syntax

View
Parameters

Description

Examples

debugging ip icmp

undo debugging ip icmp
User view
None

Use the debugging ip icmp command to enable ICMP debugging.
Use the undo debugging ip icmp command to disable ICMP debugging.

By default, ICMP debugging is disabled.

Table 82 Description on fields of the debugging ip icmp command

Field Description

ICMP Send Operation of sending ICMP packets
ICMP Receive Operation of receiving ICMP packets
Type ICMP packet type

Code ICMP packet code

Src Source IP address

Dst Destination IP address

# Enable ICMP debugging and execute a ping operation.

<Sysname> terminal debugging

<Sysname> debugging ip icmp

<Sysname> ping 10.1.1.2

*Dec 30 11:18:36:659 2006 Sysname IPDBG/7/debug icmp:
ICMP Send: echo(Type=8, Code=0), Dst = 10.1.1.2

// An ICMP packet with destination IP address 10.1.1.2 is sent.

*Dec 30 11:18:37:789 2006 Sysname IPDBG/7/debug icmp:Slot=3;
ICMP Receive: echo-reply(Type=0, Code=0), Src = 10.1.1.2, Dst = 10.1.1.1

/ An ICMP packet with source IP address 10.1.1.2 and destination IP address
10.1.1.1 is received.

debugging ip packet

Syntax

View

debugging ip packet [ acl acl-number ]

undo debugging ip packet

User view
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Parameters acl-number: ACL number, specifying an ACL to match specific IP packets for which
debugging information is displayed.

Description  Use the debugging ip packet command to enable IP packet debugging.
Use the undo debugging ip packet command to disable IP packet debugging.

By default, IP packet debugging is disabled.

Table 83 Description on fields of the debugging ipv6 packet command

Field Description

Sending Operation of sending packets

Receiving Operation of receiving packets

Delivering The packet is delivered from the IP layer to the
upper layer

interface Receiving/transmitting interface

version IP protocol version

headlen Length of the packet header

tos Type of service

pktlen Total length of the packet

pktid Packet identifier

offset Offset

ttl TTL

protocol Protocol

checksum Checksum

s Source IP address

d Destination IP address

prompt Prompt message

Examples # Enable IP packet debugging and execute a ping operation.

<Sysname> terminal debugging

<Sysname> debugging ip packet

<Sysname> ping 10.1.1.2

*Dec 30 11:19:11:661 2006 Sysname IPFWD/7/debug case:

Sending, interface = Vlan-interfacel00, version = 4, headlen =
pktlen = 84, pktid = 2521, offset = 0, ttl = 255, protocol = 1,
checksum = 39883, s = 10.1.1.1, d = 10.1.1.2

prompt: Sending the packet from local at Vlan-interfacel00

20, tos = 0,

// The packet is sent.

*Dec 30 11:19:11:925 2006 Sysname IPFWD/7/debug case:Slot=4;

Receiving, interface = Vlan-interfacel00, version = 4, headlen = 20, tos = 0,
pktlen = 84, pktid = 2525, offset = 0, ttl = 255, protocol = 1,

checksum = 39879, s = 10.1.1.2, d = 10.1.1.1

prompt: Receiving IP packet from Vlan-interfacel00

// The packet is received.

*Dec 30 11:19:12:301 2006 Sysname IPDBG/7/debug case:Slot=4;
Delivering, interface = Vlan-interfacel00, version = 4, headlen = 20
, tos = 0,
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pktlen = 84, pktid = 2525, offset = 0, ttl = 255, protocol = 1,
checksum = 39879, s = 10.1.1.2, d 10.1.1.1
prompt: IP packet is delivering up!

// The received packet is delivered to the upper layer for processing.

debugging tcp event

Syntax

View

Parameters

Description

Examples

debugging tcp event [ task-id socket-id slot-number ]

undo debugging tcp event [ task-id socket-id slot-number |
User view

task-id: Task ID.
socket-id: Socket ID.

slot-number: Slot number.

Use the debugging tcp event command to enable TCP event debugging.
Use the undo debugging tcp event command to disable TCP event debugging.

By default, TCP event debugging is disabled.

Table 84 Description on fields of the debugging tcp event command

Field Description

task Task ID for establishing a TCP connection

socketid Socket ID for establishing a TCP connection

state TCP connection state

received MSS Maximum segment size (MSS) that the peer end
advertises to the local end

LA Local IP address and port number

FA Peer IP address and port number

advertising Maximum segment size that the local end advertises

to the peer end

# Enable telnet server.

<Sysname> system-view
[Sysname] telnet server enable

# Create a VTY user.
[Sysname] user-interface vty 0 4
[Sysname-ui-vty0-4] authentication-mode none

[Sysname-ui-vty0-4] user privilege level 3

# Enable TCP event debugging.
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<Sysname> terminal debugging
<Sysname> debugging tcp event

# Telnet to the local device from another device. The debugging information on
the local device is displayed as follows.

*Dec 30 11:19:50:967 2006 Sysname SOCKET/7/TCP EVENT:
1141227210: task = VTYD(38), socketid = 0,
TCPCB 0x06afl1l204 created

// A TCP control block is created.

*Dec 30 11:19:51:111 2006 Sysname SOCKET/7/TCP EVENT:
1141227210: task = VTYD(38), socketid = 0,
state Closed changed to Listening

// The TCP connection state is changed from Closed to Listening.

*Dec 30 11:19:51:270 2006 Sysname SOCKET/7/TCP EVENT:
1141227210: task = VTYD(38), socketid = 0,

received MSS = 1460,

LA =10.1.1.1:23, FA = 10.1.1.2:1025

// The local end receives the MSS advertised by the peer end.
*Dec 30 11:19:51:460 2006 Sysname SOCKET/7/TCP EVENT:
1141227210: task = VTYD(38), socketid = 0,

state Listening changed to Syn Rcvd

// The TCP connection state is changed from Listening to Syn_Rcvd.
*Dec 30 11:19:51:620 2006 Sysname SOCKET/7/TCP EVENT:
1141227210: task = VIYD(38), socketid = O,
advertising MSS = 1460,

LA = 10.1.1.1:23, FA = 10.1.1.2:1025

// The local end advertises the MSS to the peer end.

*Dec 30 11:19:51:820 2006 Sysname SOCKET/7/TCP EVENT:
1141227210: task = VTYD(38), socketid = 3,

state Syn Rcvd changed to Established

// The TCP connection state is changed from Syn_Rcvd to Established.

debugging tcp md5

Syntax debugging tcp md5

undo debugging tcp md5
View  User view

Parameters None
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Description  Use the debugging tcp md5 command to enable MD5 authentication debugging

for TCP connections.

Use the undo debugging tcp md5 command to disable MD5 authentication
debugging for TCP connections.

By default, MD5 authentication debugging is disabled for TCP connections.

Examples # Enable MD5 authentication debugging for TCP connections.

<Sysname> terminal debugging
<Sysname> debugging tcp md5

debugging tcp packet

Syntax debugging tcp packet [ task-id socket-id slot-number |
undo debugging tcp packet [ task-id socket-id slot-number |
View  User view
Parameters task-id: Task ID.
socket-id: Socket ID.
slot-number: Slot number.
Description  Use the debugging tcp packet command to enable TCP packet debugging.

Examples

Use the undo debugging tcp packet command to disable TCP packet

debugging.

By default, TCP packet debugging is disabled.

Table 85 Description on fields of the debugging tcp packet command

Field Description

task Task ID

socketid Socket ID

state Current TCP connection state
src Source IP address

dst Destination IP address

seq Sequence number

ack Acknowledgement sequence number
optlen Length of packet data

flag Flag bit

window Buffer size

# Enable telnet server.
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<Sysname> system-view
[Sysname] telnet server enable

# Create a VTY user.

[Sysname] user-interface vty 0 4
[Sysname-ui-vty0-4] authentication-mode none
[Sysname-ui-vty0-4] user privilege level 3

# Enable TCP packet debugging.

<Sysname> terminal debugging
<Sysname> debugging tcp packet

# Telnet to the local device from another device. The debugging information on
the local device is displayed as follows.

*Dec 30 11:20:23:347 2006 Sysname SOCKET/7/TCP PACKET:

1141233312: Input: task = VTYD(38), socketid = 1, state = Listening,
src = 10.1.1.2:1026, dst = 10.1.1.1:23,

seq = 948064152, ack = 0, optlen = 4, flag = SYN,

window = 8192

/I A TCP packet is received. The current TCP connection state is Listening.

*Dec 30 11:20:23:630 2006 Sysname SOCKET/7/TCP PACKET:

1141233312: Output: task = VTYD(38), socketid = 0, state = Syn Rcvd,
src = 10.1.1.1:23, dst = 10.1.1.2:1026,

seq = 994298079, ack = 948064153, optlen = 4, flag = ACK SYN,

window = 8192

// A TCP packet is sent. The current TCP connection state is Syn_Rcvd.

debugging udp packet

Syntax

View

Parameters

Description

debugging udp packet [ task-id socket-id slot-number ]

undo debugging udp packet [ task-id socket-id slot-number |
User view

task-id: Task ID.
socket-id: Socket ID.

slot-number: Slot number.

Use the debugging udp packet command to enable UDP packet debugging.

Use the undo debugging udp packet command to disable UDP packet
debugging.

By default, UDP packet debugging is disabled.
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Table 86 Description on fields of the debugging udp packet command

Field Description

task Task ID

socketid Socket ID

src Source IP address and source UDP port number

dst Destination IP address and destination UDP port

number
datalen Data length of the UDP packet
Examples # Enable UDP packet debugging and execute a tftp operation.

<Sysname> terminal debugging

<Sysname> debugging udp packet

<Sysname> tftp 192.168.0.66 get 1.txt

*Aug 3 06:05:25:800 2006 Sysname SOCKET/7/UDP:

1141236065: Output: task = co0(1l), socketid = 1,

src = 192.168.0.62:1025, dst = 192.168.0.66:69, datalen = 14

display fib
Syntax display fib [ | { begin | include | exclude } text | acl acl-number | ip-prefix
ip-prefix-name |
View Any view
Parameters | {begin |include | exclude } text: Displays FIB information in the buffer related

to the specified string according to a regular expression.

= The begin keyword specifies to display from the first FIB entry that contains the
specified string text.

m The include keyword specifies to display only the FIB entries that include the
specified string text.

= The exclude keyword specifies to display only the FIB entries that do not
include the specified string text.

m The text argument is a string.

acl acl-number: Displays FIB information matching a specified ACL numbered from

2000 to 2999.

ip-prefix ip-prefix-name: Displays FIB information matching a specified IP prefix

list, a string of 1 to 19 characters.

Description  Use the display fib command to display FIB forwarding information. If no
parameters are specified, all FIB information will be displayed.
Examples # Display all FIB information.

<Sysname> display fib
FIB Table:
Total number of Routes : 2
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Flag:
U:Useable G:Gateway H:Host B:Blackhole D:Dynamic S:Static
R:Reject L:Generated by ARP or ESIS

Destination/Mask Nexthop Flag TimeStamp Interface Token
127.0.0.0/8 127.0.0.1 U t[1141138116] InLoopO0 invalid
127.0.0.1/32 127.0.0.1 HU t[1141138116] InLoopO invalid

Table 87 Description on fields of the display fib command

Field Description

Total number of Routes Total number of routes in the FIB table
Destination/Mask Destination address/length of mask
Nexthop Address of next hop

Flag Flags of routes:

= U"-Usable route

s G"-Gateway route

s H"-Host route

= B"-Blackhole route

s D"-Dynamic route

= S"-Static route

= R"-Refused route

= L"-Route generated by ARP or ESIS

TimeStamp Time stamp
Interface Forwarding interface
Token LSP index number

# Display FIB information matching ACL 2000

<Sysname> system-view
[Sysname] acl number 2000
[Sysname-acl-basic-2000] rule permit source 10.2.0.0 0.0.255.255
[Sysname-acl-basic-2000] display fib acl 2000
Route entry matched by access-list 2000:
Summary counts: 1
Flag:
U:Useable G:Gateway H:Host B:Blackhole D:Dynamic S:Static
R:Reject L:Generated by ARP or ESIS
Destination/Mask Nexthop Flag TimeStamp Interface Token
10.2.1.1/32 127.0.0.1 HU t[1150900568] InLoopO0 invalid

# Display all entries starting from the one that contains the string "127".

<Sysname> display fib | begin 127

Flag:
U:Useable G:Gateway H:Host B:Blackhole D:Dynamic S:Static
R:Reject L:Generated by ARP or ESIS

Destination/Mask Nexthop Flag TimeStamp Interface Token
10.2.1.1/32 127.0.0.1 HU t[1150900568] InLoopO invalid
127.0.0.0/8 127.0.0.1 U t[1150623094] InLoopO0 invalid
127.0.0.1/32 127.0.0.1 HU t[1150623094] InLoopO0 invalid

For description about the above output, refer to Table 87.
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display fib ip-address

Syntax

View

Parameters

Description

Examples

display fib ijp-addressT [ { mask1 | mask-length1 } [ ip-address2 { mask2 |
mask-length2 } | longer | | longer ]

Any view

ip-address1, ip-address2: Destination IP address, in dotted decimal notation.
ip-address1 and ip-address2 together determine an address range for the FIB
entries to be displayed.

mask1, mask2: IP address mask.
mask-length1, mask-length2: Length of IP address mask.

longer: Displays FIB entries that match the specified address/mask and have
masks longer than or equal to the mask that a user enters. If no masks are
specified, FIB entries that match the natural network address and have the masks
longer than or equal to the natural mask will be displayed.

Use the display fib jp-address command to display FIB entries that match the
specified destination IP address.

# Display the FIB entries that match the natural network of 10.1.0.0 and have the
masks longer than or equal to the natural mask.

<Sysname> display fib 10.1.0.0 longer

Route Entry Count: 1

Flag:

U:Useable G:Gateway H:Host B:Blackhole

R:Reject L:Generated by ARP or ESIS
Destination/Mask Nexthop Flag TimeStamp
10.1.1.1/32 127.0.0.1 HU £[1141140133] InLoop0

D:Dynamic S:Static

Interface Token

invalid

For description about the above output, refer to Table 87.

display fib statistics
Syntax
View
Parameters
Description

Examples

display fib statistics

Any view

None

Use the display fib statistics command to display statistics about the FIB entries.

# Display statistics about the FIB entries.

<Sysname> display fib statistics
Route Entry Count 2
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Table 88 Description on fields of the display fib statistics command

Field Description

Route Entry Count Number of FIB entries

display icmp statistics
Syntax
View
Parameters
Description

Related commands:

Examples

display icmp statistics [ slot slot-number |

Any view

slot-number: Number of a slot.

Use the display icmp statistics command to display ICMP statistics.

display ip interface (in /P Addressing Commands of IP Services Volume) and
reset ip statistics.

# Display ICMP statistics.

<Sysname> display icmp statistics

Input: bad formats 0 bad checksum
echo 5 destination unreachable
source quench 0 redirects
echo reply 10 parameter problem
timestamp 0 information request
mask requests 0 mask replies
time exceeded 0

Output :echo 10 destination unreachable
source quench 0 redirects
echo reply 5 parameter problem
timestamp 0 information reply
mask requests 0 mask replies
time exceeded 0

Table 89 Description on fields of the display icmp statistics command

O O O O O o

Field Description

bad formats Number of input wrong format packets

bad checksum Number of input wrong checksum packets

echo Number of input/output echo packets

destination unreachable Number of input/output destination unreachable
packets

source quench Number of input/output source quench packets

redirects Number of input/output redirection packets

echo reply Number of input/output replies

parameter problem Number of input/output parameter problem packets

timestamp Number of input/output time stamp packets

information request Number of input information request packets

mask requests Number of input/output mask requests
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Table 89 Description on fields of the display icmp statistics command

Field Description

mask replies Number of input/output mask replies
information reply Number of output information reply packets
time exceeded Number of input/output expiration packets

display ip socket
Syntax display ip socket [ socktype sock-type | [ task-id socket-id | [ slot slot-number ]
View Any view

Parameters sock-type: Type of socket, in the range of 1 to 3, corresponding to TCP, UDP and
raw IP respectively.

task-id: Task ID.
socket-id: Socket ID.

slot-number: Slot number.
Description  Use the display ip socket command to display socket information.

Examples # Display all socket information.

<Sysname> display ip socket

SOCK_STREAM:

Task = LDP(89), socketid = 2, Proto = 6,

LA = 0.0.0.0:646, FA = 0.0.0.0:0,

sndbuf = 8192, rcvbuf = 8192, sb cc = 0, rb cc = 0,

socket option = SO_ACCEPTCONN SO REUSEADDR SO REUSEPORT SO_SENDVPNID(0),
socket state = SS PRIV SS_ASYNC

SOCK_DGRAM:

Task = DHCP(59), socketid = 2, Proto = 17,

LA =0.0.0.0:67, FA = 0.0.0.0:0,

sndbuf = 9216, rcvbuf = 41600, sb cc = 0, rb cc = 0,
socket option = SO_BROADCAST SO_REUSEPORT SO_UDPCHECKSUM,
socket state = SS_PRIV SS_ASYNC

Task = LDP(89), socketid = 1, Proto = 17,

LA = 0.0.0.0:646, FA = 0.0.0.0:0,

sndbuf = 9216, rcvbuf = 41600, sb cc = 0, rb cc = 0,

socket option = SO_REUSEADDR SO_UDPCHECKSUM SO_SENDVPNID(0),
socket state = SS_PRIV SS_ASYNC

Task = RDSO(74), socketid = 1, Proto = 17,

LA =0.0.0.0:1024, FA = 0.0.0.0:0,

sndbuf = 9216, rcvbuf = 41600, sb cc = 0, rb cc = 0,
socket option = SO _UDPCHECKSUM,

socket state = SS_PRIV

Task = LSSO(72), socketid = 1, Proto = 17,

LA =0.0.0.0:1645, FA = 0.0.0.0:0,

sndbuf = 9216, rcvbuf = 41600, sb cc = 0, rb_cc = 0,
socket option = SO_UDPCHECKSUM,
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socket state = SS PRIV

Task = LSSO(72), socketid = 2, Proto = 17,

LA = 0.0.0.0:1646, FA = 0.0.0.0:0,

sndbuf = 9216, rcvbuf = 41600, sb_cc = 0, rb cc = 0,
socket option = SO_UDPCHECKSUM,

socket state = SS_PRIV

SOCK_RAW:

Task = DHCP(59), socketid = 1, Proto = 1,

LA =0.0.0.0, FA = 0.0.0.0,

sndbuf = 8192, rcvbuf = 8192, sb cc = 0, rb _cc = 0,
socket option = 0,

socket state = SS PRIV SS ASYNC

Task = ROUT (83), socketid = 2, Proto = 65,

LA = 0.0.0.0, FA = 0.0.0.0,

sndbuf = 32767, rcvbuf = 256000, sb_cc = 0, rb cc = 0,
socket option = 0,

socket state = SS PRIV SS NBIO SS ASYNC

Task = ROUT (83), socketid = 1, Proto = 2,

LA =0.0.0.0, FA = 0.0.0.0,

sndbuf = 32767, rcvbuf = 256000, sb_cc = 0, rb cc = 0,
socket option = SO_SENDVPNID(0),

socket state = SS_ PRIV SS NBIO SS ASYNC

Task = RSVP(88), socketid = 1, Proto = 46,

LA =0.0.0.0, FA = 0.0.0.0,

sndbuf = 4194304, rcvbuf = 4194304, sb cc = 0, rb cc = 0,
socket option = 0,

socket state = SS_ PRIV SS NBIO SS ASYNC

Table 90 Description on fields of

the display ip socket command

Field Description

SOCK_STREAM TCP socket

SOCK_DGRAM UDP socket

SOCK_RAW raw IP socket

Task Task number

Socketid Socket ID

Proto Protocol number of the socket

LA Local address and local port number

FA Remote address and remote port number

Sndbuf sending buffer size of the socket

Revbuf receiving buffer size of the socket

sb_cc Current data size in the sending buffer (It is available only
for TCP that can buffer data)

rb_cc Data size currently in the receiving buffer

socket option
socket state

Socket option
Socket state

display ip statistics

Syntax

display ip statistics [ slot slot-number ]
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View Any view
Parameters slot-number: Slot number.
Description  Use the display ip statistics command to display statistics of IP packets.

Related commands: display ip interface (in /P Addressing Commands of IP Services Volume) and

reset ip statistics.

Examples # Display statistics of IP packets.
<Sysname> display ip statistics
Input: sum 0 local 0
bad protocol 0 bad format 0
bad checksum 0 bad options 0
Output: forwarding 0 local 1
dropped 0 no route 1
compress fails 0
Fragment : input 0 output 0
dropped 0
fragmented 0 couldn’t fragment 0
Reassembling: sum 0 timeouts 0

Table 91 Description on fields of the display ip statistics command

Field Description
Input: sum Total number of packets received
local Total number of packets with destination being
local
bad protocol Total number of unknown protocol packets
bad format Total number of packets with incorrect format
bad checksum Total number of packets with incorrect
checksum
bad options Total number of packets with incorrect option
Output: forwarding Total number of packets forwarded
local Total number of packets sent from the local
dropped Total number of packets discarded
no route Total number of packets for which no route is
available
compress fails Total number of packets failed to compress
Fragment: input Total number of fragments received
output Total number of fragments sent
dropped Total number of fragments dropped
fragmented Total number of packets successfully

Reassembling

couldn’t fragment

sum

timeouts

fragmented

Total number of packets that can't be
fragmented

Total number of packets reassembled

Total number of reassembly timeout fragments
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display tcp statistics
Syntax
View
Parameters
Description
Related commands:

Examples

display tcp statistics

Any view

None

Use the display tcp statistics command to display statistics of TCP traffic.
display tcp status and reset tcp statistics.

# Display statistics of TCP traffic.

<Sysname> display tcp statistics
Received packets:
Total: O
packets in sequence: 0 (0 bytes)
window probe packets: 0, window update packets: 0
checksum error: 0, offset error: 0, short error: 0

duplicate packets: 0 (0 bytes), partially duplicate packets: 0 (0 bytes)
out-of-order packets: 0 (0 bytes)

packets of data after window: 0 (0 bytes)

packets received after close: 0

ACK packets: 0 (0 bytes)
duplicate ACK packets: 0, too much ACK packets: 0

Sent packets:
Total: O
urgent packets: 0
control packets: 0 (including 0 RST)
window probe packets: 0, window update packets: 0

data packets: 0
ACK-only packets: 0

(0 bytes) data packets retransmitted: 0
(0 delayed)

(0 bytes)

Retransmitted timeout: 0, connections dropped in retransmitted timeout: 0
Keepalive timeout: 0, keepalive probe: 0, Keepalive timeout, so connections disco
nnected : 0

Initiated connections: 0, accepted connections: 0, established connections: 0
Closed connections: 0 (dropped: 0, initiated dropped: 0)

Packets dropped with MD5 authentication: 0

Packets permitted with MD5 authentication: 0
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Table 92 Description on fields of the display tcp statistics command

Field

Description

Received packets: Total
packets in sequence
window probe packets
window update packets
checksum error
offset error

short error
duplicate packets

partially duplicate
packets

out-of-order packets

packets of data after
window

packets received after
close

ACK packets

duplicate ACK packets
too much ACK packets
Total

urgent packets

Sent packets:

control packets

window probe packets

window update packets
data packets

data packets
retransmitted

ACK-only packets: 40

Retransmitted timeout

connections dropped in retransmitted
timeout

Keepalive timeout
keepalive probe

Keepalive timeout, so connections
disconnected

Initiated connections
accepted connections
established connections
Closed connections

Total number of packets received

Number of packets arriving in sequence
Number of window probe packets received
Number of window update packets received
Number of checksum error packets received
Number of offset error packets received

Number of received packets with length being
too small

Number of completely duplicate packets
received

Number of partially duplicate packets received

Number of out-of-order packets received

Number of packets outside the receiving
window

Number of packets that arrived after connection
is closed

Number of ACK packets received

Number of duplicate ACK packets received
Number of ACK packets for data unsent
Total number of packets sent

Number of urgent packets sent

Number of control packets sent

Number of window probe packets sent; in the
brackets are resent packets

Number of window update packets sent
Number of data packets sent

Number of data packets retransmitted

Number of ACK packets sent; in brackets are
delayed ACK packets

Number of retransmission timer timeouts

Number of connections broken due to
retransmission timeouts

Number of keepalive timer timeouts
Number of keepalive probe packets sent

Number of connections broken due to keepalive
probe failures

Number of connections initiated
Number of connections accepted
Number of connections established

Number of connections closed; in brackets are
connections closed accidentally (before
receiving SYN from the peer) and connections
closed initiatively (after receiving SYN from the
peer)



342  CHAPTER 27: IP PERFORMANCE CONFIGURATION COMMANDS

Table 92 Description on fields of the display tcp statistics command

Field Description

Number of packets dropped with MD5
authentication

Packets dropped with MD5 authentication

Number of packets permitted with MD5
authentication

Packets permitted with MD5 authentication

display tcp status
Syntax
View
Parameters

Description

Examples

display tcp status
Any view
None

Use the display tcp status command to display status of all TCP connection for
monitoring TCP connections.

# Display status of all TCP connections

<Sysname> display tcp status
*: TCP MD5 Connection

TCPCB Local Add:port Foreign Add:port State
0690bac4 0.0.0.0:646 0.0.0.0:0 Listening
Table 93 Description on fields of the display tcp status command
Field Description
* If the status information of a TCP connection contains *, the TCP
adopts the MD5 algorithm for authentication.
TCPCB TCP control block

Local Add:port
Foreign Add:port
State

Local IP address and port number
Remote IP address and port number

State of the TCP connection

display udp statistics
Syntax
View
Parameters
Description
Related commands:

Examples

display udp statistics

Any view

None

Use the display udp statistics command to display statistics of UDP packets.
reset udp statistics.

# Display statistics of UDP packets.



<Sysname> display udp statistics
Received packets:
Total: O
checksum error: 0
shorter than header: 0,
unicast (no socket on port): 0
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data length larger than packet: 0

broadcast/multicast (no socket on port): 0

not delivered,

input packets missing pcb cache:
Sent packets:

Total: 1

input socket full:

0

Table 94 Description on fields of the display udp statistics command

Table 95  Field Description
Received Total Total number of UDP packets received
packet: checksum error Total number of packets with incorrect
checksum
shorter than header Number of packets with data shorter
than head
data length larger than packet Number of packets with data longer
than packet
unicast(no socket on port) Number of unicast packets with no
socket on port
broadcast/multicast(no socket on port)  Number of broadcast/multicast packets
without socket on port
not delivered, input socket full Number of packets not delivered to
upper layer due to socket buffer being
full
input packets missing pcb cache Number of packets without matching
PCB cache
Sent Total Total number of UDP packets sent
packet:

ip forward-broadcast (interface view)

Syntax ip forward-broadcast [ acl ac/-number ]
undo ip forward-broadcast
View VLAN/POS/tunnel interface view
Parameters acl-number: Number of an ACL from 2000 to 3999. From 2000 to 2999 are
numbers for basic ACLs, and from 3000 to 3999 are numbers for advanced ACLs.
Only directed broadcasts permitted by the ACL can be forwarded.
Description  Use the ip forward-broadcast command to enable the interface to forward

directed broadcasts.

Use the undo ip forward-broadcast command to disable an interface from
forwarding directed broadcasts.

By default, an interface is disabled from forwarding directed broadcasts.
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Examples # Allow VLAN interface2 to forward directed broadcasts permitted by ACL 2001.

<Sysname> system-view
[Sysname] interface vlan-interface 2
[Sysname-Vlan-interface2] ip forward-broadcast acl 2001

ip forward-broadcast (system view)

Syntax ip forward-broadcast

undo ip forward-broadcast
View  System view
Parameters None

Description  Use the ip forward-broadcast command to enable the device to forward
directed broadcasts.

Use the undo ip forward-broadcast command to disable the device from
forwarding directed broadcasts.

By default, the device is disabled from forwarding directed broadcasts in system
view.

Examples # Enable the device to forward directed broadcasts in system view.

<Sysname> system-view
[Sysname] ip forward-broadcast

ip redirects enable

Syntax ip redirects enable

undo ip redirects
View  System view
Parameters None

Description  Use the ip redirects enable command to allow sending ICMP redirection packets.
Use the undo ip redirects command to disable sending ICMP redirection packets.

This feature is enabled by default.

Examples # Disable sending ICMP redirection packets.

<Sysname> system-view
[Sysname] undo ip redirects
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ip ttl-expires enable

Syntax

View
Parameters

Description

Examples

ip ttl-expires enable

undo ip ttl-expires
System view
None

Use the ip ttl-expires enable command to enable the sending of ICMP timeout
packets.

Use the undo ip ttl-expires command to disable sending ICMP timeout packets.
Sending ICMP timeout packets is enabled by default.

If the feature is disabled, the device will not send TTL timeout ICMP packets, but
still send "reassembly timeout" ICMP packets.

# Disable sending ICMP timeout packets.

<Sysname> system-view
[Sysname] undo ip ttl-expires

ip unreachables enable

Syntax

View
Parameters

Description

Examples

ip unreachables enable

undo ip unreachables
System view
None

Use the ip unreachables enable command to enable the sending of ICMP
destination unreachable packets.

Use the undo ip unreachables command to disable sending ICMP destination
unreachable packets.

Sending ICMP destination unreachable packets is enabled by default.
If the feature is disabled, the device will not send network unreachable and source

route failure ICMP packets, but still send other destination unreachable ICMP
packets.

# Disable sending ICMP destination unreachable packets.
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<Sysname> system-view
[Sysname] undo ip unreachables

reset ip statistics
Syntax
View
Parameters
Description

Related commands:

Examples

reset ip statistics [ slot slot-number ]

User view

slot slot-number: Clears IP packet statistics on the specified slot.
Use the reset ip statistics command to clear statistics of IP packets.

display ip interface (in /P Addressing Commands of IP Services Volume) and
display ip statistics.

# Clear statistics of IP packets.

<Sysname> reset ip statistics

reset tcp statistics
Syntax
View
Parameters
Description
Related commands:

Examples

reset tcp statistics

User view

None

Use the reset tcp statistics command to clear statistics of TCP traffic.
display tcp statistics.

# Display statistics of TCP traffic.

<Sysname> reset tcp statistics

reset udp statistics
Syntax
View
Parameters

Description

reset udp statistics
User view
None

Use the reset udp statistics command to clear statistics of UDP traffic.
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Examples # Display statistics of UDP traffic.
<Sysname> reset udp statistics
tcp mss
Syntax tcp mss value
undo tcp mss
View POS/tunnel interface view
Parameters value: TCP maximum segment size (MSS) in bytes.
Description  Use the tcp mss command to configure the TCP MSS.
Use the undo tcp mss command to restore the default.
As the default MTU on an interface is 1500 bytes, and there are link layer cost and
IP packet header, so the recommended TCP MSS is about 1,200 bytes.
By default, the TCP MSS is 1,460 bytes.
Examples # Set the TCP MSS to 1300 bytes on interface POS4/1/4.

<Sysname> system-view
[Sysname] interface pos 4/1/4
[Sysname-Pos4/1/4] tcp mss 1300

tcp timer fin-timeout

Syntax

View
Parameters

Description

tcp timer fin-timeout time-value

undo tcp timer fin-timeout
System view
time-value: Length of the TCP finwait timer in seconds.

Use the tcp timer fin-timeout command to configure the length of the TCP
finwait timer.

Use the undo tcp timer fin-timeout command to restore the default.
By default, the length of the finwait timer is 675 seconds.

Note that the actual length of the finwait timer is determined by the following
formula:
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Related commands:

Examples

CHAPTER 27: IP PERFORMANCE CONFIGURATION COMMANDS

Actual length of the finwait timer = (Configured length of the finwait timer - 75) +

configured length of the synwait timer
tcp timer syn-timeout and tcp window.
# Set the length of the TCP finwait timer to 800 seconds.

<Sysname> system-view
[Sysname] tcp timer fin-timeout 800

tcp timer syn-timeout

Syntax

View
Parameters

Description

Related commands:

tcp timer syn-timeout time-value

undo tcp timer syn-timeout
System view
time-value: Length of the TCP finwait timer in seconds.

Use the tcp timer syn-timeout command to configure the length of the TCP
synwait timer.

Use the undo tcp timer syn-timeout command to restore the default.

By default, the length of the TCP synwait timer is 75 seconds.

tcp timer fin-timeout and tcp window.

Examples # Set the length of the TCP synwait timer to 80 seconds.
<Sysname> system-view
[Sysname] tcp timer syn-timeout 80
tcp window
Syntax tcp window window-size
undo tcp window
View  System view
Parameters window-size: Receiving/sending buffer size of TCP connection in KB.
Description  Use the tcp window command to configure the receiving/sending buffer size of

TCP connection.

Use the undo tcp window command to restore the default.
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The TCP receiving/sending buffer is 8 KB by default.
Related commands: tcp timer fin-timeout and tcp timer syn-timeout.

Examples # Configure the receiving/sending buffer of TCP connection as 3 KB.

<Sysname> system-view
[Sysname] tcp window 3
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ROUTING PoOLICY CONFIGURATION
COMMANDS

apply as-path

Syntax

View

Parameters

Description

Examples

apply as-path as-number&<1-10> [ replace ]

undo apply as-path
Routing policy view

as-number: Autonomous system number.
&<1-10>: Indicates you can enter as-number up to 10 times.

replace: Replaces the original AS number.

Use the apply as-path command to apply the specified AS numbers to BGP
routes.

Use the undo apply as-path command to remove the clause configuration.
No AS_PATH attribute is set by default.

With the replace keyword, using the apply as-path command replaces the
original AS_PATH attribute with specified AS numbers. Without the replace
keyword, using this command adds the specified AS numbers before the original
AS_PATH attribute.

# Create routing policy "policy1" with node 10, matching mode as permit. If BGP
routing information matches AS-path-ACL 1, add AS number 200 before the
original AS_PATH attribute.

<Sysname> system-view

[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match as-path 1
[Sysname-route-policy] apply as-path 200

apply comm-list delete

Syntax

apply comme-list comm-list-number delete

undo apply comm-list
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View

Parameters

Description

Examples

Routing policy view

comm-list-number: Community list number. The basic community list number
ranges from 1 to 99. The advanced community list number ranges from 100 to
199.

Use the apply comm-list delete command to remove community attributes in
BGP routing information specified by the community list.

Use the undo apply comm-list command to remove the clause configuration.

No community attributes are removed by default.

# Create routing policy "policy1" with node 10, matching mode as permit. If BGP
routing information matches AS-path-ACL 1, remove community attributes
specified in community list 1.

<Sysname> system-view

[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match as-path 1
[Sysname-route-policy] apply comm-list 1 delete

apply community

Syntax

View

Parameters

apply community { none | additive | { community-number&<1-16> |
aa:nn&<1-16> | internet | no-export-subconfed | no-export | no-advertise } *
[ additive | }

undo apply community
Routing policy view

none: Removes community attributes of BGP routes.

community-number: Community sequence number.

aa:nn: Community number.

&<1-16>: Indicates the argument before it can be entered up to 16 times.

internet: Sets the internet community attribute for matched BGP routes. Routes
with this attribute are advertised to all BGP peers.

no-export-subconfed: Sets the no-export-subconfed community attribute for
matched BGP routes. Routes with this attribute are not advertised out the sub
autonomous system.

no-advertise: Sets the no-advertise community attribute for matched BGP
routes. Routes with this attribute are not advertised to any peers.
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no-export: Sets the no-export community attribute for matched BGP routes.
Routes with this attribute are not advertised out the autonomous system or
confederation, but can be advertised to other sub ASs in the confederation.

additive: Adds the specified community attribute to the original community
attribute of a matched BGP route.

Use the apply community command to set the specified community attribute for
BGP routes.

Use the undo apply community command to remove the apply clause.

No community attribute is set by default.

ip community-list, if-match community, route-policy.

Examples # Create routing policy "setcommunity" with node 16 with matching mode as
permit. Set the no-export community attribute for BGP routes passing
AS-path-ACL 8.
<Sysname> system-view
[Sysname] route-policy setcommunity permit node 16
[Sysname-route-policy] if-match as-path 8
[Sysname-route-policy] apply community no-export
apply cost
Syntax apply cost [ + | - ] value
undo apply cost
View Routing policy view

Parameters +: Increases cost value.
+: Decreases cost value.
cost: Cost for routing information.

Description  Use the apply cost command to set a cost for routing information.

Related commands:

Examples

Use the undo apply cost command to remove the clause configuration.

No cost is set for routing information by default.

if-match interface, if-match acl, if-match ip-prefix, if-match ip next-hop,
if-match cost, if-match tag, route-policy, apply ip-address next-hop, apply
local-preference, apply origin and apply tag.

# Create routing policy "policy1" with node 10, matching mode as permit. If a
route matches the outbound Vlan-interface100, set the cost for the route to 120.
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<Sysname> system-view

[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match interface vlan-interface 100
[Sysname-route-policy] apply cost 120

apply cost-type

Syntax apply cost-type { external | internal | type-1 | type-2 }

undo apply cost-type
View Routing policy view

Parameters external: IS-IS external route.
internal: IS-IS internal route.
type-1: Type-1 external route of OSPF.

type-2: Type-2 external route of OSPF.

Description  Use the apply cost-type command to set a cost type for routing information.
Use the undo apply cost-type command to remove the clause configuration.

No cost type is set for routing information by default.

Examples # Create routing policy "policy1" with node 10, matching mode as permit. If a
route matches tag 8, set the cost type for the route to IS-IS internal route.

<Sysname> system-view

[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match tag 8
[Sysname-route-policy] apply cost-type internal

apply extcommunity

Syntax apply extcommunity { rt route-target }&<1-16> [ additive ]

undo apply extcommunity
View Routing policy view

Parameters rt route-target: Sets the route target extended community attribute. route-target
has two forms:

16-bit AS number: 32-bit self-defined number, for example, 101:3;
32-bit IP address: 16-bit self-defined number, for example, 192.168.122.15:1.

&<1-16>: Indicates the argument before it can be entered up to 16 times.
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additive: Adds to the original community attribute of a route..

Description  Use the apply extcommunity command to apply the specified extended
community attribute to BGP routes.

Use the undo apply extcommunity command to remove the clause
configuration.

No extended community attribute is set for routing information by default.

Examples # Create routing policy "policyl" with node 10, matching mode as permit. If a
BGP route matches AS-path-ACL 1, add the RT extended community attribute
100:2 to the route.

<Sysname> system-view

[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match as-path 1
[Sysname-route-policy] apply extcommunity rt 100:2 additive

apply isis
apply isis { level-1 | level-1-2 | level-2 }

undo apply isis
View Routing policy view

Parameters level-1: Redistributes routes into IS-IS level-1 area.
level-2: Redistributes routes into IS-IS level-2 area.

level-1-2: Redistributes routes into both IS-IS level-1 and level-2 areas.

Description  Use the apply isis command to redistribute routes into a specified ISIS level.
Use the undo apply isis command to remove the clause configuration.

No level is set by default.

Related commands: if-match interface, if-match acl, if-match ip-prefix, if-match ip next-hop,
if-match cost, if-match tag, route-policy, apply cost, apply origin and apply
tag.

Examples # Create routing policy "policy1" with node 10, matching mode as permit. If a
route matches tag 8, redistribute the route to IS-IS level-2 area.

<Sysname> system-view

[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match tag 8
[Sysname-route-policy] apply isis level-2
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apply local-preference

Syntax apply local-preference preference

undo apply local-preference
View Routing policy view
Parameters preference: BGP local preference.

Description  Use the apply local-preference command to apply the specified local preference
to BGP routes.

Use the undo apply local-preference command to remove the clause
configuration.

No local preference is set for BGP routing information by default.
Related commands: route-policy.

Examples # Create routing policy "policy1" with node 10, matching mode as permit. If a
route matches AS-path-ACL 1, set the local preference for the route to 130.

<Sysname> system-view

[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match as-path 1
[Sysname-route-policy] apply local-preference 130

apply mpls-label
Syntax apply mpls-label
undo apply mpls-label
View Routing policy view
Parameters None

Description  Use the apply mpls-label command to set MPLS label for routing information.
Use the undo apply mpls-label command to remove the clause configuration.
No MPLS label is set by default.

@ If MPLS label failed to apply, the routing information can not be advertised.

Examples # Create routing policy "policy1" with node 10, matching mode as permit. If a
route matches AS-path-ACL 1, set MPLS label for the route.
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<Sysname> system-view

[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match as-path 1
[Sysname-route-policy] apply mpls-label

apply origin

Syntax

View

Parameters

Description

Related commands:

Examples

apply origin { igp | egp as-number | incomplete }

undo apply origin
Routing policy view

igp: Sets the origin of BGP routing information to IGP.
egp: Sets the origin of BGP routing information to EGP.
as-number: Autonomous system number for EGP routes.

incomplete: Sets the origin of BGP routing information to unknown.

Use the apply origin command to apply the specified origin attribute to BGP
routes.

Use the undo apply origin command to remove the clause configuration.

No origin attribute is set for routing information by default.

if-match interface, if-match acl, if-match ip-prefix, if-match ip next-hop,
if-match cost, if-match tag, route-policy, apply ip-address next-hop, apply
local-preference, apply cost and apply tag.

# Create routing policy "policy1" with node 10, matching mode as permit. If a
route matches AS-path-ACL 1, set the origin for the route to IGP.

<Sysname> system-view

[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match as-path 1
[Sysname-route-policy] apply origin igp

apply preference

Syntax

View

Parameters

apply preference preference

undo apply preference
Routing policy view

preference: Routing preference.
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Description

=

Examples

Use the apply preference command to set a preference for a routing protocol.
Use the undo apply preference command to remove the clause configuration.
No preference is set for a routing protocol by default.

If you set a preference for a routing protocol with the preference command,
using the apply preference command will set a new preference for the matched
routing protocol. Other routing protocols not satisfying the criteria still use the
preferences set by the preference command.

# Create routing policy "policy1" with node 10, matching mode as permit. If a
route matches OSPF external route type, set the preference for the routing
protocol to 90.

<Sysname> system-view

[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match route-type external-typelor2
[Sysname-route-policy] apply preference 90

apply preferred-value

Syntax

View
Parameters

Description

Examples

apply preferred-value preferred-value

undo apply preferred-value
Routing policy view
preferred-value: Preferred value.

Use the apply preferred-value command to apply a preferred value to BGP
routes.

Use the undo apply preferred-value command to remove the clause
configuration.

No preferred value is set for BGP routes by default.

# Create routing policy "policy1" with node 10, matching mode as permit. If a
BGP route matches AS-path-ACL 1, set the preferred value 66 for the BGP route.

<Sysname> system-view

[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match as-path 1
[Sysname-route-policy] apply preferred-value 66



359

apply tag

Syntax

View
Parameters

Description

Related commands:

Examples

apply tag value

undo apply tag
Routing policy view
value: Tag value.

Use the apply tag command to set a specified tag value for RIP, OSPF or IS-IS
routing information.

Use the undo apply tag command to remove the clause configuration.

No routing tag is set for RIP, OSPF or IS-IS routing information by default.

if-match interface, if-match acl, if-match ip-prefix, if-match ip next-hop,
if-match cost, if-match tag, route-policy, apply ip-address next-hop, apply
local-preference, apply cost and apply origin.

# Create routing policy "policy1" with node 10, matching mode as permit. If a
route matches OSPF external route type 1, set the tag of the route to 100.

<Sysname> system-view

[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match route-type external-typel
[Sysname-route-policy] apply tag 100

display ip as-path
Syntax
View
Parameters

Description

Related commands:

Examples

display ip as-path [ as-path-number |
Any view
as-path-number: AS path list number.

Use the display ip as-path-acl command to display BGP AS path list information.

Information about all BGP AS path lists will be displayed if no as-path-acl-number
is specified.

ip as-path-acl, if-match as-path and apply as-path.

# Display the information of BGP AS path list 1.

<Sysname> display ip as-path 1
ListID Mode Expression
1 permit 2
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Table 96 Field descriptions of the display ip as-path command

Field Description

ListID AS path list ID

Mode Matching mode: permit, deny
Expression Regular expression for matching

display ip community-list

Syntax

View

Parameters

Description

Related commands:

Examples

display ip community-list [ basic-community-list-number |
adv-community-list-number |

Any view

basic-community-list-number: Basic community list number.

adv-community-list-number: Advanced community list number.

Use the display ip community-list command to display BGP community list
information.

All BGP community list information will be displayed if no
basic-community-list-number or adv-community-list-number is specified.

ip community-list, if-match community and apply community.

# Display the information of the BGP community list 1.

<Sysname> display ip community-list 1
Community List Number 1
permit 1:1 1:2 2:2

display ip extcommunity-list

Syntax
View
Parameters

Description

Related commands:

display ip extcommunity-list [ ext-comm-list-number ]
Any view
ext-comme-list-number: Extended community list number.

Use the display ip extcommunity-list command to display BGP extended
community list information.

All BGP extended community list information will be displayed if no
ext-comm-list-number is specified.

ip extcommunity-list, if-match extcommunity, apply extcommunity.
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# Display the information of BGP extended community list 1.

<Sysname> display ip extcommunity-list 1
Extended Community List Number 1
permit rt : 9:6
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display route-policy
Syntax
View
Parameters

Description

Related commands:

Examples

display route-policy [ route-policy-name ]
Any view

route-policy-name: Routing policy name.

Use the display route-policy command to display routing policy information.

All routing policy information will be displayed if no route-policy-name is specified.

route-policy.

# Display the information of routing policy 1.

<Sysname> display route-policy policyl
Route-policy :
permit : 10
if-match ip-prefix abc

apply cost 120

policyl

Table 97 Field descriptions of the display route-policy command.

Field Description

Route-policy Routing policy name

Permit permit mode: permit, deny
if-match ip-prefix abc  Match criterion

apply cost 120

If the match criterion is satisfied, set the route cost to 120.

if-match as-path

Syntax

View

Parameters

Description

if-match as-path as-path-number&<1-16>

undo if-match as-path [ as-path-number&<1-16> ]
Routing policy view

as-path-number: AS path list number.

&<1-16>: Indicates the argument before it can be entered up to 16 times.

Use the if-match as-path command to use AS path list(s) for matching against

the AS path attribute of BGP routing information.
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Related commands:

Examples

Use the undo if-match as-path command to remove the match criterion.
The match criterion is not configured by default.

This command is one of the if-match clauses of a route policy, used for filtering
BGP routing information and specifying match criteria according to the AS path
attribute of routing information.

route-policy, ip as-path-acl.

# Define as-path list 2, allowing routing information containing AS 200 or 300 to
pass. Define routing policy "test" with node 10, and set an if-match clause using
the as-path list for matching.

<Sysname> system-view

[Sysname] ip as-path-acl 2 permit *200.*300
[Sysname] route-policy test permit node 10
[Sysname-route-policy] if-match as-path 2

if-match community

Syntax

View

Parameters

Description

Related commands:

if-match community { basic-community-list-number [ whole-match | |
adv-community-list-number }&<1-16>

undo if-match community [ basic-community-list-number |
adv-community-list-number 1&<1-16>

Routing policy view

basic-community-list-number: Basic community list number.
adv-community-list-number: Advanced community list number.

whole-match: Specifies the exact match. All and only the specified communities
must be present.

&<1-16>: Indicates the argument before it can be entered up to 16 times.

Use the if-match community command to specify community list(s) for matching
against the community attribute of BGP routing information.

Use the undo if-match community command to remove the match criterion.
The match criterion is not configured by default.
This command is one of the if-match clauses of route policy, used for filtering BGP

routing information and specifying match criterion according to the community
attribute of BGP routing information.

route-policy and ip community-list.



Examples

363

# Define community-list 1, allowing routing information with community number
100 or 200 to pass. Then define a routing policy named test, whose node 10 is
defined with an if-match clause to reference the community-list 1 for matching.

<Sysname> system-view

[Sysname] ip community-list 1 permit 100 200
[Sysname] route-policy test permit node 10
[Sysname-route-policy] if-match community 1

if-match cost

Syntax

View
Parameters

Description

Related commands:

Examples

if-match cost value

undo if-match cost
Routing policy view
cost: Specifies the cost to match.

Use the if-match cost command to specify a cost for matching against the cost of
a route.

Use the undo if-match cost command to remove the match criterion.
The match criterion is not configured by default.

This command is one of the if-match clauses of routing policy, used for matching
routes with the specified route cost.

if-match interface, if-match acl, if-match ip-prefix, if-match ip next-hop,
if-match tag, route-policy, apply ip-address next-hop, apply cost, apply
local-preference, apply origin and apply tag.

# Create routing policy "policy1" with node 10, matching mode as permit. Define
an if-match clause to permit routing information with a cost of 8.

<Sysname> system-view
[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match cost 8

if-match extcommunity

Syntax

View

Parameters

if-match extcommunity ext-comm-list-number&<1-16>

undo if-match extcommunity [ ext-comm-list-number&<1-16> ]
Routing policy view

ext-comm-list-number: Extended community list number.
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Description

Examples

&<1-16>: Indicates the argument before it can be entered up to 16 times.

Use the if-match extcommunity command to specify extended community list(s)
for matching against the extended community attribute of routing information.

Use the undo if-match extcommunity command to remove the match criterion.

The match criterion is not configured by default.

# Create a routing policy named policy1 with node 10, matching mode as permit.
Match the extended community attribute of routes against extended community
lists 100 and 150.

<Sysname> system-view
[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match extcommunity 100 150

if-match interface

Syntax

View

Parameters

Description

Related commands:

Examples

if-match interface { interface-type interface-number}

undo if-match interface [ interface-type interface-number ]
Routing policy view

interface-type: Interface type

interface-number: Interface number

Use the if-match interface command to specify an interface for matching against
the outbound interface of routing information.

Use the undo if-match interface command to remove the match criterion.

The match criterion is not configured by default.

if-match acl, if-match ip-prefix, if-match ip next-hop, if-match cost,
if-match tag, route-policy, apply ip-address next-hop, apply cost, apply
local-preference, apply origin, apply tag.

# Create a routing policy named policy1 with node 10, matching mode as permit.
Define an if-match clause to match the routing information with the outbound
interface as Vlan-interface 1.

<Sysname> system-view
[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match interface vlan-interface 1
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if-match mpls-label

Syntax if-match mpls-label

undo if-match mpls-label
View Routing policy view
Parameters None

Description  Use the if-match mpls-label command to specify the MPLS label match criterion.
Use the undo if-match mpls-label command to remove the match criterion.
The match criterion is not configured by default.

Examples # Match MPLS label of routing updates.

<Sysname> system-view
[Sysname] route-policy setcommunity permit node 16
[Sysname-route-policy] if-match mpls-label

if-match route-type

Syntax if-match route-type { internal | external-type1 | external-type2 |
external-typelor2 | is-is-level-1 | is-is-level-2 | nssa-external-type1 |
nssa-external-type2 | nssa-external-typelor2 } *
undo if-match route-type [ internal | external-type1 | external-type2 |
external-type1lor2 | is-is-level-1 | is-is-level-2 | nssa-external-type1 |
nssa-external-type2 | nssa-external-typelor2 ] *

View Routing policy view

Parameters internal: Internal routes (OSPF intra-area and inter-area routes).
external-type1: OSPF Type 1 external routes.
external-type2: OSPF Type 2 external routes.
external-type1or2: OSPF Type 1 or 2 external routes.
is-is-level-1: IS-IS Level-1 routes.
is-is-level-2: IS-IS Level-2 routes.
nssa-external-type1: OSPF NSSA Type 1 external routes.
nssa-external-type2: OSPF NSSA Type 2 external routes.

nssa-external-type1or2: OSPF NSSA Type 1 or 2 external routes.
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Description  Use the if-match route-type command to configure a route type match criterion.
Use the undo if-match route-type command to remove the match criterion.
The match criterion is not configured by default.
Examples # Create a routing policy named policy1 with node 10, matching mode as permit.
Define an if-match clause to match internal routes.
<Sysname> system-view
[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match route-type internal
if-match tag
Syntax if-match tag value
undo if-match tag
View Routing policy view
Parameters value: Specifies a tag value.
Description  Use the if-match tag command to specify a tag for matching against the tag field

Related commands:

of RIP, OSPF and IS-IS routes.
Use the undo if-match tag command to remove the match criterion.

The match criterion is not configured by default.

if-match interface, if-match acl, if-match ip-prefix, if-match ip next-hop,
if-match cost, route-policy, apply ip-address next-hop, apply cost, apply
local-preference, apply origin and apply tag.

Examples # Create a routing policy named policy1 with node 10, matching mode as permit.
Define an if-match clause to permit RIP, OSPF and IS-IS routing information with
the tag as 8.
<Sysname> system-view
[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match tag 8
ip as-path
Syntax ip as-path as-path-number { deny | permit } reqular-expression

undo ip as-path as-path-number

View  System view



Parameters

Description
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as-path-number: AS path list number.

deny: Specifies the matching mode for the AS path ACL as deny.
permit: Specifies the matching mode for the AS path ACL as permit.
reqular-expression: Regular expression of AS path.

BGP routing information contains the AS path attribute field that identifies the
autonomous systems through which routing information has passed. Used to
compare with the AS path attribute, a regular expression is a formula comprised of
characters, for example, A200. *100$%, which matches AS path attribute fields that
start with AS200 and end with AS100.

The meanings of special characters used in regular expressions are shown below:

Character Meaning
Matches any single character, including blank space.
* Matches O or more patterns.
Matches 1 or more patterns.
A Matches the beginning of an input string.
$ Matches the end of an input string.

Matches a comma, left brace, right brace, left parenthesis, right parenthesis,
the beginning of an input string, the end of an input string, or a space.

[ range ] Means the range of single-character patterns.

- Separates the ending points of a range.
Use the ip as-path command to create an AS path list.

Use the undo ip as-path command to remove an AS path list.

No AS path list is created by default.

# Create an AS path ACL numbered 1, permitting routing information whose
AS_PATH starts with 10.

<Sysname> system-view
[Sysname] ip as-path 1 permit 10

ip community-list

Syntax

ip community-list basic-comm-list-num { deny | permit } [
community-number-list ] [ internet | no-advertise | no-export |
no-export-subconfed ] *

undo ip community-list basic-comm-list-num [ community-number-list ] [
internet | no-advertise | no-export | no-export-subconfed ] *

ip community-list adv-comm-list-num { deny | permit } reqular-expression

undo ip community-list adv-comm-list-num [ reqular-expression |
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View  System view

Parameters basic-comm-list-num: Basic community list number.
adv-comm-list-num: Advanced community list number.
reqular-expression: Regular expression of advanced community attribute.
deny: Specifies the matching mode of the community list as deny.
permit: Specifies the matching mode of the community list as permit.

community-number-list: Community number list, in the community number or
aa:nn format. Each format can be entered up to 16 times.

internet: Routes with this attribute can be advertised to all the BGP peers. By
default, all routes have this attribute.

no-advertise: Routes with this attribute will not be advertised to other BGP peers.

no-export: Routes with this attribute will not be advertised out the local AS, or
the confederation but can be advertised to other ASs in the confederation.

no-export-subconfed: Routes with this attribute can not be advertised out the
local AS, or to other sub ASs in the confederation.

Description  Use the ip community-list to define a community list.
Use the undo ip community-list command to remove a community list.

No community list is defined by default.

Examples # Define basic community list 1 to permit routing information with the internet
community attribute.

<Sysname> system-view

[Sysname] ip community-list 1 permit internet

# Define advanced community list 100 to permit routing information with the
community attribute starting with 10.

<Sysname> system-view
[Sysname] ip community-list 100 permit *10

ip extcommunity-list

Syntax ip extcommunity-list ext-comm-list-number { deny | permit } { rt route-target
1&<1-16>

undo ip extcommunity-list ext-comm-list-number

View  System view
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ext-comm-list-number: Extended community list number.
permit: Specifies the matching mode for the extended community list as permit.
deny: Specifies the matching mode for the extended community list as deny.

rt route-target: Specifies the route target extended community attribute.
route-target has two forms:

m 16-bit AS number: 32-bit self-defined number, for example, 101:3;
m 32-bit IP address: 16-bit self-defined number, for example, 192.168.122.15:1.

&<1-16>: Indicates the argument before it can be entered up to 16 times.

Use the ip extcommunity-list to define an extended community list entry.

Use the undo ip extcommunity-list command to remove an extended
community list.

# Define extended community list 1 to permit routing information with RT
200:200.

<Sysname> system-view
[Sysname] ip extcommunity-list 1 permit rt 200:200

route-policy

Syntax

View

Parameters

Description

route-policy route-policy-name { permit | deny } node node-number

undo route-policy route-policy-name [ node node-number |
System view

route-policy-name: Routing policy name.

permit: Specifies the matching mode of the routing policy node as permit. If a
route satisfies all the if-match clauses of the node, it passes through the filtering of
the node and then is executed with the apply clauses of the node. If not, it goes to
the next node of the routing policy.

deny: Specifies the matching mode of the routing policy node as deny. If a route
satisfies all the if-match clauses of the node, it does not pass the filtering of the
node and will not go to the next node.

node node-number: Node number. The node with a smaller node-number will be
tested first when the routing policy is used for filtering routing information.

Use the route-policy command to create a routing policy and enter its view.
Use the undo route-policy command to remove a routing policy.

No routing policy is created by default.
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Related commands:

Examples

A routing policy is used for routing information filtering or policy routing. It
contains several nodes and each node comprises some if-match and apply clauses.
The if-match clauses define the matching criteria of the node and the apply
clauses define the actions performed after a packet passes the filtering of the
node. The relation among the if-match clauses of a node is logic AND, namely all
the if-match clauses must be satisfied. The filter relation among different
route-policy nodes is logic OR, namely a packet passing a node passes the routing

policy.

if-match interface, if-match acl, if-match ip-prefix, if-match ip next-hop,
if-match cost, if-match tag, apply ip-address next-hop, apply
local-preference, apply cost, apply origin and apply tag.

# Create routing policy "policy1" with node 10 with matching mode as permit,
and then enter routing policy view.

<Sysname> system-view
[Sysname] route-policy policyl permit node 10
[Sysname-route-policy]
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apply ip-address next-hop

Syntax

View
Parameters

Description

Related commands:

Examples

apply ip-address next-hop ip-address

undo apply ip-address next-hop
Routing policy view
ip-address: IP address of the next hop.

Use the apply ip-address next-hop command to set a next hop for IPv4 routing
information.

Use the undo apply ip-address next-hop command to remove the clause
configuration.

No next hop address is set for IPv4 routing information by default.

It is invalid to use the apply ip-address next-hop command to set a next hop
when redistributing routes.

if-match interface, if-match acl, if-match ip-prefix, if-match ip next-hop,
if-match cost, if-match tag, route-policy, apply local-preference, apply cost,
apply origin and apply tag.

# Create routing policy "policy1" with node 10, matching mode "permit". If
passing AS path ACL 1, a route’s next hop is set to 193.1.1.8.

<Sysname> system-view

[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match as-path 1
[Sysname-route-policy] apply ip-address next-hop 193.1.1.8

display ip ip-prefix
Syntax
View

Parameters

display ip ip-prefix [ ijp-prefix-name ]
Any view

ip-prefix-name: IP prefix list name.
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Description

Use the display ip ip-prefix command to display the statistics of an IPv4 prefix
list. If no ip-prefix-name is specified, statistics for all IPv4 prefix lists will be
displayed.

Related commands: ip ip-prefix.
Examples # Display the statistics of IPv4 prefix list "abc".
<Sysname> display ip ip-prefix abc
Prefix-list abc
Permitted 0
Denied 0
index: 10 permit 1.0.0.0/11 ge 22 le 32
Table 98 Field descriptions of the display ip ip-prefix command.
Field Description
Prefix-list Name of the IPv4 prefix list
Permitted Number of routes satisfying the match criterion
Denied Number of routes not satisfying the match
criterion
index Internal serial number of the IPv4 prefix list
permit Matching mode: permit or deny
1.0.0.0/11 Match IP address and mask
ge greater-equal, the lower limit mask
le less-equal, the upper limit mask
if-match acl
Syntax if-match acl ac/-number
undo if-match acl
View Routing policy view
Parameters ac/-number: ACL number.
Description  Use the if-match acl command to configure an ACL match criterion.

Related commands:

Examples

Use the undo if-match acl command to remove the match criterion.

No ACL match criterion is configured by default.

if-match interface, if-match ip next-hop, if-match cost, if-match tag,
route-policy, apply ip-address next-hop, apply cost, apply local-preference,
apply origin and apply tag.

# Create routing policy "policy1" with node 10, matching mode as permit. Define
an if-match clause to permit routes matching ACL 2000.
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<Sysname> system-view
[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match acl 2000

if-match ip

Syntax

View

Parameters

Description

Related commands:

Examples

if-match ip { next-hop | route-source } { acl acl-number | ip-prefix
ip-prefix-name }

undo if-match ip { next-hop | route-source } [ acl | ip-prefix |
Routing policy view

next-hop: Matches next hop.
route-source: Matches source address.
acl acl-number: Matches an ACL.

ip-prefix ip-prefix-name: Matches an IP prefix list.

Use the if-match ip command to configure a next hop or source address match
criterion for IPv4 routes.

Use the undo if-match ip command to remove the match criterion.

The match criterion is not configured by default.
route-policy.

# Create routing policy "policyT" with node 10, matching mode permit. Define an
if-match clause to permit routing information whose next hop address matches IP
prefix list p1.

<Sysname> system-view
[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match ip next-hop ip-prefix pl

if-match ip-prefix

Syntax

View

Parameters

if-match ip-prefix ip-prefix-name

undo if-match ip-prefix
Routing policy view

ip-prefix-name: Matches an IP prefix list.
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Description

Related commands:

Examples

Use the if-match ip-prefix command to configure an IP prefix list based match
Criterion.

Use the undo if-match ip-prefix command to remove the match criterion.

No IP prefix list based match criterion is configured by default.

if-match interface, if-match ip next-hop, if-match cost, if-match tag,
route-policy, apply ip-address next-hop, apply cost, apply local-preference,
apply origin and apply tag.

# Create routing policy "policy1" with node 10, matching mode as permit. Define
an if-match clause to permit a route whose destination address matches IP prefix
list "p1".

<Sysname> system-view

[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match ip-prefix pl

ip ip-prefix

Syntax

View

Parameters

ip ip-prefix ip-prefix-name [ index index-number ] { permit | deny } jp-address
mask-length [ greater-equal min-mask-length | [ less-equal max-mask-length ]

undo ip ip-prefix ip-prefix-name [ index index-number |
System view

ip-prefix-name: IPv4 prefix list name.

index-number: Index number, for uniquely specifying an item of the IPv4 prefix list.
The index with a smaller number is tested first.

permit: Specifies the matching mode for the IPv4 prefix list as permit, that is,
when a route to be filtered is in the range of the IPv4 prefix list, the route passes
the IPv4 prefix list without needing to enter the next item for testing. If the route
to be filtered is not in the prefix range, it will enter the next item for testing.

deny: Specifies the matching mode for the IPv4 prefix list as deny, that is, when a
route to be filtered is in the IPv4 prefix list range, the route neither passes the filter
nor enters the next node for testing. If not in the range, the route will enter the
next item test.

ip-address mask-length: Specifies an IPv4 address prefix and mask length.

min-mask-length, max-mask-length: Specifies the range for prefix if the IPv4
address and prefix length are matched. greater-equal means "greater than or
equal to" and less-equal means "less than or equal to". The range relation is
mask-length <= min-mask-length <= max-mask-length <= 32. If only
min-mask-length is specified, the prefix length range is [ min-mask-length, 32 ]. If
only max-mask-length is specified, the prefix length range is [mask-length,
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max-mask-length ]. If both min-mask-length and max-mask-length are specified,
the prefix length range is [ min-mask-length, max-mask-length ].

Use the ip ip-prefix command to configure an IPv4 prefix list item.
Use the undo ip ip-prefix command to remove an IPv4 prefix list or an item.
No IPv4 prefix list is configured by default.

An IPv4 prefix list is used to filter IPv4 addresses. It may have multiple items, each
of which specifies a range of IPv4 prefix. The filtering relation among items is logic
OR, namely, passing any item means the IPv4 prefix list is passed. If no item is
passed, the IP prefix list cannot be passed.

The IP prefix range is determined by mask-length and [ min-mask-length,
max-mask-length ]. If both mask-length and [ min-mask-length, max-mask-length
] are specified, then the IP address to be filtered must satisfy both of them.

If ip-address mask-length is specified as 0.0.0.0 0, then only the default routes will
be matched.

To match all the routes, use 0.0.0.0 O less-equal 32.

# Create a routing policy named policy1 with node 10 with matching mode as
permit. Define an IP prefix list named p1 to permit only the routes in the network
segment 10.0.192.0/8 and with mask length 17 or 18.

<Sysname> system-view
[Sysname] ip ip-prefix pl permit 10.0.192.0 8 greater-equal 17 less-equal 18

reset ip ip-prefix
Syntax
View
Parameters

Description

Examples

reset ip ip-prefix [ jp-prefix-name |
User view
ip-prefix-name: IP prefix list name.

Use the reset ip ip-prefix command to clear the statistics of a specified IPv4 prefix
list. If no jp-prefix-name is specified, the statistics of all the IPv4 prefix lists will be
cleared.

# Clear the statistics of IPv4 prefix list "abc".

<Sysname> reset ip ip-prefix abc
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IPV6 ROUTING PoOLICY
CONFIGURATION COMMANDS

apply ipv6 next-hop

Syntax

View
Parameters

Description

Examples

apply ipv6 next-hop ipv6-address

undo apply ipv6 next-hop
Routing policy view
ipv6-address: Next hop IPv6 address.

Use the apply ipv6 next-hop command to apply a next hop to IPv6 routes.

Use the undo apply ipv6 next-hop command to remove the clause
configuration.

No next hop address is set for IPv6 routing information by default.

Using the apply ipv6 next-hop command to set a next hop when redistributing
routes does not take effect.

# Create routing policy "policy1" with node 10 with matching mode being
"permit". If a route matches AS path list 1, set next hop 3ff3:506::1 for it.

<Sysname> system-view
[Sysname] route-policy policyl permit node 10
[Sysname-route-policy] if-match as-path 1

[Sysname-route-policy] apply ipv6 next-hop 3ffe:506::1

display ip ipv6-prefix
Syntax
View
Parameters

Description

display ip ipv6-prefix [ jpv6-prefix-name ]
Any view
ipv6-prefix-name: IPv6 prefix list name, a string of 1 to 19 characters.

Use the display ip ipv6-prefix command to display the statistics of the specified
IPv6 prefix list. If no IPv6 prefix list is specified, the statistics of all the IPv6 prefix
lists will be displayed.
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Examples

# Display the statistics of all the IPv6 prefix lists.

<Sysname> display ip ipvé6-prefix
Prefix-list6 abc
Permitted 0
Denied 0
index: 10 permit ::/0
index: 20 permit ::/1 ge 1 le 128

Table 99 Field descriptions of the display ip ipv6-prefix command

Field Description

Prefix-list6 Name of the IPv6 prefix list
Permitted Number of routes satisfying the match criterion

Denied Number of routes not satisfying the match
criterion

Index Internal serial number of address prefix list
Permit Matching mode: permit, deny

A IPv6 address and its prefix length for matching
ge greater-equal, the lower limit prefix length

Le less-equal, the upper limit prefix length

if-match ipv6

Syntax

View

Parameters

Description

Examples

if-match ipv6 { address | next-hop | route-source } { acl ac/6-number |
prefix-list jpv6-prefix-name }

undo if-match ipv6 { address | next-hop | route-source } [ acl | prefix-list |
Routing policy view

address: Matches the destination address of IPv6 routing information.
next-hop: Matches the next hop of IPv6 routing information.
route-source: Matches the source address of IPv6 routing information.

acl acl6-number: Specifies the number of an IPv6 ACL for filtering, in the range
2000 to 3999 for address, and 2000 to 2999 for next-hop and route-source.

prefix-list jpv6-prefix-name: Specifies the name of a IPv6 prefix list for filtering, a
string of 1 to 19 characters.

Use the if-match ipv6 command to configure a destination, next hop or source
address based match criterion for IPv6 routes.

Use the undo if-match ipv6 command to remove the match criterion.

The match criterion is not configured by default.

# Create a routing policy named policy1 with node 10, matching mode as permit.
Define an if-match clause to permit the routing information whose next hop
address matches IPv6 prefix list p1.
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<Sysname> system-view
[Sysname] route-policy policyl permit node 10

[Sysname-route-policy] if-match ipv6 next-hop prefix-list p1

ip ipv6-prefix

Syntax

View

Parameters

Description

ip ipv6-prefix ipv6-prefix-name [ index index-number ] { deny | permit }
ipv6-address prefix-length | greater-equal min-prefix-length ] [ less-equal
max-prefix-length |

undo ip ipv6-prefix ipv6-prefix-name [ index index-number |
System view

ipv6-prefix-name: IPv6 prefix list name for uniquely specifying an IPv6 prefix list.

index-number: Index number for uniquely specifying an IPv6 prefix list item. The
item with a smaller index-number will be tested first.

permit: Specifies the matching mode for the IPv6 prefix list as permit, that is, if a
route matches the IPv6 prefix list, it passes the IPv6 prefix list without needing to
enter the next item for test. If not, it will enter the next item’s test.

deny: Specifies the matching mode for the IPv6 prefix list as deny, that is, if a
route matches the IPv6 prefix list, the route neither passes the filter nor enters the
next node for test; if not, the route will enter the next item’s test.

ipv6-address prefix-length: Specifies an IPv6 prefix and prefix length. When
specified as :: 0, it matches the default route.

greater-equal min-prefix-length: Greater than or equal to the minimum prefix
length.

less-equal max-prefix-length: Less than or equal to the maximum prefix length.

The length relation is mask-length <= min-mask-length <= max-mask-length <=
32. If only min-prefix-length is specified, the prefix length range is [
min-prefix-length, 128 ]. If only max-prefix-length is specified, the prefix length
range is [ prefix-length, max-prefix-length ]. If both min-prefix-length and
max-prefix-length are specified, the prefix length range is [ min-prefix-length,
max-prefix-length ].

Use the ip ipv6-prefix command to configure an IPv6 prefix list item.

Use the undo ip ipv6-prefix command to remove an IPv6 prefix list or an item.
No IPv6 prefix list is configured by default.

The IPv6 prefix list is used to filter IPv6 addresses. It may have multiple items, and

each of them specifies a range of IPv6 prefix. The filtering relation among items is
logic OR, namely, a route passing an item will pass the prefix list.
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Examples

The IPv6 prefix range is determined by prefix-length and [ min-prefix-length,
max-prefix-length ]. If both mask-length and [ min-mask-length, max-mask-length
] are specified, then the IPv6 addresses must satisfy both of them.

If ipv6-address prefix-length is specified as :: 0, then only the default route
matches.

If you want it to match all the routes, configure it as :: O less-equal 128.
# Permit the IPv6 addresses with mask length between 32 bits and 64 bits.
<Sysname> system-view

[Sysname] ip ipv6-prefix abc permit :: O greater-equal 32 less-equal 64

# Deny the IPv6 addresses with prefix as 3FFE:D00::/32, prefix length greater than
or equal to 32 bits.

<Sysname> system-view

[Sysname] ip ipv6-prefix abc deny 3FEE:D0O:: 32 less-equal 128

reset ip ipv6-prefix
Syntax
View
Parameters

Description

Examples

reset ip ipv6-prefix [ ipv6-prefix-name ]
User view
ipv6-prefix-name: IPv6 prefix list name, a string of 1 to 19 characters.

Use the reset ip ipv6-prefix command to clear the statistics of the specified IPv6
prefix list. If no name is specified, the statistics of all IPv6 prefix lists will be cleared.

# Clear the statistics of IPv6 prefix list "abc".

<Sysname> reset ip ipv6-prefix abc
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STATIC ROUTING CONFIGURATION
COMMANDS

delete static-routes all
Syntax

View

Parameters

Description

Related commands:

Examples

delete [ vpn-instance vpn-instance-name ] static-routes all
System view
vpn-instance-name: Name of a VPN instance.

Use the delete static-routes all command to delete all static routes.

When you use this command to delete static routes, the system will prompt you to
confirm the operation before deleting all the static routes.

display ip routing-table and ip route-static.

# Delete all static routes on the router.

<Sysname> system-view

[Sysname] delete static-routes all

This will erase all ipv4 static routes and their configurations, you
must reconfigure all static routes

Are you sure? [Y/N]:Y

ip route-static

Syntax

ip route-static dest-address { mask | mask-length } { gateway-address |
interface-type interface-number [ gateway-address | | vpn-instance
d-vpn-instance-name gateway-address } [ preference preference-value ] [ tag
tag-value | [ description description-text |

undo ip route-static dest-address { mask | mask-length } [ gateway-address |
interface-type interface-number [ gateway-address | | vpn-instance
d-vpn-instance-name gateway-address ] [ preference preference-value ]

ip route-static vpn-instance s-vpn-instance-name&<1-6> dest-address { mask |
mask-length } { gateway-address [ public | | interface-type interface-number [
gateway-address | | vpn-instance d-vpn-instance-name gateway-address } [
preference preference-value ] [ tag tag-value ] [ description description-text |

undo ip route-static vpn-instance s-vpn-instance-name&<1-6> dest-address {
mask | mask-length } [ gateway-address [ public ] | interface-type
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View

Parameters

Description

interface-number [ gateway-address | | vpn-instance d-vpn-instance-name
gateway-address | [ preference preference-value |

System view

vpn-instance s-vpn-instance-name&<1-6>: Specifies the VPN instance name.
&<1-6> indicates the argument before it can be entered up to 6 times. Each VPN
instance has its own routing table, and the configured static route is installed in
the routing tables of the specified VPN instances.

dest-address: Destination IP address of the static route, in dotted decimal notation.
mask: Mast of the IP address, in dotted decimal notation.

mask-length: Mask length.

gateway-address: IP address of the next hop, in dotted decimal notation.

interface-type interface-number: Specifies the output interface by its type and
number. If the output interface is a broadcast interface, the next hop address must
be specified.

vpn-instance d-vpn-instance-name: Name of the destination VPN instance. If a
destination VPN instance name is specified, the router will search the output
interface in the destination VPN instance based on the configured
gateway-address.

gateway-address public: Indicates that the specified gateway-address is a public
network address, rather than a VPN instance address.

preference preference-value : Specifies the preference of the static route. The
default is 60.

tag tag-value: Sets a tag value for the static route from 1 to 4294967295. The
default is 0. Tags of routes are used in routing policies to control routing.

description description-text: Configures a description for the static route, which
consists of 1 to 60 characters, including special characters like space, but
excluding "?".

Use the ip route-static command to configure a unicast static route.
Use the undo ip route-static command to delete a unicast static route.
When configuring a unicast static route, note that:

If the destination IP address and the mask are both 0.0.0.0, the configured route is
a default route. If routing table searching fails, the router will use the default route
for packet forwarding.

Different route management policies can be implemented for different route
preference configurations. For example, specifying the same preference for
different routes to the same destination address enables load sharing, while
specifying different preferences for these routes enables route backup.
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3 When configuring a static route, you can specify the output interface or the next
hop address based on the actual requirement. Note that the next hop address
must not be the IP address of the local interface; otherwise, the route
configuration will not take effect. For interfaces that support network address to
link layer address resolution or point-to-point interfaces, you can specify the
output interface or next hop address. When specifying the output interface, note
that:

m For a NULLO or loopback interface, if the output interface has already been
configured, there is no need to configure the next hop address.

m For point-to-point interfaces, you can specify the output interface if you do not
know the peer address. Thus, there is no need to change the router’s
configuration even if the peer address is changed. A PPP interface obtains the
peer’s IP address through PPP negotiation. In this case, you need only specify
the output interface.

m For NBMA and P2MP interfaces, which support point-to-multipoint networks,
the IP address to link layer address mapping must be established in addition to
IP route configuration. In general, it is recommended to configure the next hop
IP address when you configure the output interface.

m It is not recommended to specify a broadcast interface as the output interface
for a static route, because a broadcast interface may have multiple next hops. If
you have to do so, you must specify the corresponding next hop at the same
time.

Related commands: display ip routing-table and ip route-static default-preference.

E If you specify the next hop of a static route and then configure the next hop as the
IP address of a local interface such as a VLAN interface, the static route cannot
take effect.

Examples # Configure a static route, whose destination address is 1.1.1.1/24, next hop
address is 2.2.2.2, tag value is 45, and description information is "for internet &
intranet"”.

<Sysname> system-view
[Sysname] ip route-static 1.1.1.1 24 2.2.2.2 tag 45 description for
internet & intranet

# Configure a static route for a VPN instance named vpn1: the destination address
is 1.1.1.1/16 and the next hop address is 1.1.1.2, which is the address of this VPN
instance.

<Sysname> system-view
[Sysname] ip route-static vpn-instance vpnl 1.1.1.1 16 vpn-instance
vpnl 1.1.1.2

ip route-static default-preference

Syntax ip route-static default-preference default-preference-value

undo ip route-static default-preference
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View
Parameters

Description

Related commands:

Examples

System view
default-preference-value: Default preference for static routes.

Use the ip route-static default-preference command to configure the default
preference for static routes.

Use the undo ip route-static default-preference command to restore the
default.

By default, the default preference of static routes is 60.

Note that If no preference is specified when configuring a static route, the default
preference is used.

display ip routing-table and ip route-static.
# Set the default preference of static routes to 120.

<Sysname> system-view
[Sysname] ip route-static default-preference 120
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delete ipv6 static-routes all

Syntax
View
Parameters

Description

Related commands:

Examples

delete ipv6 static-routes all
System view
None

Use the delete ipv6 static-routes all command to delete all static routes
including the default route.

When using this command, you will be prompted whether to continue the
deletion and only after you confirm the deletion will the static routes be deleted.

display ipv6 routing-table, ipv6 route-static.

# Delete all IPv6 static routes.

<Sysname> system-view

[Sysname] delete ipvé static-routes all

This will erase all ipvé static routes and their configurations, you
must reconfigure all static routes

Are you sure? [Y/N]

ipv6 route-static

Syntax

For a broadcast interface, or NBMA interface:

ipv6 route-static ipv6-address prefix-length [ interface-type interface-number |
nexthop-address [ preference preference-value |

undo ipv6 route-static ipv6-address prefix-length [ interface-type
interface-number | [ nexthop-address | [ preference preference-value |

For a point-to-point interface:

ipv6 route-static ijpv6-address prefix-length { interface-type interface-number |
nexthop-address } [ preference preference-value ]

undo ipv6 route-static ipv6-address prefix-length [ interface-type
interface-number | nexthop-address ] [ preference preference-value |
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Parameters

Description

Related commands:

Examples

View

System view

ipv6-address prefix-length: IPv6 address and prefix length.

interface-type interface-number: Interface type and interface number of the
output interface.

nexthop-address: Next hop IPv6 address.

preference-value: Route preference value. The default is 60.

Use the ipv6 route-static command to configure an IPv6 static route.
Use the undo ipv6 route-static command to remove an IPv6 static route.

An IPv6 static route that has the destination address configured as "::/0" (a prefix
length of 0) is the default IPv6 route. If the destination address of an IPv6 packet
does not match any entry in the routing table, this default route will be used to
forward the packet.

While configuring static routes, you can configure either the output interface or
the next-hop address depending on the situations:

m If the output interface is a broadcast interface or an NBMA interface, then the
next hop address must be specified;

m If the output interface is a point-to-point interface, you can specify either the
output interface or the next hop address, but not both.

display ipv6 routing-table, delete ipv6 static-routes all.

# Configure a static IPv6 route, with the destination address being 1:1:2::/24 and
next hop being 1:1:3::1.

<Sysname> system-view
[Sysname] ipvé route-static 1:1:2:: 24 1:1:3::1

reset ipv6 routing-table statistics (User view)

Syntax

View

Parameters

reset ipv6 routing-table statistics protocol { all | protocol }
User view

all: Clears all route statistics in the routing table.

protocol: Clears route statistics of a specified protocol, bgp4+, direct, isisv6,
ospfv3, ripng, or static.
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Description  Use the reset ipv6 routing-table statistics command to clear the routing table
statistics.

Examples # Clear all routing statistics in the routing table.

<Sysname> reset ipvé routing-table statistics protocol all
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3 3 RIP CONFIGURATION COMMANDS

checkzero (RIP view)

Syntax checkzero

undo checkzero
View RIP view
Parameter None

Description  Use the checkzero command to enable the zero field check on RIP-1 messages.
Use the undo checkzero command to disable the zero field check.
The zero field check is enabled by default.

After the zero field check is enabled, the router discards RIP-1 messages in which
zero fields are non-zero. If all messages are trusty, you can disable this feature to
spare the processing time of the CPU.

Examples # Disable the zero field check on RIP-1 messages for RIP process 100.

<Sysname> system-view
[Sysname] rip 100
[Sysname-rip-100] undo checkzero

debugging rip

Syntax debugging rip process-id [ brief | event | packet [ interface interface-type
interface-number ] | receive [ interface interface-type interface-number | | send |
interface interface-type interface-number ] | timer ]

undo debugging rip process-id [ brief | event | packet [ interface
interface-type interface-number | | receive [ interface interface-type
interface-number | | send [ interface interface-type interface-number ] | timer ]

View  User view

Parameters process-id: RIP process ID. If no following parameter is specified, all debugging of
the RIP process is enabled.
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Description

Examples

brief: Enables RIP brief debugging.

event: Enables RIP event debugging.

packet: Enables RIP packet debugging.

receive: Enables RIP debugging of received packets.
send: Enables RIP debugging of sent packets.

interface interface-type interface-number: Enables the specified debugging on
the interface.

timer: Enables RIP timer debugging.

Use the debugging rip command to enable specified RIP debugging.
Use the undo debugging command to disable specified RIP debugging.

RIP debugging is disabled by default.

# Enable RIP brief debugging on the RIP enabled device with RIP enabled on a
specified interface.

<Sysname> debugging rip 1 brief
*Oct 23 14:13:20:808 2006 Sysname RM/6/RMDEBUG: RIP 1 : Sending v2 r
esponse on Vlan-interfacell from 12.0.0.1

// RIP process 1 sends a RIPv2 response via VLAN-interface11, and the source IP
address is 12.0.0.1.

*Oct 23 14:17:40:320 2006 Sysname RM/6/RMDEBUG: RIP 1 : Receiving v2
response on Vlan-interfacell from 12.0.0.1

// RIP process 1 receives a RIPv2 response from VLAN-interface11, and the source
IP address is 12.0.0.1.

# Enable RIP timer debugging.

<Sysname> debugging rip 1 timer
*Oct 23 14:21:01:382 2006 Sysname RM/6/RMDEBUG: RIP 1 : Periodic tim
er expired

// The update timer of RIP process 1 timed out.

# Enable RIP debugging of sent packets on the RIP enabled device with RIP
enabled on a specified interface.

<Sysname> debugging rip 1 send
*Oct 23 14:27:37:150 2006 Sysname RM/6/RMDEBUG: RIP 1 : Sending resp
onse on interface Vlan-interfacell from 12.0.0.1 to 224.0.0.9

*Oct 23 14:27:37:150 2006 Sysname RM/6/RMDEBUG : Packet : vers 2, c
md response, length 108
*Oct 23 14:27:37:150 2006 Sysname RM/6/RMDEBUG : authentication-mod

e: MD5 Digest: 4de038ea.69b217e7.2ca5a091.9f8e3bd9
*Oct 23 14:27:37:150 2006 Sysname RM/6/RMDEBUG: Sequence: e717b269
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(11230)

*0Oct 23 14:27:37:150 2006 Sysname RM/6/RMDEBUG: AFI 2, dest 4.4.
4.4/255.255.255.255, nexthop 0.0.0.0, cost 1, tag O

*Oct 23 14:27:37:150 2006 Sysname RM/6/RMDEBUG: AFI 2, dest 12.0
.0.0/255.0.0.0, nexthop 0.0.0.0, cost 2, tag O

*Oct 23 14:27:37:150 2006 Sysname RM/6/RMDEBUG: AFI 2, dest 22.0
.0.0/255.0.0.0, nexthop 0.0.0.0, cost 1, tag O

*0ct 23 14:27:37:150 2006 Sysname RM/6/RMDEBUG: AFI 2, dest 55.4

.4.4/255.255.255.255, nexthop 0.0.0.0, cost 1, tag O

// RIP process 1 sent a response to the multicast address 224.0.0.9 through
VLAN-interface11, and the source IP address is 12.0.0.1.

// Packet version is RIPv2, and the length of the response is 108 bytes.

// The authentication mode is MD5. The MD5 digest is
4de038ea.69b217e7.2ca5a091.9f8e3bd9. The sequence number is e717b269,
and timestamp is 11230.

// The packet contains 4 route entries with AFI field being 2: Destination
4.4.4.4/255.255.255.255, next hop 0.0.0.0, cost 1, tag 0; destination
12.0.0.0/255.0.0.0, next hop 0.0.0.0, cost 2, tag 0; destination
22.0.0.0/255.0.0.0, next hop 0.0.0.0, cost 1, tag 0; destination
55.4.4.4/255.255.255.255, next hop 0.0.0.0, cost 1, tag 0.

# Enable RIP debugging of sent packets on the RIP enabled device with TRIP
enabled on a specified interface.

<Sysname> debugging rip 1 send

*0ct 23 14:39:05:380 2006 Sysname RM/6/RMDEBUG: TRIP 1 : Sending ack
nowledgement on interface Serial0/2/0 to 22.0.0.2

*0Oct 23 14:39:05:390 2006 Sysname RM/6/RMDEBUG: Packet : vers 2, c
md acknowledgement (FLUSH), length 8, sequence num 0

// TRIP process 1 sent a TRIP acknowledgement to IP address 22.0.0.2 through
Serial 0/2/0.

// The RIP version of the packet with FLUSH is 2. The packet length is 8 bytes, and
sequence number is O.

# Enable RIP debugging of received packets on the RIP enabled device with RIP
enabled on a specified interface.

<Sysname> debugging rip 1 receive
*Oct 23 14:44:44:610 2006 Sysname RM/6/RMDEBUG: RIP 1 : Receive resp
onse from 12.0.0.1 on Vlan-interfacell

*Oct 23 14:44:44:620 2006 Sysname RM/6/RMDEBUG: Packet : vers 2, ¢
md response, length 108

*0Oct 23 14:44:44:630 2006 Sysname RM/6/RMDEBUG: authentication-mod
e: MD5 Digest: e4429d25.d9251034.e5c0fc9e.25f7d9%al

*Oct 23 14:44:44:640 2006 Sysname RM/6/RMDEBUG: Sequence: 341025d9

(12252)

*Oct 23 14:44:44:650 2006 Sysname RM/6/RMDEBUG: AFI 2, dest 4.4.
4.4/255.255.255.255, nexthop 0.0.0.0, cost 1, tag O

*Oct 23 14:44:44:650 2006 Sysname RM/6/RMDEBUG: AFI 2, dest 12.0

.0.0/255.0.0.0, nexthop 0.0.0.0, cost 2, tag O



392

CHAPTER 33: RIP CONFIGURATION COMMANDS

*Oct 23 14:44:44:660 2006 Sysname RM/6/RMDEBUG: AFI 2, dest 22.0
.0.0/255.0.0.0, nexthop 0.0.0.0, cost 1, tag O
*Oct 23 14:44:44:670 2006 Sysname RM/6/RMDEBUG: AFI 2, dest 55.4

.4.4/255.255.255,255, nexthop 0.0.0.0, cost 1, tag O
*Oct 23 14:44:44:680 2006 Sysname RM/3/RMDEBUG: RIP 1 : Ignoring thi
s packet. Authentication validation failed.

// RIP process 1 received a response from VLAN-interface11 at 12.0.0.1.
// Packet version is RIPv2, and the length is 108 bytes.

// The authentication mode is MD5. The MD5 digest is
e4429d25.d9251034.e5c0fc9e.25f7d9a1. The sequence number is 341025d9,
and timestamp is 12252.

// The packet contains 4 route entries with AFI field being 2: Destination
4.4.4.4/255.255.255.255, next hop 0.0.0.0, cost 1, tag O; destination
12.0.0.0/255.0.0.0, next hop 0.0.0.0, cost 2, tag O; destination
22.0.0.0/255.0.0.0, next hop 0.0.0.0, cost 1, tag 0; destination
55.4.4.4/255.255.255.255, next hop 0.0.0.0, cost 1, tag 0.

# Enable RIP debugging of received packets on the RIP enabled device with TRIP
enabled on a specified interface.

<Sysname> debugging rip 1 receive
*Oct 23 14:52:40:298 2006 Sysname RM/6/RMDEBUG: TRIP 1 : Receive res
ponse on Serial0/2/0 from 22.0.0.1

*Oct 23 14:52:40:298 2006 Sysname RM/6/RMDEBUG: Packet : vers 2, c
md response, length 28, sequence num 1
*Oct 23 14:52:40:298 2006 Sysname RM/6/RMDEBUG: AFI 2, dest 12.0

.0.0/255.0.0.0, nexthop 0.0.0.0, cost 16, tag O

// TRIP process 1 received a TRIP response from Serial 0/2/0, and the receiving IP
address is 22.0.0.1.

// The RIP version of the packet without FLUSH is 2. The packet length is 28 bytes,
and sequence number is 1.

// The packet contains a route entry with the AFI field being 2: Destination
12.0.0.0/255.0.0.0, next hop 0.0.0.0, cost 16, tag 0.

# Enable RIP event debugging on the RIP enabled device with RIP enabled on a
specified interface.

<Sysname> debugging rip 1 event

*Oct 23 15:00:55:202 2006 Sysname RM/6/RMDEBUG: RIP 1 : Rebuilding o
f Database has started

*Oct 23 15:00:55:212 2006 Sysname RM/6/RMDEBUG: RIP 1 : Database has
been rebuilt

// RIP process 1 started to rebuild the database.

*Oct 23 15:02:11:00 2006 Sysname RM/6/RMDEBUG: RIP 1 : Adding Vlan-i
nterfacell to Network List

// VLAN-interface11 is enabled with RIP process 1.
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*Oct 23 15:02:01:633 2006 Sysname RM/6/RMDEBUG: RIP 1 : Removing Vla
n-interfacell from Network List

// VLAN-interface11 is disabled with RIP process 1.

*Oct 23 15:02:01:622 2006 Sysname RM/6/RMDEBUG: RIP 1 : Triggered up
date sent

// RIP process 1 sent a triggered update.

*0Oct 23 15:06:09:306 2006 Sysname RM/6/RMDEBUG: RIP 1 : prefix list
used in filter-policy import has changed

// The IP prefix list referenced by the inbound filter policy has changed.

*Oct 23 15:07:41:590 2006 Sysname RM/6/RMDEBUG: RIP 1 : acl used in
filter-policy export has changed

// The ACL referenced by the outbound filter policy has changed.

*0ct 23 15:08:34:422 2006 Sysname RM/6/RMDEBUG: RIP 1 : route-policy
used in import-route has changed

// The routing policy for route redistribution has changed.

*Oct 23 15:09:11:398 2006 Sysname RM/6/RMDEBUG: RIP 1 : route-policy
used in preference has changed

// The routing policy for preference configuration has changed.

# Enable RIP event debugging on the RIP enabled device with TRIP enabled on a
specified interface.

<Sysname> debugging rip 1 event

*0ct 23 15:03:39:194 2006 Sysname RM/3/RMDEBUG: TRIP 1 : TRIP’s neig
hbour changes to DOWN status for neighbour deleted.

// The neighbor of TRIP process 1 is removed, and the neighbor’s state changed to
DOWN.

*0Oct 23 15:04:07:04 2006 Sysname RM/3/RMDEBUG: TRIP 1 : TRIP’s neigh
bour changes to NEW status.

// TRIP process 1 created a new neighbor, and the neighbor state changed to NEW.

*Oct 23 15:04:07:14 2006 Sysname RM/3/RMDEBUG: TRIP 1 : TRIP’'s neigh
bour changes to UP status.

// The neighbor’s state changed to UP.

*0ct 23 15:04:07:34 2006 Sysname RM/3/RMDEBUG: TRIP 1 : TRIP’s neigh
bour changes from UP to FULL status.

// The neighbor’s state changed from UP to FULL.



394  CHAPTER 33: RIP CONFIGURATION COMMANDS

default cost (RIP view)

Syntax

View
Parameters

Description

Related commands:

Examples

default cost value

undo default cost
RIP view
value: Default metric of redistributed routes.

Use the default cost command to configure the default metric for redistributed
routes.

Use the undo default cost command to restore the default.
By default, the default metric of redistributed routes is 0.
When you use the import-route command to redistribute routes from other

protocols without specifying a metric, the metric specified by the default cost
command applies.

import-route.

# Set the default metric for redistributed routes to 3.

<Sysname> system-view
[Sysname] rip 100
[Sysname-rip-100] default cost 3

default-route originate

Syntax

View
Parameters

Description

default-route originate cost value

undo default-route originate
RIP view
value: Cost of the default route.

Use the default-route originate cost command to advertise a default route with
the specified metric to RIP neighbors.

Use the undo default-route originate command to disable the sending of a
default route.

By default, no default route is sent to RIP neighbors.

The RIP router with this feature configured will not receive any default routes from
RIP neighbors.
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Examples # Send a default route with a metric of 2 to RIP neighbors.
<Sysname> system-view
[Sysname] rip 100
[Sysname-rip-100] default-route originate cost 2
# Disable default route sending.
[Sysname-rip-100] undo default-route originate
display rip
Syntax display rip [ process-id | vpn-instance vpn-instance-name |
View Any view
Parameters process-id: RIP process ID.
vpn-instance vpn-instance-name: Specifies a VPN instance name.
Description  Use the display rip command to display the current status and configuration
information of the specified RIP process.
m If process-id is not specified, information about all configured RIP processes is
displayed.
m If von-instance-name is specified, the RIP configuration of the specified VPN
instance is displayed.
Examples # Display the current status and configuration information of all configured RIP

processes.

<Sysname> display rip
Public VPN-instance name :

RIP process : 1
RIP version : 1
Preference : 100
Checkzero : Enabled
Default-cost : 0
Summary : Enabled
Hostroutes : Enabled
Maximum number of balanced paths : 8
Update time 30 sec(s) Timeout time
Suppress time : 120 sec(s) Garbage-collect time
TRIP retransmit time : 5 sec(s)
TRIP response packets retransmit count : 36

Silent interfaces : None
Default routes : Disabled
Verify-source : Enabled
Networks

192.168.1.0
Configured peers : None

Triggered updates sent : 0
Number of routes changes : 0
Number of replies to queries : 0

180 sec(s
120 sec(s)
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Table 100 Field descriptions of the display rip command

Field

Public VPN-instance name (or Private
VPN-instance name)

RIP process
RIP version
Preference

Checkzero

Default-cost

Summary

Hostroutes

Maximum number of balanced paths
Update time

Timeout time

Suppress time

Garbage-collect time

TRIP retransmit time

TRIP response packets retransmit count
Silent interfaces

Default routes

Verify-source

Networks

Configured peers
Triggered updates sent
Number of routes changes

Number of replies to queries

Description

The RIP process runs under a public VPN
instance/The RIP process runs under a private VPN
instance

RIP process ID
RIP version 1 or 2
RIP route priority

Indicates whether the zero field check is enabled
for RIP-1 messages.

Default cost of the redistributed routes

Indicates whether the routing summarization is
enabled

Indicates whether to receive host routes
Maximum number of load balanced routes
RIP update interval

RIP timeout time

RIP suppress interval

RIP garbage collection interval

Interval for retransmitting TRIP update requests
and responses

Maximum retransmission count for update
requests and responses

Number of silent interfaces, which do not
periodically send updates

Indicates whether a default route is sent to RIP
neighbors

Indicates whether the source IP address is checked
on the received RIP routing updates

Networks enabled with RIP

Configured neighbors

Number of sent triggered updates

Number of changed routes in the database

Number of RIP responses

display rip database
Syntax
View
Parameters

Description

Examples

display rip process-id database
Any view

process-id: RIP process ID.

Use the display rip database command to display the active routes in the RIP
database, which are sent in normal RIP routing updates.

# Display the active routes in the database of RIP process 100.
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<Sysname> display rip 100 database
10.0.0.0/8, cost 1, ClassfulSumm
10.0.0.0/24, cost 1, nexthop 10.0.0.1, Rip-interface
11.0.0.0/8, cost 1, ClassfulSumm
11.0.0.0/24, cost 1, nexthop 10.0.0.1, Imported

Table 101 Description on fields of the display rip database command

Field Description

XX XXX Destination address and subnet mask

cost Cost of the route

classful-summ Indicates the route is a RIP summary route.
Nexthop Address of the next hop

Rip-interface Routes learnt from a RIP-enabled interface
imported Routes redistributed from other routing protocols

display rip interface
Syntax
View

Parameters

Description

Examples

display rip process-id interface [ interface-type interface-number |
Any view

process-id: RIP process ID, in the range of 1 to 65535.

interface-type interface-number: Specifies an interface.

Use the display rip interface command to display the RIP interface information
of the RIP process.

If no interface is specified, information about all RIP interfaces of the RIP process is
displayed.

# Display all the interface information of RIP process 1.

<Sysname> display rip 1 interface

Interface-name: vlan-interfacel2
Address/Mask:1.1.1.1/24 MetricIn/Out:0/1 Version: RIPvl
Split-horizon/Poison-reverse:on/off Input/Output:on/on
Current packets number/Maximum packets number: 234/2000

Table 102 Field descriptions of the display rip interface command

Field Description

Interface-name The name of an interface running RIP.

Address/Mask The IP address and Mask of the interface.

Metricin/Out Additional routing metric added to the incoming and outgoing routes

Version RIP version running on the interface

Split-horizon Indicates whether the split-horizon is enabled (ON: enabled, OFF:
disabled).

Poison-reverse Indicates whether the poison-reverse is enabled (ON: enabled, OFF:

disabled)
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Table 102 Field descriptions of the display rip interface command

Input/Output Indicates if the interface is allowed to receiving (Input) or sending
(Output) RIP messages (on is allowed, off is not allowed).

Current packets Packets to be sent/Maximum packets that can be sent on the interface
number/Maximum
packets number

display rip route

Syntax

View

Parameters

Description

Examples

display rip process-id route [ statistics | ip-address { mask | mask-length } | peer
ip-address |

Any view

process-id: RIP process ID.

statistics: Displays the route statistics, including total number of routes and
number of routes of each neighbor.

ip-address { mask | mask-length }: Displays route information about a specified IP
address.

peer jp-address: Displays all routing information learned from a specified
neighbor.

Use the display rip route command to display the routing information of a
specified RIP process.

# Display all routing information of RIP process 1.

<Sysname> display rip 1 route
Route Flags: R-RIP, T-TRIP

P-Permanent, A-Aging, S-Suppressed, G-Garbage-collect
Peer 21.0.0.23 on Ethernetl/0

Destination/Mask NextHop Cost Tag Flags Sec
56.0.0.0/8 21.0.0.23 1 0 RA 102
34.0.0.0/8 21.0.0.23 1 0 RA 23
Peer 21.0.0.12 on Ethernetl/0

Destination/Mask NextHop Cost Tag Flags Sec
56.0.0.0/8 21.0.0.12 1 0 RA 34
12.0.0.0/8 21.0.0.12 1 0 RA 12

# Display routing information for network 56.0.0.0/8 of RIP process 1.

<Sysname> display rip 1 route 56.0.0.0 8
Route Flags: R-RIP, T-TRIP

P-Permanent, A-Aging, S-Suppressed, G-Garbage-collect
Peer 21.0.0.23 on vlan-interface 12

Destination/Mask NextHop Cost Tag Flags Sec
56.0.0.0/8 21.0.0.23 1 0 RA 102
Peer 21.0.0.12 on vlan-interface 12

Destination/Mask NextHop Cost Tag Flags Sec

56.0.0.0/8 21.0.0.12 1 0 RA 34
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# Display RIP process1 routing information learned from the specified neighbor.

<Sysname> display rip 1 route peer 21.0.0.23

Route Flags: R-RIP, T-TRIP

P-Permanent, A-Aging, S-Suppressed, G-Garbage-collect
Peer 21.0.0.23 on vlan-interface 12

Destination/Mask NextHop
56.0.0.0/8 21.0.0.23
34.0.0.0/8 21.0.0.23

Cost Tag Flags Sec
1 0 RA 102
1 0 RA 23

Table 103 Field descriptions of the display rip route command

Field
Route Flags

Peer 21.0.0.23 on vlan-interface12

Destination/Mask
Nexthop

Cost

Tag

Flags

Sec

Description

R - RIP route

T - TRIP route

P - The route never expires

A - The route is aging

S - The route is suppressed

G - The route is in Garbage-collect state

Routing information learned on a RIP interface
from the specified neighbor

Destination IP address and subnet mask
Next hop of the route

Cost of the route

Route tag

The first character indicates the route is generated
by RIP or TRIP, and the second character indicates
the route state.

Elapsed time of the timer corresponding to the
route state

# Display the routing statistics of RIP process 1.

<Sysname> display rip 1 route statistics

Peer Aging Permanent Garbage
21.0.0.23 2 0 3
21.0.0.12 2 0 4
Total 4 0 7

Table 104 Field descriptions of the display rip route statistics command

Field Description
Peer IP address of a neighbor
Aging Total number of aging routes learned from the specified neighbor

Permanent  Total number of permanent routes learned from the specified neighbor

Garbage Total number of routes in the garbage-collection state learned from the
specified neighbor

Total Total number of routes learned from all RIP neighbors

filter-policy export (RIP view)

filter-policy { ac/-number | ip-prefix ip-prefix-name } export [ protocol |
process-id ] | interface-type interface-number |
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undo filter-policy export [ protocol [ process-id | | interface-type
interface-number ]

View RIP view

Parameters acl-number: Number of the Access Control List (ACL) used for filtering outbound
routes.

ip-prefix ip-prefix-name: Name of the IP prefix list used for filtering outbound
routes.

protocol: Filters outbound routes redistributed from a specified routing protocol,
which can be bgp, direct, isis, ospf, rip, and static.

process-id: Process ID of the specified routing protocol. You need to specify a
process ID when the routing protocol is rip, ospf, or isis.

interface-type interface-number: Specifies an interface.

Description  Use the filter-policy export command to define a RIP route outbound filtering
policy. Only routes not filtered out can be advertised.

Use the undo filter-policy export command to remove the configured filtering
policy.

By default, RIP does not filter outbound routes.
Note that:

n If protocol is specified, RIP filters only the routes redistributed from the
specified routing protocol. Otherwise, RIP filters all routes to be advertised.

n [f interface-type interface-number is specified, RIP filters only the routes
advertised by the specified interface. Otherwise, RIP filters routes advertised by
all RIP interfaces.

Related commands: acl, import-route, and ip ip-prefix.

Examples # Reference ACL 2000 to filter outbound routes.
<Sysname> system-view
[Sysname] rip 1
[Sysname-rip-1] filter-policy 2000 export
# Reference IP prefix list abc to filter outbound routes on Vlan-interface 100.

[Sysname-rip-1] filter-policy ip-prefix abc export static Vlan-interface 100

filter-policy import (RIP view)

Syntax filter-policy { ac-number | gateway ip-prefix-name | ip-prefix ip-prefix-name |
gateway ip-prefix-name | } import [ interface-type interface-number |
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Parameters

Description

Related commands:
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undo filter-policy import [ interface-type interface-number |
RIP view

acl-number: Number of the Access Control List (ACL) used for filtering incoming
routes.

ip-prefix ip-prefix-name: References an IP prefix list to filter incoming routes.

gateway ip-prefix-name: References an IP prefix list to filter routes from the
gateway.

interface-type interface-number: Specifies an interface.

Use the filter-policy import command to filter the incoming routes.
Use the undo filter-policy import command to restore the default.

By default, RIP does not filter incoming routes.

acl and ip ip-prefix.

Examples # Reference ACL 2000 to filter incoming routes.
<Sysname> system-view
[Sysname] rip 1
[Sysname-rip-1] filter-policy 2000 import
host-route
Syntax host-route
undo host-route
View RIP view
Parameters None
Description  Use the host-route command to enable host route reception.

Examples

Use the undo host-route command to disable host route reception.
By default, receiving host routes is enabled.

In some cases, a routing device may receive many host routes from the same
network segment. These routes are not helpful for routing and occupy a large
amount of network resources. You can use the undo host-route command to
disable receiving of host routes.

# Disable RIP from receiving host routes.
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<Sysname> system-view
[Sysname] rip 1
[Sysname-rip-1] undo host-route

import-route (RIP view)

Syntax

View

Parameters

Description

Related commands:

Examples

import-route protocol [ process-id ] [ allow-jbgp ] [ cost cost | route-policy
route-policy-name | tag tag |*

undo import-route protocol [ process-id ]

RIP view

protocol: Specify a routing protocol from which to redistribute routes, currently
including bgp, direct, isis, ospf, rip, rip and static.

process-id: Process ID of the routing protocol, used for isis, rip, and ospf.

cost: Cost for redistributed routes. If cost is not specified, the default cost specified
by the default cost command applies.

tag: Tag marking redistributed routes. The default is 0.

route-policy route-policy-name: Specifies a routing policy with 1 to 19
characters.

allow-ibgp: When the protocol argument is set to bgp, allow-ibgp is an
optional keyword. The import-route bgp command only redistributes EBGP
routes, while the import-route bgp allow-ibgp command additionally
redistributes IBGP routes, which may cause routing loops. Be cautious when using
it.

Use the import-route command to redistribute routes from other routing
protocols.

Use the undo import-route command to cancel route redistribution.
By default, RIP does not redistribute routes from other routing protocols.

m You can specify a routing policy using keyword route-policy to redistribute
only the specified routes.
m You can configure a cost for redistributed routes using keyword cost.

= You can configure a tag value for redistributed routes using keyword tag.
default cost.

# Redistribute static routes, and set the cost to 4.

<Sysname> system-view
[Sysname] rip 1
[Sysname-rip-1] import-route static cost 4
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# Set the default cost for redistributed OSPF routes to 3.

[Sysname-rip-1] default cost 3
[Sysname-rip-1] import-route ospf

maximum load-balancing (RIP view)

Syntax

View
Parameters

Description

Examples

maximum load-balancing number

undo maximum load-balancing
RIP view
number: Maximum number of equal cost routes for load balancing.

Use the maximum load-balancing command to specify the maximum number of
equal cost routes for load balancing.

Use the undo maximum load-balancing command to restore the default.

# Specify the maximum number of equal cost routes for load balancing as 2.

<Sysname> system-view
[Sysname] rip
[Sysname-rip-1] maximum load-balancing 2

network (RIP view)

Syntax

View

Parameters

Description

Examples

network network-address

undo network network-address
RIP view

network-address: IP address of a network segment, which can be the IP network
address of any interface.

Use the network command to enable RIP on the interface attached to the
specified network.

Use the undo network command to disable RIP on the interface attached to the
specified network.

Use the network 0.0.0.0 command to enable RIP on all interfaces.

RIP is disabled on an interface by default.

# Enable RIP on the interface attached to the network 129.102.0.0.
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<Sysname> system-view
[Sysname] rip 100
[Sysname-rip-100] network 129.102.0.0

peer (RIP view)

Syntax

View
Parameters

Description

=

Examples

peer jp-address

undo peer ip-address
RIP view
ip-address: IP address of a peer device, in dotted decimal format.

Use the peer command to specify the IP address of a neighbor in the
non-broadcast multi-access (NBMA) network, where routing updates destined to
the peer are unicast, rather than multicast or broadcast.

Use the undo peer command to remove the IP address of a neighbor.
By default, no neighbor is specified.

you need not use the peer ip-address command when the neighbor is directly
connected; otherwise the neighbor may receive both the unicast and multicast (or
broadcast) of the same routing information.

# Specify to send unicast updates to peer 202.38.165.1.

<Sysname> system-view
[Sysname] rip 1
[Sysname-rip-1] peer 202.38.165.1

preference (RIP view)

Syntax

View

Parameters

Description

preference [ route-policy route-policy-name ] value

undo preference [ route-policy ]
RIP view

route-policy-name: Routing policy name.

value: Priority for RIP routes. The smaller the value, the higher the priority.

Use the preference command to specify the RIP route priority.
Use the undo preference route-policy command to restore the default.

By default, the priority of RIP route is 100.
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You can specify a routing policy using keyword route-policy to set the specified
priority to routes matching the routing policy.

m If a priority is set for matched routes in the routing policy, the priority applies to
these routes. The priority of other routes is the one set by the preference
command.

m If no priority is set for matched routes in the routing policy, the priority of all
routes is the one set by the preference command.

# Set the priority of RIP routes to 120.

<Sysname> system-view
[Sysname] rip 1
[Sysname-rip-1] preference 120

reset rip statistics

Syntax reset rip process-id statistics
View  User view
Parameters process-id: RIP process ID.
Description  Use the reset rip statistics command to clear the statistics of the specified RIP
process.
Examples # Clear statistics of RIP process 100.
<Sysname> reset rip 100 statistics
rip
Syntax rip [ process-id | [ vpn-instance vpn-instance-name |
undo rip [ process-id ] [ vpn-instance vpn-instance-name |
View  System view
Parameters process-id: RIP process ID. The default is 1.
vpn-instance vpn-instance-name: Specifies a VPN instance name.
Description  Use the rip command to enable a RIP process and enter RIP view.

Use the undo rip command to disable a RIP process.
By default, no RIP process runs.

Note that:
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Examples

m If no VPN instance is specified, the RIP process will run under public network
instance.

= You must create a VPN instance before you apply a RIP process to it. For related
configuration, refer to the ip vpn-instance command.

= You must enable the RIP process before configuring the global parameters. This
limitation is not for configuration of interface parameters.

m The configured interface parameters become invalid after you disable the RIP
process.

# Enable a RIP process and enter its view.

<Sysname> system-view
[Sysname] rip
[Sysname-rip-1]

rip authentication-mode

Syntax

View

Parameters

Description

Related commands:

rip authentication-mode { md5 { rfc2082 key-string key-id | rfc2453 key-string }
| simple password }

undo rip authentication-mode
Interface view

md5: MD5 authentication mode.

rfc2453: Uses the message format defined in RFC 2453 (IETF standard).

rfc2082: Uses the message format defined in RFC 2082.

key-id: MD5 key number, in the range of 1 to 255.

key-string: MD5 key string with 1 to 16 characters in plain text format, or 1 to 24
characters in cipher text format. When the display current-configuration
command is used to display system information, a 24-character cipher string is
displayed as the MD5 key string.

simple: Plain text authentication mode.

password: Plain text authentication string with 1 to 16 characters.

Use the rip authentication-mode command to configure RIP-2 authentication
mode and parameters.

Use the undo rip authentication-mode command to cancel authentication.

Note that the key string you configured can overwrite the old one if there is any.

rip version.
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Examples # Configure MD5 authentication on Vlan-interface 10 with the key string being
rose in the format defined in RFC 2453.
<Sysname> system-view
[Sysname] interface vlan-interface 10
[Sysname-Vlan-interfacelO] rip version 2
[Sysname-Vlan-interfacelO] rip authentication-mode md5 rfc2453 rose
rip input
Syntax rip input
undo rip input
View Interface view
Parameters None
Description  Use the rip input command to enable the interface to receive RIP messages.

Use the undo rip input command to disable the interface from receiving RIP
messages.

By default, an interface is enabled to receive RIP messages.

Related commands: rip output.
Examples # Disable Vlan-interface10 from receiving RIP messages.
<Sysname> system-view
[Sysname] interface vlan-interface 10
[Sysname-Vlan-interfacelO] undo rip input
rip metricin
Syntax rip metricin value
undo rip metricin
View Interface view
Parameters value: Additional metric added to received routes. The default is 0.
Description  Use the rip metricin command to add a metric to the received routes.

Use the undo rip metricin command to restore the default.

When a valid RIP route is received, the system will add a metric to it and then put
it into the routing table. Therefore, the metric of routes received on the configured
interface is increased.
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Related commands:

rip metricout.

Examples # Configure an additional metric of 2 for routes received on Vlan-interface10.
<Sysname> system-view
[Sysname] interface vlan-interface 10
[Sysname-Vlan-interfacelO] rip metricin 2
rip metricout
Syntax rip metricout value
undo rip metricout
View Interface view
Parameters value: Additional metric of sent routes. The default is 1.
Description  Use the rip metricout command to add a metric to a sent route.

Related commands:

Use the undo rip metricout command to restore the default.
Before a RIP route is sent, a metric will be added to it. Therefore, when the metric

is configured on an interface, the metric of RIP routes sent on the interface will be
increased.

rip metricin.

Examples # Configure an additional metric of 12 for RIP routes sent on Vlan-interface10.
<Sysname> system-view
[Sysname] interface vlan-interface 10
[Sysname-Vlan-interfacelO] rip metricout 12
rip mib-binding
Syntax rip mib-binding process-id
undo rip mib-binding
View  System view
Parameters process-id: RIP process ID.
Description  Use the rip mib-binding command to bind MIB operations with a specified RIP

process.

Use the undo rip mib-binding command to restore the default.
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By default, MIB operations are bound to the RIP process with the smallest process
ID.

Examples # Configure RIP 100 to accept SNMP requests.
<Sysname> system-view
[Sysname] rip mib-binding 100
# Restore the default.
[Sysname] undo rip mib-binding
rip output
Syntax rip output
undo rip output
View Interface view
Parameters None
Description  Use the rip output command to enable the interface to send RIP messages.

Related commands:

Examples

Use the undo rip output command to disable the interface from sending RIP
messages.

Sending RIP messages is enabled on an interface by default.
rip input.

# Disable Vlan-interface10 from receiving RIP messages.

<Sysname> system-view
[Sysname] interface vlan-interface 10
[Sysname-Vlan-interfacelO] undo rip output

rip poison-reverse

Syntax

View
Parameters

Description

rip poison-reverse

undo rip poison-reverse
Interface view
None

Use the rip poison-reverse command to enable the poison reverse function.
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Use the undo rip poison-reverse command to disable the poison reverse
function.

By default, the poison reverse function is disabled.

# Enable the poison reverse function for RIP routing updates on Vlan-interface10.

<Sysname> system-view
[Sysname]
[Sysname-Vlan-interfacelO]

interface vlan-interface 10
rip poison-reverse

rip split-horizon

Syntax

View
Parameters

Description

s

Examples

rip split-horizon

undo rip split-horizon
Interface view
None

Use the rip split-horizon command to enable the split horizon function.
Use the undo rip split-horizon command to disable the split horizon function.
The split horizon function is enabled by default.

m The split horizon function is necessary for preventing routing loops. Therefore,
you are not recommended to disable it.

m In special cases, make sure it is necessary to disable the split horizon function.

Only the poison reverse function takes effect if both the split horizon and poison
reverse functions are enabled.

# Enable the split horizon function on Vlan-interface10.

<Sysname> system-view
[Sysname]
[Sysname-Vlan-interfacelO]

interface vlan-interface 10
rip split-horizon

rip summary-address

Syntax

View

Parameters

rip summary-address ip-address { mask | mask-length }

undo rip summary-address ip-address { mask | mask-length }
Interface view

ip-address: Summary IP address.
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mask: Subnet mask in dotted decimal format.

mask-length: Subnet mask length.

Use the rip summary-address command to configure RIP-2 to advertise a
summary route via the interface.

Use the undo rip summary-address command to remove the configuration.

Note that the summary address is valid only when the automatic summarization is
disabled.

summary.

# Advertise a local summary IP address on Vlan-interface10.

<Sysname> system-view
[Sysname] interface vlan-interface 10
[Sysname-Vlan-interfacel0] rip summary-address 10.0.0.0 255.255.255.0

rip triggered

Syntax

View
Parameters

Description

Examples

rip triggered

undo rip triggered
Interface view
None

Use the rip triggered command to enable triggered RIP.
Use the undo rip triggered command to disable triggered RIP.
By default, the triggered RIP is disabled.

Note that triggered RIP can only run on link layer protocols PPP, Frame Relay, and
X.25.

# Enable triggered RIP.

<Sysname> system-view
[Sysname] interface pos 6/1/1
[Sysname-pos 6/1/1] rip triggered

rip version

Syntax

rip version { 1| 2 [ broadcast | multicast | }

undo rip version
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View

Parameters

Description

Examples

Interface view

1: RIP version 1.
2: RIP version 2.
broadcast: Sends RIP-2 messages in broadcast mode.

multicast: Sends RIP-2 messages in multicast mode.

Use the rip version command to specify a RIP version for the interface.
Use the undo rip version command to remove the specified RIP version.

By default, no RIP version is configured for an interface, which uses the global RIP
version. If the global RIP version is not configured, the interface can only send
RIP-1 broadcasts and can receive RIP-1 broadcasts and unicasts, and RIP-2
broadcasts, multicasts and unicasts.

If RIP-2 is specified with no sending mode configured, RIP-2 messages will be sent
in multicast mode.

When RIP-1 runs on an interface, the interface will:

m Send RIP-1 broadcast messages
m Receive RIP-1 broadcast messages

m Receive RIP-1 unicast messages
When RIP-2 runs on the interface in broadcast mode, the interface will:

m Send RIP-2 broadcast messages
m Receive RIP-1 broadcast messages
m Receive RIP-1 unicast messages
m Receive RIP-2 broadcast messages
m Receive RIP-2 multicast messages

m Receive RIP-2 unicast messages
When RIP-2 runs on the interface in multicast mode, the interface will:

m Send RIP-2 multicast messages
m Receive RIP-2 broadcast messages
m Receive RIP-2 multicast messages

m Receive RIP-2 unicast messages

# Configure Vlan-interface10 to broadcast RIP-2 messages.

<Sysname> system-view
[Sysname] interface Vlan-interface 10
[Sysname-Vlan-interfacelO] rip version 2 broadcast
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silent-interface (RIP view)

Syntax silent-interface { all | interface-type interface-number }

undo silent-interface { all | interface-type interface-number }
View RIP view

Parameters all: Silents all interfaces.

interface-type interface-number: Specifies an interface.

Description  Use the silent-interface command to disable an interface or all interfaces from
sending routing updates. That is, the interface only receives but does not send RIP
messages.

Use the undo silent-interface command to restore the default.

By default, all interfaces are allowed to send routing updates.

Examples # Configure all Vlan interfaces to work in the silent state, and activate
Vlan-interface10.

<Sysname> system-view

[Sysname] rip 100

[Sysname-rip-100] silent-interface all

[Sysname-rip-100] undo silent-interface vlan-interface 10
[Sysname-rip-100] network 131.108.0.0

summary

Syntax summary

undo summary
View RIP view
Parameters None

Description  Use the summary command to enable automatic RIP-2 summarization. Natural
masks are used to advertise summary routes so as to reduce the size of routing
tables.

Use the undo summary command to disable automatic RIP-2 summarization so
that all subnet routes can be broadcasted.

By default, automatic RIP-2 summarization is enabled.

Enabling automatic RIP-2 summarization can reduce the size of the routing table
to enhance the scalability and efficiency of large networks.
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Related commands:

Examples

rip version.

# Enable RIP-2 automatic summarization.

<Sysname> system-view
[Sysname] rip
[Sysname-rip-1] summary

timers (RIP view)

Syntax

View

Parameters

Description

timers { garbage-collect garbage-collect-value | suppress suppress-value |
timeout timeout-value | update update-value }*

undo timers { garbage-collect | suppress | timeout | update } *
RIP view

garbage-collect-value: Garbage-collect timer time in seconds.
suppress-value: Suppress timer time in seconds.

timeout-value: Timeout timer time in seconds. The value should be at least three
times the update timer value.

update-value: Update timer time in seconds.

Use the timers command to configure RIP timers. By adjusting RIP timers, you can
improve network performance.

Use the undo timers command to restore the default.

By default, the garbage-collect timer is 120 seconds, the suppress timer 120
seconds, the timeout timer 180 seconds, and the update timer 30 seconds.

RIP is controlled by the above four timers.

m The update timer defines the interval between routing updates.

m The timeout timer defines the route aging time. If no routing update related to
a route is received after the aging time, the metric of the route is set to 16 in
the routing table.

m The suppress timer defines how long a RIP route stays in the suppressed state.
When the metric of a route is 16, the route enters the suppressed state. In the
suppressed state, only routes which come from the same neighbor and whose
metric is less than 16 will be received by the device to replace unreachable
routes.

m The garbage-collect timer defines the interval from when the metric of a route
becomes 16 to when it is deleted from the routing table. During the
Garbage-Collect timer length, RIP advertises the route with the routing metric
set to 16. If no routing update is announced for that route after the
Garbage-Collect timer expires, the route will be deleted from the routing table.
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Note that;

m  Generally, you are not recommended to change the default values of these
timers.

m The time lengths of these timers must be kept consistent on all routing devices
and access servers in the network.

# Specifies the update, timeout, suppress, and garbage-collect timers as 5, 15, 15
and 30 respectively.

<Sysname> system-view

[Sysname] rip 100

[Sysname-rip-100] timers update 5
[Sysname-rip-100] timers timeout 15
[Sysname-rip-100] timers suppress 15
[Sysname-rip-100] timers garbage-collect 30

trip retransmit count

Syntax

View

Parameters

Description

Examples

trip retransmit count retransmit-count-value

undo trip retransmit count
RIP view

retransmit-count-value: Upper limit for retransmitting an Update Request
or Update Response.

Use the trip retransmit count command to configure the upper limit for
retransmitting an Update Request or Update Response.

Use the undo validate-source-address command to restore the default.

The default upper limit is 36.

# Configure an upper limit of 20 for retransmitting an Update Request or Update
Response.

<Sysname> system-view
[Sysname] rip 100
[Sysname-rip-100] trip retransmit count 20

trip retransmit timer

Syntax

View

trip retransmit timer retransmit-time-value

undo trip retransmit timer

RIP view
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Parameters

Description

Examples

retransmit-time-value: Interval in seconds for retransmitting an Update
Request or Update Response.

Use the trip retransmit timer command to configure the interval for
retransmitting an Update Request or Update Response.

Use the undo validate-source-address command to restore the default.
The default interval is 5 seconds.

For two routers on an analog dial-up link, the difference between retransmission
intervals on the two ends must be bigger than 50 seconds; otherwise, they can
not become TRIP neighbors.

# Configure an interval of 80 seconds for retransmitting an Update Request or
Update Response.
<Sysname> system-view

[Sysname] rip 100
[Sysname-rip-100] trip retransmit timer 80

validate-source-address

Syntax

View
Parameters

Description

Examples

validate-source-address

undo validate-source-address
RIP view
None

Use the validate-source-address command to enable the source IP address
validation on incoming RIP routing updates.

Use the undo validate-source-address command to disable the source IP
address validation.

The source IP address validation is enabled by default.
Generally, disabling the validation is not recommended.

# Enable the source IP address validation on incoming messages.

<Sysname> system-view
[Sysname-rip] rip 100
[Sysname-rip-100] validate-source-address
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version (RIP view)

Syntax

View

Parameters

Description

Examples

version {12}

undo version
RIP view

1: Specifies the RIP version as RIP-1.

2: Specifies the RIP version as RIP-2. RIP-2 messages are multicast.

Use the version command to specify a global RIP version.

Use the undo version command to remove the configured global RIP version.
By default, the global RIP version is RIP-1.

Note that:

m If an interface has an RIP version specified, the RIP version takes precedence

over the global one.

m If no RIP version is specified for the interface and the global version is RIP-1, the
interface inherits RIP-1, and then it can send RIP-1 broadcasts, and receive RIP-1
broadcasts and unicasts.

m If no RIP version is specified for the interface and the global version is RIP-2, the
interface inherits RIP-2, and then it can send RIP-2 multicasts, and receive RIP-2
broadcasts, multicasts and unicasts

Note that the global RIP version takes effect on RIP interfaces only when no
interface RIP version is configured.

# Specify RIP-2 as the global RIP version.

<Sysname> system-view
[Sysname] rip 100
[Sysname-rip-100] version 2
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IPv6 RIPNG CONFIGURATION
34 COMMANDS

checkzero (RIPng view)

Syntax checkzero

undo checkzero
View RIPng view
Parameter None

Description  Use the checkzero command to enable the zero field check on RIPng packets.
Use the undo checkzero command to disable the zero field check.
The zero field check is enabled by default.

Some fields in RIPng packet headers must be zero. These fields are called zero
fields. You can enable the zero field check on RIPng packet headers. If any such
field contains a non-zero value, the RIPng packet will be discarded.

Example # Disable the zero field check on RIPng packet headers of RIPng 100.

<Sysname> system-view
[Sysname] ripng 100
[Sysname-ripng-100] undo checkzero

debugging ripng

Syntax debugging ripng process-id [ brief | event | packet | receive | send | timer ]

undo debugging ripng process-id { brief | event | packet | receive | send |
timer }

debugging ripng process-id { packet | receive | send } [ interface interface-type
interface-number |

undo debugging ripng process-id { packet | receive | send } [ interface
interface-type interface-number ]

View  User view



420

CHAPTER 34: IPv6 RIPNG CONFIGURATION COMMANDS

Parameter

Description

Example

process-id: RIPng process ID.

brief: Displays brief RIPng debugging information.
event: RIPng event debugging.

packet: RIPng packet debugging.

receive: Debugging of received RIPng packets.
send: Debugging of sent RIPng packets.

timer: RIPng timer debugging.

interface interface-type interface-number: Displays the specified RIPng
debugging information of an interface.

Use the debugging ripng command to enable specified RIPng debugging.
Use the undo debugging ripng command to disable specified RIPng debugging.

The keyword interface is usable only when the keyword packet, receive or send
is included.

The debugging ripng command with the keyword interface not specified
displays the debugging information of RIPng packets sent and received by all
interfaces. With the keyword interface included, the command displays the
debugging information of RIPng packets sent and received by the interface.

# Display the debugging information of sent RIPng packets.

<Sysname> debugging ripng 1 send
*0.84520 RTA RM/7/RMDEBUG:RIPng 1 : Sending response message on vlan
-interface 12 to FF02::9

*0.84520 RTA RM/7/RMDEBUG: Packet : vers 1, cmd response, length 84
*0.84520 RTA RM/7/RMDEBUG: Dest 1:12::/120, cost 5, tag
*0.84520 RTA RM/7/RMDEBUG: Dest :13::/120, cost 5, tag
*0.84520 RTA RM/7/RMDEBUG: Dest 1:32::/120, cost 5, tag
*0.84520 RTA RM/7/RMDEBUG: Dest 1:33::/120, cost 5, tag

[y
o O O O

# Display the debugging information of received RIPng packets.

<Sysname> debugging ripng 1 receive

*0.85450 RTA RM/7/RMDEBUG:RIPng 1 : Receiving response message from
FE80::200:5E

FF:FE04:3302 on vlan-interface 12

*0.85450 RTA RM/7/RMDEBUG: Packet : vers 1, cmd response, length 504
*0.85450 RTA RM/7/RMDEBUG: Dest 100::/32, metric 2, tag 0

*0.85450 RTA RM/7/RMDEBUG: Dest 4000:1::/64, cost 2, tag 0
*0.85450 RTA RM/7/RMDEBUG: Dest 4000:2::/64, cost 2, tag 0
*0.85450 RTA RM/7/RMDEBUG: Dest 4000:3::/64, cost 2, tag 0
*0.85450 RTA RM/7/RMDEBUG: Dest 4000:4::/64, cost 2, tag 0
*0.85450 RTA RM/7/RMDEBUG: Dest 4000:5::/64, cost 2, tag 0
*0.85450 RTA RM/7/RMDEBUG: Dest 4000:6::/64, cost 2, tag 0
*0.85450 RTA RM/7/RMDEBUG: Dest 4000:7::/64, cost 2, tag 0
*0.85450 RTA RM/7/RMDEBUG: Dest 4000:8::/64, cost 2, tag 0
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# Display the debugging information of RIPng packets received by
Vlan-interface12..

<Sysname> debugging ripng 1 receive interface vlan-interface 12
*0.718490 RTB RM/7/RMDEBUG:RIPng 100 : Receiving response message from FES80:
C00:C18:5:: on vlan-interface 12

*0.718500 RTB RM/7/RMDEBUG: Packet : version 1, command response, length 104
*0.718510 RTB RM/7/RMDEBUG: Dest 3FFE:C00:C18:1::/64, metric 3, tag 0
*0.718520 RTB RM/7/RMDEBUG: Dest 3FFE:C00:C18: :/64, metric 3, tag
*0.718530 RTB RM/7/RMDEBUG: Dest 3FFE:C00:C18:3::/64, metric 3, tag
*0.718540 RTB RM/7/RMDEBUG: Dest 3FFE:C00:C18: :/64, metric 3, tag
*0.718560 RTB RM/7/RMDEBUG: Dest 3FFE:C00:C18:5::/64, metric 8, tag

o O

ua s w NS
o

o

# Display the RIPng event debugging information.

<Sysname> debugging ripng 1 event
*0.125140 Sysname RM/7/RMDEBUG:RIPng 1 : Adding LoopBackO to Network List
*0.131510 Sysname RM/7/RMDEBUG:RIPng 1 : Removing LoopBack0 from Network List

# Display the RIPng timer debugging information.

<Sysname> debugging ripng 1 timer
*0.605600 Sysname RM/7/RMDEBUG:RIPng 1 : Periodic timer expired

Table 105 Field descriptions of the debugging ripng command

Field Description

Dest Destination IPv6 address
cost/metric Cost of RIPng

tag Route tag

default cost (RIPng view)

Syntax

View
Parameter

Description

Related commands:

Examples

default cost cost

undo default cost
RIPng view
cost: Default metric of redistributed routes. The default is O.

Use the default cost command to specify the default metric of redistributed
routes.

Use the undo default cost command to restore the default.
By default, the default metric of redistributed routes is 0.

The specified default metric applies to routes redistributed by the import-route
command that has no metric specified.

import-route.

# Set the default metric of redistributed routes to 2.
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<Sysname> system-view
[Sysname] ripng 100
[Sysname-ripng-100] default cost 2

display ripng
Syntax display ripng [ process-id |
View Any view
Parameters process-id: RIPng process ID.

Description  Use the display ripng command to display the running status and configuration
information of a RIPng process. If process-id is not specified, information of all
RIPng processes will be displayed.

Examples # Display the running status and configuration information of all configured RIPng
processes.

<Sysname> display ripng
RIPng process : 1
Preference : 100
Checkzero : Enabled
Default Cost : 0
Maximum number of balanced paths : 3
Update time : 30 sec(s) Timeout time : 180 sec(s)
Suppress time : 120 sec(s) Garbage-Collect time : 120 sec(s)
Number of periodic updates sent : 0
Number of trigger updates sent : 0

Table 106 Field descriptions of the display ripng command

Field Description

RIPng Process RIPng process ID

Preference RIPng route priority

Checkzero Whether zero field check for RIPng packet
headers is enabled

Default Cost Default metric of redistributed routes

Maximum number of balanced paths Maximum number of load balanced routes

Update time RIPng updating interval, in seconds

Timeout time RIPng timeout interval, in seconds

Suppress time RIPng suppress interval, in seconds

Garbage-Collect time RIPng garbage collection interval, in seconds

Number of periodic updates sent Number of periodic updates sent

Number of trigger updates sent Number of triggered updates sent

display ripng database
Syntax display ripng process-id database

View Any view



Parameters

Description

Examples

process-id: RIPng process ID.
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Use the display ripng database command to display all active routes in the
RIPng advertising database, which are sent in normal RIPng update messages.

# Display the active routes in the database of RIPng process 100.

<Sysname> display ripng 100 database
2001:7B::2:2A1:5DE/64,

cost 4,
: /120,
cost 4,
: /120,
cost 4,
: /120,
cost 4,
: /32,
via FE80
3FFE:C00:C18
via FE80
3FFE:C00:C18
via FE80
3FFE:C00:C18
via FE80
3FFE:C00:C18
FE80
/64,
FE80
/64,
FE80

1:13:

1:32:

1:33:

100:

via
4000:1::

via
4000:2::

via

Imported

Imported

Imported

Imported

::200:5EFF:
:1::/64,
::200:5EFF:
:1::/64,
::200:5EFF
:2::/64,
::200:5EFF
:3::/64,
::200:5EFF:

::200:5EFF:

::200:5EFF:

FEO4:

FEO4

:FEO4

:FEO4

FEO4

FEO4

FEO4

3302, cost 2
:B602, cost 2
:B601, cost 2
:B602, cost 2
:B601, cost 2
:3302, cost 2
:3302, cost 2

Table 107 Description on fields of the display ripng database command

Field

2001:7B::2:2A1:5DE/64

via
cost

Imported

Description

IPv6 destination address/prefix length
Next hop IPv6 address

Route metric value

Routes learnt from other routing protocols

display ripng interface

Syntax
View

Parameters

Description

display ripng process-id interface [ interface-type interface-number ]

Any view

process-id: RIPng process ID.

interface-type interface-number: Specified an interface.

Use the display ripng interface command to display the interface information of

the RIPng process.
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Examples

# Display the interface information of RIPng process 1.
<Sysname> display ripng 1 interface
Interface-name: vlan-interface 12
Link Local Address: FE80::200:5EFF:FE19:3E00
Split-horizon: on Poison-reverse: off
Metricln: O MetricOut: 1

Default route: off

Table 108 Field descriptions of the display ripng interface command

Field Description

Interface-name Name of an interface running RIPng.

Link Local Address Link-local address of an interface running RIPng

Split-horizon Indicates whether the split horizon function is enabled (on: Enabled
off: Disabled).

Poison-reverse Indicates whether the poison reverse function is enabled (on: Enabled

off: Disabled).
Metricln/MetricOut Additional metric to incoming and outgoing routes

Default route = Only/Originate: Only means that the interface advertises only the
default route. Originate means that the default route and other
RIPng routes are advertised.

» Off, indicates that no default route is advertised or the
garbage-collect time expires after the default route advertisement
was disabled.

= In garbage-collect status: With default route advertisement
disabled, the interface advertises the default route with metric 16
during the garbage-collect time.

display ripng route
Syntax
View
Parameters

Description

Examples

display ripng process-id route
Any view
process-id: RIPng process ID.

Use the display ripng route command to display all RIPng routes and timers
associated to each route of a RIPng process.

# Display the routing information of RIPng process 100.

<Sysname> display ripng 100 route

Route Flags: A - Aging, S - Suppressed, G - Garbage-collect
Peer FE80::200:5EFF:FE04:B602 on vlan-interface 12
Dest 3FFE:C00:C18:1::/64,
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via FE80::200:5EFF:FE04:B602, cost 2, tag 0, A, 34 Sec
Dest 3FFE:C00:C18:2::/64,
via FE80::200:5EFF:FE04:B602, cost 2, tag 0, A, 34 Sec

Peer FE80::200:5EFF:FE04:B601 on vlan-interface 12
Dest 3FFE:C00:C18:1::/64,

via FE80::200:5EFF:FE04:B601, cost 2, tag 0, A, 13 Sec
Dest 3FFE:C00:C18:3::/64,

via FE80::200:5EFF:FE04:B601, cost 2, tag 0, A, 13 Sec

Peer FE80::200:5EFF:FE04:3302 on vlan-interface 12
Dest 100::/32,

via FE80::200:5EFF:FE04:3302, cost 2, tag 0, A, 6 Sec
Dest 4000:1::/64,

via FE80::200:5EFF:FE04:3302, cost 2, tag 0, A, 6 Sec
Dest 4000:2::/64,

via FE80::200:5EFF:FE04:3302, cost 2, tag 0, A, 6 Sec
Dest 4000:3::/64,

via FE80::200:5EFF:FE04:3302, cost 2, tag 0, A, 6 Sec
Dest 4000:4::/64,

Table 109 Field descriptions of the display ripng route command

Field Description

Peer Neighbor connected to the interface

Dest IPv6 destination address

via Next hop IPv6 address

cost Routing metric value

tag Route tag

Sec Time that a route entry stays in a particular state
A" The route is in the aging state

s" The route is in the suppressed state

G" The route is in the Garbage-collect state

filter-policy export (RIPng view)

Syntax

View

Parameters

filter-policy { ac/6-number | ipv6-prefix ipv6-prefix-name } export [ protocol [
process-id ] ]

undo filter-policy export [ protocol [ process-id ] ]
RIPng view

aclé-number: Specifies the number of an ACL to filter outgoing routing
information, in the range of 2000 to 3999.

ipv6-prefix jpv6-prefix-name: Specifies the name of an IPv6 prefix list used to
filter outgoing routing information.

protocol: Filter routes redistributed from a routing protocol, currently including
bgp4+, direct, isisv6, ospfv3, ripng, and static.
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Description

Examples

process-id: Process ID of the specified routing protocol. This argument is specified
only when the routing protocol is rip, ospf, or isis.

Use the filter-policy export command to define an outbound route filtering
policy. Only routes passing the filter can be advertised in the update messages.

Use the undo filter-policy export command to disable the filtering.
By default, RIPng does not filter any outbound routing information.

With the protocol argument specified, only routing information redistributed from
the specified routing protocol will be filtered. Otherwise, all outgoing routing
information will be filtered.

# Use IPv6 prefix list Filter 2 to filter outgoing RIPng updates.

<Sysname> system-view
[Sysname] ripng 100
[Sysname-ripng-100] filter-policy ipvé-prefix Filter2 export

filter-policy import (RIPng view)

Syntax

View

Parameters

Description

Examples

filter-policy { ac/6-number | ipv6-prefix ijpv6-prefix-name } import

undo filter-policy import
RIPng view

aclé-number: Specifies the number of an ACL to filter incoming routing
information.

ipv6-prefix jpv6-prefix-name: Specifies the name of an IPv6 Prefix list to filter
incoming routes.

Use the filter-policy import command to define an inbound route filtering policy.
Only routes which match the filtering policy can be received.

Use the undo filter-policy import command to disable incoming route filtering.
By default, RIPng does not filter incoming routing information.

# Reference IPv6 prefix list Filter1 to filter incoming RIPng updates.

<Sysname> system-view
[Sysname] ripng 100
[Sysname-ripng-100] filter-policy ipvé6-prefix Filterl import
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import-route (RIPng view)

Syntax

View

Parameters

Description

Related commands:

Examples

import-route protocol [ process-id | [ allow-ibgp ] [ cost cost | route-policy
route-policy-name | *

undo import-route protocol [ process-id ]
RIPng view

protocol: Specifies a routing protocol from which to redistribute routes, currently
including bgp4+, direct, isisv6, ospfv3, ripng, and static.

process-id: Process ID of the specified routing protocol, available for isisv6,
ospfv3, and ripng.

cost: Routing metric of redistributed routes. If cost value is not specified, the
metric is the default metric specified with the default cost command.

route-policy route-policy-name: Specifies a routing policy by its name.

allow-ibgp: Optional keyword when the specified protocol is bgp4+. The
import-route bgp4+ command redistributes only EBGP routes. The
import-route bgp4+ allow-ibgp command redistributes additionally IBGP
routes, thus be cautious when using it.

Use the import-route command to redistribute routes from another routing
protocol.

Use the undo import-route command to disable redistributing routes from
another routing protocol.

By default, RIPng does not redistribute routes from other routing protocols.
= You can configure a routing policy to redistribute only needed routes.
m You can specify a cost for redistributed routes using keyword cost.

default cost.

# Redistribute routes from IPv6-IS-IS process 7 and specify the metric as 7.

<Sysname> system-view
[Sysname] ripng 100
[Sysname-ripng-100] import-route isisvé 7 cost 7
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maximum load-balancing (RIPng view)

Syntax maximum load-balancing number

undo maximum load-balancing
View RIPng view
Parameters number: Maximum number of equal-cost load-balanced routes.

Description  Use the maximum load-balancing command to specify the maximum number of
equal cost routes for load balancing.

Use the undo maximum load-balancing command to restore the default.

Examples # Set the maximum number of equal cost load balanced routes to 2.

<Sysname> system-view
[Sysname] ripng 100
[Sysname-ripng-100] maximum load-balancing 2

# Restore the default.

[Sysname-ripng-100] undo maximum load-balancing

preference (RIPng view)

Syntax preference [ route-policy route-policy-name ] preference

undo preference [ route-policy ]
View RIPng view

Parameters preference: RIPng route priority. The default is 100. The smaller the value, the
higher the priority.

route-policy-name: Name of a routing policy.

Description  Use the preference command to specify the RIPng route priority.
Use the undo preference route-policy command to restore the default.
By default, the priority of a RIPng route is 100.

Using the route-policy keyword can set a priority for routes filtered in by the
routing policy:

m If a priority is set in the routing policy, the priority applies to matched routes,
and the priority set by the preference command applies to routes not
matched.
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m If no priority is set in the routing policy, the one set by the preference
command applies to all routes.

# Set the RIPng route priority to 120.
<Sysname> system-view

[Sysname] ripng 100
[Sysname-ripng-100] preference 120

# Restore the default RIPng route priority.

[Sysname-ripng-100] undo preference
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ripng

Syntax

View
Parameters

Description

Examples

ripng [ process-id |

undo ripng [ process-id |
System view
process-id: RIPng process ID.

Use the ripng command to create a RIPng process and enter RIPng view.
Use the undo ripng command to disable a RIPng process.
By default, no RIPng process is enabled.

# Create RIPng process 100 and enter its view.
<Sysname> system-view

[Sysname] ripng 100

[Sysname-ripng-100]

# Disable RIPng process 100.

[Sysname] undo ripng 100

ripng default-route

Syntax ripng default-route { only | originate } [ cost cost ]
undo ripng default-route
View Interface view
Parameters only: Indicates that only the IPv6 default route is advertised via the interface.

originate: Indicates that the IPv6 default route is advertised without suppressing
other routes.
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Description

Examples

cost: Metric of the advertised default route. The default value is 1.

Use the ripng default-route command to advertise a default route with the
specified routing metric to a RIPng neighbor.

Use the undo ripng default-route command to stop advertising and forwarding
the default route.

By default, a RIP process does not advertise any default route.

After you execute this command, the generated RIPng default route is advertised
in a route update over the specified interface. This IPv6 default route is advertised
without considering whether it already exists in local IPv6 routing table.

# Advertise only the default route via Vlan-interface100.
<Sysname> system-view

[Sysname] interface vlan-interface 100
[Sysname-Vlan-interfacel00] ripng default-route only

# Advertise the default route together with other routes via Vlan-interface101.

[Sysname] interface vlan-interface 101
[Sysname-Vlan-interfacel0l] ripng default-route originate

ripng enable

Syntax

View

Parameters

Description

Examples

ripng process-id enable

undo ripng
Interface view
process-id: RIPng process ID.

Use the ripng enable command to enable RIPng on the specified interface.

Use the undo ripng enable command to disable RIPng on the specified interface.

# Enable RIPng100 on Vlan-interface100.

<Sysname> system-view
[Sysname] interface vlan-interface 100
[Sysname-Vlan-interfacel00] ripng 100 enable

ripng metricin

Syntax

ripng metricin value



View
Parameters

Description

Related commands:

Examples
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undo ripng metricin
Interface view
value: Additional metric for received routes.

Use the ripng metricin command to specify an additional metric for received
RIPng routes.

Use the undo ripng metricin command to restore the default.

By default, the additional metric to received routes is 0.
ripng metricout.

# Specify the additional routing metric as 12 for RIPng routes received by
Vlan-interface100.

<Sysname> system-view
[Sysname]
[Sysname-Vlan-interfacel00]

interface vlan-interface 100
ripng metricin 12

ripng metricout

Syntax

View
Parameters

Description

Related commands:

Examples

ripng metricout value

undo ripng metricout
Interface view
value: Additional metric for advertised routes. The default is 1.

Use the ripng metricout command to configure an additional metric for RIPng
routes advertised by an interface.

Use the undo rip metricout command to restore the default.

The default additional routing metric is 1.
ripng metricin.

# Set the additional metric to 12 for routes advertised by Vlan-interface100.

<Sysname> system-view
[Sysname]
[Sysname-Vlan-interfacel00]

interface vlan-interface 100
ripng metricout 12
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ripng poison-reverse

Syntax

View
Parameters

Description

Examples

ripng poison-reverse

undo ripng poison-reverse
Interface view
None

Use the rip poison-reverse command to enable the poison reverse function.

Use the undo rip poison-reverse command to disable the poison reverse
function.

By default, the poison reverse function is disabled.

# Enable the poison reverse function on Vlan-interface100.

<Sysname> system-view
[Sysname] interface vlan-interface 100
[Sysname-Vlan-interfacel00] ripng poison-reverse

ripng split-horizon

Syntax

View
Parameters

Description

ripng split-horizon

undo ripng split-horizon
Interface view
None

Use the rip split-horizon command to enable the split horizon function.

Use the undo rip split-horizon command to disable the split horizon function.
By default, the split horizon function is enabled.

Note that:

m The split horizon function is necessary for preventing routing loops. Therefore,
you are not recommended to disable it.

m In special cases, make sure that it is necessary to disable the split horizon
function before doing so.

If both the poison reverse and split horizon functions are enabled, only the poison
reverse function takes effect.
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# Enable the split horizon function on Van-interface100.

<Sysname> system-view
[Sysname] interface vlan-interface 100
[Sysname-Vlan-interfacel00] ripng split-horizon

ripng summary-address

Syntax

View

Parameters

Description

Examples

ripng summary-address jpv6-address prefix-length

undo ripng summary-address ipv6-address prefix-length
Interface view

ipv6-address: IPv6 network address of the summary route.

prefix-length: IPv6 prefix length. It indicates the number of consecutive ones of the
prefix, which represents the network ID.

Use the ripng summary-address command to configure a summary advertised
through the interface.

Use the undo ripng summary-address command to remove the summary.

If the prefix and the prefix length of a route match the specified IPv6 prefix, the
IPv6 prefix will be advertised instead. Thus, one route can be advertised on behalf
of many routes. After summarization, the summary route cost is the lowest cost
among summarized routes.

# Assign an IPv6 address with the 64-bit prefix to Vlan-interface100 and configure
a summary with the 35-bit prefix.

<Sysname> system-view

[Sysname] interface vlan-interface 100

[Sysname-Vlan-interfacel00] ipvé address 2001:200::3EFF:FE11:6770/64
[Sysname-Vlan-interfacel00] ripng summary-address 2001:200:: 35

timers (RIPng view)

Syntax

View

Parameters

timers { garbage-collect garbage-collect-value | suppress suppress-value |
timeout timeout-value | update update-value }*

undo timers { garbage-collect | suppress | timeout | update }*
RIPng view

garbage-collect-value: Interval of the garbage-collect timer in seconds.
suppress-value: Interval of the suppress timer in seconds.

timeout-value: Interval of the timeout timer in seconds.
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Description

Examples

update-value: Interval of the update timer in seconds.

Use the timers command to configure RIPng timers.

Use the undo timers command to restore the default.

By default, the garbage-collect timer is 120 seconds, the suppress timer 120
seconds, the timeout timer 180 seconds, and the update timer 30 seconds.

RIPng is controlled by the above four timers.

The update timer defines the interval between update messages.

The timeout timer defines the route aging time. If no update message related
to a route is received within the aging time, the metric of the route is set to 16
in the routing table.

The suppress timer defines how long a RIPng route stays in the suppressed
state. When the metric of a route is 16, the route enters the suppressed state.
In the suppressed state, only routes which come from the same neighbor and
whose metric is less than 16 will be received by the device to replace
unreachable routes.

The garbage-collect timer defines the interval from when the metric of a route
becomes 16 to when it is deleted from the routing table. During the
garbage-collect timer length, RIPng advertises the route with the routing metric
set to 16. If no update message is announced for that route before the
garbage-collect timer expires, the route will completely be deleted from the
routing table.

Note that:

You are not recommended to change the default values of these timers under
normal circumstances.

The lengths of these timers must be kept consistent on all devices and access
servers in the network

# Configure the update, timeout, suppress, and garbage-collect timers as 5s, 15s,
15s and 30s.

<Sysname> system-view

[Sysname] ripng 100

[Sysname-ripng-100] timers update 5
[Sysname-ripng-100] timers timeout 15
[Sysname-ripng-100] timers suppress 15
[Sysname-ripng-100] timers garbage-collect 30
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OSPF CONFIGURATION COMMANDS

m Refer to “graceful-restart (OSPF view)” on page 974 for OSPF GR related
commands.

abr-summary (OSPF area view)

Syntax

View

Parameters

Description

abr-summary ip-address { mask | mask-length } [ advertise | not-advertise ] [
cost cost |

undo abr-summary ip-address { mask | mask-length }
OSPF area view

ip-address: IP address of the summary route, in dotted decimal format.
mask: Mask of the IP address in dotted decimal format.
mask-length: Mask length, in the range 0 to 32 bits.

advertise | not-advertise: Advertises or not to advertise the summary route. By
default, the summary route is advertised.

cost cost: Specifies the cost of the summary route. The default cost is the biggest
cost value among routes that are summarized.

Use the abr-summary command to configure a summary route on the Area
Border Router.

Use the undo abr-summary command to remove a summary route.
By default, no route summarization is available on an ABR.

You can configure to advertise or not to advertise the summary route, and specify
a route cost.

This command is usable only on an ABR. Multiple contiguous networks may be
available in an area, where you can summarize them with one network on the
ABR for advertisement. The ABR advertises only the summary route to other areas.

With the undo abr-summary command used, summarized routes will be
advertised.
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Examples

# Summarize networks 36.42.10.0/24 and 36.42.110.0/24 in Areal with
36.42.0.0/16 for advertisement to other areas.

<Sysname> system-view

[Sysname] ospf 100

[Sysname-ospf-100] area 1

[Sysname-ospf-100-area-0.0.0.1] network 36.42.10.0 0.0.0.255
[Sysname-ospf-100-area-0.0.0.1] network 36.42.110.0 0.0.0.255
[Sysname-ospf-100-area-0.0.0.1] abr-summary 36.42.0.0 255.255.0.0

area (OSPF view)

Syntax area area-id
undo area area-id
View  OSPF view
Parameters area-id: ID of an area, a decimal integer, or an IP address.
Description  Use the area command to create an area and enter area view.
Use the undo area command to remove a specified area.
Examples # Create Area0O and enter Area O view
<Sysname> system-view
[Sysname] ospf 100
[Sysname-ospf-100] area 0
[Sysname-ospf-100-area-0.0.0.0]
asbr-summary
Syntax asbr-summary ip-address { mask | mask-length } [ tag tag | not-advertise | cost
cost |*
undo asbr-summary ip-address { mask | mask-length }
View  OSPF view
Parameters ip-address: IP address of the summary route in dotted decimal notation.

mask: IP address mask in dotted decimal notation.
mask-length: Mask length.

not-advertise: Specifies not to advertise the summary route. If the keyword is not
specified, the route is advertised.

tag tag: Specifies a tag value for the summary route, used by a route policy to
control route advertisement. The value defaults to 1.



Description
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cost cost: Specifies the cost of the summary route. For Type-1 external routes, the
cost defaults to the biggest cost among routes that are summarized. For Type-2
external routes, the cost defaults to the value of the biggest cost among routes
that are summarized plus 1.

Use the asbr-summary command to configure a summary route.
Use the undo asbr-summary command to remove a summary route.
No route summarization is configured by default.

With the asbr-summary command configured on an ASBR, it summarizes
redistributed routes that fall into the specified address range with a single route. If
the ASBR resides in an NSSA area, it advertises the summary route in a Type-7 LSA
into the area.

With the asbr-summary command configured on an NSSA ABR, it summarizes
routes in Type-5 LSAs translated from Type-7 LSAs with a single route and
advertises the summary route to other areas. This command does not take effect
on non NSSA ABRs.

With the undo asbr-summary command used, summarized routes will be
advertised.

display ospf asbr-summary.

# Summarize redistributed routes with a single route.

<Sysname> system-view

[Sysname] ip route-static 10.2.1.0 24 null 0

[Sysname] ip route-static 10.2.2.0 24 null 0

[Sysname] ospf 100

[Sysname-ospf-100] import-route static

[Sysname-ospf-100] asbr-summary 10.2.0.0 255.255.0.0 tag 2 cost 100

authentication-mode (OSPF area view)

Syntax

View

Parameters

Description

authentication-mode { simple | md5 }

undo authentication-mode
OSPF area view

simple: Specifies the simple authentication mode.

md5: Specifies the MD5 ciphertext authentication mode.

Use the authentication-mode command to specify an authentication mode for
the OSPF area.

Use the undo authentication-mode command to cancel a specified
authentication mode.
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Related commands:

Examples

By default, no authentication mode is configured for an OSPF area.

Devices that reside in the same area must have the same authentication mode:
non-authentication, simple, or MD5.

ospf authentication-mode.

# Specify the MD5 ciphertext authentication mode for OSPF area0.

<Sysname> system-view

[Sysname] ospf 100

[Sysname-ospf-100] area O
[Sysname-ospf-100-area-0.0.0.0] authentication-mode md5

bandwidth-reference (OSPF view)

Syntax bandwidth-reference value
undo bandwidth-reference
View  OSPF view
Parameters value: Bandwidth reference value for link cost calculation, in Mbps.
Description  Use the bandwidth-reference command to specify a reference bandwidth value
for link cost calculation.
Use the undo bandwidth-reference command to restore the default.
The default value is 100 Mbps.
When links have no cost values configured, OSPF calculates their cost values:
Cost=Reference bandwidth value / Link bandwidth. If the calculated cost is greater
than 65535, the value of 65535 is used.
Examples # Specify the reference bandwidth value as 1000 Mbps.
<Sysname> system-view
[Sysname] ospf 100
[Sysname-ospf-100] bandwidth-reference 1000
default
Syntax default { cost cost | limit /imit | tag tag | type type } *
undo default { cost | limit | tag | type } *
View  OSPF view

Parameters

cost: Default cost for redistributed routes.



Description

Related commands:

Examples
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limit: Default upper limit of routes to be redistributed per time.
tag: Default tag for redistributed routes.

type: Default type for redistributed routes.

Use the default command to configure default parameters for redistributed
routes: cost, route type (Type1 or Type2), tag, and the upper limit.

Use the undo default command to restore the default.

The cost, route type, tag, and the upper limit are 1, 2, 1 and 1000 by default.
import-route.

# Configure default parameters cost as 10, upper limit as 20000, tag as 100 and
type as 2 for redistributed external routes.

<Sysname> system-view
[Sysname] ospf 100
[Sysname-ospf-100] default cost 10 limit 20000 tag 100 type 2

default-cost (OSPF area view)

Syntax

View
Parameters

Description

Related commands:

Examples

default-cost cost

undo default-cost
OSPF area view
cost: Cost for the default route advertised to the Stub or NSSA area.

Use the default-cost command to specify a cost for the default route advertised
to the stub or NSSA area.

Use the undo default-cost command to restore the default.

This command is only applicable to the ABR of a stub area or the ABR/ASBR of an
NSSA area.

stub, nssa.

# Configure Area1 as a stub area, and specify the cost of the default route
advertised to the stub area as 20.

<Sysname> system-view

[Sysname] ospf 100

[Sysname-ospf-100] area 1
[Sysname-ospf-100-area-0.0.0.1] stub
[Sysname-ospf-100-area-0.0.0.1] default-cost 20
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default-route-advertise (OSPF view)

Syntax

View

Parameters

Description

Related commands:

Examples

default-route-advertise [ [ always | cost cost | type type | route-policy
route-policy-name ] * | summary cost cost |

undo default-route-advertise
OSPF view

always: Generates a default external route in an ASE LSA into the OSPF routing
domain, if the router has no default route configured. With this keyword not
included, you have to configure a default route to distribute an ASE LSA into the
OSPF routing domain.

cost cost: Specifies a cost for the default route. The default is 1.
type type: Specifies a type for the ASE LSA. The default is 2.

route-policy route-policy-name: Specifies a route policy name. If the default route
matches the specified route policy, the route policy affects some value in the ASE
LSA.

summary: Advertises the Type-3 summary LSA of the specified default route.

Use the default-route-advertise command to generate a default route into the
OSPF routing domain.

Use the undo default-route-advertise command to disable OSPF from
distributing a default external route.

By default, no default route is distributed.

Using the import-route command cannot redistribute a default route. To do so,
use the default-route-advertise command. If the default route is not configured,
to generate the ASE LSA for a default route, use the default-route-advertise
always command.

The default-route-advertise summary cost command is applicable only to
VPNs, and the default route is redistributed in a Type-3 LSA. The PE device
advertises the redistributed default route to the CE device.

import-route.

# Generate a default route in an ASE LSA into the OSPF routing domain.

<Sysname> system-view
[Sysname] ospf 100
[Sysname-ospf-100] default-route-advertise always
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description (OSPF/OSPF area view)

Syntax

View

Parameters

Description

Examples

description description

undo description
OSPF view/OSPF area view

description: Describes the OSPF process in OSPF view, or describes the OSPF area in
OSPF area view.

Use the description command to configure a description for an OSPF process or
area.

Use the undo description command to remove the description.
No description is configured by default.

Use of this command is only for identification of an OSPF process or area. The
description has no special meaning.

# Configure a description for the OSPF process 100 as "abc".

<Sysname> system-view
[Sysname] ospf 100
[Sysname-ospf-100] description abc

# Configure a description for the OSPF area0 as "bone area".

<Sysname> system-view

[Sysname] ospf 100

[Sysname-ospf-100] area 0
[Sysname-ospf-100-area-0.0.0.0] description bone area

display ospf abr-asbr
Syntax
View
Parameters

Description

display ospf [ process-id | abr-asbr
Any view
process-id: OSPF process ID.

Use the display ospf abr-asbr command to display information about ABR/ASBR.

If no process ID is specified, ABR/ASBR information of all OSPF processes is
displayed.

If you use this command on devices in a stub area, no ASBR information is
displayed.
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If you use this command on devices in an NSSA area, only information about ASBR
is displayed.

Examples # Display information about ABR/ASBR.

<Sysname> display ospf abr-asbr

OSPF Process 1 with Router ID 192.168.1.2
Routing Table to ABR and ASBR

Type Destination Area Cost Nexthop RtType
Intra 192.168.1.1 0.0.0.0 1562 192.168.1.1 ABR

Table 110 Field descriptions of the display ospf abr-asbr command

Field Description

Type Intra-area router or Inter-area router
Destination Router ID of an ABR/ASBR

Area ID of the area of the next hop

Cost Cost from the device to the ABR/ASBR
Nexthop Next hop address

RtType Device type: ABR, ASBR

display ospf asbr-summary
Syntax display ospf [ process-id | asbr-summary [ ip-address { mask | mask-length } |
View Any view

Parameters process-id: OSPF process ID.
ip-address: Matched IP address, in dotted decimal format.
mask: IP address mask, in dotted decimal format.

mask-length: Mask length, in the range 0 to 32 bits.

Description  Use the display ospf asbr-summary command to display information about the
redistributed routes that are summarized.

If no OSPF process is specified, related information of all OSPF processes is
displayed.

If no IP address is specified, information about all summarized redistributed routes
will be displayed.

Related commands: asbr-summary.

Examples # Display information about all summarized redistributed routes.

<Sysname> display ospf asbr-summary

OSPF Process 1 with Router ID 2.2.2.2
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Summary Addresses
Total Summary Address Count: 1

Summary Address

Net : 30.1.0.0

Mask : 255.255.0.0
Tag : 20

Status : Advertise

Cost : 10 (Configured)

The Count of Route is : 2

Destination Net Mask Proto Process Type Metric
30.1.2.0 255.255.255.0 OSPF 1 2 1
30.1.1.0 255.255.255.0 OSPF 1 2 1

Table 111 Field descriptions of the display ospf asbr-summary command

Field Description

Total Summary Address Count Total summary route number

Net The address of the summary route

Mask The mask of the summary route address
Tag The tag of the summary route

Status The advertisement status of the summary route
Cost The cost to the summary route

The Count of Route The count of routes that are summarized
Destination Destination address of a summarized route
Net Mask Network mask of a summarized route
Proto Routing protocol

Process Process ID of routing protocol

Type Type of a summarized route

Metric Metric of a summarized route

display ospf brief
Syntax
View
Parameters

Description

Examples

display ospf [ process-id ] brief
Any view
process-id: OSPF process ID.

Use the display ospf brief command to display OSPF brief information. If no
OSPF process is specified, brief information of all OSPF processes is displayed.

# Display OSPF brief information.

<Sysname> display ospf brief

OSPF Process 1 with Router ID 192.168.1.2
OSPF Protocol Information

RouterID: 192.168.1.2 Border Router: NSSA
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Route Tag: 0

Multi-VPN-Instance is not enabled
Applications Supported: MPLS Traffic-Engineering
SPF-schedule-interval: 5 0 5000

5 0 5000
LSA arrival interval: 1000
Default ASE Parameter: Metric: 1

LSA generation interval:

Route Preference: 10

ASE Route Preference: 150
SPF Computation Count: 22

RFC 1583 Compatible

Area Count: 1 Nssa Area Count:
ExChange/Loading Neighbors: 0
Area: 0.0.0.1 (MPLS TE

Authtype: None Area flag: NSSA

SPF Scheduled Count: 5

ExChange/Loading Neighbors:

0

Tag: 1 Type: 2

1

not enabled)

Interface: 192.168.1.2 (vlan-interface 12)
Type: Broadcast MTU: 1500

Cost: 1 State: DR
Priority: 1

Designated Router: 192.168.1.2
192.168.1.1

Backup Designated Router:

Timers: Hello 10 , Dead 40 ,

Poll

40 , Retransmit 5 , Transmit Delay 1

Table 112 Field descriptions of the display ospf brief command

Field

Description

RouterID
Border Router
Route Tag

Multi-VPN-Instance is not enabled

Applications Supported
SPF-schedule-interval
LSA generation interval
LSA arrival interval
Default ASE Parameter
Route Preference

ASE Route Preference
SPF Computation count
RFC1583 Compatible

Area Count

Nssa Area Count
ExChange/Loading Neighbors
Area

Authtype

Area flag
SPF scheduled Count

Interface

The current router ID
An ABR, ASBR or NSSA ABR
The tag of redistributed routes

The current OSPF process supports no
multi-VPN-instance

Applications supported

Interval for SPF calculation

LSA generation interval

The minimum LSA repeat arrival interval
Default ASE Parameter: metric, tag, route type.
Internal route priority

External route priority

The total number of routes calculated by SPF

Compatible with routing rules defined in
RFC1583

Area number of the current process
NSSA area number of the current process
Neighbors in ExChange/Loading state
Area ID in the IP address format

Authentication type of the area:
Non-authentication, simple authentication, or
MD5 authentication

The type of the area
SPF calculation count

IP address of the interface
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Table 112 Field descriptions of the display ospf brief command

Field Description

Cost Interface cost

State Interface state

Type Interface network type

MTU Interface MTU

Priority Device priority

Designated Router The Designated Router

Backup Designated Router The Backup Designated Router

Timers Intervals of timers: hello, dead, poll, retransmit,

and transmit delay

display ospf cumulative
Syntax display ospf [ process-id | cumulative
View Any view
Parameters process-id: OSPF process ID.

Description  Use the display ospf cumulative command to display OSPF statistics.

Use of this command is helpful for troubleshooting.

Examples # Display OSPF statistics.

<Sysname> display ospf cumulative
OSPF Process 1 with Router ID 192.168.1.2

Cumulations

IO Statistics
Type Input Output
Hello 808 809
DB Description 4 3
Link-State Req 1 1
Link-State Update 12 18
Link-State Ack 18 11

LSAs originated by this router
Router: 6

Network: 0

Sum-Net: 0

Sum-Asbr: 0

External: 1

NSSA: 0

Opg-Link: 0

Opg-Area: 0

Opg-As: 0

LSAs Originated: 7 LSAs Received: 15
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Routing Table:
Intra Area: 1 Inter Area: 1 ASE: O

Table 113 Field descriptions of the display ospf cumulative command

Field Description

IO statistics Statistics about inbound/outbound packets and
LSAs

Type OSPF packet type

Input Packets received

Output Packets sent

Hello Hell packet

DB Description
Link-State Req

Link-State Update

Link-State Ack

LSAs originated by this router

Router
Network
Sum-Net
Sum-Asbr
External
NSSA
Opg-Link
Opg-Area
Opg-As

LSA originated
LSA Received
Routing Table
Intra Area
Inter Area
ASE/NSSA

Database Description packet
Link-State Request packet
Link-State Update packet
Link-State Acknowledge packet
LSAs originated by this device
Type-1 LSA

Type-2 LSA

Type-3 LSA

Type-4 LSA

Type-5 LSA

Type-7 LSA

Type-9 LSA

Type-10 LSA

Type-11 LSA

LSA originated

LSA received

Routing table

Intraarea route number
Interarea route number
ASE/NSSA route number

display ospf error
Syntax display ospf [ process-id ] error
View  Anyview
Parameters process-id: OSPF process ID.

Description  Use the display ospf error command to display OSPF error information.

If no process is specified, OSPF error information of all OSPF processes is displayed.

Examples # Display OSPF error information.



<Sysname> display ospf error
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OSPF Process 1 with Router ID 192.168.80.100
OSPF Packet Error Statistics

: OSPF Router ID confusion
: OSPF bad version

: OSPF bad area ID

: OSPF bad virtual link

: OSPF Neighbor state low
: OSPF interface down
: HELLO: Netmask mismatch

: DD: Unknown LSA type

: LS ACK: Bad ack

: LS REQ: Empty request

: LS UPD: LSA checksum bad
: LS UPD: Unknown LSA type

O O O O O O O O oo o o o o o

: OSPF bad authentication key

: HELLO: Dead timer mismatch
: HELLO: NBMA neighbor unknown

O O O O O O O o o o o o o o

: OSPF bad packet

: OSPF bad checksum

: OSPF drop on unnumber interface
: OSPF bad authentication type

: OSPF packet too small

: OSPF transmit error

: OSPF unknown neighbor

: HELLO: Hello timer mismatch

: HELLO: Extern option mismatch

: DD: MTU option mismatch

: DD: Extern option mismatch

: LS ACK: Unknown LSA type

: LS REQ: Bad request

: LS UPD: Received less recent LSA

Table 114 Field descriptions of the display ospf error command

Field

Description

OSPF Router ID confusion
OSPF bad packet

OSPF bad version

OSPF bad checksum
OSPF bad area ID

OSPF drop on unnumber interface

OSPF bad virtual link

OSPF bad authentication type
OSPF bad authentication key
OSPF packet too small

OSPF Neighbor state low
OSPF transmit error

OSPF interface down

OSPF unknown neighbor

HELLO: Netmask mismatch
HELLO: Hello timer mismatch
HELLO: Dead timer mismatch
HELLO: Extern option mismatch
HELLO: NBMA neighbor unknown

DD: MTU option mismatch
DD: Unknown LSA type
DD: Extern option mismatch
LS ACK: Bad ack

LS ACK: Unknown LSA type
LS REQ: Empty request
LS REQ: Bad request

Packets with duplicate route ID
Packets illegal

Packets with wrong version
Packets with wrong checksum
Packets with invalid area ID

Packets dropped on the unnumbered
interface

Packets on wrong virtual links

Packets with invalid authentication type
Packets with invalid authentication key
Packets too small in length

Packets received in low neighbor state

Packets with error occurred when being
transmitted

Shutdown times of the interface

Packets received from unknown neighbors
Hello packets with mask mismatch

Hello packets with hello timer mismatch
Hello packets with dead timer mismatch
Hello packets with option field mismatch

Hello packets received from unknown NBMA
neighbors

DD packets with MTU mismatch
DD packets with unknown LSA type
DD packets with option field mismatch

LSAck packets for LSU packets error
acknowledgement

LSAck packets with unknown LSA type
LSR packets with no request information

LSR packets with wrong request
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Table 114 Field descriptions of the display ospf error command

Field Description

LS UPD: LSA checksum bad LSU packets with wrong LSA checksum
LS UPD: Received less recent LSA LSU packets without latest LSA

LS UPD: Unknown LSA type LSU packets with unknown LSA type

display ospf interface
Syntax display ospf [ process-id ] interface [ all | interface-type interface-number ]
View Any view

Parameters process-id: OSPF process ID.
all: Display OSPF information of all interfaces.

interface-type interface-number: Interface type and interface number.

Description  Use the display ospf interface command to display OSPF interface information.

If no OSPF process is specified, OSPF interface information of all OSPF processes is
displayed.

Examples # Display OSPF interface information.

<Sysname> display ospf interface

OSPF Process 1 with Router ID 192.168.1.1

Interfaces
Area: 0.0.0.0
IP Address Type State Cost Pri DR BDR
192.168.1.1 PTP P-2-P 1562 1 0.0.0.0 0.0.0.0
Area: 0.0.0.1
IP Address Type State Cost Pri DR BDR
172.16.0.1 Broadcast DR 1 1 172.16.0.1 0.0.0.0

Table 115 Field descriptions of the display ospf interface command

Field Description

Area The ID of the area the interface attached to

IP address Interface IP address (regardless of TE enabled or
not)

Type Interface network type: PTP, PTMP, Broadcast, or
NBMA

State Interface state defined by interface state machine:
DOWN, Waiting, p-2-p, DR, BDR, or DROther

Cost Interface cost

Pri DR priority

DR The DR on the interface’s network segment

BDR The BDR on the interface’s network segment
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display ospf Isdb

Syntax display ospf [ process-id ] Isdb [ brief | [ { ase | router | network | summary |
asbr | nssa | opaque-link | opaque-area | opaque-as } [ /ink-state-id ] | [
originate-router advertising-router-id | self-originate | |

View Any view

Parameters process-id: OSPF process ID.
brief: Displays brief LSDB information.
ase: Displays Type5 LSA (AS External LSA) information in the LSDB.
router: Displays Type1 LSA (Router LSA) information in the LSDB.
network: Displays Type2 LSA (Network LSA) information in the LSDB.
summary: Displays Type3 LSA (Network Summary LSA) information in the LSDB.
asbr: Displays Type4 LSA (ASBR Summary LSA) information in the LSDB.
nssa: Displays Type7 LSA (NSSA External LSA) information in the LSDB.
opaque-link: Displays Type9 LSA (Opaque-link LSA) information in the LSDB.
opaque-area: Displays Type10 LSA (Opaque-area LSA) information in the LSDB.
opaque-as: Displays Type11 LSA (Opaque-AS LSA) information in the LSDB.
link-state-id: Link state ID, in the IP address format.

originate-router advertising-router-id: Displays information about LSAs
originated by the router.

self-originate: Displays information about self-originated LSAs.

Description  Use the display ospf Isdb command to display LSDB information.

If no OSPF process is specified, LSDB information of all OSPF processes is displayed.

Examples # Display OSPF LSDB information.

<Sysname> display ospf 1lsdb
OSPF Process 1 with Router ID 192.168.0.1
Link State Database

Area: 0.0.0.0

Type LinkState ID AdvRouter Age Len Sequence Metric

Router 192.168.0.2 192.168.0.2 474 36 80000004 0

Router 192.168.0.1 192.168.0.1 21 36 80000009 0

Network 192.168.0.1 192.168.0.1 321 32 80000003 0

Sum-Net 192.168.1.0 192.168.0.1 321 28 80000002 1

Sum-Net 192.168.2.0 192.168.0.2 474 28 80000002 1
Area: 0.0.0.1
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Type LinkState ID AdvRouter Age Len
Router 192.168.0.1 192.168.0.1 21 36
Sum-Net 192.168.2.0 192.168.0.1 321 28
Sum-Net 192.168.0.0 192.168.0.1 321 28

Table 116 Field descriptions of the display ospf Isdb command

Sequence
80000005
80000002
80000002

Metric
0
2
1

Field Description

Area Area

Type LSA type

LinkState ID Linkstate ID

AdvRouter The router that advertised the LSA
Age Aging time of the LSA

Len Length of the LSA

Sequence Sequence number of the LSA
Metric Cost of the LSA

# Display Type2 LSA (Network LSA) information in the LSDB.

[Sysname] display ospf 1 lsdb network

OSPF Process 1 with Router ID 192.168.1.1

Type

LS ID

Adv Rtr

LS Age

Len

Options

Seqg#

Chksum

Net Mask
Attached
Attached

Type

LS ID

Adv Rtr

LS Age

Len

Options

Seqg#

Chksum

Net Mask
Attached
Attached

Table 117 Field descriptions of the display ospf 1 Isdb network command

Area: 0.0.0.0
Link State Database

Network

192.168.0.2
192.168.2.1

922

32

E

80000003

0x8d1lb

255.255.255.0
192.168.1.1
192.168.2.1
Area: 0.0.0.1

Link State Database
Network

192.168.1.2
192.168.1.2

782

32

NP

80000003

0x2a77

255.255.255.0
192.168.1.1
192.168.1.2

Router
Router

Router
Router

Field

Description

Type
LS ID

LSA type
DR IP address
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Table 117 Field descriptions of the display ospf 1 Isdb network command
Field Description

Adv Rtr Router that advertised the LSA

LS Age LSA age time

Len LSA length

Options LSA options

Seq# LSA sequence number

Chksum LSA checksum

Net Mask Network mask

Attached Router

Router ID of the device that established adjacency
with the DR, and ID of the DR itself

display ospf nexthop
Syntax
View
Parameters

Description

Examples

display ospf [ process-id | nexthop
Any view

process-id: OSPF process ID.

Use the display ospf nexthop command to display OSPF next hop information.

If no OSPF process is specified, next hop information of all OSPF processes is

displayed.

# Display OSPF next hop information.

<Sysname> display ospf nexthop

OSPF Process 1 with Router ID 192.168.0.1
Routing Nexthop Information

Next Hops:
Address Refcount IntfAddr Intf Name
192.168.0.1 1 192.168.0.1 vlan-interfacel?2
192.168.0.2 1 192.168.0.1 vlan-interfacel?2
192.168.1.1 1 192.168.1.1 vlan-interfacel4

Table 118 Field descriptions of the display ospf nexthop command

Field Description

Next hops Information about Next hops

Address Next hop address

Refcount Reference count

IntfAddr Outbound interface address

Intf Name Outbound interface name
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display ospf peer

Syntax

View

Parameters

Description

Examples

display ospf [ process-id | peer [ verbose | [ interface-type interface-number ] |
neighbor-id ]]

Any view

process-id: OSPF process ID.
interface-type interface-number: Interface type and number
verbose: Displays detailed neighbor information.

neighbor-id: Neighbor router ID.

Use the display ospf peer command to display information about OSPF
neighbors.

Note that:

If no OSPF process is specified, OSPF neighbor information of all OSPF processes is
displayed.

If an interface is specified, the neighbor on the interface is displayed.
If a neighbor ID is specified, detailed information about the neighbor is displayed,

If neither interface nor neighbor ID is specified, brief information about neighbors
of the specified OSPF process or all OSPF processes is displayed.

# Display detailed OSPF neighbor information.

<Sysname> display ospf peer verbose

OSPF Process 1 with Router ID 2.2.2.2

Router ID: 47.47.47.47 Address: 1.1.5.5

State: Full Mode: Nbr is Master Priority: 1

DR: 1.1.5.5 BDR: 1.1.5.6 MTU: 0

Dead timer due in 33 sec

Neighbor is up for 93:12:38

Authentication Sequence: [ 0 ]

Neighbor state change count: 6

GR State: Normal

Router ID: 192.168.1.48 Address: Normal
State: Full Mode: Nbr is Master
DR: 1.1.3.1 BDR: 1.1.3.2 MTU: 0
Dead timer due in 31 sec
Neighbor is up for 93:10:45
Authentication Sequence: [ 0 ]
Neighbor state change count: 5

1.1.3.2
Priority: 1

GR State:

Table 119 Field descriptions of the display ospf peer verbose command

Field Description
Area Area neighbors attached to
Interface Interface connected to neighbor
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Table 119 Field descriptions of the display ospf peer verbose command

Field

Description

Router ID
Address
GR State
State

Mode
Priority
DR
BDR
MTU

Dead timer due in 33 sec
Neighbor is up for 93:12:38
Authentication Sequence

Neighbor state change count

Neighbor router ID
Neighbor router address
GR state

Neighbor state: Down, Init, Attempt, 2-Way,
Exstart, Exchange, Loading or Full

Neighbor mode for DD exchange: Master or Slave
Router priority

The DR on the interface’s network segment

The BDR on the interface’s network segment
Interface MTU

Dead timer times out in 33 seconds

The neighbor has been up for 93:12:38
Authentication sequence number

Counts of neighbor state changes

# Display brief OSPF neighbor information.

<Sysname> display ospf peer

Area: 0.0.0.0

Router ID
47.47.47.47

Area: 0.0.0.2

Router ID

192.168.1.48

OSPF Process 1 with Router ID 2.2.2.2
Neighbor Brief Information

Pri Dead-Time Interface State

40 V1an600 Full/BDR
Pri Dead-Time Interface State

38 V1an900 Full/DR

Table 120 Field descriptions of the display ospf peer command

Field

Description

Area

Router ID
Address

Pri

Dead time(s)
Interface
State

Area of neighbors

Neighbor router ID

Neighbor interface address

Router priority

Dead interval remained

The Interface connected to neighbors

Neighbor state: Down, Init, Attempt, 2-Way,
Exstart, Exchange, Loading or Full

display ospf peer statistics

Syntax display ospf [ process-id | peer statistics

View Any view

Parameters process-id: OSPF process ID.
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Description

Examples

Use the display ospf peer statistics command to display OSPF neighbor
statistics.

If no OSPF process is specified, OSPF neighbor statistics of all OSPF processes is
displayed.

# Display OSPF neighbor statistics.

<Sysname> display ospf peer statistics
OSPF Process 1 with Router ID 1.1.1.1
Neighbor Statistics

Area ID Down Attempt Init 2-Way ExStart Exchange Loading Full Total
0.0.0.1 0 0 0 0 0 0 0 1 1
Total 0 0 0 0 0 0 0 1 1

Table 121 Field descriptions of the display ospf peer statistics command

Field Description
Area ID Area ID
Down Under this state, neighbor initial state, the router has not received any

information from a neighboring router for a period of time.

Attempt Available only in an NBMA network, such as Frame Relay, X.25 or ATM. Under
this state, the OSPF router has not received any information from a neighbor for
a period but can send Hello packets with a longer interval to keep neighbor

relationship.

Init Under this state, the router received a Hello packet from a neighbor but the
packet contains no IP address of itself, so mutual communication is not
established.

2-Way Indicates mutual communication between the router and its neighbor is

available. DR/BDR election is finished under this state (or higher).

ExStart Under this state, the router decides on sequence numbers of DD packets, to
guarantee the neighbor always gets the latest link state information.

Exchange Under this state, the router exchanges routing information with the neighbor.

Loading Under this state, the router requests the neighbor for needed LSAs.
Full Indicates LSDB synchronization has been accomplished between neighbors.
Total Total number of neighbors under the same state

display ospf request-queue

Syntax

View

Parameters

Description

display ospf [ process-id ] request-queue [ interface-type interface-number ] [
neighbor-id ]

Any view

process-id: OSPF process ID.
interface-type interface-number: Interface type and number.

neighbor-id: Neighbor's router ID.

Use the display ospf request-queue command to display OSPF request queue
information.
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If no OSPF process is specified, the OSPF request queue information of all OSPF
processes is displayed.

# Display OSPF request queue information.

<Sysname> display ospf request-queue

OSPF Process 1 with Router ID 1.1.1.1
OSPF Request List
The Router’s Neighbor is Router ID 2.2.2.2 Address 10.1.1.2
Interface 10.1.1.1 Area 0.0.0.0
Request list:

Type LinkState ID AdvRouter Sequence Age
Router 2.2.2.2 1.1.1.1 80000004 1
Network 192.168.0.1 1.1.1.1 80000003 1
Sum-Net 192.168.1.0 1.1.1.1 80000002 2

Table 122 Field descriptions of the display ospf request queue command

Field Description

The Router’s Neighbor is Router ID Neighbor router ID
Address Neighbor interface IP address
Interface Local interface IP address
Area Area ID

Request list Request list information
Type LSA type

LinkState ID Link state ID

AdvRouter Advertising router
Sequence LSA sequence number
Age LSA age time

display ospf retrans-queue

Syntax

View

Parameters

Description

Examples

display ospf [ process-id ] retrans-queue [ interface-type interface-number ]
neighbor-id ]

Any view
process-id: OSPF process ID.

interface-type interface-number: Specifies an interface.

neighbor-id: Neighbor's router ID.

Use the display ospf retrans-queue command to display retransmission queue
information.

If no OSPF process is specified, the retransmission queue information of all OSPF
processes is displayed.

# Display OSPF retransmission gueue information.
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<Sysname> display ospf retrans-queue

OSPF Process 1 with Router ID 1.1.1.1
OSPF Retransmit List

The Router’s Neighbor is Router ID 2.2.2.2 Address 10.1.1.2

Interface 10.1.1.1 Area 0.0.0.0

Retransmit list:
Type LinkState ID AdvRouter Sequence Age
Router 2.2.2.2 2.2.2.2 80000004 1
Network 12.18.0.1 2.2.2.2 80000003 1
Sum-Net 12.18.1.0 2.2.2.2 80000002 2

Table 123 Field descriptions of the display ospf retrans-queue command

Field Description

The Router’s Neighbor is Router ID Neighbor router ID

Address Neighbor interface IP address
Interface Interface address of the router
Area Area ID

Retrans List Retransmit list

Type LSA type

LinkState ID Link state ID

AdvRouter Advertising router

Sequence LSA sequence number

Age LSA age time

display ospf routing

Syntax

View

Parameters

Description

Examples

display ospf [ process-id ] routing [ interface interface-type interface-number | [
nexthop nexthop-address ]

Any view

process-id: OSPF process ID, in the range 1 to 65535.

interface interface-type interface-number: Displays OSPF routing information
advertised via the interface.

nexthop nexthop-address: Displays OSPF routing information with the specified
next hop.

Use the display ospf routing command to display the OSPF routing information.

If no OSPF process is specified, routing information of all OSPF processes is
displayed.

# Display OSPF routing information.

<Sysname> display ospf routing

OSPF Process 1 with Router ID 192.168.1.2
Routing Tables
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Routing for Network

Destination Cost Type NextHop AdvRouter Area
192.168.1.0/24 1562 stub 192.168.1.2 192.168.1.2 0.0.0.0
172.16.0.0/16 1563 Inter 192.168.1.1 192.168.1.1 0.0.0.0

Total Nets: 2
Intra Area: 1 Inter Area: 1 ASE: 0 NSSA: 0

Table 124 Field descriptions of the display ospf routing command

Field Description
Destination Destination network
Cost Cost to destination
Type Route type: intra-area, Transit, stub, Inter-area, Type1 External,
Type2 External.
NextHop Next hop address
AdvRouter Advertising router
Area Area ID
Total Nets Total routes
Intra Area Total intraarea routes
Inter Area Total interarea routes
ASE Total ASE routes
NSSA Total NSSA routes

display ospf vlink
Syntax
View
Parameters

Description

Examples

display ospf [ process-id | vlink
Any view
process-id: OSPF process ID.

Use the display ospf vlink command to display OSPF virtual link information.

If no OSPF process is specified, the OSPF virtual link information of all OSPF
processes is displayed.

# Display OSPF virtual link information.

<Sysname> display ospf vlink
OSPF Process 1 with Router ID 3.3.3.3
Virtual Links

Virtual-link Neighbor-ID -> 2.2.2.2, Neighbor-State: Full
Interface: 10.1.2.1 (vlan-interface763)

Cost: 1562 State: P-2-P Type: Virtual

Transit Area: 0.0.0.1

Timers: Hello 10 , Dead 40 , Retransmit 5 , Transmit Delay 1

Table 125 Field descriptions of the display ospf vlink command

Field Description

Virtual-link Neighbor-id  ID of neighbor connected to the router via the virtual link
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Table 125 Field descriptions of the display ospf vlink command

Field Description

Neighbor-State Neighbor State: Down, Attempt, Init, 2-Way, ExStart, Exchange,
Loading, Full.

Interface Local interface’s IP address and name of the virtual link

Cost Interface route cost

State Interface state

Type Type: virtual link

Transit Area Transit area ID if the interface attached to a virtual link

Timers Values of timers: Hello, Dead, Poll (NBMA), Retransmit, and

Interface transmit delay

Enable log

Syntax

View

Parameters

Description

Examples

enable log [ config | error | state ]

undo enable log [ config | error | state ]
OSPF view

config: Enables configuration logging.
error: Enables error logging.

state: Enables state logging.

Use the enable command to enable specified OSPF logging.
Use the undo enable command to disable specified logging.
OSPF logging is disabled by default.

If no keyword is specified, all logging is enabled.

# Enable OSPF logging.

<Sysname> system-view
[Sysname] ospf 100
[Sysname-ospf-100] enable log

filter import/export

Syntax

View

filter { acl-number | ip-prefix ip-prefix-name } { import | export }

undo filter { import | export }

OSPF area view
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acl-number: ACL number.
ip-prefix-name: IP prefix list name.
import: Filters incoming LSAs.

export: Filters outgoing LSAs.

Use the filter command to configure incoming/outgoing Summary LSAs filtering
on an ABR.

Use the undo filter command to disable Summary LSA filtering.
By default, Summary LSAs filtering is disabled.

This command is only available on an ABR.

# Apply IP prefix list "my-prefix-list" to filter inbound Type-3 LSAs, and ACL2000
to filter outbound Type-3 LSAs in OSPF area 1.

<Sysname> system-view

[Sysname] ospf 100

[Sysname-ospf-100] area 1

[Sysname-ospf-100-area-0.0.0.1] filter ip-prefix my-prefix-list import
[Sysname-ospf-100-area-0.0.0.1] filter 2000 export

filter-policy export (OSPF view)

Syntax

View

Parameters

Description

filter-policy { acl-number | ip-prefix ip-prefix-name } export [ protocol |
process-id ] |

undo filter-policy export [ protocol [ process-id ] ]
OSPF view

acl-number: ACL number.

ip-prefix-name: IP prefix list name.

protocol: Filters redistributed routes from the protocol. Protocols include direct,
static, rip, ospf, isis or bgp. If no protocol is specified, all redistributed routes are
filtered.

process-id: Process ID, which is required when the protocol is rip, ospf or isis.

Use the filter-policy export command to configure the filtering of redistributed
routes.

Use the undo filter-policy export command to disable such filtering.

By default, filtering of redistributed routes is not configured.
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You can use this command to filter redistributed routes as needed.

Related commands: import-route.

Examples # Filter redistributed routes using ACL2000.

<Sysname> system-view
[Sysname] ospf 100
[Sysname-ospf-100] filter-policy 2000 export

filter-policy import (OSPF view)

Syntax filter-policy { ac/-number | ip-prefix ip-prefix-name | gateway ip-prefix-name }
import

undo filter-policy import
View  OSPF view

Parameters ac/-number: Number of an ACL used to filter incoming routes.
ip-prefix-name: Name of an IP address prefix list used to filter incoming routes.

gateway ip-prefix-name: Name of an IP address prefix list used to filter routes
received from the specified neighbor.

Description  Use the filter-policy import command to configure the filtering of incoming
routes.

Use the undo filter-policy import command to disable such filtering.
By default, no filtering of incoming routes is configured.

You can use the command to filter incoming routes as needed.

Examples # Filter incoming routes using ACL2000.

<Sysname> system-view

[Sysname] acl number 2000

[Sysname-acl-basic-2000] rule permit source 192.168.10.0 0.0.0.255
[Sysname-acl-basic-2000] quit

[Sysname] ospf 100

[Sysname-ospf-100] filter-policy 2000 import

host-advertise

Syntax host-advertise jp-address cost

undo host-advertise jp-address
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View  OSPF area view

Parameters jp-address: IP address of a host

cost: Cost of the host route.

Description  Use the host-advertise command to advertise a host route.
Use the undo host-advertise command to remove a host route.

No host route is configured by default.

Examples # Configure host route 1.1.1.1 and specify cost 100 for it.

<Sysname> system-view

[Sysname] ospf 100

[Sysname] area O

[Sysname-ospf-100-area-0.0.0.0] host-advertise 1.1.1.1 100

import-route (OSPF view)

Syntax import-route protocol [ process-id | allow-ibgp ] [ cost cost | type type | tag tag
| route-policy route-policy-name |*

undo import-route protocol [ process-id ]
View  OSPF view

Parameters protocol: Redistributes routes from the protocol, which can be direct, static, rip,
ospf, isis or bgp.

process-id: Process ID, which is optional when the protocol is rip, ospf or isis, in
the range 1 to 65535.

allow-ibgp: Allows to redistri