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Cisco PIX 515E to 3Com X-family unit IPSec VPN

1 Overview

This technical note describes how to setup IPSec VPN tunnels between a 3Com X-
family unit and the Cisco PIX 515E.

Both Main Mode and Aggressive Mode deployments are shown. Main Mode is more
secure and hence is recommended when both sites have a static IP address.
Aggressive mode can be used if one IP address is dynamic.

This document only describes “shared-secret/pre-shared-key” setup, not the
alternative method using X.509 certificates.

2 Connection

This diagram shows the Cisco PIX 515E and an X-family unit connected via the
Internet — actually a simple router in my configuration. Each device has a PC
connected to its LAN interface — to be used both for configuration and for testing
purposes.

/ AN
C——— w

. . Cisco PIX
X-family unit

PC2

PC1
Addresses are:
Device Interface Address Mask Gateway
Router 1 (to X-family) | 10.10.20.1 255.255.255.0
Router 2 (to PIX) 10.10.10.1 255.255.255.0
X-family external 10.10.20.147 255.255.255.0 | 10.10.20.1
Cisco PIX external 10.10.10.147 255.255.255.0 | 10.10.10.1
PC1 192.168.1.100 | 255.255.255.0 | 192.168.1.254
PC2 192.168.22.100 | 255.255.255.0 | 192.168.22.254
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3 Pre-Configuration before setting up
VPNSs

3.1 3Com X-family unit Pre-Configuration
3.1.1 Initial Setup via the OBE

Setup the user account and then set the basic configuration as follows. The dialogue
shown is the OBE (“Out of Box Experience”) on the Command Line Interface —
alternatively this could be set up using the OBE on the Graphical User Interface).

Your super-user account has been created.
You nay continue initial configuration by |ogging into your device.
After logging in, you will be asked for additional information.

Logi n: topuser
Password: tOp--us3r

Entering Setup wizard...

Enter Host Name [myhostname]: 3KB_X_ unit_1
Enter Host Location [room/rack]: Lab

Host Name: 3KB_X_unit_1
Host Location: Lab
Enter [A]ccept, [C]hange, or [E]xit without saving [C]: a

Timekeeping options allow you to set the time zone, enable or disable
daylight saving time, and configure or disable NTP.

Would you like to modify timekeeping options? <Y,[N]>:

The X-Series device may be configured into a number of well known
network deployments.

Would you like to modify the network deployment mode? <Y,[N]>:

Virtual interfaces define how this device integrates with the IP layer 3
network. You must configure one virtual interface for every IP subnet
that is directly connected to the X-Series device. For example, you need
one for the WAN connection (external virtual interface) and one for every
directly connected network subnet (internal virtual interfaces).

Would you like to modify virtual interfaces? <Y,[N]>:y

Virtual interfaces:

Id Type Mode IP Address Subnet Mask NAT

1 internal static 192.168.1.254 255.255.255.0 external-ip
2 external dhcp disable

3 <empty>
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4 <empty>
5 <empty>
6 <empty>

Enter [A]ccept, [C]hange, [R]emove or [E]xit without saving [C]:
Enter the number of the entry you want to change []: 2

Mode (static, dhcp, pppoe, pptp, 12tp) [dhcp]: sta

IP address []: 10.10.20.147

Mask [255.255.255.0]:

Virtual interfaces:

Id Type Mode IP Address Subnet Mask NAT
internal static 192.168.1.254 255.255.255.0 external-ip
external static 10.10.20.147 255.255.255.0 disable
<empty=>

<empty=>

<empty>

<empty=>

O wWNEE

Enter [A]ccept, [C]hange, [R]emove or [E]xit without saving [C]: a
You must configure a default gateway manually if external virtual interface is static.

Would you like to modify default gateway? <Y,[N]>:y
Default Gateway [0.0.0.0]: 10.10.20.1

Security zones enable you to section your network logically into security
domains. As network traffic travels between zones, it is routed and
security-scanned by the firewall and IPS according to the policies you
define. You need to create security zones that naturally map onto your
intended network security boundaries. A security zone may or may not be
connected (mapped) to a virtual interface.

Would you like to modify security zones? <Y,[N]>:

Would you like to modify security zone to virtual interface mapping? <Y,[N]>:
DNS (Domain Name Service) is a system which translates computer hostnames
to IP addresses. The X-Series device requires DNS configuration in order

to perform web filtering.

Would you like to configure DNS? <Y,[N]>:

Firewall policy rules control the flow of network traffic between

security zones. Firewall policy rules control traffic flow based

on source and destination security zones and network protocol.

Would you like to modify firewall policy rules? <Y,[N]>:

SMS-based configuration allows the device to retrieve the configuration

for a secure management VPN to the SMS system. This ensures that
the device can be managed securely from the SMS
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Would you like to enable SMS-based configuration? <Y,[N]>:
If you wish to run this wizard again, use the 'setup' command.
3KB_X_ unit_1#

Notes:

Virtual Interfaces - There are two virtual interfaces (external and internal) set up as
factory default. The only configuration required on them is to set the IP addresses.
(In the example, | have kept the internal IP address as default and changed the
external IP address).

Security Zones — The factory default configuration sets the LAN security zone to be
on Port 1 and linked to the internal Virtual Interface. The WAN security zone is on
the last port (Port 4 on an X505 or port 6 on the X506 and X5) and is linked to the
external virtual interface. No change is needed to this.

Firewall rules — the firewall rules in the factory default configuration will be sufficient
— specifically this one:

2 permit WAN this-device vpn-protocols
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3.1.2 Load the High Encryption Token

When delivered from the factory, the X-family units are capable of encryption levels
up to a key size of 64 bits (e.g. DES). To enable higher encryption key sizes to be
used (e.g. 3DES, AES) a High Encryption “token” package must be loaded onto the
device. This package is only available to approved end users in approved locations.

1. Acquire the High Encryption package from the TMC and load it onto PC1.

2. Open a browser on PC1, connect to https://192.168.1.254 and login as the
user you set up during the OBE.

3. Navigate to System -> Update, open the “TOS/DV Update” tab and complete
the form as shown below with the path of the High Encryption package on PC1.
Click “Install Package”.

#2 ibm-762c500a371

; TOS & DY Update | LSM - Device (3KB_X_unit_1) - Microsoft Internet Explorer

File Edit \iew Favorites Tools Help i

Bk - = - @ vt | Qisearch [EFavorkes fMeda ‘ -5 =
Address Ia https: /192,168, 1,254/

j &G |Links ”| Martan Ankvirus ] -

to Log Off in 60 rinutes N0
o\,
& SYSTEM == UPDATE == —_———— :|
TOS & DV Update T RUSDIVELER Auto DY Config | System Snapshots
1Ps
Step 1
Frewal
Check For DY or TOS updates From the Threat Management Center and save any new versions to your PC.
YPN
Step 2
B
Make sure the package you downloaded is smaller than: 202 MB.
System
Update i An unpacked package may require more space than anticipated. To aid, delete one or more of the previously installed TOS images.
[# Configuration \)
Network
Authentication Step 3
[T Enatle High Priority Preference {f desired)
Step 4
Select ".pkg" file and click install
Package File IC:\cuma\—h\ghEncryptlon_XS.99901 .pkg  Browse... I
Install Package I
' The installation of T0S updates will reboot th%evice.
.
|
@ Done '_’_g # Internst
iffistart | H e @& L H £1705 & DY Update | L5.. EECAWINNTisystemz2icmd... | (3] IBM_PRELOAD (C:) | |<Ejé Orl@s sl % 173

4. The package will be installed and the X series device will reboot. The X-family
unit is ready to set up the VPN when reboot has completed.
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3.2 Cisco PIX 515E Pre-Configuration

1. The initial setup must be started via a serial connection from PC2 to the PIX
Console port. To ensure a known starting point, clear the flash:

Ci scoPl X> enabl e

PaSSV\Drd ER R S I I S O

Ci scoPl X# wite erase

Erase PI X configuration in flash menory? [confirn
Ci scoPIl X#

2. Reboot the PIX to clear the memory to factory default state.

Ci scoPIl X# rel oad
Proceed with reload? [confirm

Reboot i ng. .

3. The PIX will now reboot. When it comes back up, respond as shown below.

re-configure PIX Firewall now through interactive pronpts [yes]?
Enabl e password [<use current password>]: tOp—4s3r
Cl ock (UTC
Year [1993]: 2007
Mont h [Jan]: Feb
Day [1]: 16
Time [00:00:02]: 13:27:00
Inside | P address: 192.168. 22. 254
I nsi de network mask: 255.255.255.0
Host name: CiscoPl X
Domai n nane: OTHER
| P address of host running Pl X Device Manager: 192.168.22.100

The followi ng configuration will be used:

Enabl e password: toppass

Clock (UTC): 13:27:00 Feb 16 2007

Inside | P address: 192.168. 22. 254

I nsi de network mask: 255.255.255.0

Host nane: G scoPl X

Domai n name: OTHER

| P address of host running Pl X Device Manager: 192.168.22. 100

Use this configuration and wite to flash? yes
Bui | di ng configuration...
Crypt ochecksum 5f 3b4a81 fdf 56edc 8ad543ed 2bc123e6

[ K]
Type help or '?" for a list of avail abl e commands.
Ci scoPl X>

4. Now enable interface ethernetO and set the “outside” (i.e. WAN) IP address
and default gateway....

Ci scoPl X>enabl e
PaSSV\DI’dZ *kkkkkhkkkhkkhx*k
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G scoPl X# conf t

Ci scoPl X(config)# interface ethernet0 auto

Ci scoPl X(config)# i p address outside 10.10.10. 147 255. 255.255.0
Ci scoPl X(config)# route outside 0 0 10.10.10.1

Ci scoPIl X(config)#

5. ..and create a user...

Ci scoPl X(confi g)# usernane topuser password toppass
CiscoPl X(config)# quit
Ci scoPl X#

6. ...and save the changes.

Ci scoPl X# wite mem
Bui | di ng configuration...
Crypt ochecksum 124cead0 7898f 7ae 3062006e e57f a823

[ K]
Ci scoPI X#

7. Check that you can access the PIX web management interface from PC2. (N.B.
You may have to install Java on PC2 first.) Browse to https://192.168.22.254.
Logon as topuser, password toppass. The following screen should be displayed.

=0l =

Cisco PIX Device Manager 3.0 - 192.168.22.254
File Rules Search Options Tools Wizards Help

&l [i] @& = 2 Cisco SYSTENS

Home Configuration Monitoring Refresh Save Help .
Device Information Interface Status
HostName - CiscoPlX.OTHER Interface IP AddressiMask | Link | Curent Kbp
P& Wersion: 6.3(1) POM Wersion:  3.0[1] inside 192.168.22. 254124 @ up 4
Device Type:  PIX S515E Total Memor: 32 MB outside 101010147024 @ up 0
intf2 no ip address @ down 0
Licenze: Restnicted [R]) Total Flash: 16MB
Licensed Features
Encryption: 3DES-AES Inzide Hosts:  Unlimited
Failover: Digabled IKE Peers: Unlimited
Max Physical 3 (G 5
Interfaces: Interfaces:
% Select an interface ta view input and output Kbps
VPN Status Traffic Status
IKE Tunmels: 1} IPSec Tunnels: 0 Connectiong Per Second Uszage

System Reszources Status
CFL CPU Usgage [percent]

M UDF: 0 TCP: 0 Total: O

[r— Memory Usage [ME] outside’ [nterface Traffic Uzage (Kbps)

19:41:44
Input Kbps: 0 M Output Kbps: 0
Used 15522 Free: 16.478 Total: 32
Device configuration loaded successiully, topuser MA 2] fe) 19:43:04 UTC Tue Jan 191333
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4 Configuring Main Mode Tunnel

This example shows how to configure an IPSec tunnel using Main Mode between the
3Com X-family unit and a Cisco PIX 515E. Main Mode is the recommended setting
when both devices have static IP addresses that can be accessed from the public

internet.

IPSec VPN can be initiated
from either side.

Internet

I

Key Setup Information

Keying Mode IKE

IKE Mode Main Mode

SA Authentication Method Pre-shared Key

Keying Group DH DH (Diffie Hellman) Group 2
Encryption and Data Integrity 3DES-SHA1
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4.1 3Com X-family unit VPN Configuration

1. Open a browser on PC1, connect to https://192.168.1.254 and login as the
user you set up during the OBE.

2. Navigate to VPN -> IKE Proposals. You will see one default proposal for DES-
SHA1-PSK but we do not want to use this as it does not provide a suitably
high level of security so click on the “Create IKE Proposal” button to create a
new proposal. Complete the form that opens as shown below.

T ibm-762c500a371

3 Create IKE Proposal | LSM - Device (3KB_X_unit_1) - Microsoft Internet Explorer

File Edit ‘ew Favorites Took Help |-

Bk - = - @ iat | Qsearch (HiFavorites GMedia (4| 5 &b =

Addvess [ @] https:jf192.168.1.254)

puser | Auto Log Off in 60 minutes Ni= O

WP == -

Create IKE Proposal

IKE Phase 1 Setup

IPs

Firewall

VPN Proposal Name IEDES-SHM-DHZ
i 3DES-CEC i
IPSer Status Encryption I =l
IKE Propocals Integrity SHA-L =
LZTP Status s
PPTP Status Diffie-Hellman Group |2 {1024 bits) =]
Lifetime IZSEDD ceconds
Events
Authentication Type [Pre-shared key =
System
Options [T Enable Aggressive Made
Network
¥ Enable NAT Traversal

Authentication

<l

Enable Dead Peer Deterction

9

Automatically connect on system start-up

9

Delete Phase 2 58 when Phase 1 54 terminates

K
IKE Phase 2 Setup

Encryption [esPapes-cec =] |
Integrity [EsP sHa-1-Hmac <]
Lifetime W seconds
I™  Enable Perfect Forward Secrecy
Diffie-Hellman Group Im Ll
& Done ’_ ’_ ré_ ’—0 Internet
Mstart ||| i) & @ M 2 ||[&]create KE Proposal | .. BACHWINNTIsystemazicnd. . | (5181 PRELOAD (C1) FEV) B T T e

Click “Create” to save the new IKE Proposal.

Navigate to VPN -> IPSEC Status and click on the “IPSEC Configuration” tab.
Click the Enable IPSEC Global VPNs checkbox and click the Apply button.

On the IPSEC Configuration screen you will see one Security Association called
“Default” displayed but we will not be using this as it is mainly used with IPSec
clients on remote PCs, so click the Create IPSec Association button to create a
new Security Association. Complete the form that opens as shown below —
there are two screen grabs because the form is too large to fit in a single
screen. Note also that the “Shared Secret” string entered here must be at
least 8 characters and must be exactly the same as the shared secret entered
on the peer device.

oukw
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T ibm-762c500a371

R,

3com

PN > [PSEC STATUS ==

Create IP Security Association [ 1Psec Configuration |
IPS
) IPSec Security Association Setup
Firewall
VPN Name Ix_tu_uther
PSer Status Peer IP Address |10-10‘ 10,147
IKE Proposals Terminated Security ILAN j‘
LZTP Status Zone
FPTF Status
Keying Mode KE d
[EEETIES ¥ Enable Security Association
System

™ Support GRE and LZTP {Transport Made)

Network
IKE Setup
Authentication
IKE Proposal ISDES-SHM-DHZ -
Shared Secret I************* —

Peer Email Address I

Peer Domain Name I

Peer Distinguished Name I

Tunnel Setup

¥ Enable PSer tunnel connections

| Local Networks | | Remote Networks |
£ et = | P | PR - | P |

&) Dane ’_’_E ) Internet :§
Hstart||| 1] @ @ H £ ||[E)create 1p security ass.. BACIWINTIsystenaziend. .. | [G)16M_ PRELOAD () FEVD EETE e
|

< >

||

B ibm-762c500a371

topuser | Auto Log Off in
6156 GMT

IR FTUpUNal o e —
: shared Secret Immmmmmm
IPS

Peer Email Address I

Firewall

Peer Domain Name I

VPN

Peer Distinguished Name I
IPSec Status

IKE Proposals Tunnel Setup

LZTP Status

FFTF Status ¥ Enable 1PSec tunnel connections
Events | Local Networks | | Remote Networks |
System 1P address Group Im 1P address Group Im
Network & poubnet  [192.168.1.0 Mask [255.255.255.0 & psubnet [192.168.22.0 Mask [255.255.255.0
authentication
IF Range | ! | P Range | ! |
Peer uses turnel as default route © Use tunnel as default route
Local addresses assigned by DHCP through this tunnel ' Remote addresses assigned by DHCP through this tunnel

[T Enable NAT of lacal network addresses

NAT IP Address I

Hide Advanced Options

o e

& Dane [% ’_’_E 0 Internet
iastart”j e @ S H &]Create IP Security Ass... BACHWINNTisystem32icd. .. | [3]18M_PRELOAD (C1) | |Q|—]:@§E B e,
I A

< >

7. Click “Create” to save the new Security Association.
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4.2 Cisco PIX 515E Configuration

Open the web browser on PC2, navigate to https://192.168.22.254 and login
as topuser with password toppass as before. Select the VPN Wizard from the
Wizard drop-down menu and complete each page in turn as shown below.

sco PIX Device Manager 3.0 - 192.168.22.254 : 14
File FRules Search  Options  Tools  Wizards Help

Cisto S
s

X
VPN Wizard

Welcome to the YPN Wizard. This wizard will help vou create site-to-zite WPz which can be
uzed to securely connect this PI to anather WYPH device, or remote access WPz which can be
uzed to zecurely connect mohbile users and telecommuters ta this P

Select the type of WPN:
¥ Site to Site VPN

" Remote Access VPN

3

Select the interface on which the WP will be enablad:

Ioutside "I

Click Next...

<Back| MHest > | Firiizh | Eancell Help |
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* Cisco PIX Device Manager 3.0 - 192.168.22.254 ] =3
Fules  Search Options  Tools  MWizards Help

i : ) | & 0 ? Cisco SsTems
= i

Please specify the remote peer YPH device to which this Pix will connect aver the WP, The ﬁ
Pl and the remate peer device will authenticate each other before negotiating any IPSec tunnel
to pass hraffic. The authentication is done by configuring a shared password between the two
peers, or certificates izsued by a tusted Certificate Authority (C4).

Peer IP Address: |1D-1D-2D-14?

— Authentication

1+ Pre-shared Key: | T

Tl | xxxxxxxxxxxxx L
" Certificate. The peer's identity is its:

' FEDN [Fuilly Bualifed Domair Hams]

! : P Address o=
<Back| Mewt » I Firiish | Cancell Help |
ey T oo e
Used: 15522 Free: 16478 Total: 32 | ‘ ‘
| topuser | Ma(2) | 28 |&|20:0344 UTC TueJan 191993

Note that the “Pre-shared Key” string entered here must be exactly the same as
the Shared Secret entered on the X-family device

Click Next.
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sco PIX Device Manager 3.0 - 1

File Fules Search  Options Tools  Wizards

Help

=10l

||§_z

T

|_|m‘

|
=

Gisto SysTems

Please specify the encryption algorithm, authentication algorithm, and Diffie-H ellman group that
are uzed by the PX when negotiating an IKE security aszociation . Since the bwo parties have to
agree on the algorithms in order to talk to each other, make sure the configuration of the ather
party iz the game ag the Pl

Encrvption: |3DES j‘
Authentication: SHA =

DH Group: IGroup 2 [1024-bit) - I

<Bac:k| Mext > | Eirizh I Eancell Help I

TIPS Ty e T

Used: 15522 Free: 16.478

Total: 32

|‘ ‘I TR T L meic e e oy

| topuser [N (2] | |28 |3 20:07:24 UTC Tue Jan 191993

Click Next.
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% Cisco PTX Device Manager 3.0 - 192.168.22.254 _IEllil
File Fules Search  Options  Tools  Wizards Help
Cisco SysTeMs
| @ = ?

Flease specify the encryption and authentication algorithms used by the IPSec WPN tunnel
Since the two parties must uge the same algorthms to talk to each other, make sure the
configuration of the other party iz the same az thiz P2, Thiz assumes the uzage of ESP. |f you
want to use AH. pou can change it later uzsing the WPMN tab from the main PDM window.

Eneryption: 3DES =

Authentication; SH, &

5T

<Back| et » | Finizh I Cancell Help I

[ TG [T

Used: 15522 Free:

16.478

Total: 32

|‘|| THAEC oo - T O

| topuser | M [2) | |ﬁ| |[%|2D:2E:D4UTETueJan1S1993

Click Next.
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sco PIX Device Manager 3.0 - 192.168.22.254 = |EI|5|
File Fules Search  Options  Tools  izards Help
Cisto SYSTENS
] | @& = ?

IPSec T Selector

IPSec Traffic Selector selects the traffic flows that are going to be protected by the |PSec
tunnel. Packets that How between the selected hosts/networks inside the P [which you
specify below] and the the selected hostsnetworks at the remate site [which pou will zpecify on
the nest screen] will be pratected by the IPSec tunnel.

~ [On Local Site [protected by this Plx)

— Host/Netwark
Selected:
' |P Address = Mame ¢ Group T
Interface: I inzide ;I

IP address: |192.188.22.D

Mask: |255.255.255.0 E!

Browse ... |

T

<Back| Mest » I Fitizty I Cancell Help |

[ TS T

Used: 15.522 Free:

16.478

Total 32

|“| THTEre T W TR

| topuzer | My [2] | |ﬁ| Iél20:28:14UTETueJan191993

Click the >> button to put the network into the Selected box as shown, then click

Next.
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sco PIX Device Manager 3.0 - 192.168.22.254 _ o |EI|5|
File Fules Search  Options  Tools  Wizards  Help

| @& =) 9 Cisco SYsTEMS
Ho
B c Traf lector [Continue]
Ho: E
Pl Uze thiz panel to specify the hosts/networks at the remote zite that are uzed in IPSec Traffic
Selector to select traffic flaws ta be protected by the IPSec tunnel.
Dt
Lic
Ei ~ On Remate Site
Fi — Host/Netwark
M. Selected:
In & |P Addiess " Name " Group |

Interface: [ outside = ==

IP address: |192.188.1.D

Mask: [255.256.255.0 (]

Browse ... |

N L)

—h [ £l
1 <Back | few o | Finish | Carcet|  Hep |
B — e S ——
Used: 15443 Free: 16557 Total: 32 | ‘ |
| topuser |N&2) | E@ 3181355 UTC wed Mar 07 2007

Click the >> button.
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sco PIX Device Manager 3.0 - 192.168.22.254 = |EI|_§|

Rules  Search  Ophions  Tools  Wizards Help

| 0 ? Cisco SysTems

]
IPSec Tral Selector [Continue]

Usze thiz panel to gpecify the hoste/networks at the remote gite that are uged in IPSec Traffic ﬁ
Selector bo select traffic flows to be protected by the IPSec tunnel.

On Remote Site
’71— Huost/MNetwork

. ool Add host /network? x|

@

POt cannot find 192.168.1.0 266.265.265.0 on interface outside. YWould you like to
add this host or network now?

o e

‘ Browse .. | 1

1 <Back| Mext I Finizh I Eancell Help I
gy T Frpen o L arr e
Used: 15.443 Free: 16.557 Tatal: 32 | ‘ |
| topuizer | N& (2] | |ﬁ| | él 16:22:25 UTC Wed Mar 07 2007

Click the OK button on the popup.
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* Cisco PIX Device Manager 3.0 - 192.168.22.254 O] x|
File Fules Search Options  Tools  Wizards Help

m @ H 2

Cisco SysTEMS

B =S e
Create host,/network L,

"
He: Basic Information
Plix
De Please specify an IF address of the host/network, that vou want to add. Uze Mazk ta tell how many bits in the IP
. address are wildcards, For hosts, uge 255 255,255,255, or zimply leave it blank.  Specify where the host/network
Lic regides in relation to the Pl interface, You may alzo azzociate a name with the host/network. 1f pou do not
o provide a name, PDM will use the default name of the IP address.

Ei L

Fe

MI -

Inl |
= IP Address: |1 92.168.1.0 | |
— ¥ ——

IKE Mask: [l255 255 285 0 B L

il Interface: | utside =]
Mame [Recommended): |x-fami|_l,l

b B

|
i

<Bac:k| Mest » I Firish I Eancell Help | =

A
& ‘

Uzed 15443 Free: 1B.557 Total: 32

TR |‘ | T TR L meiieoiaae o

| topuser | W (2] | |8 & 16:24:15 UTC Wed Mar 07 2007

Click Next.
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¥ Cisco PIX Device Manager 3.0 - 192.168.22.254
File Fules Search Options  Tools  Wizards  Help

=10l

m | e R 2

Gisto Systems

Remind

Click Fitizh buttan to create this host/network,

For most of the uzers there is no need to specify MAT [Metwork Address Tranzlation] for
haosts/networks connecting to the outside [lowest security] interface. However, in some
extreme cazes, pou may have the address conflicts between internal and external network.
You need to configure special address translation to solve this problem. If this is pour case,

pleaze refer to the manual for mare details.

Create host/network

1

<Back| Next)l Finish | Cancell Help | -

=

Used: 15443 Free: 16.557 Taotal: 32

TSI (e | ‘

e~ e - =o

Ly

| tapuser

| M 2]

|23

|%| 16:26:15 UTC Wwed Mar 07 2007

Click Finish.
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% Cisco PIX Device Manager 3.0 - 192.168.22.254 iy ] 4
File Fules  Search  Options  Tools  Wizards  Help
g m Cisco SysTeEms
Ho _I

IP5ec Tr Selector [Continue]

BT

Use this panel to specify the hosts/network s at the remote site that are uged in IPSec Traffic
Selector to zelect raffic flows to be protected by the IPSec tunnel.

~ On Remate Site

— Host/Netwark
Selected:

% |P Address " Name " Group ||
Interface: | outside | {1
IF address: |192.1BB.1_D b

£ |
Mask: {255 255 256,10 [~]
Browse .. |

bs

<Back| [HEdt I Firizh I Eancell Help I

[ TICTIOTE T

Used 15443 16.557

Free:

T T

Total: 32

|‘ || TG O —

| topuser |28 | B 16:28:25 UTC Wed Mar 07 2007

[NA2) I

Click on the >> button.
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* Cisco PIX Device Manager 3.0 - 192.168.22.254 i 1ol x|

File FHules Search Options Tools Wizards Help

] = 9 Cisco SysTeMs
' x|

IPSec Traffic Selector [Continue]

Uze thiz panel to specify the hosts/networks at the remate site that are used in IPSec Traffic ﬁ
Selector to select traffic flows to be protected by the IPSec tunnel.

~ DOn Remaote Site

—— Host/Metwark
& |P &ddress " Name " Group

Selected:
w-familyA 192.168.1.0/2 —

Interface: | outside = -

IP address: |182.188.1.D

Mask: [ 255,255 255 1 -]

Browse .. | il—l —4

<Bac:k| [Est> | Finizh | Eancell Help I

Used: 15.443 Free: 16.557 Total: 32

[ TAGTOTE T || | | T T T T O

| topuser | N [2) |28 | E]15:28:25 UTC Wed Mar 07 2007

Click Finish.

2. The PIX uses hostname as the default Phase 1 Identity — this clashes with the
X-family which uses ip address. So click the Configuration button and go to
the VPN Tab and select IKE->Policies from the menu on the left. Select
“address” from the drop-down ldentity menu as shown below and click the
Apply button.
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sco PIX Device Manager 3.0 - 192.168.22.254

=0l

File Fules Search Options Tools  Wizards Help
@ @ = 9 Cisco SysTEMs
Horie Configuration Manitaring Fiefrezh Save Help .
RN X0 B R R (G
Access Rules I Translation Rules YPN I Hosts/Networks I System Properties ]
Categories o
O & [PSec Policies . i . o
- # |PSec Rules Configure the Internet Security Azsociation and Key Management Protocol policies, These policies will
- Tunnel Paiicy negatiate the IKE secunity aszociations and enable secure communications.
- # Transform Sets
B & JkE Priofity# | Encryption | Hash | D-H Group | Authentication Lifetifne(secs)
- e [l Add
20 3des sha 2 re-share 86400
- & Xhuth/Mode Confi 4
- ¥ Pre-shared Keps
B ¥ Certificate Edit |
El & Remate Access
- # Cizco VPN Client
- # L2TP/PPTF Client
- 4 |P Pools &l
= 4 YPM Spater Options
- # Eazp VPN Remote General Information
Interface |IKE Enahled Identit_l,l:laddlBSS .| Kep [d Sting: I
inside false
Int'f_Q iElIsE ™ Set Keepalive & Rety values [~ Enable NAT Traversal
outside true

Feepalive: I [sECs]
Fetm: I [secs|

| Reset |

AT Keepalive: I

[zErs]

Enable | Digable |

iy

«| [

topuser N (2] ci | B | 16:37:25 UTC wed Mar 07 2007

Device configuration lnaded successfully.

3. Click the Save button to save the changes to flash.
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File Options  Tools  Wizards Help
Home Configuration Monitoring Refresh S%
Device Information
Haost Mame : CizcoPX.0THER
Pl W erzion: 6.3(1) POM Wersion:  3.0[1)
Device Type:  PIX 515E Total Memon: 32 MB
Licenze: Restnicted [R]) Total Flash: 16MB
Licensed Features
Encryplion: 3DES-AES Inzide Hosts:  Unlimited
Failover: Disabled IKE Peers: Unlimited
Max Physical 3 Save Running Configuration to Flash
Interfaces:
VPN Status &
IKE Tunnels: 1]

Do vou want bo save the ranning configuration to flagh memory?

@

-

Help

Interface Status

=10l =

Cisco SysTEms

Interface IP AddressiMask | Link | Gumentkbp
inside 1921682226424 Qup 3
outside 10101014724 Qup D
intf2 no ip address @ down 0
X

System Resources St:
CFU

CFU Uga

M UDF: 0 TCP: 0 Total: O

Memory Usage [ME] outside’ Interface Traffic Uzage (Kbps)

M emaorny

Input Kbps: 0 M Output Kbps: 0

Mermary (MB]

Used 15534 Free: 16.466 Total: 32

topuser N 2] i k| 5| 20:56:34 UTC Tue Jan 191993

Click Apply on the popup.
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4.3 Testing the VPN with data

1. Ping from PC1 to PC2 - this will bring up the tunnel which should look like this
on the IPSec Status screen of the X-family unit. One or two pings may be lost
while the tunnel establishes but then all subsequent pings should be successful.

T ibm-762c500a371

opuser | Auto Log Off in 60 minutes -0
= T\,
<) P>
IPSec Status IPSec Configuration
IPS
§ IPSec Status Details
Firewall
VPN 25 x| Records per page
IPSec Status Name :ﬁ?:l:;:s Local ID Peer ID Proposal Status Function{s}
IKE Froposals
LZTP Status #_ko_other 10.10,10,147  10.10.20.147 10,10,10,147 3DES-CRC-SHAL-DHZ - Phase 1@ Established ﬁ
FPTF Status
ESP 3DES-CBC-ESP . .
% _bo_other 10.10.10.147 192 168.1.0/24 192.168.22.0024 1181 HMAC-TD FFS Fhase 2: Established ﬁ
Events
System
Network
Authentication
&) Dane ’_’_E ) Internet
;astartm He @l S H &1IPSec Status | LeM - D... ECHWINNTisyster32icmd... | (G)18M_PRELOAD (Ci) G EEOID @G B & e
< | B
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5 Aggressive Mode Tunnel

This example shows how to configure an IPSec tunnel using Aggressive Mode
between the X-family unit and a Cisco PIX 515E. Aggressive Mode must be used
when one side of the VPN tunnel has a variable (dynamic) WAN IP address. While
Aggressive Mode can be used even if both sides have a Static WAN IP address, Main
Mode is recommended as the tunnel will be more secure.

The X-family unit receives a dynamic IP address (through PPPoE, PPTP, DHCP or

L2TP) from the Internet Service Provider. The X-family unit must initiate the VPN
back to the Cisco PIX unit, and the tunnel must use Aggressive Mode IKE.

Key Setup Information

Keying Mode IKE

IKE Mode Aggressive Mode with Perfect Forward
Secrecy

SA Authentication Method Pre-shared Key

Keying Group DH DH (Diffie Hellman) Group 2

Encryption and Data Integrity 3DES-SHAL

IPSec VPN must be initiated
from Dynamic side, and must
use Aggressive Mode

Internet

1 KK

X-family unit

\ Cisco PIX
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5.1 3Com X-family unit Configuration

1. Open a browser on PC1, connect to https://192.168.1.254 and login as the
user you set up during the OBE.

2. Navigate to VPN -> IKE Proposals. You will see one default proposal for DES-
SHA1-PSK but we do not want to use this as it does not provide a suitably
high level of security so click on the “Create IKE Proposal” button to create a
new proposal. Complete the form that opens as shown below. (There are two
screen grabs because the setup page is too large for a single screen).

& ibm-762c500a371
“ Back - - g tof | doearch  |sfFavorites SAfMedia o | G- = =4 ~

Links **| Hortan Antivirus

=0

3com

er | Auto Log Off in 58 minutes
GMT

VPM ==

Create IKE Proposal

IPS

— IKE Phase 1 Setup

VPN Proposal Name [30ES-SHAL-DHz-AGE-FFS
i 3DES-CRC -
IPSec Status Encryption I =l
IKE Froposals Integrity SHA-1 =
LZTP Status :
PPTF Status Diffie-Hellman Group |2 {1024 bits) =
Lifetime IZSBUU secands
Events
Authentication Type [Pre-shared key =]
System
Options ¥ Enable Aggressive Mods
Network

Lacal ID Type | Domain Mame =
Peer ID Type IDnma\n Mame 'I

¥ Enable NAT Traversal

Authentication

¥ Enable Dead Pear Detection %
O Automatically connect on syskem start-up
r

Delete Phase 2 54 when Phase 1 54 terminates

IKE Phase 2 Setup

Encryption IESP 3DES-CRC - I

Integrity Im

Lifetime W seconds T
&1 Done =y W 02
- >
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3

Links **| Marton Antivirus E

=\

3com

i«t Lifetime IZSEDD seconds
IPS

Authentication Type IF"’E'S"‘B"E‘j Key =]

Firewall Options ¥ Enable Agaressive Mode
VPN Local I Type | Domain Mame »

IPSec Status Peer [0 Type IDoma\n Mame = I

IKE Proposals

¥ Enable NAT Traversal
LZTP Status

PPTP Status ¥ Enable Dead Peer Detection
Events ] Automatically canmect on system start-up
System ™ Delete Phase 2 54 when Phase 1 54 terminates

Authentication Encryption m
Integrity IESP SHA-1-HMAC ~
Lifetime IESUU seconds
¥ Enable Perfect Forward Secrecy
Diffie-Hellman Group |2 (1024 bits) j‘
™ Enable strict 1D checking of lncal netwark %

T useDof 0,0.0,0/0 Far local and remate networks

( |

MGk Cancel s
&1 Done EE >
< | ¥

3. Click “Create” to save the new IKE Proposal.
4. Navigate to VPN -> IPSEC Status and click on the “IPSEC Configuration” tab.
5. Configure the upper part of the screen as shown below.
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T ibm-762c500a371

: topuser | Auto Log Off in 60 minutes
&) VPN == PSEC STATUS == —
IPSec Configura tion L § | IPSec Configuration |_
IPS
§ IPSec Global Setup
Firewall
VBN " Enable Yerbose messages in the ¥PN Log
v
TR ¥ Enable IPSec Global ¥PNs
TKE Proposals Local Domain Mame |><_farmly|
LZTP Status
PPTP Status Local Email Address |x_fam|ly@3com.cwm
Appl
Events
System IP Security Associations
Network 25 _=| Records per page
Authentication Name Keying Mode IPSec Gateway Local Network(s) (R:)mnte Network Function{s)
Default IKE-PSK{DES-5HA1L-PSK) & & &
Create IPSec Association I
&) Dane ’_’_E ) Internet
;astartm e @ | S H £]1PSec Configuration | .. mC:lWINNTlsystemSZlcmd.!ﬁ [31BM_PRELOAD (C:) [ 2O TRE =% 6.
< | B

6. Click the Apply button to save the changes.

7. On the IPSEC Configuration screen you will see one Security Association called
“Default” displayed but we will not be using this as it is mainly used with IPSec
clients on remote PCs, so click the Create IPSec Association button to create a
new Security Association. Complete the form that opens as shown below —
there are two screen grabs because the form is too large to fit in a single
screen. Note that the <shared-secret> string entered here must be at least 8
characters and must be exactly the same as the shared secret entered on the
peer device.
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& ibm-762c500a371

& Edit IP Security Association | LSM - Device (3KB_x_unit_1) - Microsoft Internet Explorer

File Edt ‘View Favorites Took  Help |

&Back + = - @) ot | Q5earch [E|Favorites fMedia £ 4 ‘ B S =

Address Ehttps:ﬁlgz‘lsﬁ.l.ﬁﬁ | e |Links ”| Morton Ankibirus [l -

topuser | Auto Log Off in 60 minutes =
o A
WP == IPSEC STATUS == —_— A
Edit IP Security Association [ 1psec Configuration | |
1ps
2 IPSec Security Association Setup
Firewall

VPN Name «_family_to_other
IPSec Status Peer IP Address IID.ID.ID.HT

IKE Proposals Terminated Security ILAN :l'
L2TP Status

Zone
PPTP Skakus
Keying Mode KE %
Events
¥ Enable Security Assaciakion %
System

[} Support GRE and L2TP {Transport Mode)

Network
IKE Setup
Authentication
IKE Proposal |3DES-SHA1-DH2-AGG—PFS -1
Shared Secret I—

Peer Email Address I

Peer Domain Name [ciscopre.oTHER

Peer Distinguished Name |

Tunnel Setup

¥ Enable IPSec tunnel conmections

‘ Local Networks | ‘ Remote Networks |
o . |

& Dene l_l_ré_ # Internet
iﬁstartl“ e e e H B CiwiTsystems2icmd. .| [£7Edit 1P Security Associ... EEV]> (==Y T e
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& ibm-762c500a371

& Edit IP Security Association | LSM - Device (3KB_x_unit_1) - Microsoft Internet Explorer

File Edit Vew Favorites Tools Help |-

&Back + = - @) ot | Q5earch [E|Favorites fMedia £ 4 ‘ B S =

Addiess [ @] hitps:ff192.168.1.254) | e |Links ”| Morton Antivirus =] ~

topuser | Auto Log Off in 59 minutes
GMT

IAE FTUpUSal oo s G
<« ;I
Shared Secret W
1Ps

Peer Email Address I

Firewall

Peer Domain Name ICISCDPIX-OTHER
¥PN

Peer Distinguished Name |
IPSec Stakus

IKE Proposals Tunnel Setup

L2TP Status

FFTP Status ¥ Enable IPSec tunnel connections
Events ‘ Local Networks | ‘ Remote Networks |
System C paddessGroup  |DHCP-Pool = € 1p Address Group  [DHCP-Pasl =
Network & psubnet  [192.168.1.0 Mask [255.255.255.0 & IpSubnet  [192.168.22.0 Mask [255.255.255.0
Authentication
© IPRange I ! I € IPRange I ! I
© Peer uses tunnel as default route © Use tunnel as default route
© Local addresses assigned by DHCP through this tunnel  Remote addresses assigned by DHCP thraugh this tunnel

[T Enable NAT of lacal network addresses

NAT IP Address I

Hide Advanced Options ™

[ rm—]
Py LA

& Dene l_l_ré_ & Internct =
iﬁstartl“ e e e H B CiwiTsystems2icmd. .| [£7Edit 1P Security Associ... GHEOODRLwEe o

8. Click “Create” to create the Security Association.

5.2 Cisco PIX 515E Configuration

Unfortunately, the VPN Wizard cannot be used to set up an Aggressive Mode VPN, so
we must use the Configuration -> VPN Tab.

1. Browse to https://192.168.22.254 and login as topuser with password toppass.
Click the Configuration button and then the VPN Tab. Select IKE->Policies
from the left hand menu. This will take you to the following screen:
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=101 x|

Cisco PIX Device Manager 3.0 - 192.168.22.254
File FHules Search Options Tools Wizards Help

& ) @ B 2

Cisco SysTEms

Home Configuration Monitoring Refresh Save Help .
R EE XSG
Access Rules ] Translation Rules YPN ] Hests/Networks I System Properties I
Categories o
B = [FSec Policies _ i | o
- # |PSec Aules Configure the Intermet Securty Association and Kep Management Protocol policies. These policies wil
- Tunnel Palicy neqgatiate the [KE secunty associations and enable secure communications.
- # Transform Sets
B & KE Priority # | Encryption | Hash | D-H Group | Authentication Lifetime(secs)
Add

+
- 4 xAuth/Mode Config

- % Pre-shared Keys
B ¥ Certificate Edif |

EF & Remote Access

- # Cizco YPM Client
- # L2TP/PPTF Client h Delete |

- # |P Pools
- & WP Spztem Dptions
- # Eazy WP Remote General Information
Interface IKE Enabled Identity:IhDStnamE 'l Key Id Sting: I
inside false
|ntf_2 IS [ Set Keepalive & Retry values [” Enable MAT Traversal
outside falze
F-eemalive: I [zEms] AT Keepalive: I
[zecs]
Fetr: I [zens]
Enable | Dizable |
Spply | Reset |
o [
tapuzer M (2] ﬁ ﬁ 11:30:52 UTC Fri b ar 09 2007

2. Click the “Add” button centre-right and complete the new screen as shown.
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Cisco PIX Device Manager 3.0 - 192,163 :

File FRules Search  Options  Tools  Wizards Help
Home Configuration tonitaring Refresh
R E X 3G
Access Rules ] Translation Rules ¥PN
Categories o
B = [FSec Policies . .
- # |PSec Rules Conhgure tlhelllrjs_emet S_ecunt_l,lAssoma

[

- 4 Tunnel Policy

Add IKE Policy
-~ # Transform Sets
EF & |KE
. Canfigure [KE

- # wAuth/Mode Co
- # Pre-zhared Keys
- ¥ Certificate

El & Remote Access

Pricrity; I1 0

?

&

Help

=

Save

I Hosts/Metwarks

T

Authentication: IP'E'ShE"'3 j'

I System Properties

tion and Key Management Protocol policies. These policies will
T v

=] 3

Cisco SysTeEms

|

X

Add

Edit

Encroption; |3d33 j’ [-H Group: IE
- # Cizco YPM Clier
- % L2TR/PPTP Clie
- % |P Paools Hash: |sha = Lifetime: |B6400 Iseconds ;I
- 4 WPM Spstem Option
- % Eagy YFM Remate %
1]4 | Cancel | Help |

Delste

1iE

MNAT Traversal

Feepalive: I [zErms]

Enable | Digable |

Rty I [zerg]

Apply Reset

AT Keepalive: I

[zens]

topuser & [2)

ol | & 11:34:22 UTC Fri Mar 09 2007

and click OK.

3.

In the “General Information” section in the lower half of the screen is a table

which shows which interfaces have IKE enabled on them. Click on the
“outside” interface and click the Enable button below the table. The screen

should now look like this:
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Cisco PIX Device Manager 3.0 - 192.168.22.254

File Fulzs Search Options Tools  Wizards Help

¢ | 5% @ @®@® @ e & ¢

8 [=1 53

Cisco SYSTEMS

Horie Configuration Manitaring Fiefrezh Save Help .
L]
Access Rules I Translation Rules YPN I Hosts/Networks I System Properties ]
Cateqgories o
B & [FSec Folicies . i . o
- & |PSec Rules Conflgure the Internet S.ecunt_l,l A_sspc:latlon and Key Management F'llotolcol policies. These policies will
. negotiate the [KE security aszaciations and enable secure communications.
- # Tunnel Policy
- # Transform Sets
Bl & [KE Priority# | Encryption | Hash | D-H Group | Authentication Lifetirne{secs)
ol Add |
- & Yiuith/Mode Confi 10 3des sha 2 pre-share 86400
- ¥ Pre-shared Keps
B = Certificate Edit |
El & Remote Access
- # Cizco VPN Client
- & L2TP/PPTF Client
Delet
- # |P Poals et |
- 4 WPN Spstem Options
- # Eazp WPN Remote General Infarmation
Interface |IKE Enahled Identit_l,l:lhDSlnal'ﬂB .| Kep [d Sting: I
inside false
Int'f_Q ElISE ™ Set Keepalive & Rety values [~ Enable NAT Traversal
outgide true
Feepalive: I [sECs] AT Keepalive: I
[zeng]
Fretm I [zEcs|
Dizable |
% Apply | Resat |
< [
topLiser MNA, (2] I@ E] 12:32:02 UTC Fri bar 09 2007

4. Click the Apply button to save the changes.

5. Select IKE->Pre-shared keys from the menu at the left and click the Add
button at the right of the new screen. Complete the popup form as shown

below.
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Cisco PIX Device Manager 3.0 - 19 = |EI|1|
File FRules Search Options  Tools  Wizards  Help

@ Cisco SysTEMS
@ | @ m e B Err

Home Configuration tonitoring Refresh Save Help
R (K xS
Aecess Rules I Tramslation Fules ¥PN I HesstsWetworks I System Properties I
Categories
Pre-shan oo

Eh 4 |FSec ) Add Pre-shared Key | ;
- # |PSec Rules Canfigures a peer of security gateway
= # Tunnel Policy B EEEIET) Configure Pre-shared Keys
- # Transform Sets

& |KE

. |oo.nan
- % Policies Feer Peer IF: I Mode Config. Add

* Auth/Mode Confic

+ = Cl ] . - I
Netmazk: 0.0.0.
B = Certificate I El E

EF & Remote Sccess Delete
- # Cisco VPN Client Key: I

- % LZTR/PPTR Clignt

= & IIP [Pl [}S ,
- # YPM Spstem Options Canfirm Key: I

- # Eazy YPH Remote

iz

V¥ no-auth
QK | Cancel Help |
Apply Reset |
< [+
topuser MNA, (2] ﬁ E] 10:13:33 UTC Tue bar 13 2007

Note: The Key must be the same string as was set up on the X-family device as the
“Shared Secret”.

Click the OK button and then click Apply to save the changes.

6. Select IPSec -> Tunnel Policy and click Add to the right of the new screen.
Complete the popup form as shown below.
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* Cisco PIX Device Manager 3.0 - 192.168 2
File FRules Search  Options  Tools  Wizards  Help

@ | @ @™ @ e B 2

Home Configuration Monitoring Refresh Save Help

a‘ f! ‘9 X Tunnel Policy
Access Hules I 1 :
Interface: Ioutsmle - l

Categories

B = IPSec Type: Idynamic - i
- # |PSec Rules
S T unnel Policy Pricrity: IPD
- % Transform Se
e "iEF' - Transform Set: Im Select Multiple. .. |
olicies
- & RAuth/Mode
- 4 Pre-shared k. Optional if Type is dynamic

Bl # Certificate

Ll & Remate A . I
OEmCDisio \CF'IC:'.LSSC Peer |P Address: AbemEzel |

« ¢ LZTF/FFTF

- % |P Paol: Security Association Lifetime:
- & WP Spstem Opt AB02000 Kilabut
- 4 Eazp VPN Remo s
IUS : IUlj : IUU Hours : Minutes : Seconds
¥ Enable Perfect Fomwarding 5ecrecy %

Diffie-Hellman Group: IE

=10l x|

Cisco SysTeWs

Add

Edit

Delete

Pl

Ok | Cancel | Help v
Apply | Reset |
‘| [ ]
topLizer T (2] ﬁ [E] 10:17:23 UTC Tue Mar 13 2007

Click OK, then click Apply to save the changes.

7. Select IPSec -> IPSec Rules from the menu to the left. Click the “Add New
Rule” icon just under the “Home” button in the top left of the screen.

Complete the popup form as shown below.
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@ ——Achion

— Turnel Palicy

- 10| x|

TSTEMS

Harme Select an action: | protect =l Poligy | outside:dynamic-20 =l Mew.. |
mom
— Firewall Side Host/Metwork. —— Remote Side Host/Metwork
Aocess
& |P addiess " Mame  Group & |P &ddress " Mame " Group
Cate
[P Interface: | inside =l Irterface: | utside =l
IF address: |1s2.1sa.22.u IP address: |192.1E=8.1.D
B |
b sk [255.255 255.0 E, Mask: [255.255 2550 El
Bt - Browse ... | Browse ... |
e F
— Protocaol and Service
S ~ ICP  UDP  ICMP foll=] Ianage Service Groups...
E IP Pratocal
IF protocol; Ian.'r' | %
v Exermpt Pl side host/network from address tranzlation
Please enter the description below [optional):
N [
Device cor

Ok

Cancel Help

H

| mpli

03 2007

Click OK and you will get the popup shown below.
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x|
— Achion — Tunnel Policy
Select an action: IDTDtECt =] Palicy: |outside:dynamic-20 =l Mew. |
— Firewall Side Host/Metwark, — Remote Side Hozt/Mebwork,
& |P Address " Mame " Group ' |P Address " Mame " Group
Interface: I inzide ;I Interface: I outzide ;I
IP address: |1 92.168.22.0 IP address: |1 92.168.1.0
Mask: lAre A A - (I [rr arr aee . 1
Bl Add host/network? x|
@ PO cannot find 192.168.1.0 285,255, 255.0 on interface outzide. ‘Would you like to
add thiz host or network now?
— Protc e
0K Cancel
IP
IP protocol: any |
= Exempt Pl side host/network from address traI’;Iation
Fleaze enter the descrption below [optianal]:
0k Cancel Help
Click OK and complete the popup forms as shown below.
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— Action Tunnel Policy
Select an action: IDTDtECt =] ﬁnlicy: |Dutside:d}lnamic-20 =l Mew. |
X

Create host/network

Basic Information

Pleaze specify an IP address of the host/network that ou want to add. Use Mazk to tell haw many bits in the 1P
addrezz are wildcards. For hosts, uze 285,285 255, 255, or zimply leave it blank. Specify where the host/metwork
rezides in relation to the Pl interface. Yiou may alzo azzociate a name with the host/network.,  1F you do not
pravide a name, POM will uze the default name of the P address.

IP Address: |1 592.168.1.0

Mask: | 255.255.255.0 (]
Interface: I outzide =
MHame [Fecommended]: I:-:-famil_l,l

I <Back| Mext > | Finish | Eancell Help I

0K Cancel | Help |

Click Next.
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Action Tunnel Palicy

Select an action; profect ;I Poficsy: Ioutside:dynamicQEl ;I Memw... |

Create host/network x|

Remind

Click Finish button to create this host/netwarl:.

For mozt of the uzers there iz ho need to specifp MAT [Metwork Address Translation)] for
hostz/networks connecting to the outside [lowest zecurity] interface. However, in some
extreme cazes, you may have the addrezs conflicts between internal and external netwark,
T'ou need to configure special addrezs translation to solve thiz problem. IF this iz pour caze,
pleaze refer to the manual far more details.

l <Back| Mext > | Finish | Eancell Help |

0K Cancel | Help |

Click Finish and then click Apply.

8. Finally, go to the Access Rules tab and click the Add New Rule icon under the
Home button near the top of the screen. Complete the popup form as shown
below.
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“# Cisco PIX Device Manager 3.0 - 192.168.22.254

IR Y Add Rule N

3

— Achion — Syzlog m
Hame :
| Select an action: |I3'3”'ﬁ|t ;I [~ Enable Spzlog More Options... | )
h A
Acces: — Source Host/Network — Destination Host/MNetwark,
Uze the & |P Addiess " Mame " Group & |P Addiess " Mame " Group
Interface: [ outside =1 Interface:; | inside =l
9 i |
— IP address: |192.1 £3.1.0 (Eadiass: |1 32.168.22.0 —
#
== Mk [255.255.255.0 B WMask: [255 255.255.0 B e
Browse ... | Browse ... |
— Protocol and Service
 TCP  UDpP ~ ICMP [olill= Ianage Semvice Groups...
—— | Protocol
IP protacal: any |
‘_I Fleaze enter the descriphion below [optional); __’l
(0]8 Cancel Help 32007
| I

Click the OK button and click Apply. Click the Save button to save the changes to
flash memory.
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5.3 Testing the VPN with data

1. Ping from PC1 to PC2 - this will bring up the tunnel which should look like this
on the IPSec Status screen of the X-family unit. One or two pings may be lost
while the tunnel establishes but then all subsequent pings should be successful.
N.B. The direction of the initial ping (PC1 to PC2) is important as the X-family

device must be the initiator. This is because the IP address of the X-family
device is not known to the Cisco PIX.

E ibm-762c500a371

a 1PSec Status | LSM - Device {3KB_x_unit_1) - Microsoft Internet Explorer
File  Edit

View Favorites  Tools  Help

&Back + = - @) ot | Q5earch [E|Favorites fMedia £ 4 ‘ B S =

Addiess [ @] hitps:ff192.168.1.254)

topuser | Auto Log Off in 56 minutes
GMT

WP = =
ec Configuration
IPSec Status 1PSec Configurati
1Ps
; IPSec Status Details
Firewall
¥PN 25 x| Records per page
TPSer Status Name :Ei:é:s Local ID Peer ID Proposal Status Function{s)
IKE Proposals
LETP Status %_Family_to_other 10.10.10.147  =-Family CiscoPTE OTHER 3DES-CRBC-SHAL-DHZ - Phase 1: Established ﬁ
PPTP Skakus
ESP 3DES-CBC-ESP
Events 3 _Family_to_other 10,10,100147 192,168, 1.0/24 192,168.22.0/24 SH&-1 HMAC-PFS (DH - Phase 2: Idle ﬂ
groupZ)
System
Network
Authentication
H
& Dene l_l_ré_ & Internct

iﬁstartl“ e e e H B CiwinTsystems2icmd. . |[£]1PSec Status | L5M-D... GO Re g% s
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6 Appendix — Configuration Files

Here are textual configuration files for both devices for reference purposes.

6.1 Main Mode

6.1.1“show conf” file for X-family device

3KB X unit_1# show conf
interface ethernet 3 1

negoti ate

dupl ex ful

| i nespeed 100

no shut down

exit
nterface ethernet 3 2

negoti ate

dupl ex ful

I i nespeed 100

no shut down

exit
nterface ethernet 3 3

negoti ate

dupl ex ful

I i nespeed 100

no shut down

exit
nterface ethernet 3 4

negoti at e

dupl ex ful

| i nespeed 100

no shut down

exit
nterface ethernet 3 5

negoti ate

dupl ex ful

| i nespeed 100

no shut down

exit
nterface ethernet 3 6

negoti ate

dupl ex ful

| i nespeed 100

no shut down

exit
nterface settings poll-interval 2000
nterface settings detect-ndi enable
interface settings ndi-node ndix
host nane "3KB X unit 1"
host | ocation "Lab"
host ip-filter pernit any icnp
host ip-filter permt any ip
no aut odv
user options nmax-attenpts 5
user options expire-period 90
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user options expire-action expire

user options | ockout-period 5

user options attenpt-action | ockout

user options security-level 2

hi gh-avai lability disable

hi gh-availability heartbeat 4 100 2

hi gh-availability id 4098

clock tinmezone GV

cl ock dst

| og audit sel ect general

|l og audit select login

Il og audit sel ect |ogout

|l og audit sel ect user

|l og audit select tine

|l og audit select policy

|l og audit sel ect update

|l og audit sel ect boot

| og audit select report

Il og audit sel ect host

|l og audit select configuration

| og audit sel ect oam

log audit select sns

|l og audit sel ect server

Il og audit sel ect segnent

|l og audit select high-availability

| og audit sel ect nonitor

log audit select ip-filter

| og audit select conn-table

|l og audit sel ect host-comunication

|l og audit select tse

category-settings -profile "Default Security Profile" vulnerabilities
enabl e - action-set "Reconmended"

category-settings -profile "Default Security Profile" exploits
enabl e - action-set "Recomended"

category-settings -profile "Default Security Profile" security-policy
enabl e - action-set "Recommended"

category-settings -profile "Default Security Profile" reconnai ssance
enabl e - action-set "Recomended"

category-settings -profile "Default Security Profile" virus

enabl e - action-set "Recomended"

category-settings -profile "Default Security Profile" spyware
enabl e - action-set "Reconmended"

category-settings -profile "Default Security Profile" identity-theft
enabl e - action-set "Recomended"

category-settings -profile "Default Security Profile" traffic-nornal
enabl e - action-set "Recommended"

category-settings -profile "Default Security Profile" network-equi pnent
enabl e - action-set "Recomended"

category-settings -profile "Default Security Profile" p2p

enabl e - action-set "Recommended"

category-settings -profile "Default Security Profile" im

enabl e - action-set "Reconmended"

category-settings -profile "Default Security Profile" stream ng-nedia
enabl e - action-set "Recommended"

notify-contact "Managenent Console" 1

notify-contact "Renbte System Log" 1

default-alert-sink period 1
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server ssh

server no http

server https

server browser-check

nmoni tor threshold nenory -major 90 -critical 95
nmoni tor threshol d disk -major 90 -critical 95
moni tor threshold tenperature -major 92 -critical 94
noni tor di sabl e power-supply

no service-access

tse adaptive-filter node autonatic

tse afc-severity warning

tse connection-table tinmeout 1800

tse | oggi ng-node conditional -threshold 1.0 -period 600
tse quarantine duration 60

email-rate-limt 10

zone update LAN vlian-id 1

zone update LAN port 3/1

zone update LAN ntu 1500

zone update LAN addresses disabl e

zone update LAN vpn-tunnel -access enabl e

zone update VPN vlan-id 4

zone update VPN port none

zone update VPN ntu 1500

zone update VPN addresses disable

zone update VPN vpn-tunnel -access enabl e

zone update WAN vlan-id 3

zone update WAN port 3/6

zone update WAN ntu 1500

zone update WAN addresses di sabl e

zone update WAN vpn-tunnel -access enabl e

addr ess- groups updat e DHCP- Pool range 192.168.1.1 192.168.1.20
aut henti cation privil ege-groups update Al ow VPN access vpn-client-

access
aut henti cation privilege-groups update RADI US
aut hentication radius default-privil ege-group RADI US

aut hentication radius server primary 0.0.0.0 port 1812 shared-secret

kkkkkkk*k au

t h- net hod chap

aut henti cation radius server secondary none

aut henti cation radius disable

aut henti cation radius user-authentication enable
aut henti cation radius vpn-clients enabl e

aut hentication radius retries 3

aut hentication radius tinmeout 2

web-filtering default-rule block

web-filtering filter-action bl ock-and-Iog
web-filtering filter-service cache expiry 24
web-filtering filter-service cache size 2097152
web-filtering filter-service block adult
web-filtering filter-service block ganbling
web-filtering filter-service block violence
web-filtering filter-service block crimna
web-filtering filter-service bl ock hacking
web-filtering filter-service bl ock weapons
web-filtering filter-service bl ock drugs
web-filtering filter-service block hate
web-filtering filter-service pernmt advertisenent
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web-filtering filter-service pernmt conputing
web-filtering filter-service permt food
web-filtering filter-service permt politics
web-filtering filter-service permt hosting
web-filtering filter-service pernit lifestyle
web-filtering filter-service pernt dating
web-filtering filter-service pernit reference
web-filtering filter-service permit sex-education
web-filtering filter-service permt sports
web-filtering filter-service pernit usenet
web-filtering filter-service permt arts
web-filtering filter-service pernmt education
web-filtering filter-service pernit ganes
web-filtering filter-service pernmit health
web-filtering filter-service pernit careers
web-filtering filter-service pernmt vehicles
web-filtering filter-service pernit photos
web-filtering filter-service pernmit religion
web-filtering filter-service permit search
web-filtering filter-service pernmt strean ng-nedia
web-filtering filter-service pernit enai
web-filtering filter-service permt chat
web-filtering filter-service pernmit finance
web-filtering filter-service pernit gl anour
web-filtering filter-service pernit hobbies
web-filtering filter-service permt kids
web-filtering filter-service permt news
web-filtering filter-service pernit real-estate
web-filtering filter-service permit proxies
web-filtering filter-service pernit shopping
web-filtering filter-service permt trave
web-filtering filter-service disable
web-filtering manual -filter disable
dhcp-server addresses group DHCP- Poo
dhcp-server enable

dhcp-server bootp disable

dhcp-server | ease-duration 60

dhcp-server dns defaul t

dhcp-server wins primary 0.0.0.0

dhcp-server wins secondary 0.0.0.0
dhcp-server nbx 0.0.0.0

dhcp-server relay disable

dns use-external -dns enabl e

interface virtual add 1 interna

nterface virtual internal 1 ip 192.168.1.254 netmask 255.255.255.0

i
i i

interface virtual internal 1 ha-ngnt-ip 0.0.0.0
interface virtual internal 1 nat external-ip

interface virtual internal 1 rip disable

interface virtual internal 1 rip send-node v2-nulticast
interface virtual internal 1 rip receive-node al
interface virtual internal 1 rip auth disable

interface virtual internal 1 rip split-horizon enable
interface virtual internal 1 rip poison-reverse enable
interface virtual internal 1 rip advertise-routes enable
interface virtual internal 1 ignp disable

interface virtual internal 1 pimdmdisable

interface virtual internal 1 zone add LAN
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interface virtual
interface virtual
interface virtual
255. 255. 255. 0

interface virtual
nt erface virtual
nterface virtual
nterface virtual
nterface virtual
nterface virtual
nt erface virtual
nterface virtual
nterface virtual
nterface virtual
nterface virtual

internal 1 zone add VPN
add 2 external
external 2 type static 10.10.20.147 netmask

external 2 ha-ngm-ip 0.0.0.0
external 2 rip disable

external 2 rip send-node disable
external 2 rip receive-node disable
external 2 rip auth disable

external 2 rip split-horizon disable
external 2 rip poison-reverse disable
external 2 rip advertise-routes disable
external 2 ignp disable

external 2 pimdm disable

external 2 zone add WAN

firewall schedul e update worki ng-day days -ntwtf- from 0800 to 1800

firewal | service
firewal | service
firewal | service
firewal | service
firewal |l service
firewal | service
firewal | service
firewal | service
firewal | service
firewal |l service
firewal | service
firewal | service
firewal | service
firewal | service
firewal |l service
firewal | service
firewal | service
firewal | service
firewal |l service
firewal |l service
firewal | service
firewal | service
firewal | service
firewal | service
firewal |l service
firewal | service
firewal | service
firewal | service
firewal | service
firewal | service
firewal | service
firewal | service
firewall service
firewall service
firewal | service
firewal | service
firewal | service
firewal |l service
firewall service
firewal | service
firewal | service

updat e 3com nbx udp port 2093 to 2096
updat e audi o-call-control tcp port 1731
updat e dhcp-client udp port 68

updat e dhcp-server udp port 67

update dns-tcp tcp port 53

updat e dns-udp udp port 53

update finger-tcp tcp port 79

update ftp tcp port 21

updat e gopher-tcp tcp port 70

update gre gre

update h323 tcp port 1720

update http tcp port 80

update https tcp port 443

update ignp ignp

update i ke udp port 500

update imap tcp port 143

update i mapv3 tcp port 220

updat e i psec-ah ah

updat e i psec-esp esp

updat e kerberos-tcp tcp port 88
updat e kerberos-udp udp port 88
update | 2tp udp port 1701

update | dap-tcp tcp port 389

updat e | dap-udp udp port 389

updat e | ot us-notes-donmino tcp port 1352
update | pr tcp port 515E

update nat-t-ipsec udp port 4500
updat e nbnanme tcp port 137

update netbios-tcp tcp port 137 to 139
updat e net bi os-udp udp port 137 to 139
update netneeting tcp port 1720
update nfsd-tcp tcp port 2049

updat e nfsd-udp udp port 2049

update nntp tcp port 119

update ntp udp port 123

update pi mdm pi m

update ping icnp port 8

update pop3 tcp port 110

updat e portmapper-tcp tcp port 111
updat e port nmapper-udp udp port 111
update pptp-tcp tcp port 1723
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firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update

firewall service-group
firewall service-group
firewall service-group
firewall service-group
firewall service-group
firewall service-group
firewall service-group

server

firewall service-group

nf sd- udp

firewall service-group
firewall service-group
firewall service-group
firewall service-group

request ssh

firewall service-group
firewall service-group
firewall service-group
firewall service-group
firewall service-group

i psec

firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule enable
firewall rule update

NRPRRRRPRRPRRRRER

radi us-accounting udp port 1813
radi us-auth udp port 1812

rexec tcp port 512

rip udp port 520

rlogin tcp port 513

rsh tcp port 514

rtsp tcp port 554

sip-tcp tcp port 5060

si p-udp udp port 5060

snb tcp port 445

sns-client tcp port 10042

sns-trap tcp port 8162 to 8163
snip tcp port 25

snnp-request udp port 161
snnp-trap udp port 162

ssh tcp port 22

sysl og udp port 514

t120 tcp port 1503

telnet tcp port 23

tftp udp port 69

traceroute icnp port 8

uucp udp port 540

vnc- browser tcp port 5800

vnc-vi ewer tcp port 5900

X-W ndows tcp port 6000 to 6063
update dns dns-tcp dns-udp

update email pop3 sntp imap i mapv3
updat e i psec ike ipsec-ah ipsec-esp
update | dap | dap-udp | dap-tcp
updat e nanagenent https ssh ping snnp-request
updat e netneeting h323 audio-call-control t120
updat e network-protocols dns-tcp dns-udp dhcp

update nfs portnapper-tcp portmapper-udp nfsd-tcp

update pptp pptp-tcp gre

updat e secure-managenent https ssh

update sip sip-tcp sip-udp

update sms-config http https sns-client snnp-

update sns-get ntp sns-trap

updat e snnp snnp-request snnp-trap

update vnc vnc-browser vnc-vi ewer

updat e voi ce 3com nbx sip-tcp sip-udp

updat e vpn-protocols pptp-tcp |2tp gre ike nat-t-

permt LAN WAN ANY

schedul e al ways tinmeout 30 |ogging disable
src-addr all

dst - addr al

bandwi dt h di sabl e

aut henticati on di sabl e

position 1

conment "All ow LAN unrestricted access to WAN'
renot e- | oggi ng di sabl e

permt WAN t hi s-device vpn-protocols
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firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule enable
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule enable
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule enable
firewall rule update 200 permit ANY ANY ANY

firewall rule update 200 schedul e al ways ti meout 30 | oggi ng disable
firewall rule update 200 src-addr al

firewall rule update 200 dst-addr al

firewall rule update 200 bandwi dth di sabl e

firewall rule update 200 aut hentication disable

firewall rule update 200 position 5

firewall rule update 200 conment ""

firewall rule update 200 renote-l|oggi ng di sabl e

firewall rule enable 200

firewall alg sip services ANY

firewall alg sip sdp-port-range ANY

routing rip disable update-timer 30

routing multicast ignp disable

routing multicast pimdmdisable query-interval 30 prune-tineout 180
vpn i ke add DES- SHAl- PSK

vpn i ke proposal DES-SHAL- PSK phasel-encryption des-cbc

vpn i ke proposal DES-SHAl-PSK phasel-integrity shal

vpn i ke proposal DES- SHAl- PSK phasel-dh-group 1

vpn i ke proposal DES- SHAl- PSK phasel-lifetime 28800

vpn i ke proposal DES- SHAl- PSK aut h-type psk

vpn i ke proposal DES-SHAL- PSK aggressi ve-node di sabl e

vpn i ke proposal DES-SHAl-PSK | ocal -id-type ip

vpn i ke proposal DES-SHAl-PSK peer-id-type ip

vpn i ke proposal DES-SHAl-PSK ca-cert ANY

vpn i ke proposal DES- SHAl-PSK nat-t disable

vpn i ke proposal DES-SHALl-PSK dpd enabl e

vpn i ke proposal DES-SHAl- PSK aut o- connect disabl e

schedul e al ways tineout 30 | ogging disable
src-addr all

dst - addr al

bandwi dt h di sabl e

aut henti cation di sabl e

position 2

coment "Allow VPN ternination”
renot e-|1 oggi ng di sabl e

permit LAN this-device nanagenent

schedul e al ways tineout 30 | ogging disable
src-addr all

dst-addr al

bandwi dt h di sabl e

aut henti cation disable

position 3

comrent "All ow managenent access from LAN'
renot e- |1 oggi ng di sabl e

pernmit LAN this-device network-protocols
schedul e al ways tineout 30 | ogging disable
src-addr all

dst - addr al

bandwi dt h di sabl e

aut henti cation disable

position 4

comrent "All ow DNS and DHCP from LAN'
renot e-|1 oggi ng di sabl e
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vpn i ke proposal DES-SHAL-PSK tight-phase2-control enable

vpn i ke proposal DES- SHAl- PSK phase2-encryption des-cbc

vpn i ke proposal DES-SHAl-PSK phase2-integrity esp-shal-hmac
vpn i ke proposal DES- SHAl- PSK phase2-lifetime 3600

vpn i ke proposal DES-SHAL-PSK pfs disable

vpn i ke proposal DES-SHALl-PSK phase2-dh-group 1

vpn i ke proposal DES-SHAl-PSK phase2-zero-id disable

vpn i ke proposal DES- SHAl- PSK phase2-strict-id-check disable
vpn i ke add 3DES- SHAl- DH2

vpn i ke proposal 3DES- SHAl- DH2 phasel-encryption 3des-chbc

vpn i ke proposal 3DES- SHAl-DH2 phasel-integrity shal

vpn i ke proposal 3DES- SHAl- DH2 phasel- dh-group 2

vpn i ke proposal 3DES- SHAl-DH2 phasel-lifetime 28800

vpn i ke proposal 3DES- SHAl-DH2 aut h-type psk

vpn i ke proposal 3DES- SHAl- DH2 aggressi ve- node di sable

vpn i ke proposal 3DES-SHAl-DH2 | ocal -id-type ip

vpn i ke proposal 3DES- SHAl-DH2 peer-id-type ip

vpn i ke proposal 3DES- SHAl-DH2 ca-cert ANY

vpn i ke proposal 3DES-SHAl-DH2 nat-t enabl e

vpn i ke proposal 3DES- SHAl- DH2 dpd enabl e

vpn i ke proposal 3DES- SHAl- DH2 aut o-connect disable

vpn i ke proposal 3DES- SHA1l-DH2 ti ght-phase2-control disable
vpn i ke proposal 3DES- SHAl-DH2 phase2-encrypti on 3des-cbc

vpn i ke proposal 3DES- SHAl- DH2 phase2-integrity esp-shal-hnac
vpn i ke proposal 3DES- SHAl- DH2 phase2-1ifetinme 3600

vpn i ke proposal 3DES- SHAl-DH2 pfs disable

vpn i ke proposal 3DES- SHAl- DH2 phase?2- dh-group 2

vpn i ke proposal 3DES- SHAl-DH2 phase2-zero-id disable

vpn i ke proposal 3DES- SHAl-DH2 phase2-strict-id-check disable
vpn i psec enabl e

vpn ipsec add Default

vpn ipsec sa Default disable

vpn ipsec sa Default key ike proposal DES-SHAl-PSK shared-secret
kkkkkk k%

vpn ipsec sa Default transport enable

vpn ipsec sa Default peer 0.0.0.0

vpn ipsec sa Default zone LAN

vpn i psec sa Default tunnel enable

vpn i psec add X to_other

vpn i psec sa X to_other key ike proposal 3DES-SHAl-DH2 shared-secret
vpn i psec sa X to_other transport disable

vpn ipsec sa X to_other peer 10.10.10. 147

vpn ipsec sa X to_other zone LAN

vpn ipsec sa X to_other tunnel renote subnet 192.168.22.0 net nask
255. 255. 255. 0

vpn ipsec sa X to_other tunnel |ocal subnet 192.168.1.0 netmask
255. 255. 255. 0

vpn ipsec sa X to_other tunnel nat disable

vpn ipsec sa X to_other tunnel enable

vpn ipsec sa X to_other enable

vpn | 2t p addresses none

vpn | 2t p zone LAN

vpn | 2tp dns rel ay

vpn | 2t p encryption enabl e

vpn | 2tp disable

vpn pptp addresses none
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vpn pptp zone LAN

vpn pptp dns rel ay

vpn pptp encryption enabl e

vpn pptp disable

ntp peer

ntp server

ntp duration 5

ntp offset 1

ntp fast enable

ntp disable

randi sk sync-interval sys 30
randi sk sync-interval audit 30
randi sk sync-interval block -1
randi sk sync-interval alert -1
randi sk sync-interval firewallsession -1
randi sk sync-interval firewallblock -1
randi sk sync-interval vpn -1
sns v2

sns no mnust-be-ip

no sms

sns no renot e-depl oy

session timeout 20 -persist
3KB_X unit_1#

6.1.2 Cisco PIX 515E configuration file

CiscoPIX# show conf

: Saved

> Written by topuser at 11:13:39.920 UTC Wed Mar 14 2007
PIX Version 6.3(1)

interface ethernetO auto

interface ethernetl auto

interface ethernet2 auto shutdown
nameif ethernetO outside securityO
nameif ethernetl inside security100
nameif ethernet2 intf2 security4
enable password tXS8gjMsLY6007ca encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname CiscoPIX

domain-name OTHER

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

names
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name 192.168.1.0 x-family
access-list inside_outbound_natO_acl permit ip 192.168.22.0 255.255.255.0 x-family

255.255.255.0

access-list outside_cryptomap_20 permit ip 192.168.22.0 255.255.255.0 x-family
255.255.255.0

pager lines 24

mtu outside 1500

mtu inside 1500

mtu intf2 1500

ip address outside 10.10.10.147 255.255.255.0

ip address inside 192.168.22.254 255.255.255.0

no ip address intf2

ip audit info action alarm

ip audit attack action alarm

pdm location 192.168.22.100 255.255.255.255 inside

pdm location x-family 255.255.255.0 outside

pdm history enable

arp timeout 14400

nat (inside) 0 access-list inside_outbound_natO_acl

route outside 0.0.0.0 0.0.0.0 10.10.10.1 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h225 1:00:00
timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

http server enable

http 192.168.22.100 255.255.255.255 inside

no snmp-server location

Nno snmp-server contact

snmp-server community public

Nno snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac
crypto map outside_map 20 ipsec-isakmp

crypto map outside_map 20 match address outside_cryptomap_20
crypto map outside_map 20 set peer 10.10.20.147

crypto map outside_map 20 set transform-set ESP-3DES-SHA
crypto map outside_map interface outside

isakmp enable outside

isakmp key ******** gddress 10.10.20.147 netmask 255.255.255.255 no-xauth
no-config-mode

isakmp identity address

isakmp policy 20 authentication pre-share

isakmp policy 20 encryption 3des

isakmp policy 20 hash sha

isakmp policy 20 group 2

isakmp policy 20 lifetime 86400

telnet timeout 5

ssh timeout 5
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console timeout O

username topuser password 7Ppr4YyUTIiTQVNDbR encrypted privilege 2
terminal width 80
Cryptochecksum:5eb95193e8c41a6c4250f365c101afaf

CiscoPIX#

6.2 Aggressive Mode

6.2.1“show conf” file for X-family device

=~=~=~=~=~=~=~=~=~=~=~= PUTTY | og 2007.03. 13 16:47: 26
3KB x_unit_1# show conf
interface ethernet 3 1
negoti ate
dupl ex ful
| i nespeed 100
no shut down
exit
nterface ethernet 3 2
negoti ate
dupl ex ful
| i nespeed 100
no shut down
exit
nterface ethernet 3 3
negoti at e
dupl ex ful
I i nespeed 100
no shut down
exit
nterface ethernet 3 4
negoti at e
dupl ex ful
I i nespeed 100
no shut down
exit
nterface ethernet 3 5
negoti ate
dupl ex ful
| i nespeed 100
no shut down
exit
nterface ethernet 3 6
negoti ate
dupl ex ful
| i nespeed 100
no shut down
exit
nterface settings poll-interval 2000
nterface settings detect-ndi enable
interface settings ndi-node ndix
host nane "3KB x _unit_ 1"
host | ocation "Lab"
host ip-filter pernit any icnp
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host

user
user
user
user
user
user

cl oc
| og
| og
| og
| og
| og
| og
| og
| og
I og
| og
| og
| og
| og
| og
| og
| og
| og
| og
| og
| og
| og

category-settings -profile "Default Security

enab

enab

enab

enab

enab

enab

enab

enab

enab

enab

enab

ip-filter permt any ip
no aut odv
options max-attenpts 5
options expire-period 90
options expire-action expire
options | ockout-period 5
options attenpt-action | ockout
options security-level 2

hi gh-avai l ability disable

hi gh-availability heartbeat 4 100 2
hi gh-availability id 4098

clock timezone GV

k dst

audit sel ect
audit sel ect
audit sel ect
audit sel ect
audit sel ect
audit sel ect
audit sel ect
audit sel ect
audi t sel ect
audit sel ect
audit sel ect
audit sel ect
audit sel ect
audi t sel ect
audit sel ect
audit sel ect
audit sel ect
audit sel ect
audi t sel ect
audit sel ect
audit sel ect

genera

| ogin

| ogout

user

time

policy

updat e

boot

report

host
configuration
oam

ss

server
segnent

hi gh-availability
noni t or
ip-filter
conn-tabl e
host - commruni cati on
tse

|l e - action-set "Recommended"
category-settings -profile "Default
|l e - action-set "Recomrended"
category-settings -profile "Default
|l e - action-set "Recommended"
category-settings -profile "Default
le - action-set "Recommended"”
category-settings -profile "Default
Il e - action-set "Recomrended"
category-settings -profile "Default
|l e - action-set "Recommended"
category-settings -profile "Default
Il e - action-set "Recomrended"
category-settings -profile "Default
|l e - action-set "Recomended"
category-settings -profile "Default
le - action-set "Recommended"
category-settings -profile "Default
|l e - action-set "Recomended"
category-settings -profile "Default
|l e - action-set "Recommended"

vul nerabilities
exploits
security-policy
reconnai ssance

Vi rus

spywar e
identity-theft
traffic-nornal
net wor k- equi pnent
p2p

i m
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category-settings -profile "Default Security Profile" stream ng-nedia
enabl e - action-set "Reconmended"

notify-contact "Managenent Console" 1

notify-contact "Renpbte System Log" 1
default-alert-sink period 1

server ssh

server no http

server https

server browser-check

moni tor threshol d nenory -major 90 -critical 95
nmoni tor threshol d disk -major 90 -critical 95
moni tor threshold tenperature -mgjor 92 -critical 94
noni tor di sabl e power-supply

no service-access

tse adaptive-filter node autonatic

tse afc-severity warning

tse connection-table tinmeout 1800

tse | oggi ng-node conditional -threshold 1.0 -period 600
tse quarantine duration 60

email-rate-l1imt 10

zone update LAN vlian-id 1

zone update LAN port 3/1

zone update LAN ntu 1500

zone update LAN addresses disable

zone update LAN vpn-tunnel -access enabl e

zone update VPN vlan-id 4

zone update VPN port none

zone update VPN ntu 1500

zone update VPN addresses disabl e

zone update VPN vpn-tunnel -access enabl e

zone update WAN vlan-id 3

zone update WAN port 3/6

zone update WAN ntu 1500

zone update WAN addresses di sabl e

zone update WAN vpn-tunnel -access enabl e
addr ess- groups updat e DHCP- Pool range 192.168.1.1 192.168.1.20
aut henti cation privil ege-groups update Al ow VPN access vpn-client-
access

aut henti cation privilege-groups update RADI US

aut hentication radius default-privil ege-group RADI US
aut hentication radius server primary 0.0.0.0 port 1812 shared-secret
*x*x%kx %% gut h-met hod chap

aut henti cation radius server secondary none

aut henti cation radius disable

aut henti cation radius user-authentication enable

aut hentication radius vpn-clients enabl e

aut hentication radius retries 3

aut henti cation radius tinmeout 2

web-filtering default-rule block

web-filtering filter-action bl ock-and-I og
web-filtering filter-service cache expiry 24
web-filtering filter-service cache size 2097152
web-filtering filter-service block adult

web-filtering filter-service bl ock ganbling
web-filtering filter-service block violence
web-filtering filter-service block crinna
web-filtering filter-service bl ock hacking
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web-filtering filter-service bl ock weapons
web-filtering filter-service block drugs
web-filtering filter-service block hate
web-filtering filter-service pernmit advertisenent
web-filtering filter-service pernt conputing
web-filtering filter-service permt food
web-filtering filter-service pernmt politics
web-filtering filter-service pernmt hosting
web-filtering filter-service permit lifestyle
web-filtering filter-service pernit dating
web-filtering filter-service pernit reference
web-filtering filter-service pernit sex-education
web-filtering filter-service permt sports
web-filtering filter-service permt usenet
web-filtering filter-service permt arts
web-filtering filter-service pernt education
web-filtering filter-service pernit games
web-filtering filter-service permit health
web-filtering filter-service pernmit careers
web-filtering filter-service pernmt vehicles
web-filtering filter-service pernit photos
web-filtering filter-service pernit religion
web-filtering filter-service permit search
web-filtering filter-service permit stream ng-nedia
web-filtering filter-service pernit enail
web-filtering filter-service permt chat
web-filtering filter-service permt finance
web-filtering filter-service pernit gl anour
web-filtering filter-service permit hobbies
web-filtering filter-service permt kids
web-filtering filter-service permt news
web-filtering filter-service pernit real-estate
web-filtering filter-service permit proxies
web-filtering filter-service pernmit shopping
web-filtering filter-service permt trave
web-filtering filter-service disable
web-filtering manual -filter disable

dhcp-server addresses group DHCP- Poo
dhcp-server enable

dhcp-server bootp disable

dhcp-server | ease-duration 60

dhcp-server dns default

dhcp-server wins primary 0.0.0.0

dhcp-server wins secondary 0.0.0.0

dhcp-server nbx 0.0.0.0

dhcp-server relay disable

dns use-external -dns enabl e

interface virtual add 1 interna

nterface virtual internal 1 ip 192.168.1.254 netmask 255.255.255.0

i
i i

interface virtual internal 1 ha-nmgnt-ip 0.0.0.0
interface virtual internal 1 nat external-ip

interface virtual internal 1 rip disable

interface virtual internal 1 rip send-node disable
interface virtual internal 1 rip receive-node disable
interface virtual internal 1 rip auth disable

interface virtual internal 1 rip split-horizon disable
interface virtual internal 1 rip poison-reverse disable
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nt er f ace
nterface
nt erface
nt erface
nt erface
nt er f ace
nterface
255. 255. 2
interface
nt erface
nt er f ace
nterface
nt erface
nt erface
nt erface
nt er f ace
nterface
nt erface
nt erface

vi rtual
vi rtual
vi rtual
vi rtual
vi rtual
vi rtual
vi rtual
55.0

vi rtual
vi rtual
vi rtual
vi rtual
vi rtual
vi rtual
vi rtual
vi rtual
vi rtual
vi rtual
vi rtual

internal 1 rip advertise-routes enable
internal 1 ignp disable

internal 1 pi mdm disable

internal 1 zone add LAN

internal 1 zone add VPN

add 2 external
external 2 type static 10.10.20.147 net mask

external 2 ha-ngm-ip 0.0.0.0
external 2 rip disable

external 2 rip send-node v2-nulticast
external 2 rip receive-node al
external 2 rip auth disable

external 2 rip split-horizon enable
external 2 rip poison-reverse enable
external 2 rip advertise-routes disable
external 2 ignp disable

external 2 pimdm disable

external 2 zone add WAN

defaul t-gateway 10.10.20.1
schedul e update worki ng-day days -mwf- from 0800 to 1800

firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall

service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service

updat e 3com nbx udp port 2093 to 2096
updat e audi o-call-control tcp port 1731
updat e dhcp-client udp port 68

updat e dhcp-server udp port 67

update dns-tcp tcp port 53

updat e dns-udp udp port 53

update finger-tcp tcp port 79

update ftp tcp port 21

updat e gopher-tcp tcp port 70

update gre gre

update h323 tcp port 1720

update http tcp port 80

update https tcp port 443

update ignp ignp

update i ke udp port 500

update imap tcp port 143

update i mapv3 tcp port 220

updat e i psec-ah ah

updat e i psec-esp esp

updat e kerberos-tcp tcp port 88

updat e ker beros-udp udp port 88

update | 2tp udp port 1701

update | dap-tcp tcp port 389

updat e | dap-udp udp port 389

updat e | ot us-notes-donmino tcp port 1352
update | pr tcp port 515

update nat-t-ipsec udp port 4500
updat e nbnane tcp port 137

update netbios-tcp tcp port 137 to 139
updat e net bi os-udp udp port 137 to 139
update netneeting tcp port 1720

update nfsd-tcp tcp port 2049

updat e nfsd-udp udp port 2049

update nntp tcp port 119

update ntp udp port 123

update pi mdm pi m
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firewall serv
firewal | serv
firewal |l serv
firewal |l serv
firewal |l serv
firewall serv
firewal |l serv
firewal |l serv
firewal | serv
firewall serv
firewall serv
firewal |l serv
firewal | serv
firewal | serv
firewal |l serv
firewall serv
firewal |l serv
firewal |l serv
firewal |l serv
firewal |l serv
firewall serv
firewal |l serv
firewal |l serv
firewal |l serv
firewall serv
firewall serv
firewall serv
firewal |l serv
firewal |l serv
firewal |l serv
firewall serv
firewall serv
firewall serv
firewal |l serv
firewal |l serv
firewall serv

firewal |l serv
server
firewal |l serv
nf sd- udp

firewall serv
firewall serv
firewall serv
firewal |l serv
request ssh
firewall serv
firewall serv
firewal | serv
firewall serv
firewal |l serv
i psec
firewall rule
firewall rule
firewall rule
firewall rule
firewall rule
firewall rule

ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update
ce update

ce- group
ce- group
ce- group
ce- group
ce- group
ce- group
ce- group

ce- group

ce- group
ce- group
ce- group
ce- group

ce-group
ce- group
ce- group
ce- group
ce- group

updat e
updat e
updat e
updat e
updat e
updat e

RPRRRRR

ping icnp port 8

pop3 tcp port 110

portmapper-tcp tcp port 111

port mapper-udp udp port 111
pptp-tcp tcp port 1723

radi us-accounting udp port 1813
radi us-auth udp port 1812

rexec tcp port 512

rip udp port 520

rlogin tcp port 513

rsh tcp port 514

rtsp tcp port 554

sip-tcp tcp port 5060

si p-udp udp port 5060

snb tcp port 445

sns-client tcp port 10042

sns-trap tcp port 8162 to 8163
snip tcp port 25

snnp-request udp port 161
snnp-trap udp port 162

ssh tcp port 22

sysl og udp port 514

t120 tcp port 1503

telnet tcp port 23

tftp udp port 69

traceroute icnp port 8

uucp udp port 540

vnc- browser tcp port 5800

vnc-vi ewer tcp port 5900

X-wW ndows tcp port 6000 to 6063
update dns dns-tcp dns-udp

update email pop3 sntp inmap i mapv3
updat e i psec ike ipsec-ah ipsec-esp
update | dap | dap-udp | dap-tcp
updat e nmanagenent https ssh ping snnp-request
updat e netneeting h323 audio-call-control t120
updat e network-protocols dns-tcp dns-udp dhcp-

update nfs portnapper-tcp portmapper-udp nfsd-tcp

update pptp pptp-tcp gre

updat e secure-managenent https ssh

update sip sip-tcp sip-udp

update sms-config http https sns-client snnp-

update sns-get ntp sns-trap

updat e snnp snnp-request snnp-trap

update vnc vnc-browser vnc-vi ewer

updat e voi ce 3com nbx sip-tcp sip-udp

updat e vpn-protocols pptp-tcp |2tp gre ike nat-t-

permt LAN WAN ANY

schedul e al ways tineout 30 |ogging disable
src-addr all

dst - addr al

bandw dt h di sabl e

aut henti cati on di sabl e
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firewall rule update
firewall rule update
firewall rule update
firewall rule enable
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule enable
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule enable
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule enable
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule enable
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule enable
firewall rule update
firewall rule update
firewall rule update

N~NNOOOOOOOODOODOOOOoOOoOUTunonon OO BPRDMBRMBIEBRAEMDRADRMDRMNWWWWWWWWWWNNNNNNNNNNRERERPEPR

position 1

comment "Allow LAN unrestricted access to WAN'

renot e- |1 oggi ng di sabl e

permit WAN this-device vpn-protocols
schedul e al ways tineout 30 | ogging disable
src-addr all

dst - addr al

bandwi dt h di sabl e

aut henti cation disable

position 2

comrent "Allow VPN term nation”
renot e- |1 oggi ng di sabl e

permit LAN this-device nanagenent

schedul e al ways tineout 30 | ogging disable
src-addr all

dst-addr al

bandwi dt h di sabl e

aut henti cation disable

position 3

comrent "All ow managenent access from LAN'
renot e- |1 oggi ng di sabl e

pernmit LAN this-device network-protocols
schedul e al ways tineout 30 | ogging disable
src-addr all

dst - addr al

bandwi dt h di sabl e

aut henti cation disable

position 4

comrent "All ow DNS and DHCP from LAN'
renot e-|1 oggi ng di sabl e

permt LAN this-device rip

schedul e al ways tineout 30 | ogging disable
src-addr all

dst - addr al

bandwi dt h di sabl e

aut henti cation disable

position 5

comrent ""

renot e-|1 oggi ng di sabl e

permit LAN this-device pimdm

schedul e al ways tineout 30 | ogging disable
src-addr all

dst - addr al

bandwi dt h di sabl e

aut henti cation di sabl e

position 6

comrent ""

renot e-|1 oggi ng di sabl e

permit ANY ANY pi ng
schedul e al ways tineout 30 | ogging disable
src-addr all
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dst - addr al

bandw dt h di sabl e

aut henti cati on di sabl e
position 7

conment

renot e- | oggi ng di sabl e

firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule enable
firewall alg sip services ANY

firewall alg sip sdp-port-range ANY

routing rip enable update-tiner 30

routing nmulticast ignp disable

routing multicast pimdmdisable query-interval 30 prune-tineout 180
vpn i ke local-id email x_fanm | y@com com

vpn i ke local-id domain x-family

vpn i ke add DES- SHAl- PSK

vpn i ke proposal DES-SHAL- PSK phasel-encryption des-cbc

vpn i ke proposal DES-SHAl-PSK phasel-integrity shal

vpn i ke proposal DES- SHAl- PSK phasel-dh-group 1

vpn i ke proposal DES- SHAl- PSK phasel-lifetime 28800

vpn i ke proposal DES-SHAL-PSK aut h-type psk

vpn i ke proposal DES-SHAL- PSK aggressi ve-node di sabl e

vpn i ke proposal DES-SHAl-PSK | ocal -id-type ip

vpn i ke proposal DES-SHAl-PSK peer-id-type ip

vpn i ke proposal DES- SHAl- PSK ca-cert ANY

vpn i ke proposal DES-SHALl-PSK nat-t disable

vpn i ke proposal DES-SHAl-PSK dpd enabl e

vpn i ke proposal DES-SHAl- PSK aut o- connect di sabl e

vpn i ke proposal DES- SHAl-PSK ti ght-phase2-control enable

vpn i ke proposal DES- SHAl- PSK phase2-encrypti on des-cbc

vpn i ke proposal DES-SHAL-PSK phase2-integrity esp-shal-hnac

vpn i ke proposal DES-SHAL-PSK phase2-lifetinme 3600

vpn i ke proposal DES-SHAl-PSK pfs disable

vpn i ke proposal DES- SHAl- PSK phase2-dh-group 1

vpn i ke proposal DES- SHAl- PSK phase2-zero-id disable

vpn i ke proposal DES-SHALl-PSK phase2-strict-id-check disable

vpn i ke add 3DES- SHA1- DH2

vpn i ke proposal 3DES- SHAl- DH2 phasel-encryption 3des-chbc

vpn i ke proposal 3DES- SHAl-DH2 phasel-integrity shal

vpn i ke proposal 3DES- SHAl-DH2 phasel- dh-group 2

vpn i ke proposal 3DES- SHAl- DH2 phasel-lifetime 28800

vpn i ke proposal 3DES- SHAl-DH2 aut h-type psk

vpn i ke proposal 3DES- SHAl- DH2 aggressi ve- node di sable

vpn i ke proposal 3DES-SHAl-DH2 | ocal -id-type ip

vpn i ke proposal 3DES- SHAl-DH2 peer-id-type ip

vpn i ke proposal 3DES- SHAl-DH2 ca-cert ANY

vpn i ke proposal 3DES-SHAl-DH2 nat-t enabl e

vpn i ke proposal 3DES- SHAl- DH2 dpd enabl e

vpn i ke proposal 3DES- SHAl-DH2 auto-connect disable

vpn i ke proposal 3DES- SHAl-DH2 ti ght-phase2-control disable

vpn i ke proposal 3DES- SHAl-DH2 phase2-encryption 3des-cbc

vpn i ke proposal 3DES- SHAl- DH2 phase2-integrity esp-shal-hnac

vpn i ke proposal 3DES- SHAl- DH2 phase2-1ifetime 3600

vpn i ke proposal 3DES- SHAl-DH2 pfs disable

vpn i ke proposal 3DES- SHAl-DH2 phase2- dh-group 2

vpn i ke proposal 3DES- SHAl-DH2 phase2-zero-id disable

vpn i ke proposal 3DES- SHAl- DH2 phase2-strict-id-check disable

vpn i ke add 3DES- SHAl- DH2- AGG PFS

ENENENENENENEN]
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vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn

i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke

3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS

pr oposal
pr oposal
proposal
proposal
proposal
pr oposal
pr oposal
proposal
proposal
proposal
pr oposal
pr oposal
pr oposal
proposal
pr oposal
proposal
pr oposal
pr oposal
i ke proposa

i ke proposa

i psec enabl e
i psec add Def aul t
i psec sa Default

i psec sa Default

di sabl e
key i ke proposa

*kkkkk k%

vpn
vpn
vpn
vpn
vpn
vpn

Def aul t
Def aul t

i psec
i psec
i psec
i psec
i psec
i psec

sa
sa

transport enabl e
peer 0.0.0.0

sa Default zone LAN

sa Default tunnel enable

add x famly to_other

sa x_famly to _other key ike

shar ed- sec

ret
vpn
vpn
vpn
vpn

255.

vpn

255.

vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
nt p
nt p
ntp
ntp

kkkkkkk*k

i psec sa
i psec sa
i psec sa
i psec sa
255.255.0
i psec sa x_fanmily to_other
255.255.0

i psec sa x_famly_ to_other
i psec sa x_fanmly_to_other
i psec sa x_fanmily_ to_other
| 2t p addresses none

| 2t p zone LAN

| 2t p dns rel ay

| 2t p encryption enabl e

| 2t p di sable

ppt p addresses none

pptp zone LAN

pptp dns rel ay

ppt p encryption enabl e
ppt p di sabl e

peer

server 161.71.52.200: 123
duration 5

of fset 1

peer-id G scoPl X. OTHER

x_family_to_other transpo
x _famly to_other peer 10
x_famly to_other
x_famly_to_other tunne
t unnel

t unnel
t unnel
enabl e

phasel-encryption 3des-chc
phasel-integrity shal
phasel-dh-group 2
phasel-lifetinme 28800

aut h-type psk

aggr essi ve- node enabl e

| ocal -id-type domain
peer-id-type donain

ca-cert ANY

nat-t enabl e

dpd enabl e

aut o- connect di sabl e

ti ght - phase2-control disable
phase2-encryption 3des-chc
phase2-integrity esp-shal-hnac
phase2-lifetinme 3600

pfs enabl e

phase2- dh-group 2
phase2-zero-id disable
phase2-strict-id-check disable

DES- SHA1- PSK shar ed- secr et

proposal 3DES- SHAl- DH2- AGG PFS

rt disable
.10. 10. 147

zone LAN

renote subnet 192.168. 22. 0 net nask
| ocal subnet 192.168.1.0 netnask

nat di sabl e
enabl e
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ntp fast enabl e

ntp enabl e

ramdi sk sync-interval sys 30

ramdi sk sync-interval audit 30

randi sk sync-interval block -1

randi sk sync-interval alert -1

randi sk sync-interval firewallsession -1
randi sk sync-interval firewallblock -1
ramdi sk sync-interval vpn -1

sns v2

snms no nust-be-ip

no smns

sns no renote-depl oy

session timeout 20 -persist

3KB x_unit_1#

6.2.2Cisco PIX 515E configuration file

CiscoPIX> show conf

Type help or '?' for a list of available commands.
CiscoPIX> enable

Password: ****x*x*

CiscoPIX# show conf

: Saved

: Written by topuser at 16:12:59.708 UTC Tue Mar 13 2007
PIX Version 6.3(1)

interface ethernetO auto

interface ethernetl auto

interface ethernet2 auto shutdown
nameif ethernetO outside securityO
nameif ethernetl inside security100
nameif ethernet2 intf2 security4
enable password tXS8gjMsLY6007ca encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname CiscoPIX

domain-name OTHER

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sqlnet 1521

names

name 192.168.1.0 x-family

access-list inside_natO_outbound permit ip 192.168.22.0 255.255.255.0 x-family

255.255.255.0

access-list outside_cryptomap_dyn_20 permit ip 192.168.22.0 255.255.255.0 x-

family 255.255.255.0
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access-list outside_access_in permit ip x-family 255.255.255.0 192.168.22.0
255.255.255.0

pager lines 24

logging on

mtu outside 1500

mtu inside 1500

mtu intf2 1500

ip address outside 10.10.10.147 255.255.255.0

ip address inside 192.168.22.254 255.255.255.0

no ip address intf2

ip audit info action alarm

ip audit attack action alarm

pdm location 192.168.22.100 255.255.255.255 inside

pdm location x-family 255.255.255.0 outside

pdm logging warnings 100

pdm history enable

arp timeout 14400

nat (inside) 0 access-list inside_natO_outbound

access-group outside_access_in in interface outside

route outside 0.0.0.0 0.0.0.0 10.10.10.1 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h225 1:00:00
timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

http server enable

http 192.168.22.100 255.255.255.255 inside

Nno snmp-server location

Nno snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac
crypto dynamic-map outside_dyn_map 20 match address
outside_cryptomap_dyn_20

crypto dynamic-map outside_dyn_map 20 set pfs group?2

crypto dynamic-map outside_dyn_map 20 set transform-set ESP-3DES-SHA
crypto map outside_map 65535 ipsec-isakmp dynamic outside_dyn_map
crypto map outside_map interface outside

isakmp enable outside

isakmp key ******** gddress 0.0.0.0 netmask 0.0.0.0 no-xauth no-config-mode
isakmp policy 20 authentication pre-share

isakmp policy 20 encryption 3des

isakmp policy 20 hash sha

isakmp policy 20 group 2

isakmp policy 20 lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout O

username topuser password 7Ppr4YyUTIiTQVNDbR encrypted privilege 2
terminal width 80
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Cryptochecksum:7ce6ec2f93be7065e164930d341db9b9
CiscoPIX#
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