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Netscreen NS25 to 3Com X-family IPSec VPN

1 Overview

This technical note describes how to setup IPSec VPN tunnels between a 3Com X-
family and the Netscreen NS25.

Both Main Mode and Aggressive Mode deployments are shown. Main Mode is more
secure and hence is recommended when both sites have a static IP address.
Aggressive mode can be used if one IP address is dynamic.

This document only describes “shared-secret/pre-shared-key” setup, not the
alternative method using X.509 certificates.

2 Connection

This diagram shows the Netscreen NS25 and an X-family unit connected via the
Internet - actually a simple router in my configuration. Each device has a PC
connected to its LAN interface - to be used both for configuration and for testing

purposes.

== . Internet._

B A
X-family unit / \

e —y

Netscreen 25

.—‘ .’

PC1 PC2

Addresses are:

Device Interface Address Mask Gateway

Router 1 (to X-family unit) | 10.10.20.1 255.255.255.
0

Router 2 (to Netscreen) 10.10.10.1 255.255.255.
0

X-family external 10.10.20.147 255.255.255. 10.10.10.1
0

Netscreen | external 10.10.10.147 255.255.255. 10.10.20.1

3Com Technical Note 2




Netscreen NS25 to 3Com X-family IPSec VPN

0
PC1 192.168.1.100 | 255.255.255. | 192.168.1.254
0
PC2 192.168.22.10 | 255.255.255. | 192.168.22.254
0 0

3 Pre-Requisite Configuration

3.1 3Com X-family Pre-requisite Configuration
3.1.11Initial Setup via the OBE

Setup the user account and then set the basic configuration as follows. The dialogue
shown is the OBE (“Out of Box Experience”) on the Command Line Interface - this
could also be set up using the OBE on the Graphical User Interface).

Your super-user account has been created.
You may continue initial configuration by logging into your device.

After logging in, you will be asked for additional information.

Login: topuser
Password: tOp--us3r

Entering Setup wizard...

Enter Host Name [myhostname]: 3KB X unit 1
Enter Host Location [room/rack]: Lab

Host Name: 3KB X unit 1
Host Location: Lab

Enter [Alccept, [Clhange, or [E]lxit without saving [C]: a

Timekeeping options allow you to set the time zone, enable or disable
daylight saving time, and configure or disable NTP.

Would you like to modify timekeeping options? <Y, [N]>:

The X-Series device may be configured into a number of well known
network deployments.

Would you like to modify the network deployment mode? <Y, [N]>:

Virtual interfaces define how this device integrates with the IP layer 3
network. You must configure one virtual interface for every IP subnet

that is directly connected to the X-Series device. For example, you
need
one for the WAN connection (external virtual interface) and one for
every

directly connected network subnet (internal virtual interfaces).
Would you like to modify virtual interfaces? <Y, [N]>:y

Virtual interfaces:
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Type Mode IP Address Subnet Mask NAT
internal static 192.168.1.254 255.255.255.0 external-ip
external dhcp disable
<empty>

<empty>

<empty>

<empty>

o U W N QO

Enter [A]lccept, [C]lhange, [R]lemove or [E]lxit without saving [C]:
Enter the number of the entry you want to change []: 2

Mode (static, dhcp, pppoe, pptp, 1l2tp) [dhcpl: sta

IP address []: 10.10.20.147

Mask [255.255.255.0]:

Virtual interfaces:
Id Type Mode IP Address Subnet Mask NAT
1 internal static 192.168.1.254 255.255.255.0 external-ip
external static 10.10.20.147 255.255.255.0 disable
<empty>
<empty>
<empty>
<empty>

o U W N

Enter [Alccept, [C]lhange, [R]lemove or [E]lxit without saving [C]: a

You must configure a default gateway manually if external virtual
interface is static.

Would you like to modify default gateway? <Y, [N]>:y
Default Gateway [0.0.0.0]: 10.10.20.1

Security zones enable you to section your network logically into
security

domains. As network traffic travels between zones, it is routed and
security-scanned by the firewall and IPS according to the policies you
define. You need to create security zones that naturally map onto your
intended network security boundaries. A security zone may or may not be
connected (mapped) to a virtual interface.

Would you like to modify security zones? <Y, [N]>:

Would you like to modify security zone to virtual interface mapping? <Y,
[N]>:

DNS (Domain Name Service) 1is a system which translates computer
hostnames

to IP addresses. The X-Series device requires DNS configuration in order
to perform web filtering.

Would you like to configure DNS? <Y, [N]>:
Firewall policy rules control the flow of network traffic between
security zones. Firewall policy rules control traffic flow based

on source and destination security zones and network protocol.

Would you like to modify firewall policy rules? <Y, [N]>:
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SMS-based configuration allows the device to retrieve the configuration
for a secure management VPN to the SMS system. This ensures that
the device can be managed securely from the SMS

Would you like to enable SMS-based configuration? <Y, [N]>:

If you wish to run this wizard again, use the 'setup' command.
3KB X unit 14

Notes:

Virtual Interfaces - There are two virtual interfaces (external and internal) set up as
factory default. The only configuration required on them is to set the IP addresses.
(In the example, I have kept the internal IP address as default and changed the
external IP address).

Security Zones - The factory default configuration sets the LAN security zone to be
on Port 1 and linked to the internal Virtual Interface. The WAN security zone is on
the last port (Port 4 on an X505 or port 6 on the X506 and X5) and is linked to the
external virtual interface. No change is needed to this.

Firewall rules - the firewall rules in the factory default configuration will be sufficient
- specifically this one:

2 permit WAN this-device vpn-protocols

3.1.2 Load the High Encryption Token

When delivered from the factory, the X-family devices are capable of encryption
levels up to a key size of 64 bits (e.g. DES). To enable higher encryption key sizes to
be used (e.g. 3DES, AES) a High Encryption “token” package must be loaded onto
the device. This package is only available to approved end users in approved
locations.

1. Acquire the High Encryption package from the TMC and load it onto PC1.

2. Open a browser on PC1, connect to https://192.168.1.254 and login as the user
you set up during the OBE.

3. Navigate to System -> Update, open the “"TOS/DV Update” tab and complete the
form as shown below with the path of the High Encryption package on PC1. Click
“Install Package”.
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&2 ibm-762c500a371

/2 TOS & DV Update | L5M - Device (3KE_X_unit_1) - Microsoft Internet Explorer

File Edit Yew Favorites Tools Help i

GBack v = - (D 7t | Qisearch [GlFavorkes Meda % ‘ S =

Address [&] hitpsiif19z.168.1.254)

Morkon Ankivirus E A

x| @ | Links >

opuser | Auto Log Off in 60 minutes
4 GMT

-

) SYSTEM == LBDATE = — _|
703 &8V Update oo v | (ORI (IO

1Ps
Step 1

frewa
Check For DY or TOS updates From the Threat Management Center and save any new versions ta your PC,

VPN
Step 2
Make sure the package you downloaded is smaller than: 202 MB.

System

Update i An unpacked package may require more space than anticipated. To aid, delete one or more of the previously installed TOS images.
Configuration

Network

Authentication Step 3

[T Enatle High Priority Preference {if desired)

Step 4

Select ".pkg" file and click install
Package File IC:\cnma\-h\ghEncryptinn_XS.99901 .pkg  Browse I

Install Package

": The installation of TOS updates will reboot thekglevil:e.
P ]

=l
@ Done ’_’_ ’—g # Internet
iﬁstart”j e @ |2 H 1705 & D¥ Update | LS... WC:\WINNTlsystamSZICmd‘HI (3 IBM_PRELOAD (1) | \@;n@ggggg 17:33

4. The package will be installed and the X-family device will reboot. The X-family
device is ready to set up the VPN when reboot has completed.

3.2 Netscreen NS25 Pre-Requisite Configuration

1. From factory defaults. PC2 must either be set to DHCP at the start or must
have an IP address in the range 192.168.1.2-254.

2. Open a browser on PC2, connect to http://192.168.1.254 and login to the
Netscreen GUI.

3. Click the + sign next to “"Network” at the left of the screen and click
“Interfaces” on the submenu that appears. In the screen that is presented
click “edit” next to the interface “ethernet 1”. Complete the screen as shown
below and click OK.
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niper-Screen08 Administration Tools (ns25) - Mozilla Firefox

File Edit ‘iew History Bockmarks Tools Help

&€

IIJ} http:/f192.168.22, 254 nswebui. htrml

o) G

Gl Juniper

MetScreen-25

|

Properties: Basic MIP DIP

[} customize Links || Free Hotmal || Windows [ Windows Media || Windows Marketplace
Network = Interfaces = Edit

Interface: ethernetl (IP /Netmask: 192.168.22.254/24)

Secondary IP  Track IP  Track IP Options

Interface Mame ethernetl (mac 0014.f642, 4fb0)

As member of loopback group none ¥
As member of group  none ¥

Zone Name | Trust b

Back To Interface List

@ Static IP

T T T T

] [+
g

O Dbtain IP using DHCP

O Obtain IP using PPPoE

[0 automatic update DHEP server parameters

MNane

Create new pppoe setting

Status:
IP Address / Netmask 1921563225 | f [ ] Manageable

Manage TP # 19216822259 | (rnac 0014.f642. 4fbn)

@i

Interface Mode () pyat () Route

ST

Service Options

Management Services

Web UL
SMMP
Other Services Ping

Telnet
S50L

O 1dent-reset

5H

webauth [ | 1pfo0oo

Teaffic Bandwidth © | Kbps

0K Apply Cancel

27 PUTTY {inactive)

4. The management connection to the Netscreen will be lost. Change the IP address
of PC2 to 192.168.22.100 and reconnect to the new Netscreen management

address http://192.168.22.254.

5. Login and return to the Network -> Interfaces screen. This time click the edit
next to interface Ethernet 3, complete the form as shown below and click OK.
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uniper-Screen08 Administration Tools (ns25) - Mozilla Firefox

Interface: ethernet? (IP /Netmask: 10.0.0.147 /24)

Properties: Basic MIP DIP ¥IP Track IP Track IP Options

Interface Mame ethernet3 (mac 0014.f64 2, 4fhé)

As member of loopback group none ¥
As member of group  none ¥

MetScreen-25

File Edit ‘iew History Bockmarks Tools Help
E&-o-& (2} [ netpuir1s2.168.22 250 nswebui. bl [=] &) [T-[co0ck =Y
[} customize Links || Free Hotmal || Windows [ Windows Media || Windows Marketplace

Network = Interfaces = Edit hs25 ‘

Back To Interface List

3]
?

Manage TP # 10.10.19.147 (rmac 0014.f642. 4fb6)

Manageable

[+
0

Interface Mode () paT (&) Route

-

*_

| |7 O Obtain IP using DHCP D Autornatic update DHCP server parameters
I ||: O obtain IP using PPPoE Create new pppoe setting
| Status:

| - ) static 1P

| IP Address / Netmask 10.1010.147 | ¢ [24 |

*

ST

Service Dptions
[ webur [ Teinet

Management Services
SMMP D S50L

Other Services [ ping [ 1dent-raset

O sem

webauth [ | 1pfo0oo

Teaffic Bandwidth © | Kbps

[ Apply Canrel
...'_5 I onneckions & PUTTY (inactive)

Return to the Network -> Interfaces screen. This time go to the top right of the

screen, set the drop-down menu to “Tunnel IF” and click the “*New” button next
to it. Complete the form as shown below and click “"OK". This will create the
tunnel interface that can be used by the VPNs that are configured later.
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=) Juniper-Screen0S Administration Tools {ns25) - Mozilla Firefox

Fie Edt View Hgtory Bookmarks Tools  Help

@ - B @ /u} http:/f192. 188.22. 254jrswebul html [+] ] [C+[s00se <]
|| Customize Links | | Free Hotmail | | Windows [ | Windows Media | | Windows Marketplace
Network = Interfaces = Confizuration ns25 (7]
Interface: New Tunnel Interface

Back To Interface List

MotScreen-25 Tunnel Interface Name tunnel, (1m25)
Zone (WR) | Trust (trustr) 5
O Fixed 1P
1P Adracs / Netmack th ]
) unnumbarad

Protocol [ | pap

Done

7. The Netscreen device does not have a default gateway setting, so a Routing entry
must be created for a default route. Navigate to Network -> Routing -> Routing

Entries. This will contain two default entries for the internal and external
networks as shown below.
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[EEIE

=) Juniper-Screen0S Administration Tools {ns25) - Mozilla Firefox

Fle Edt View Higtary Bookmarks Tools  Help o

@ - B @ @ http:/f192. 188.22. 254jrswebul html [+] ] [C+[s00se <]
|| Customize Links | | Free Hotmail | | Windows [ | Windows Media | | Windows Marketplace

Network = Routing = Rewting Entries ns25 |
. ] List route entries for | All virtual routers frugtvr @
ol Juniper

NETWORKS

MetScreen-25 bust-ur
IP /Netmask Gateway Interface Protoacol Metric Vsys Configure
- # 192.168.22.0/24 0.0.0,0 ethernetl < a Root
:’ * 10010.10.0/24 0.0.0,0 ethernets < a Root
= * Active route < Connected 1 Irmportad =B EBGP © OSPF E1 OSPF external type 1
S Static A Auto-Exporked iB IBGP R RIP EZ OSPF external type 2

L e L e )

Done

8. Ensure that “trust-vr” is shown in the top right drop-down window and click the
“New” button. Complete the form as shown below and click the OK button.
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=) Juniper-Screen0S Administration Tools {ns25) - Mozilla Firefox

Fie Edt View Hgtory Bookmarks Tools  Help

@ - B @1 /u} http:/f192. 188.22. 254jrswebul html [+] ] [C+[s00se <]
|| Customize Links | | Free Hotmail | | Windows [ | Windows Media | | Windows Marketplace

Network = Routing - Routing Fniries = Confizuration ns25 (7]

virtual Router Name trust-ur

R P N | —
O Next Hop Virtual Rauter Name untrugtwr ¥

@ gateway
S
Gataway IP Address
Metric

MetScreen-25

L e L e )
rTT

o |

Done

9. Finally, we need a route to cause traffic to flow down the VPN tunnel. Ensure that
“trust-vr” is shown in the top right and click the "*New” button. Complete the form
as shown below and click the OK button.

3Com Technical Note 11



Netscreen NS25 to 3Com X-family IPSec VPN

) Juniper-Screen0S Administration Tools (ns25) - Mozilla Firefox X
Fle Edt View Higtary Bookmarks Tools  Help o

¢ - e (%) ﬁ hitp:/{192. 168, 22 254jnswebui bl [=[ &) [Tl [5000e =8|

[} Customize Links || Free Hotmail || Windows [ | Windows Media | | Windows Marketplace
Network = Routing > Routing Entries > C

uniper’

TWORKS

MetScreen-25

untrustvr i

L+[5+ [+ B |

+]

Done
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4 Configuring Main Mode Tunnel

This example shows how to configure an IPSec tunnel using Main Mode between the
X-family and a Netscreen NS25. Main Mode is the recommended setting when both
devices have static IP addresses that can be accessed from the public internet.

IPSec VPN can be initiated
from either side.

~___ Internet = ——

N BN

—— o

Key Setup Information

Keying Mode IKE

IKE Mode Main Mode

SA Authentication Method Pre-shared Key

Keying Group DH DH (Diffie Hellman) Group 2
Encryption and Data Integrity 3DES-SHA1
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4.1 3Com X-family VPN Configuration

1. Open a browser on PC1, connect to https://192.168.1.254 and login as the user
you set up during the OBE.

2. Navigate to VPN -> IKE Proposals. You will see one default proposal for DES-
SHA1-PSK but we do not want to use this as it does not provide a suitably high
level of security so click on the “Create IKE Proposal” button to create a new
proposal. Complete the form that opens as shown below.

B2 ibm-762c500a371

a Create IKE Proposal | LSM - Device (3KB_X_unit_1) - Microsoft Internet Explorer

File Edit ‘ew Favorites Tools Help ﬁ
“HBack - = - @ ] | @Search [l Favorites @Medla 3 ‘ %v S =
Address |:P.j https: ({192, 168.1.254 x| @en ‘Links "| Norton Antivirus f] ~

in 60 rinutes

WPM ==

Create IKE Proposal

1Ps
Firewall IKE Phase 1 Setup

VPN Proposal Name IEDES-SHM-DHZ
i 3DES-CEC -
TPSer Status Encryption [ =l
IKE Proposals Integrity SHA-1 =
LETP Status i
PPTP Status Diffie-Hellman Group |2 (1024 bits) =]
Lifetime IZSBDD seconds
Events
Authentication Type IPra—Shared Key =
System
Options ™ Enatle Aggressive Mode
Network

<l

Enable NAT Traversal
Authentication

=

Enable Dead Peer Detection

- Automatically connect on system start-up
™ Delete Phase 2 5A when Phass 1 5A terminates k
IKE Phase 2 Setup
Encryption IESP 3DES-CEC A ||
Integrity IESP SHA-1-HMAC = I
Lifetime IESDU seconds
™ Enable Perfect Forward Secrecy
Diffie-Hellman Group |2 (1024 bits} j‘ LI
Foore BRI
ghstart||| | @ @ M £ |[E1create KEProposal | .. ECAWINNTIsysten3z|end...| (3 TBM_PRELOAD () EE V] [l VST E e

Click “Create” to save the new IKE Proposal.

Navigate to VPN -> IPSEC Status and click on the “"IPSEC Configuration” tab.
Click the Enable IPSEC Global VPNs checkbox and click the Apply button.

On the IPSEC Configuration screen you will see one Security Association called
“Default” displayed but we will not be using this as it is mainly used with IPSec
clients on remote PCs, so click the Create IPSec Association button to create a
new Security Association. Complete the form that opens as shown below - there
are two screen grabs because the form is too large to fit in a single screen. Note
also that the “Shared Secret” string entered here must be at least 8 characters
and must be exactly the same as the shared secret entered on the peer device.

oukw
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B2 ibm-762c500a371

R,

3com

PN == [PSEC STATUS ==

Create IP Security Association [ 1Psec configuration |
IPS
) IPSec Security Association Setup
Firewall
VPN Name Ix_tu_uther
PSer Status Peer IP Address |10-10‘ 10,147
IKE Propasals Terminated Security ILAN j‘
LZTP Status Zone
FPTF Status
Keying Mode KE hd
[EETES ¥ Enable Security Association
S ™ Support GRE and LZTP {Transpart Made)

Network
IKE Setup
Authentication
IKE Proposal ISDES-SHAI-DHZ -
Shared Secret I************* — ]

Peer Email Address I

Peer Domain Name I

Peer Distinguished Name I

Tunnel Setup

¥ Enable PSer tunnel connections

| Local Networks | | Remote Networks |
£ e - | P | PR - | P |

&) Dane ’_’_E ) Internet :§
Hstart||| 1] @ @ E £ ||[E)create 1P security Ass.. BICIWINNTIsysten3z\end... | G)18M_ PRELOAD () EOIEEmEe 1«
|

<

||

B ibm-762c500a371

topuser | Auto Log Off in 57 minutes
& GMT

IKE FTUpUSaL e e —
: Shared Secret Iwmmmmmm
IPS

Peer Email Address |

Firewsall

Peer Domain Name |
VPN

Peer Distinguished Name |
IPSec Status

IKE Proposals Tunnel Setup

L2TF Status

FFTF Status ' Enable IPSec tunnel connections
Events | Local Networks | | Remote Networks |
System ©IP Address Group |DHCP—F0DI - 1P Address Group |DHCP'PDD| -
Network & psubnet  [192.168.1.0 Mask [255.255.255.0 & Ipsubret [192.168.22.0 Mask [255.255.255.0
Authentication
1P Rangs | ! | 1P Rangs | ! |
© Peer uses tunnel as default route © Use tunnel as default route
' Local addresses assigned by DHCP through this tunnel ' Remote addresses assigned by DHCP through this tunnel

[T Enable NAT of lcal network addresses

NAT IP Address I

Hide Advanced Options

P ————
Ity L

& Dane [% ’_’_ré_ 0 Internet
iastart”j e @ S H £]Create IP Security Ass... ﬂc:xWINNTlsystemazlcmd...| [31BM_PRELOAD (C1) | YIRS 6.
< | =

>
7. Click “Create” to save the new Security Association.
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4.2 Netscreen NS25 Configuration

1. Open a browser on PC2, connect to https://192.168.22.254 and login to the
Netscreen GUI as user “netscreen” with password “netscreen”.

2. Click on the + sign to the left of "WVPNs” to open up the submenus.

3. Click on the + sign to the left of "AutoKey Advanced” in the new submenu to
open up another submenu.

4. Click on “Gateway” in the new submenu and click the "New” button to create
a new gateway. Complete the form as shown below. Note that the “Preshared
Key” string entered here must be at least 8 characters and must be exactly
the same as the shared secret entered on the peer device.

% Junipen-Screen0$ Administration Tools (ns25) - Mozilla Firefox |;||EHZ|
File Edit View History Eockmarks Tools Help

E&-»-& (2 [ netuir192.168.22 254 imswebui. il [~[ ] G- =8

[} customize Links || Free Hotmal || Windows || Windows Media || Windows Marketplace
VPNs = AutoKey Advanced = Gateway = Edit hs25 ﬂ‘

MNotScroen-25 Gateway Name  Gatewsy for 1021681 1224

Security Level (3) standard ) Compatible ) Basic ) Gustam

Remote Gateway Type

) static 1P Addrass IF Address/Hostname (10.10.20.147
O Dynamic IP Address pesrmo | |
. Q Dialup User Usar | Mone v
"
I— ) Dialup User Group Group | Mone %
*_
| T Prechared ke e s sesa (]
I :: R [
| }_ Dutgoing Interface | gthametd
| [
F [ ox | [(caca | [ adveced
a
-
L
mmand Prompt '_5 rk Connections ’J Juniper-Screends A __' PuTTY {inactive)

Click on "OK” to save the new Gateway.
Click on “AutoKey IKE”. On the screen that opens click on “"New” to create a
new Security Association and complete the form as shown below.

ow
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niper-Screen08 Administration Tools (ns25) - Mozilla Firefox

File Edit  View History

Bookmarks

Tools  Help

€e-»-¢€

ﬁ_l‘ http:/f192.168.22, 254 nswebui. htrml |

v| D‘l "|Gnogle

MetScreen-25

-

—

L
T T T T

+
I

n-
=

ommand Prompt

[} customize Links || Free Hotmal || Windows [ Windows Media || Windows Marketplace

VPNs = AutoKey IKE = Edit

WPN Name
Security Level

VPH for 192.165.1.1/24

O standard ) compatible ) Basic

@ Cusztarn

hs25

Remote Gateway  (3) Predsfined | Gatewayfor 192.168.1.1/24 + |

(J)Craate a Simple Gataway

e
Type (3 seatic Ip
O bynamic 1P

O bialup User

O bialup Group

tocal 10| (optional

security Level (3) spandard

Dutgoing Interface | ethernetd v

Addrassitiostnams [ |

User | MNone
Group | MNone v

racharsitey | wsessseea O

) compatible

O Basic

ok | [caca | [ ademcd |

nnect 17 PUTTY (inactive)

7. Click on “Advanced” and fill in the new form as show below.
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=) Juniper-Screen0S Administration Tools {ns25) - Mozilla Firefox
File Edt View Higtory Bookmarks Tools  Help

@ - B @ /u} http:/f192. 188.22. 254jrswebul html [+] ] [C+[s00se <]
|| Customize Links | | Free Hotmail | | Windows [ | Windows Media | | Windows Marketplace

VPNs > AutoKey IKE = Edit ns25 2]

= = Security Level
craen-
e Predefined () standard () Compatible ) Basic

User Defined (3) custom

Phase 2 Praposal

| nopts-esp-3des-sha v‘ | Maone v‘

| MNaone v‘ | MNone V‘

Raplay Protaction

Transport Mode [ (roy L2Tp-ouar-1P5c only)

Bind to () yane
Gl Tunnel Interface
C Tunnel Zone
Proxy-ID [v]
Lacal IP / Netmask |192.165 320 /
Remote IP / Netmask 192.163.1.0 7

Service | ANY ¥

¥PN Group I

weight s |

¥PN Monitor [ |

Source Intarface | default ¥
Dastination I [0.0.00

Optimized [ |
Rekey [ ]

Done

8. Click on “Return” at the bottom of the form and then click on "OK” on the
previous form to save the changes.
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4.3 Testing the VPN with data

8. Ping from PC2 to PC1 - this will bring up the tunnel which should look like this on
the IPSec Status screen of the X-family. One or two pings may be lost while the
tunnel establishes but then all subsequent pings should be successful.

& ibm-762c5000371 EH:\&

~
| Auto Log Off in 60 minutes i |
<) VPH =
IPSec Status 1PSec Configuration
IPS
§ IPSec Status Details
Firewall
VPN 25 x| Records per page
Peer IP -
TPSec Status Name Address Local ID Peer ID Proposal Status Function(s)
IKE Froposals
LZTP Status % _to_other 10,10,10,147  10.10.20.147 10,10,10,147 3DES-CEC-SHAL-DHZ - Phase 1! Established #
PPTP Status
ESP 3DES-CBC-ESP . .
% _bo_other 10.10.10.147 192 168.1.0/24 192.168.22.0024 181 HMAC-HD FFS Phase 2: Established ﬁ
Events
System
Network
Authentication
& Dane ’_’_ré_ & Internet
iastart”J He @S H {IPSec Status | LsM - D... ECHWINNTisystem3zicd. .. | G]18M_PRELOAD (C:) | JEEO DS s 4 M
< EE
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5 Aggressive Mode Tunnel

This example shows how to configure an IPSec tunnel using Aggressive Mode
between the X-family and a Netscreen NS25. Aggressive Mode must be used when
one side of the VPN tunnel has a variable (dynamic) WAN IP address. While
Aggressive Mode can be used even if both sides have a Static WAN IP address, Main
Mode is recommended as the tunnel will be more secure.

The X-family receives a dynamic IP address (through PPPoE, PPTP, DHCP or L2TP)

from the Internet Service Provider. The X-family must initiate the VPN back to the
Netscreen, and the tunnel must use Aggressive Mode IKE.

Key Setup Information

Keying Mode IKE

IKE Mode Aggressive Mode with Perfect Forward
Secrecy

SA Authentication Method Pre-shared Key

Keying Group DH DH (Diffie Hellman) Group 2

Encryption and Data Integrity 3DES-SHA1

IPSec VPN must be initiated
m Dynamic side, and must use
Aggressive Mode

——
(=

PC1 PC2

3Com Technical Note 20



Netscreen NS25 to 3Com X-family IPSec VPN

5.1 3Com X-family Configuration

1. Open a browser on PC1, connect to https://192.168.1.254 and login as the user
you set up during the OBE.

2. Navigate to VPN -> IKE Proposals. You will see one default proposal for DES-
SHA1-PSK but we do not want to use this as it does not provide a suitably high
level of security so click on the “Create IKE Proposal” button to create a new
proposal. Complete the form that opens as shown below. (There are two screen
grabs because the setup page is too large for a single screen).

EE ibm-762c500a371

~

IPS
Firewsall
VPN

IPSec Status
IKE Proposals
L2TP Status
PPTP Status

Events
System
Network

Authentication

PN ==

Create IKE Proposal

Links >”| Morkon Antivirus E

=Q

3com

IKE Phase 1 Setup

Proposal Name
Encryption

Integrity
Diffie-Hellman Group
Lifetime
Authentication Type

Options

IKE Phase 2 Setup

Encryption
Integrity

Lifetime

ISDES-SHAI-DHZ-AGG-PFS
[oes-cec =]

[z t0zabics) =]

W seconds
[Fre-sharedkey -]

¥ Enable Aggressive Mode
Lacal ID Type | Domain Mame
Peer ID Type IDDma\n Mame _x l
¥ Enable NAT Traversal

¥ Enable Dead Peer Detection
™ Automatically connect on system start-up

[T Delete Phase 2 54 when Phase 1 54 terminates

IESP 3DES-CBC ~ l
I ESP SHA-1-HMAC ~
IESDU seconds

&“I Dane
<

[ [ [ ntermet | - >

3Com Technical Note

21


https://192.168.1.254/

Netscreen NS25 to 3Com X-family IPSec VPN

3

Lifetime

e— (T )
PS

Firewsall

Authentication Type
Options
VPN

IPSec Status
IKE Proposals
LZTP Status
FPTP Status

Events
System
Network

Authentication Encryption

Integrity

Lifetime

Diffie-Hellman Group

IKE Phase 2 Setup

Links **| harkon Antivirus E
— )

2V

IZSEUU seconds

IPrE-Shared Key = I

¥ Enable Aagressive Mode

Local ID Type | Domain Mame _x

Peer ID Type IDDma\n Mame = l

¥ Enable NAT Traversal
¥ Enable Dead Peer Detection
™ Automatically cannect on system skart-up

[T Delete Phase 2 54 when Phase 1 56 terminates

[espapes-cec =]

W seconds

¥ Enable Perfect Forward Secrecy

|2 (1024 bits) = I

™ Enable strict 1D checking of lncal netwark %

T uselDof 0,0.0.0/0 Far local and remate networks

[ ——
s Cancel

2“] Dane
<

[ [ [ & nternet | - >

3. Click “Create” to save the new IKE Proposal.
4. Navigate to VPN -> IPSEC Status and click on the “"IPSEC Configuration” tab.
5. Configure the upper part of the screen as shown below.
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B2 ibm-762c500a371

ser | suto Log Off in 60 minutes
5 GMT

2 WPH == IPSEC STATUS ==

IPSec Configura tion T | IPSec Configuration |_
IPS
— IPSec Global Setup
VBN I”  Enable Yerbose messages in the ¥PN Log

¥ Enable IPSec Global ¥PNs

Loczl Domain hame Ix_famwlyl

IPSec Status
IKE Froposals
LZTP Status

PPTP Status Local Email Address |x_famwly@3com.cam
Appl

Events

System IP Security Associations

Network 25 x| Records per page

Authentication Name Keying Mode IPSec Gateway Local Network(s) (R:)mnte Network Function{s)

Default IKE-PSK(DES-5HAL-PSK) - - é’
Create IPSec Association I

&) Dane l_l_Els Internet
;astartm He @l S H ]1PSex Configuration | ... mC:\WINNTlsystemSZlcmd.!ﬁ ] 1BM_PRELOAD (C:1) GEEOOD e R 15,
< | @

6. Click the Apply button to save the changes.

7. On the IPSEC Configuration screen you will see one Security Association called
“Default” displayed but we will not be using this as it is mainly used with IPSec
clients on remote PCs, so click the Create IPSec Association button to create a
new Security Association. Complete the form that opens as shown below - there
are two screen grabs because the form is too large to fit in a single screen. Note
that the “"Shared Secret” string entered here must be at least 8 characters and
must be exactly the same as the shared secret entered on the peer device.
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B2 ibm-762c500a371
5

~

WPM == IPSEC STATLIS ==

Create IP Security Association

Links | Norton Antivirus [

oA,
3com

[ 1PSec Configuration 1

IPS

Firewall

|><7tnfother,agg

IID.ID‘ID‘HT
ILAN vl

VPN Mame

IPSec Status Peer IP Address

IKE Proposals
LZTF Status

Terminated Security

Zone
PPTP Status
Keying Mode IKE 2
Events
¥ Enable Security Association
System - Support GRE and LZTP (Transport Mode)
Network

Authentication

ISDES-SHAI-DHZ-AGG-PFS -
Iwwww*ww

Peer Email Address I

IKE Proposal

Shared Secret

Peer Domain Name IOTHER

Peer Distinguished Name I

Tunnel Setup

¥ Enable IPSec tunnel connections

IKE Setup

| Local Networks | | Remote Networks

| ey | e

e —

[ 3 [ ntermer hd

v

LRE FTUpUSAl T ]
Iwwww*ww

Peer Email Address |

Shared Secret

[ i« I
IPS

Firewsall

Peer Domain Name [oTHeR

VPN

Peer Distinguished Name |
IPSec Status
IKE Proposals
LZTP Status

Tunnel Setup

™ Enable NAT of local network addresses

——

Hide Advanced Options

NAT IP Address

FFTF Status ' Enable IPSec tunnel connections
Events | Local Networks | | Remote Networks |
System 1P Address Group  |DHCP-Fool = 1P Address Group | DHCP-Pool =
Network & Ipsubnet  [152.188.1.0 Mask [255.255.255.0 & Ipsubnet  [152.188.22.0 Mask [255.255,255.0
Authentication
1P Rangs | ! | 1P Rangs | ! |
' Peer uses tunnel as default route ' Use tunnel as default route
0 Lacal addresses assigned by DHCP through this tunnel " Remote addresses assigned by DHCP through this tunnel

f
5

R

|£

8. Click “Create” to create the Security Association.
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5.2 Netscreen NS25 Configuration

1. Open a browser on PC2, connect to https://192.168.22.254 and login to the
Netscreen GUI as user “netscreen” with password “netscreen”.

2. Click on the + sign to the left of "WVPNs” to open up the submenus.

3. Click on the + sign to the left of "AutoKey Advanced” in the new submenu to
open up another submenu.

4. Click on “Gateway” in the new submenu and click the "New"” button to create a
new gateway. Complete the form as shown below. Note that the peer IP address
is blank because we do not know what it will be as it is a dynamic IP address
allocated via DHCP, PPPoE etc. Note also that the “Preshared Key” string entered
here must be at least 8 characters and must be exactly the same as the shared
secret entered on the peer device.

%) Juniper-Screen0S Administration Tools (ns25) - Mozilla Firefox

Fie Edit View Hstoy Bookmarks Tools  Hep

Outgoing Interface #nbspethermets

T T 1T

L C

<F‘:| - - @ /u} http:/i192. 168,22, 254inswebul, bl ‘vl b] -v‘ ‘\\]
| Custornize Links || Free Hotmail || Windows || windows Media || windows Marketplace
VPNs > AutoKey Advanced > Gateway > Edit ns25 [7]]
Qi duniper
security Level () standard () Gompatible ) Basic () Gustom

o- Remote Gateway Type

O static 1P address 1P Address/Hostname | |
© pynamic 1P Address Paar 1D
|- O sl e
| O Dialup User Group Group
| preshared ey e s s 023 [
I Local ID (optional)

Done

5. Click on "OK” to save the new Gateway.
6. Click on “"AutoKey IKE"”. On the screen that opens click on “"New” to create a new
Security Association and complete the form as shown below.
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=) Juniper-Screen0S Administration Tools {ns25) - Mozilla Firefox

Fie Edt View Hgtory Bookmarks Tools  Help

@ - B @ /u} http:/f192. 188.22. 254jrswebul html [+] ] [C+[s00se <]
|| Customize Links | | Free Hotmail | | Windows [ | Windows Media | | Windows Marketplace

VPNs > AutoKey IKE = Edit ns25 2]

S Juniper
L
VPN for 192.168.1.1424

security Lavel () gtandard O compatible O Basic ) Customn

S
() Create a Simple Gateway
Gateway Name
Type () gtatic Ip AddressfHostname |
O bynamic 1p peeric| |

O Dialup User User

O bislup Group aroup

localtd|  |(optional)
N —

security Level () siandard QO compatible & g

Outgoing Interface | ethemetd ¥

rT T 1T

rgr————"®

o

Done

9. Click on “"Advanced” and fill in the new form as show below.
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=) Juniper-Screen0S Administration Tools {ns25) - Mozilla Firefox

Fie Edt View Hgtory Bookmarks Tools  Help

@ - B @ /u} http:/f192. 188.22. 254jrswebul html

[+] ] [C+[s00se <]

|| Customize Links | | Free Hotmail | | Windows [ | Windows Media | | Windows Marketplace

Security Level
MetScreen-25

VPNs = AutoKey IKE > Edit

Predefined () standard () Compatible ) Basic

User Defined (3) custom

Phase 2 Praposal

| f2-esp-3des-sha v‘ | Maone

| MNaone v‘ | MNone

ns25 (7]

Raplay Protaction

Transport Mode [ (roy L2Tp-ouar-1P5c only)

Bind to () yane
@ Tunnel Interface

C Tunnel Zone

Untrust-Tun +

rT T 1T

Proxy-ID [v]
Lacal IP / Netmask |192.165 320 /
Remote IP / Netmask 192.168.1.0 I
Service | ANY R

B

¥PN Group Mone v

¥PN Monitor [ |

Source Intarface | default ¥
Dastination I [0.0.00

weight s |

Optimized [ |
Rekey [ ]

Done

10. Click on “Return” at the bottom of the form and then click on "OK” on the
previous form to save the changes.
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5.3 Testing the VPN with data

7. Ping from PC1 to PC2 - this will bring up the tunnel which should look like this on
the IPSec Status screen of the X-family. One or two pings may be lost while the
tunnel establishes but then all subsequent pings should be successful. Note that
the tunnel will not come up if PC2 pings PC1 as the Netscreen does not know the
IP address of the X-family device.

& ibm-762c500a371 =
/B IPSec Status | LSM - Device (3KB_X_unit_1) - Microsoft Internet Explorer [ -~
File Edt Miew Favorites Tools  Help |I
R | #at | Qzearch  GelFavorites Media (% | S e
Address |&j https:({192.168, 1,254 Links *| Morkon Antiviras )
ser | Auto Log Off in 60 minutes (o N
o\,
VPH ==
IPSec Status IPsec Configuration
IPS
i IPSec Status Details
Firewall
VPN 25 x| Records per page
Peer IP ~
L LT Address Loy FEEr I Hienosal St Ehpchonte)
IKE Proposals
L2TP Status %_to_other_agg 101010147 x_Family OTHER, IDES-CBC-SHAL-DHZ  Phase 1 Established
PPTP Status
ESP 3DES-CEC-ESP
Ermilis #_ko_other_aag 10,10,10,147  192,168,1.0/24 192,168.22,0/24 SHA-1 HMAC-PFS DH  Phase 2! 1dle #
aroup2)
System
Network
Authentication
bt
< >
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6 Appendix - Configuration Files

Here are textual configuration files for both devices for reference purposes.

6.1 Main Mode

6.1.1"show conf” file for X-family

3KB_x unit 1# show

interface ethernet
negotiate
duplex full
linespeed 100
no shutdown
exit

interface ethernet
negotiate
duplex full
linespeed 100
no shutdown
exit

interface ethernet
negotiate
duplex full
linespeed 100
no shutdown
exit

interface ethernet
negotiate
duplex full
linespeed 100
no shutdown
exit

interface ethernet
negotiate
duplex full
linespeed 100
no shutdown
exit

interface ethernet
negotiate
duplex full
linespeed 100
no shutdown
exit

interface settings poll-interval 2000

interface settings

detect-mdi enable

interface settings mdi-mode mdix
host name "3KB x unit 1"

host location "Lab"

host ip-filter permit any icmp
host ip-filter permit any ip

no autodv

user options max-attempts 5
user options expire-period 90
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user
user

options
options
user options
user options
high-availability disable

expire-action
lockout-period 5
attempt-action lockout
security-level 2

expire

high-availability heartbeat 4 100 2

high-availability id 4098
clock timezone GMT

clock dst
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit select
log audit select tse
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -
action-set

select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select

general
login
logout
user
time
policy
update
boot
report
host

oam
sms
server
segment

monitor
ip-filter

"Recommended"

conn-table
host-communication

configuration

high-availability

"Default

"Default

"Default

"Default

"Default

"Default

"Default

"Default

"Default

Security

Security

Security

Security

Security

Security

Security

Security

Security

Profile"

Profile"

Profile"

Profile"

Profile"

Profile"

Profile"

Profile"

Profile"

vulnerabilities

exploits

security-policy

reconnaissance

virus

spyware

identity-theft

traffic-normal

network-equipment
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category-settings -profile "Default Security Profile" p2p

enable -

action-set "Recommended"
category-settings -profile "Default Security Profile" im

enable -

action-set "Recommended"
category-settings -profile "Default Security Profile" streaming-media

enable -

action-set "Recommended"
notify-contact "Management Console" 1
notify-contact "Remote System Log" 1
default-alert-sink period 1

server ssh
server no http
server https
server browser-

check

monitor threshold memory -major 90 -critical 95

monitor threshold disk

-major 90 -critical 95

monitor threshold temperature -major 92 -critical 94
monitor disable power-supply

no service-acce

SS

tse adaptive-filter mode automatic

tse afc-severity warning

tse connection-table timeout 1800

tse logging-mode conditional -threshold 1.0 -period 600
tse quarantine duration 60

email-rate-limi
zone update LAN
zone update LAN
zone update LAN
zone update LAN
zone update LAN
zone update VPN
zone update VPN
zone update VPN
zone update VPN
zone update VPN
zone update WAN
zone update WAN
zone update WAN
zone update WAN
zone update WAN
address—-groups
authentication
access
authentication
authentication
authentication
XKk kk KKk KK au
th-method chap
authentication
authentication
authentication
authentication
authentication
authentication

t 10

vlian-id 1

port 3/1

mtu 1500

addresses disable
vpn-tunnel-access enable
vlan-id 4

port none

mtu 1500

addresses disable
vpn-tunnel-access enable
vlian-id 3

port 3/6

mtu 1500

addresses disable
vpn-tunnel-access enable

update

DHCP-Pool range 192.168.1.1 192.168.1.20

privilege-groups update Allow VPN access vpn-client-

privilege—-groups update RADIUS

radius
radius

radius
radius
radius
radius
radius
radius

default-privilege-group RADIUS
server primary 0.0.0.0 port 1812 shared-secret

server secondary none
disable
user—-authentication enable
vpn-clients enable

retries 3

timeout 2

web-filtering default-rule block
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web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
dhcp-server
dhcp-server
dhcp-server
dhcp-server
dhcp-server
dhcp-server
dhcp-server
dhcp-server
dhcp-server

filter-action block-and-log

filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service

cache

cache

block

block

block

block

block

block

block

block

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
disabl

manual-filter disable

dns use-external-dns enable
interface virtual add 1 internal

interface virtual internal 1 ip 192.168.1.254 netmask 255.255.255.0

0.
0.

0.0
0.0.0

expiry 24
size 2097152
adult
gambling
violence
criminal
hacking
weapons
drugs
hate
advertisement
computing
food
politics
hosting
lifestyle
dating
reference
sex-education
sports
usenet
arts
education
games
health
careers
vehicles
photos
religion
search
streaming-media
email
chat
finance
glamour
hobbies
kids
news
real-estate
proxies
shopping
travel
e

addresses group DHCP-Pool
enable

bootp disable
lease-duration 60
dns default
wins primary O.
wins secondary
nbx 0.0.0.0
relay disable
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interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
255.255.2
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface

virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
55.0
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual

internal
internal
internal
internal
internal
internal
internal
internal
internal
internal
internal
internal
internal

PR R R RPRRBRR R R

1

ha-mgmt-ip 0.0.0.0

nat external-ip

rip disable

rip send-mode disable

rip receive-mode disable
rip auth disable

rip split-horizon disable
rip poison-reverse disable
rip advertise-routes enable
igmp disable

pim-dm disable

zone add LAN

zone add VPN

add 2 external

external

external
external
external
external
external
external
external
external
external
external
external

default-gateway 10.10.20.1
schedule update working-day days -mtwtf- from 0800 to 1800
update 3com-nbx udp port 2093 to 2096
update audio-call-control tcp port 1731
update dhcp-client udp port 68

update dhcp-server udp port 67

update dns-tcp tcp port 53

update dns-udp udp port 53

update finger-tcp tcp port 79

update ftp tcp port 21

update gopher-tcp tcp port 70

update gre gre

update h323 tcp port 1720

update http tcp port 80

update https tcp port 443

update igmp igmp

update ike udp port 500

update imap tcp port 143

update imapv3 tcp port 220

update ipsec-ah ah

update ipsec-esp esp

update kerberos-tcp tcp port 88

update kerberos-udp udp port 88

update 12tp udp port 1701

update ldap-tcp tcp port 389

update ldap-udp udp port 389

update lotus-notes-domino tcp port 1352
update lpr tcp port 515

update nat-t-ipsec udp port 4500

update nbname tcp port 137

firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall

service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service

2

DNODNNDNDNDNDDNDNDDNDDN

type static 10.10.20.147 netmask

ha-mgmt-ip 0.0.0.0

rip disable

rip send-mode v2-multicast
rip receive-mode all

rip auth disable

rip split-horizon enable
rip poison-reverse enable
rip advertise-routes disable
igmp disable

pim-dm disable

zone add WAN
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firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
server

firewall
nfsd-udp
firewall
firewall
firewall
firewall

service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service-group
service-group
service-group
service-group
service-group
service-group
service-group

service-group

service-group
service-group
service-group
service-group

request ssh

firewall
firewall
firewall
firewall

service-group
service-group
service-group
service-group

update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update

netbios-tcp tcp port 137 to 139
netbios-udp udp port 137 to 139
netmeeting tcp port 1720
nfsd-tcp tcp port 2049

nfsd-udp udp port 2049

nntp tcp port 119

ntp udp port 123

pim-dm pim

ping icmp port 8

pop3 tcp port 110
portmapper-tcp tcp port 111
portmapper-udp udp port 111
pptp-tcp tcp port 1723
radius-accounting udp port 1813
radius-auth udp port 1812

rexec

tcp port 512

rip udp port 520

rlogin tcp port 513

rsh tcp port 514

rtsp tcp port 554

sip-tcp tcp port 5060
sip-udp udp port 5060

smb tcp port 445
sms-client tcp port 10042
sms-trap tcp port 8162 to 8163
smtp tcp port 25
snmp-request udp port 161
snmp-trap udp port 162
ssh tcp port 22

syslog udp port 514

£t120 tcp port 1503

telnet tcp port 23

tftp udp port 69
traceroute icmp port 8
uucp udp port 540
vnc-browser tcp port 5800
vnc-viewer tcp port 5900
x-windows tcp port 6000 to 6063

update
update
update
update
update
update
update

update

update
update
update
update

update
update
update
update

dns dns-tcp dns-udp

email pop3 smtp imap imapv3

ipsec ike ipsec-ah ipsec-esp

ldap ldap-udp ldap-tcp

management https ssh ping snmp-request
netmeeting h323 audio-call-control t120
network-protocols dns-tcp dns-udp dhcp-

nfs portmapper-tcp portmapper-udp nfsd-tcp

pptp pptp-tcp gre

secure-management https ssh

sip sip-tcp sip-udp

sms-config http https sms-client snmp-

sms—-get ntp sms-trap

snmp snmp-request snmp-trap
vnc vnc-browser vnc-viewer
voice 3com-nbx sip-tcp sip-udp
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firewall
ipsec

firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall

service-group

rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule

update
update
update
update
update
update
update
update
update
enable
update
update
update
update
update
update
update
update
update
enable
update
update
update
update
update
update
update
update
update
enable
update
update
update
update
update
update
update
update
update
enable
update
update
update
update
update
update
update
update
update
enable
update
update
update
update
update

OO UTUTUTUTUTUTUTUTUT R DB DD DDA DWWWWWWWWWWNNNNNNMNNONNNNN R R EFER R R PR e

update vpn-protocols pptp-tcp 1l2tp gre ike nat-t-

permit LAN WAN ANY

schedule always timeout 30 logging disable
src—addr all

dst-addr all

bandwidth disable

authentication disable

position 1

comment "Allow LAN unrestricted access to WAN"
remote-logging disable

permit WAN this-device vpn-protocols
schedule always timeout 30 logging disable
src-addr all

dst-addr all

bandwidth disable

authentication disable

position 2

comment "Allow VPN termination"
remote-logging disable

permit LAN this-device management

schedule always timeout 30 logging disable
src-addr all

dst-addr all

bandwidth disable

authentication disable

position 3

comment "Allow management access from LAN"
remote-logging disable

permit LAN this-device network-protocols
schedule always timeout 30 logging disable
src-addr all

dst-addr all

bandwidth disable

authentication disable

position 4

comment "Allow DNS and DHCP from LAN"
remote-logging disable

permit LAN this-device rip

schedule always timeout 30 logging disable
src-addr all

dst-addr all

bandwidth disable

authentication disable

position 5

comment ""

remote-logging disable

permit LAN this-device pim-dm

schedule always timeout 30 logging disable
src-addr all

dst-addr all

bandwidth disable
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firewall rule update 6 authentication disable
firewall rule update 6 position 6

firewall rule update 6 comment ""

firewall rule update 6 remote-logging disable
firewall rule enable 6

firewall rule update 7 permit ANY ANY ping
firewall rule update 7 schedule always timeout 30 logging disable
firewall rule update 7 src-addr all

firewall rule update 7 dst-addr all

firewall rule update 7 bandwidth disable
firewall rule update 7 authentication disable
firewall rule update 7 position 7

firewall rule update 7 comment ""

firewall rule update 7 remote-logging disable
firewall rule enable 7

firewall alg sip services ANY

firewall alg sip sdp-port-range ANY

routing rip enable update-timer 30
routing multicast igmp disable
routing multicast pim-dm disable query-interval 30 prune-timeout 180

vpn ike local-id email x-family@3com.com

vpn ike local-id domain x-family

vpn ike add DES-SHA1-PSK

vpn ike proposal DES-SHA1-PSK phasel-encryption des-cbc
vpn ike proposal DES-SHA1-PSK phasel-integrity shal

vpn ike proposal DES-SHA1-PSK phasel-dh-group 1

vpn ike proposal DES-SHA1-PSK phasel-lifetime 28800

vpn ike proposal DES-SHA1-PSK auth-type psk

vpn ike proposal DES-SHA1-PSK aggressive-mode disable

vpn ike proposal DES-SHA1-PSK local-id-type ip

vpn ike proposal DES-SHA1-PSK peer-id-type ip

vpn ike proposal DES-SHAl1-PSK ca-cert ANY

vpn ike proposal DES-SHA1-PSK nat-t disable

vpn ike proposal DES-SHA1-PSK dpd enable

vpn ike proposal DES-SHA1-PSK auto-connect disable

vpn ike proposal DES-SHA1-PSK tight-phase2-control enable
vpn ike proposal DES-SHA1-PSK phase2-encryption des-cbc
vpn ike proposal DES-SHA1-PSK phase2-integrity esp-shal-hmac
vpn ike proposal DES-SHA1-PSK phase2-lifetime 3600

vpn ike proposal DES-SHA1-PSK pfs disable

vpn ike proposal DES-SHA1-PSK phase2-dh-group 1

vpn ike proposal DES-SHA1-PSK phase2-zero-id disable

vpn ike proposal DES-SHA1-PSK phase2-strict-id-check disable
vpn ike add 3DES-SHA1-DH2

vpn ike proposal 3DES-SHA1-DH2 phasel-encryption 3des-cbc
vpn ike proposal 3DES-SHA1-DH2 phasel-integrity shal

vpn ike proposal 3DES-SHA1-DH2 phasel-dh-group 2

vpn ike proposal 3DES-SHA1-DH2 phasel-lifetime 28800

vpn ike proposal 3DES-SHA1-DH2 auth-type psk

vpn ike proposal 3DES-SHA1-DH2 aggressive-mode disable
vpn ike proposal 3DES-SHA1-DH2 local-id-type ip

vpn ike proposal 3DES-SHA1-DH2 peer-id-type ip

vpn ike proposal 3DES-SHA1-DH2 ca-cert ANY

vpn ike proposal 3DES-SHA1-DH2 nat-t enable

vpn ike proposal 3DES-SHA1-DH2 dpd enable

vpn ike proposal 3DES-SHA1-DH2 auto-connect disable

vpn ike proposal 3DES-SHA1-DH2 tight-phase2-control disable
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vpn
vpn
vpn
vpn
vpn
vpn
vpn

ike
ike
ike
ike
ike
ike
ike

proposal 3DES-SHA1-DH2
proposal 3DES-SHA1-DH2
proposal 3DES-SHA1-DH2
proposal 3DES-SHA1-DH2
proposal 3DES-SHA1-DH2
proposal 3DES-SHA1-DH2
proposal 3DES-SHA1-DH2

phase2-encryption 3des-cbc
phase2-integrity esp-shal-hmac
phase2-1lifetime 3600

pfs disable

phase2-dh-group 2
phase2-zero-id disable
phase2-strict-id-check disable

add 3DES-SHA1-DH2-AGG-PFS

proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
ike proposal 3DES-SHA1-DH2-AGG-PFS
ike proposal 3DES-SHA1-DH2-AGG-PFS
ipsec enable

ipsec add Default
vpn ipsec sa Default

vpn ipsec sa Default
Ak Kk Kk Kk kKK

ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike

vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
disable

key ike proposal

Default
Default

sa
sSa

vpn
vpn
vpn
vpn

ipsec
ipsec
ipsec
ipsec

transport enable
peer 0.0.0.0

sa Default zone LAN

sa Default tunnel enable

vpn ipsec add x family to other

vpn ipsec sa x_family to other key ike
secret ***x*

* k k%
vpn
vpn
vpn

ipsec
ipsec
ipsec
vpn ipsec
255.255
.255.0
vpn ipsec
255.255.2
55.0
vpn
vpn
vpn

Sa
sa
sa
Sa

x family to other
x family to other
x family to other
x family to other

transpo
peer 10

sa x_family to other tunnel

tunnel
tunnel
enable

ipsec sa x_family to other
ipsec sa x_family to other
ipsec sa x_family to other

vpn 12tp addresses none
vpn 1l2tp zone LAN

vpn 12tp dns relay

vpn 12tp encryption enable

phasel-encryption 3des-cbc
phasel-integrity shal
phasel-dh-group 2
phasel-lifetime 28800
auth-type psk

aggressive-mode enable
local-id-type domain
peer-id-type domain

ca-cert ANY

nat-t enable

dpd enable

auto-connect disable
tight-phase2-control disable
phase2-encryption 3des-cbc
phase2-integrity esp-shal-hmac
phase2-1lifetime 3600

pfs enable

phase2-dh-group 2
phase2-zero-id disable
phase2-strict-id-check disable

DES-SHA1-PSK shared-secret

proposal 3DES-SHA1-DH2 shared-

rt disable
.10.10.147

zone LAN
tunnel remote subnet 192.168.22.0 netmask

local subnet 192.168.1.0 netmask

nat disable
enable
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vpn 12tp disable

vpn pptp addresses none
vpn pptp zone LAN

vpn pptp dns relay

vpn pptp encryption enable
vpn pptp disable

ntp peer

ntp server 161.71.52.200:123
ntp duration 5

ntp offset 1

ntp fast enable

ntp enable

ramdisk sync-interval sys 30

ramdisk sync-interval audit 30
ramdisk sync-interval block -1
ramdisk sync-interval alert -1

ramdisk sync-interval
ramdisk sync-interval
ramdisk sync-interval

firewallsession -1
firewallblock -1
vpn -1

sms Vv2

sms no must-be-ip

no sms

sms no remote-deploy
session timeout 20 -persist
3KB_x unit 1#

6.1.2 Netscreen NS25 configuration file

ns25-> get config

get config

Total Config size 2756:

set clock timezone O

set vrouter trust-vr sharable

unset vrouter "trust-vr" auto-route-export
set auth-server "Local" id 0

set auth-server "Local" server-name "Local"
set auth default auth server "Local"

set admin name "labuser"

set admin password "nOl/IYrfC4ZOcjlEUsbITpLtn2EQln"
set admin auth timeout 10

set admin auth server "Local"

set admin format dos

set zone "Trust" vrouter "trust-vr"

set zone "Untrust" vrouter "trust-vr"

set zone "DMZ" vrouter "trust-vr"

set zone "VLAN" vrouter "trust-vr"

set zone "Trust" tcp-rst

set zone "Untrust" block

unset zone "Untrust" tcp-rst

set zone "MGT" block

set zone "DMZ" tcp-rst

set zone "VLAN" block

set zone "VLAN" tcp-rst

set zone "Untrust" screen tear-drop

set zone "Untrust" screen syn-flood

set zone "Untrust" screen ping-death
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set zone "Untrust" screen ip-filter-src

set zone "Untrust" screen land

set zone "V1-Untrust" screen tear-drop

set zone "V1-Untrust" screen syn-flood

set zone "V1-Untrust" screen ping-death

set zone "V1-Untrust" screen ip-filter-src
set zone "V1-Untrust" screen land

set interface "ethernetl" zone "Trust"

set interface "ethernet2" zone "Null"

set interface "ethernet3" zone "Untrust"

set interface "tunnel.l" zone "Trust"

unset interface vlanl ip

set interface ethernetl ip 192.168.22.254/24
set interface ethernetl nat

set interface ethernet3 ip 10.10.10.147/24
set interface ethernet3 route

set interface tunnel.l ip unnumbered interface ethernetl
unset interface wvlanl bypass-others-ipsec
unset interface vlanl bypass-non-ip

set interface ethernetl ip manageable

set interface ethernet3 ip manageable

set interface ethernet3 manage ping

set hostname ns25

set ike gateway "Gateway for 192.168.1.1/24" address 10.10.20.147 Main
outgoing-interface

"ethernet3" preshare "g/dgSAKkNiW6Vis+hJCVLLcK5jnThXew6A==" sec-level
standard

set ike gateway "Gateway for 192.168.1.1/24" cert peer-ca all

set ike respond-bad-spi 1

set vpn "VPN for 192.168.1.1/24" gateway "Gateway for 192.168.1.1/24"
replay tunnel idletime

0 proposal "nopfs-esp-3des-sha"

set vpn "VPN for 192.168.1.1/24" id 1 bind interface tunnel.l

set pki authority default scep mode "auto"

set pki x509 default cert-path partial

set policy id 1 from "Trust" to "Untrust" "Any" "Any" "ANY" permit
set policy id 2 from "Untrust" to "Trust" "Any" "Any" "ANY" permit
set vpn "VPN for 192.168.1.1/24" proxy-id local-ip 192.168.22.0/24
remote-ip 192.168.1.0/24

n ANY n

set ssh version v2

set config lock timeout 5

set snmp port listen 161

set snmp port trap 162

set vrouter "untrust-vr"

exit

set vrouter "trust-vr"

unset add-default-route

set route 0.0.0.0/0 interface ethernet3 gateway 10.10.10.1
set route 192.168.1.0/24 interface tunnel.l
exit

ns25->
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6.2 Aggressive Mode

6.2.1"show conf” file for X-family

3KB_x unit 1# show

inte

inte

inte

inte

inte

inte

inte
inte
inte
host
host

rface ethernet
negotiate
duplex full
linespeed 100
no shutdown
exit

rface ethernet
negotiate
duplex full
linespeed 100
no shutdown
exit

rface ethernet
negotiate
duplex full
linespeed 100
no shutdown
exit

rface ethernet
negotiate
duplex full
linespeed 100
no shutdown
exit

rface ethernet
negotiate
duplex full
linespeed 100
no shutdown
exit

rface ethernet
negotiate
duplex full
linespeed 100
no shutdown
exit

rface settings
rface settings
rface settings

poll-interval 2000
detect-mdi enable
mdi-mode mdix

name "3KB x unit 1"

location "Lab"

host ip-filter permit any icmp
host ip-filter permit any ip

no a
user

utodv

options max-attempts 5

user options expire-period 90
user options expire-action expire
user options lockout-period 5
user options attempt-action lockout
user options security-level 2
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high-availability disable

high-availability heartbeat 4 100 2

high-availability id 4098
clock timezone GMT

clock dst
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit
log audit select
log audit select tse
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -

action-set "Recommended"
category-settings -profile
enable -
action-set

select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select

general
login
logout
user
time
policy
update
boot
report
host

oam
sms
server
segment

monitor
ip-filter

"Recommended"

conn-table
host-communication

configuration

high-availability

"Default

"Default

"Default

"Default

"Default

"Default

"Default

"Default

"Default

"Default

Security

Security

Security

Security

Security

Security

Security

Security

Security

Security

Profile"

Profile"

Profile"

Profile"

Profile"

Profile"

Profile"

Profile"

Profile"

Profile"

vulnerabilities

exploits

security-policy

reconnaissance

virus

spyware

identity-theft

traffic-normal

network-equipment

p2p
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category-settings -profile "Default Security Profile" im
enable -

action-set "Recommended"

category-settings -profile "Default Security Profile" streaming-media
enable -

action-set "Recommended"

notify-contact "Management Console" 1

notify-contact "Remote System Log" 1

default-alert-sink period 1

server ssh

server no http

server https

server browser-check

monitor threshold memory -major 90 -critical 95
monitor threshold disk -major 90 -critical 95
monitor threshold temperature -major 92 -critical 94
monitor disable power-supply

no service-access

tse adaptive-filter mode automatic

tse afc-severity warning

tse connection-table timeout 1800

tse logging-mode conditional -threshold 1.0 -period 600
tse quarantine duration 60

email-rate-limit 10

zone update LAN vlan-id 1

zone update LAN port 3/1

zone update LAN mtu 1500

zone update LAN addresses disable

zone update LAN vpn-tunnel-access enable

zone update VPN vlan-id 4

zone update VPN port none

zone update VPN mtu 1500

zone update VPN addresses disable

zone update VPN vpn-tunnel-access enable

zone update WAN vlan-id 3

zone update WAN port 3/6

zone update WAN mtu 1500

zone update WAN addresses disable

zone update WAN vpn-tunnel-access enable

address—-groups update DHCP-Pool range 192.168.1.1 192.168.1.20
authentication privilege-groups update Allow VPN access vpn-client-
access

authentication privilege-groups update RADIUS
authentication radius default-privilege-group RADIUS
authentication radius server primary 0.0.0.0 port 1812 shared-secret
Kk Kk Kk Kk kKK au

th-method chap

authentication radius server secondary none
authentication radius disable

authentication radius user-authentication enable
authentication radius vpn-clients enable

authentication radius retries 3

authentication radius timeout 2

web-filtering default-rule block

web-filtering filter-action block-and-log
web-filtering filter-service cache expiry 24
web-filtering filter-service cache size 2097152
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web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
dhcp-server
dhcp-server
dhcp-server
dhcp-server
dhcp-server
dhcp-server
dhcp-server
dhcp-server
dhcp-server

filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service
filter-service

block
block
block
block c
block h
block
block
block
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
disable

a
9

h

manual-filter disable

dns use-external-dns enable

interface
interface
interface
interface
interface

virtual
virtual
virtual
virtual
virtual

internal 1
internal 1
internal 1
internal 1

0.
0.

0.0
0.0.0

add 1 internal

ip 192.
ha-mgmt
nat ext
rip dis

dult
ambling

violence

riminal
acking

weapons
drugs

ate
advertisement
computing
food
politics
hosting
lifestyle
dating
reference
sex—-education
sports
usenet
arts
education
games
health
careers
vehicles
photos
religion
search

streaming-media

email
chat
finance
glamour
hobbies
kids
news
real-estate
proxies
shopping
travel

addresses group DHCP-Pool
enable

bootp disable
lease-duration 60
dns default
wins primary O.
wins secondary
nbx 0.0.0.0
relay disable

168.1.254 netmask 255.255.255.0

-ip 0.0.0.0
ernal-ip
able

3Com Technical Note



Netscreen NS25 to 3Com X-family IPSec VPN

interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
255.255.2
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface

virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
55.0
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual
virtual

internal 1 rip send-mode disable
internal 1 rip receive-mode disable
internal 1 rip auth disable

internal 1 rip split-horizon disable
internal 1 rip poison-reverse disable
internal 1 rip advertise-routes enable
internal 1 igmp disable

internal 1 pim-dm disable

internal 1 zone add LAN

internal 1 zone add VPN

add 2 external

external 2 type static 10.10.20.147 netmask

external 2 ha-mgmt-ip 0.0.0.0
external 2 rip disable

external 2 rip send-mode v2-multicast
external 2 rip receive-mode all
external 2 rip auth disable

external 2 rip split-horizon enable
external 2 rip poison-reverse enable
external 2 rip advertise-routes disable
external 2 igmp disable

external 2 pim-dm disable

external 2 zone add WAN

default-gateway 10.10.20.1
schedule update working-day days -mtwtf- from 0800 to 1800

firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall

service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service

update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update

3com-nbx udp port 2093 to 2096
audio-call-control tcp port 1731
dhcp-client udp port 68
dhcp-server udp port 67

dns-tcp tcp port 53

dns-udp udp port 53

finger-tcp tcp port 79

ftp tcp port 21

gopher-tcp tcp port 70

gre gre

h323 tcp port 1720

http tcp port 80

https tcp port 443

igmp igmp

ike udp port 500

imap tcp port 143

imapv3 tcp port 220

ipsec—-ah ah

ipsec-esp esp

kerberos-tcp tcp port 88
kerberos-udp udp port 88

12tp udp port 1701

ldap-tcp tcp port 389

ldap-udp udp port 389
lotus-notes-domino tcp port 1352
lpr tcp port 515

nat-t-ipsec udp port 4500
nbname tcp port 137

netbios-tcp tcp port 137 to 139
netbios-udp udp port 137 to 139
netmeeting tcp port 1720
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firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
server

firewall
nfsd-udp
firewall
firewall
firewall
firewall

service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service-group
service-group
service-group
service-group
service-group
service-group
service-group

service-group

service-group
service-group
service-group
service-group

request ssh

firewall
firewall
firewall
firewall
firewall
ipsec

firewall

service-group
service-group
service-group
service-group
service-group

rule update 1

update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update
update

nfsd-tcp tcp port 2049
nfsd-udp udp port 2049

nntp tcp port 119

ntp udp port 123

pim-dm pim

ping icmp port 8

pop3 tcp port 110
portmapper-tcp tcp port 111
portmapper-udp udp port 111
pptp-tcp tcp port 1723
radius-accounting udp port 1813
radius-auth udp port 1812

rexec

tcp port 512

rip udp port 520

rlogin tcp port 513

rsh tcp port 514

rtsp tcp port 554

sip-tcp tcp port 5060
sip-udp udp port 5060

smb tcp port 445
sms-client tcp port 10042
sms—-trap tcp port 8162 to 8163
smtp tcp port 25
snmp-request udp port 161
snmp-trap udp port 162
ssh tcp port 22

syslog udp port 514

£t120 tcp port 1503

telnet tcp port 23

tftp udp port 69
traceroute icmp port 8
uucp udp port 540
vnc-browser tcp port 5800
vnc-viewer tcp port 5900
x-windows tcp port 6000 to 6063

update
update
update
update
update
update
update

update

update
update
update
update

update
update
update
update
update

permit

dns dns-tcp dns-udp

email pop3 smtp imap imapv3

ipsec ike ipsec-ah ipsec-esp

ldap ldap-udp ldap-tcp

management https ssh ping snmp-request
netmeeting h323 audio-call-control t120
network-protocols dns-tcp dns-udp dhcp-

nfs portmapper-tcp portmapper-udp nfsd-tcp

pptp pptp-tcp gre

secure-management https ssh

sip sip-tcp sip-udp

sms-config http https sms-client snmp-

sms—-get ntp sms-trap

snmp snmp-request snmp-trap

vnc vnc-browser vnc-viewer

voice 3com-nbx sip-tcp sip-udp
vpn-protocols pptp-tcp 1l2tp gre ike nat-t-

LAN WAN ANY
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firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall

rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule

update
update
update
update
update
update
update
update
enable
update
update
update
update
update
update
update
update
update
enable
update
update
update
update
update
update
update
update
update
enable
update
update
update
update
update
update
update
update
update
enable
update
update
update
update
update
update
update
update
update
enable
update
update
update
update
update
update
update
update

AU CTUTUTUIUTUTUTUT OB DD B DD DDEDWWOMWWWWWWWWNNNONNNNNMNNNNERE R PR R R R e

schedule always timeout 30 logging disable
src—-addr all

dst-addr all

bandwidth disable

authentication disable

position 1

comment "Allow LAN unrestricted access to WAN"
remote-logging disable

permit WAN this-device vpn-protocols
schedule always timeout 30 logging disable
src-addr all

dst-addr all

bandwidth disable

authentication disable

position 2

comment "Allow VPN termination"
remote-logging disable

permit LAN this-device management

schedule always timeout 30 logging disable
src-addr all

dst-addr all

bandwidth disable

authentication disable

position 3

comment "Allow management access from LAN"
remote-logging disable

permit LAN this-device network-protocols
schedule always timeout 30 logging disable
src-addr all

dst-addr all

bandwidth disable

authentication disable

position 4

comment "Allow DNS and DHCP from LAN"
remote-logging disable

permit LAN this-device rip

schedule always timeout 30 logging disable
src-addr all

dst-addr all

bandwidth disable

authentication disable

position 5

comment ""

remote-logging disable

permit LAN this-device pim-dm

schedule always timeout 30 logging disable
src-addr all

dst-addr all

bandwidth disable

authentication disable

position 6

comment ""
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firewall rule update 6 remote-logging disable
firewall rule enable 6

firewall rule update 7 permit ANY ANY ping
firewall rule update 7 schedule always timeout 30 logging disable
firewall rule update 7 src-addr all

firewall rule update 7 dst-addr all

firewall rule update 7 bandwidth disable
firewall rule update 7 authentication disable
firewall rule update 7 position 7

firewall rule update 7 comment ""

firewall rule update 7 remote-logging disable
firewall rule enable 7

firewall alg sip services ANY

firewall alg sip sdp-port-range ANY

routing rip enable update-timer 30
routing multicast igmp disable
routing multicast pim-dm disable query-interval 30 prune-timeout 180

vpn ike local-id email x family@3com.com

vpn ike local-id domain x_ family

vpn ike add DES-SHA1-PSK

vpn ike proposal DES-SHA1-PSK phasel-encryption des-cbc

vpn ike proposal DES-SHA1-PSK phasel-integrity shal

vpn ike proposal DES-SHA1-PSK phasel-dh-group 1

vpn ike proposal DES-SHA1-PSK phasel-lifetime 28800

vpn ike proposal DES-SHA1-PSK auth-type psk

vpn ike proposal DES-SHA1-PSK aggressive-mode disable

vpn ike proposal DES-SHA1-PSK local-id-type ip

vpn ike proposal DES-SHA1-PSK peer-id-type ip

vpn ike proposal DES-SHA1-PSK ca-cert ANY

vpn ike proposal DES-SHA1-PSK nat-t disable

vpn ike proposal DES-SHA1-PSK dpd enable

vpn ike proposal DES-SHA1-PSK auto-connect disable

vpn ike proposal DES-SHA1-PSK tight-phase2-control enable
vpn ike proposal DES-SHA1-PSK phase2-encryption des-cbc

vpn ike proposal DES-SHAl1-PSK phase2-integrity esp-shal-hmac
vpn ike proposal DES-SHA1-PSK phase2-lifetime 3600

vpn ike proposal DES-SHA1-PSK pfs disable

vpn ike proposal DES-SHA1-PSK phase2-dh-group 1

vpn ike proposal DES-SHA1-PSK phase2-zero-id disable

vpn ike proposal DES-SHA1-PSK phase2-strict-id-check disable
vpn ike add 3DES-SHA1-DH2

vpn ike proposal 3DES-SHA1-DH2 phasel-encryption 3des-cbc
vpn ike proposal 3DES-SHA1-DH2 phasel-integrity shal

vpn ike proposal 3DES-SHA1-DH2 phasel-dh-group 2

vpn ike proposal 3DES-SHA1-DH2 phasel-lifetime 28800

vpn ike proposal 3DES-SHA1-DH2 auth-type psk

vpn ike proposal 3DES-SHA1-DH2 aggressive-mode disable

vpn ike proposal 3DES-SHA1-DH2 local-id-type ip

vpn ike proposal 3DES-SHA1-DH2 peer-id-type ip

vpn ike proposal 3DES-SHA1-DH2 ca-cert ANY

vpn ike proposal 3DES-SHA1-DH2 nat-t enable

vpn ike proposal 3DES-SHA1-DH2 dpd enable

vpn ike proposal 3DES-SHA1-DH2 auto-connect disable

vpn ike proposal 3DES-SHA1-DH2 tight-phase2-control disable
vpn ike proposal 3DES-SHA1-DH2 phase2-encryption 3des-cbc
vpn ike proposal 3DES-SHA1-DH2 phase2-integrity esp-shal-hmac
vpn ike proposal 3DES-SHA1-DH2 phase2-lifetime 3600
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vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn

ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ipse
ipse
ipse
ipse

*kkkkkkKkKk

vpn
vpn
vpn
vpn
vpn
vpn

ipse
ipse
ipse
ipse
ipse
ipse

proposal 3DES-SHA1-DH2 pfs disable

proposal 3DES-SHA1-DH2 phase2-dh-group 2

proposal 3DES-SHA1-DH2 phase2-zero-id disable
proposal 3DES-SHA1-DH2 phase2-strict-id-check disable

add 3DES-SHA1-DH2-AGG-PFS

proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
proposal 3DES-SHA1-DH2-AGG-PFS
c enable

c add Default
c sa Default
c sa Default

disable

Default
Default

C sa
C sa

transport enable
peer 0.0.0.0

c sa Default zone LAN

c sa Default tunnel enable

c add x_family to other

c sa x family to other key ike

shared-sec

ret
vpn
vpn
vpn
vpn
255

* Kk k%
ipse
ipse
ipse
ipse

.255

.255.0

vpn ipsec

***x*x peer-id OTHER

c sa x_family to other
c sa x_family to other
c sa x family to other
c sa x family to other

sa x_family to other

255.255.2

55.0

vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn

ipse
ipse
ipse
12tp
12tp
12tp
12tp
12tp
pptp
pptp

c sa x_family to other
c sa x family to other
c sa x_family to other
addresses none

zone LAN

dns relay

encryption enable
disable

addresses none

zone LAN

enable

phasel-encryption 3des-cbc
phasel-integrity shal
phasel-dh-group 2
phasel-lifetime 28800
auth-type psk

aggressive-mode enable
local-id-type domain
peer-id-type domain

ca-cert ANY

nat-t enable

dpd enable

auto-connect disable
tight-phase2-control disable
phase2-encryption 3des-cbc
phase2-integrity esp-shal-hmac
phase2-lifetime 3600

pfs enable

phase2-dh-group 2
phase2-zero-id disable
phase2-strict-id-check disable

key ike proposal DES-SHA1-PSK shared-secret

proposal 3DES-SHA1-DH2-AGG-PFS

transport disable
peer 10.
zone LAN
tunnel remote subnet 192.168.22.0 netmask

10.10.147

tunnel nat disable
tunnel enable

tunnel local subnet 192.168.1.0 netmask
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vpn pptp dns relay

vpn pptp encryption enable

vpn pptp disable

ntp peer

ntp server 161.71.52.200:123
ntp duration 5

ntp offset 1

ntp fast enable

ntp enable

ramdisk sync-interval sys 30
ramdisk sync-interval audit 30
ramdisk sync-interval block -1
ramdisk sync-interval alert -1
ramdisk sync-interval firewallsession -1
ramdisk sync-interval firewallblock -1
ramdisk sync-interval vpn -1
sms v2

sms no must-be-ip

no sms

sms no remote-deploy

session timeout 20 -persist
3KB x unit 1#

6.2.2 Netscreen NS25 configuration file

ns25-> get config

Total Config size 2841:

set clock timezone 0

set vrouter trust-vr sharable

unset vrouter "trust-vr" auto-route-export

set auth-server "Local" id 0

set auth-server "Local" server-name "Local"

set auth default auth server "Local"
set admin name "labuser"

set admin password "nOl/IYrfC4ZOcjlEUsbITpLtn2EQIn"

set admin auth timeout 10

set admin auth server "Local"

set admin format dos

set zone "Trust" vrouter "trust-vr"
set zone "Untrust" vrouter "trust-vr"
set zone "DMZ" vrouter "trust-vr"

set zone "VLAN" vrouter "trust-vr"

set zone "Trust" tcp-rst

set zone "Untrust" block

unset zone "Untrust" tcp-rst

set zone "MGT" block

set zone "DMzZ" tcp-rst

set zone "VLAN" block

set zone "VLAN" tcp-rst

set zone "Untrust" screen tear-drop
set zone "Untrust" screen syn-flood
set zone "Untrust" screen ping-death
set zone "Untrust" screen ip-filter-src
set zone "Untrust" screen land

set zone "V1-Untrust" screen tear-drop
set zone "V1-Untrust" screen syn-flood
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set zone "V1-Untrust" screen ping-death

set zone "V1-Untrust" screen ip-filter-src
set zone "V1-Untrust" screen land

set interface "ethernetl" zone "Trust"

set interface "ethernet2" zone "Null"

set interface "ethernet3" zone "Untrust"

set interface "tunnel.l" zone "Trust"

unset interface vlanl ip

set interface ethernetl ip 192.168.22.254/24
set interface ethernetl nat

set interface ethernet3 ip 10.10.10.147/24
set interface ethernet3 route

set interface tunnel.l ip unnumbered interface ethernetl
unset interface vlanl bypass-others-ipsec
unset interface vlanl bypass-non-ip

set interface ethernetl ip manageable

set interface ethernet3 ip manageable

set interface ethernet3 manage ping

set hostname ns25

set ike gateway "Gateway for 192.168.1.1/24" address 0.0.0.0 id
"x family" Main local-id

"OTHER" outgoing-interface "ethernet3" preshare
"g/dgSAKKNiW6Vis+hJCVLLCK5jnThXew6A=="

sec-level standard

set i1ke gateway "Gateway for 192.168.1.1/24" cert peer-ca all

unset ike gateway "Gateway for 192.168.1.1/24"™ nat-traversal

set ike respond-bad-spi 1

set vpn "VPN for 192.168.1.1/24" gateway "Gateway for 192.168.1.1/24"
replay tunnel idletime

0 proposal "g2-esp-3des-sha"

set vpn "VPN for 192.168.1.1/24"™ id 1 bind interface tunnel.l

set pki authority default scep mode "auto"

set pki x509 default cert-path partial

set policy id 1 from "Trust" to "Untrust" "Any" "Any" "ANY" permit
set policy id 2 from "Untrust" to "Trust" "Any" "Any" "ANY" permit
set vpn "VPN for 192.168.1.1/24" proxy-id local-ip 192.168.22.0/24
remote-ip 192.168.1.0/24

"ANY"

set ssh version v2

set config lock timeout 5

set snmp port listen 161

set snmp port trap 162

set vrouter "untrust-vr"

exit

set vrouter "trust-vr"

unset add-default-route

set route 0.0.0.0/0 interface ethernet3 gateway 10.10.10.1
set route 192.168.1.0/24 interface tunnel.l
exit

ns25->
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