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OfficeConnect 3CR858-91 to “X” unit IPSec VPN

1 Overview

This technical note describes how to setup IPSec VPN tunnels between a 3Com “X”
unit and the OfficeConnect 3CR858-91.

Both Main Mode and Aggressive Mode deployments are shown. Main Mode is more
secure and hence is recommended when both sites have a static IP address.
Aggressive mode can be used if one IP address is dynamic.

2 Pre-Configuration before setting up
VPNs

2.1 3Com “X”” unit Pre-Configuration
2.1.1 Initial Setup via the OBE

Setup the user account and then set the basic configuration as follows. The dialogue
shown is the OBE (“Out of Box Experience”) on the Command Line Interface — this
could also be set up using the OBE on the Graphical User Interface).

Woul d you like to nodify the host managenent port options? <Y,[N >:
Wuld you like to nodify timekeeping options? <Y,[N >:

Woul d you like to nodify the network depl oynment node? <Y,[N]>:
Wuld you like to nodify virtual interfaces? <Y,[N >y

Virtual interfaces:

| Type Mode | P Address Subnet Mask NAT
internal static 192.168.1.254 255. 255. 255. 0 external -ip
external dhcp di sabl e
<enpty>

<enpty>

<enpty>

<enpty>

OO WNEQ

Enter [A]ccept, [C]hange, [Rlemove or [E]Jxit w thout saving [C]: ¢
Enter the nunber of the entry you want to change []: 2

Mode (static, dhcp, pppoe, pptp, |2tp) [dhcp]: static

| P address []: 10.0.0. 146

Mask [ 255. 255. 255. 0] :

Virtual interfaces:

| Type Mode | P Address Subnet Mask NAT
internal static 192.168.1.254 255. 255. 255. 0 external -ip
external static 10.0.0.146 255. 255.255. 0 di sabl e
<enpty>

<enpty>

<enpty>

<enpty>

OO~ wWNEQ

Enter [Alccept, [Clhange, [Rlenmove or [E]xit without saving [C]: a

Wuld you like to nodify default gateway? <Y,[N]>:

Woul d you like to nodify security zones? <Y,[N]>:

Woul d you like to nodify security zone to virtual interface nmapping? <Y,[N >:
Woul d you like to configure DNS? <VY,[N] >:
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Woul d you like to nodify firewall policy rules? <Y,[N >y
The current state of firewall rules is as foll ows:

1D Action Sour ce Destinati on Servi ce E
1 permt LAN VAN ANY X
2 perm t WAN t hi s-device vpn- prot ocol s X
3 permt LAN t hi s-devi ce managenent X
4 perm t LAN t hi s-device net wor k- prot ocol s X

Key: (E)nabl ed

Modi fying the firewall rules via this wizard resets the rules to a

default state and allows you to configure basic policies for Internet access,
web filtering, and device nanagenent.

Do you want to continue? <VY,[N >:

Wuld you like to enabl e SM5-based configuration? <Y,[N >:

Wuld you like to nodify the Web and CLI Server options? <Y,[N]>:
Wuld you like to restrict SM5 access? <Y,[N]>:

Would you like to nodify the Ethernet ports? <Y,[N >:

Wuld you like to nodify the default Email contact? <Y,[N]>:

PG _DUT#
Notes:

Virtual Interfaces - There are two virtual interfaces (external and internal) set up as
factory default. The only configuration required on them is to set the IP addresses.
(In the example, | have kept the internal IP address as default and changed the
external IP address).

Security Zones — The factory default configuration sets the LAN security zone to be
on Port 1 and linked to the internal Virtual Interface. The WAN security zone is on
the last port (Port 4 on an X505 or port 6 on the X506 and X5) and is linked to the
external virtual interface. No change is needed to this.

Firewall rules — the firewall rules in the factory default configuration will be sufficient
— specifically this one:

2 permit WAN this-device vpn-protocols
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2.1.2 Load the High Encryption Token

When delivered from the factory, the “X” units are capable of encryption levels up to
a key size of 64 bits (e.g. DES). To enable higher encryption key sizes to be used
(e.g. 3DES, AES) a High Encryption “token” package must be loaded onto the device.
This package is only available to approved end users in approved locations.

1. Acquire the High Encryption package from the TMC and load it onto PC1.
2. Open a browser on PC1, connect to https://192.168.1.254 and login as the
user you set up during the OBE.

3. Navigate to System -> Update, open the “TOS/DV Update” tab and complete
the form as shown below with the path of the High Encryption package on PC1.
Click “Install Package”.

T8 TOS & DY Update | LSW - Device {PG_DUT) - Micresoft [neenet Explaner
Fle Edt  Veew Fisorles Tesls  Help i
I i ol i L}
Qus - D ¥ @ @ Puet Jrrecon @ua @3- B L)
fakdiues | ] httpsi{LED T1 52 A6 il = R
ar: labuser | Auto Log Ot in 60 mineses
Pdcab4] AT
e —, ST T - 3
0 & DV Update X fromon o | T (Y
s e b Bl | =
Firewall EiEL
i Check: fior O or TO5 Updates from the Thest Myragersant Canber and S5 vy e versons b pour PC,
Stop 2
Events SLe
ke paw the padoags vou downlcaded b smeler than: 6588,
Systom
lpdae § ) A rsnchid inge s i s sgsncn than alichialacl Ta dad, dibbe e o o of U asioust it b 108 innens.
¥ Configurstion \_)
Nelweork
nstmatiaen
I_-l Evabier Highs Frioeity Prefereros [F dasnsd)
Step 4
Salwxl ".phg” Tda ared cleh rvital
Parkage Filn PO THghEncrynt pig (Bomse 1
Tt Pachags
;\ The installation of TOS updates wil Feboot the dovce,
el
Ejooe 8 4 rremet

P WO Bl D§ 1075 00 Upda... |2 iCenecE find'ser. i | Tk TiEpingRonk La.; - [CommendPromgt | Untied - Hotepad - N0 BF g

4. The package will be installed and the X series device will reboot. The “X” unit
is ready to set up the VPN when reboot has completed.
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2.2 OfficeConnect 3CR858-91 Pre-Configuration

1. From factory defaults. PC2 must either be set to DHCP at the start or must
have an IP address in the range 192.168.1.2-254.

2. Open a browser on PC2, connect to https://192.168.1.1 and login to the
OfficeConnect GUI as “admin”.

3. The setup wizard will run. Set the password and time options as required and
select static for the Connection Type. Set the IP address to be 10.0.0.147,
subnet mask to 255.255.255.0 and gateway to 10.0.0.146. On the next
screen set the DNS address to 10.0.0.146. On the LAN Settings screen set the
IP address to 192.168.22.254 and change the IP Pool end address to be 253 -
leave the rest at defaults. Just click OK on the two popups that appear — do
not change the IP address on your browser at this time. Click Apply on the
final screen.

4. Change the address on PC2 to be 192.168.22.100 subnet 255.255.255.0
gateway 192.168.22.254.

5. Open a browser on PC2, connect to https://192.168.22.1 and login to the
OfficeConnect GUI. The Status page should be as shown below:

a http:{f192.168.22.254/ - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help .fJ

@Back T s gej IEL| __l\f 7 ) Search ": Favarites @Media 6:‘: T g =

L
Setup Wizard Status -
LAN Settings A
. General Information
Internet Settings 3¢ number 3CRESE-91
Firewsall Software version V1.091-168 (Sep 28 2006 12:06:53)
YPN Boot loader version w20
SNMP Har.dware wersion 01
Serial number JUYF45D003010

System Tools

Advanced

Status and Logs
Traffic Metering
Logs

Support{Feedback

Log Qut

Access From The Internet

Firew all
Universal Plug & Play

Discard ping from the Internet

Enabled
Disabled
‘fes

Internet Settings

Wal Connection Type
Status

Internet IP address
Subnet Mask

ISP Gateway Address
Primary DNS
Secondary DHS

Wal MAC Address

FIx

CONMECTED
10.0.0.147
255.255.255.0
10.0.0.146
10.0.0.146

n.oo0o
00-12-A9-00-20-1E

LAN Settings

LAM IP address
LAN Subnet Mask
DHCP Server
DHCP Range

LAN MAC Address

192.168.22.254
255.255.255.0

Enabled

192.168.22.2 - 192.168.22.253
00-12-42-00-20-10

# Internst
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3 Configuring Main Mode Tunnel

This example shows how to configure an IPSec tunnel using Main Mode between the
“X” unit and a OfficeConnect 3CR858-91. Main Mode is the recommended setting
when both devices have static IP addresses that can be accessed from the public

internet.

WAN (Static) 10.0.0.146

rw—y

LAN: 192.168.1.254

—

PC1: 192.168.1.100

o

IPSec VPN can be initiated
from either side.

Internet

\ WAN (Static): 10.0.0.147
3CR858-91‘

| LAN: 192.168.22.1

l’

PC2: 192.168.22.100

Key Setup Information

Keying Mode

IKE Mode

SA Authentication Method
Keying Group DH

Encryption and Data Integrity

IKE

Main Mode

Pre-shared Key

DH (Diffie Hellman) Group 2
3DES-SHA1
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3.1 3Com “X” unit VPN Configuration

1. Open a browser on PC1, connect to https://192.168.1.254 and login as the
user you set up during the OBE.

2. Navigate to VPN -> IKE Proposals. You will see one default proposal for DES-
SHA1-PSK but we do not want to use this as it does not provide a suitably
high level of security so click on the “Create IKE Proposal” button to create a
new proposal. Complete the form that opens as shown below.

ale E Proposal | LSK - Dewice (PG_DUT) . Microsoft Internet Eoplorer
Fle Edt  View Favordes Tods  Help i
=h T ! i o
= i i 4 % o =
Qe - O M @ 0 Dot frrweon @un @3- 05 B L)
abcust | 8] hitpsafLELT1 52 48] By s
o (i 19 labuser | seto
ﬂ LA AT
__'_____._.m.@ R ah ]
Craate IKE Proposal
s L L L s L g s s L s s S i
el IKE Phase 1 Setup
W Proposal Memne e ssti oz
1F5ac Statan El'llﬂ'wl'.ll'l AES06C ht
IFE Propeosats Integrty -1 |
LZTR Toshus
FRTR SLatus Béfie-Helnan lmup 21024 bhs) ¥
20000 | seconds
Lifetime |
Auttentication Type Pre-Shandlicny |5
Systen we =
Optinis [ Erabie npgressve Mode
Setwork
[ Erabin 467 Traverssl
Authentication
[ Enabie Dead Pos Datedion
[0 sutomsticaly connect on syshain start-up
] Dwdste Prams 2 50 when Fhass |54 temmnabes
IKE Fhase 2 Setup
Encryplion B3P RS o)
Inbegnty C5F S-1HMC w0
Liftime WD | seconds
[0 Erabls Parfack Parwid Sacimsy z
&l ooe S B treemet

+4 start P Mo B o D Creste DO o, X Carvick find ser T} TepingPont La.. < [CommenaProregt | [0 Unitied - Botepad .. ENOR BT Inim

Click “Create” to save the new IKE Proposal.

Navigate to VPN -> IPSEC Status and click on the “IPSEC Configuration” tab.
Click the Enable IPSEC Global VPNs checkbox (type X_unit@3com.com in the
“Local Email Address” box if you will be configuring aggressive mode) and click
the Apply button.

6. On the IPSEC Configuration screen you will see one Security Association called
“Default” displayed but we will not be using this as it is mainly used with IPSec
clients on remote PCs, so click the Create IPSec Association button to create a
new Security Association. Complete the form that opens as shown below —
there are two screen grabs because the form is too large to fit in a single
screen.

akw
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- PG_DUT) - Sicrosoft Interned oplorer
Fla Edt  Veew Fasories  Tess  Help 3

Qe - D = @ @ s ormern @ua @ 13- 05 5 L
skt | 48] httpsufiLél 7152 46)

"ﬂ .I-.-n-'.nl':.lrl_:.-':l I:_I!1.I_I:i.r;;r | feurhr Lo St iy B0 iresEs
--—-'——_‘_"'""""“'@ WPeL i RS CTATUS o - _—
AR Secariby; fssocts Hon; | tsec conliqueation |

s R i

IPSer Security Association Setup

7] Farme

Tihar Shabun Fect 1F fddress LOU0L 0,347
IFE Pripasads Terminated Secority WH %
LITP Bahus

FRTP St
Keying Mode K .t

[ Enabie Searky Asoistion
LY [ suppart GaE ard L1ZTF

Setwork
TKE Setup

Authentication

IKE Proposal DEGSHAL L e
Shared Secret

Peer Email Address

Feer Domeain Menee

Peer Distinguished hame |

Tunie| Setup
Eriabiles [PSic bundedd conieschions

vl sl wenrkse R T

4 Feit [P Sep
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e WETH Security

datian | LSK - Dew P DUT) - Sicrosoft Internet Coplorer

Fla Edt  Veew Fasories  Tess  Help i
Pl i 3 L —

Qe - @ [ @ @ oo dprocen @wa @ 230 5 05 L

ekt | 4] httpsyifLe) 71 52 480 Ll = R

- furrert Liker: labuser | Ao Log O i 60 miniges
ﬂ SO0 15 122840 GHT

Shared Sacret
Ly e e———— ]

s ~ Peer Email Addeess
F .‘ Feer Domain Mane
e Feet Distinguisted hame
1FSae St Tunme| Setup
IE Proposals o )
i ——— [¥]  Erubie Poec tunned connations
FRTR SLatus E
| LinCal Mebwirks: R tE ek
Events
20 [P Addvess Group [ O P oddeess Group
LY @ Pobeet [1NLIERLD My [IES.ZSE255.0 B Eubee 192188220 Mgk |ES5.255.255.0
Setwork o . B . - .
¥ PRage | | 1 2 P Eengs 1
Authentication
20 Paer uses unnel 2s cefauk rous O Uw bunnel g defauk rouks:
2 Locd acidrasees sengned by DHCP Heough thes hunnal O Remate sddrsoes anigrad by [H0F theough this hurnsl
] Erubie KAT of koa rekork, scdeesses
BAT 1P Addries
[ ] B
G
-

e & LS

7. Click “Create” to save the new Security Association.
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3.2 OfficeConnect 3CR858-91 Configuration

8. Open a browser on PC2, connect to https://192.168.22.1 and login to the
OfficeConnect GUI.

9. Click on “VPN” to open up the global VPN page. Configure it as shown below
and click “Apply”.

2 hiip://192.168.22.254/login.stm - Microsoft Internet Explorer

File Edit WYiew Favorites Tools Help U]

Q- © HRG J

flagin.stm v = Ief] Links

»

Address

OfficeConnect’ Cable/DSL Router

Setup Wizard VPN

LAN Settings

Enable ¥PN
Internet Settings Enahle IPsac @ves OMo
Firewall Enable L2TP over IPsec Oves @HNo
¥PN Enable PPTP Oves @No

SNMP

System Tools IKE Local ID FQDN.

Advanced Local ID Mame

Status and Logs

1P Address Pool for L2TP / PPTP Clients
Support{Feedback Start address

Log Qut

End address (1o 1

Default route
VPN Connections Type|Enable(Configure tunnel
© Non

No Valid VPN Connection I

Help ‘ Apply Cancel |

10. Click on the “Add” button to create a VPN Connection. Complete the form
provided as shown below (the form is more than one screen log so there are
two screen grabs below — one for the upper part of the form and one for the
lower part).
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2N htip:/f192.168.22.254login.stm - Microsoft Internet Explorer

File: Help 1','

Edit  Wiew Favorites

Tonls

Links: >

B

Setup Wizard
LAN Settings
Internet Settings
Fireveall

¥PM

SNMP

System Tools
Advanced

Status and Logs

Support{Feedback

Log Qut

VPN Tunnel Configuration

A

VPN Tunnel Parameters - IPSec

Tunnel Type

Tunnel Name ‘X-seriesftuféér 17 1

Remote WP Gateway :IPAddress b

IP Address/Host Name

Remote Secure Group
Remote Party ID

Remote Metwork Address

Remote Subnet Mask 12_55

Local Secure Group
Local Party ID

MNetwork Address

Subnet Mask

Phase I IKE parameters;

[IKE Main Mode v
| Oakley-Pra-3DES-SHA-1024 | v
' Internet

Key Management

54 attribute
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tm - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help '.;'

n
7 Favorites wmedla &4 i

\

! Search

A VB ke >

~

Status and Lags Remote Secure Group

SupportfFeedback Remote Party 1D

Remote Network Address |152

Remote Subnet Mask

Local Secure Group

Local Party 1D

Netwark Address

Subret Mask

Phase I IKE parameters:
kKey Management :\\KVE’Main Mudg )

54 attribute [ Dakiey-Pre-3DES-SHA-1024 |

Pre-shared Key ishared-secret
Phase II IPSec Parameters:
Authentication Algorithm

Encrypt Algarithm
key lifetime (>=300sec.)
PFS

Diffie-Hellman Group Graup 1 Group 2 Group 5
IKE Keep Alive

Help | Apply | Cancel

. Internet

11.Click on “Apply” to save the new VPN Connection.
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3.3 Testing the VPN with data

1. Ping from PC1 to PC2 - this will bring up the tunnel which should look like this
on the IPSec Status screen of the “X” unit. One or two pings may be lost while
the tunnel establishes but then all subsequent pings should be successful.

B IPSec S1atus | LSY . Device PG _DUT) - Microsoft Internet Eqplorer

Fla Ede vew Fovodes Toos Help

TR T 1 B I S PR - T Madia R e
L peo & E‘J T - Ly

Lie

cabciunt | 4] hitps{LEL 71 52 A6) Ll = L
Jurrert Lker: labuser | Agho Log O i 60 mindses
M1 -5 11220 GHT
__'______._.m.@ oeY
IPSec Status
s e o e i s 0 T 3 K-
ool IPSec Status Details
¥ alh] IF ¥ Pacord par phg
1Pae Shatn Hame A, Lol Prer 10 Progosal Status Function]s)
I¥E Priposats
LITP Tty Wiy R O LOuk0.1e7 1000195 L00. 147 FES0E0SHALDHE P | ERabished ﬁ
FRTP St
F F Y ESP 3ESEC-EF F
g _bo O pia i, aed B T [ LR ] S BES Plran 2 B et ahlinbosd ﬂ
Srstens
Hetwork
Authentication

e & Ium

&+ AN FTO ok 3 [PSec Stabu | L5H -,
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4 Aggressive Mode Tunnel

This example shows how to configure an IPSec tunnel using Aggressive Mode
between the “X” unit and a OfficeConnect 3CR858-91. Aggressive Mode must be
used when one side of the VPN tunnel has a variable (dynamic) WAN IP address.
While Aggressive Mode can be used even if both sides have a Static WAN IP address,
Main Mode is recommended as the tunnel will be more secure.

The OfficeConnect receives a dynamic IP address (through PPPoE, PPTP, DHCP or

L2TP) from the Internet Service Provider. The OfficeConnect must initiate the VPN

back to the “X” unit, and the tunnel must use Aggressive Mode IKE.

Key Setup Information

Keying Mode IKE

IKE Mode Aggressive Mode with Perfect Forward
Secrecy

SA Authentication Method Pre-shared Key

Keying Group DH DH (Diffie Hellman) Group 2

Encryption and Data Integrity 3DES-SHAL

IPSec VPN must be initiated
from Dynamic side, and must
use Aggressive Mode

Internet

S— .
/ _&r ‘ _kAI\ WAN (Dynamic): 10.0.0.147

crw—y e 3CR858'91‘

I LAN: 192.168.22.1

- .——

PC1: 192.168.1.100 PC2: 192.168.22.100

WAN (Static) 10.0.0.146

LAN: 192.168.1.254
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4.1 3Com “X” unit Configuration

1. Open a browser on PC1, connect to https://192.168.1.254 and login as the
user you set up during the OBE.

2. Navigate to VPN -> IKE Proposals. You will see one default proposal for DES-
SHA1-PSK but we do not want to use this as it does not provide a suitably
high level of security so click on the “Create IKE Proposal” button to create a
new proposal. Complete the form that opens as shown below. (There are two
screen grabs because the setup page is too large for a single screen).

I8 Cdit ME Propesal | LSK - Dewice (PG_OUT) - Microsoft Interned Eoplorer

Fla Edt vew Foorles Tods  Help F
EM- O HEG Lo frveww Gua @3- 5 [ [
ik | ] hitpsfLe1 T1 5248 Ll = R

. FrerE, Lker | |I1||-.r r | st Log O in A0 minees
ﬂ 200115 MT

__'______._.m.@ e e o~
Edit IKE Proposal
”s e b bt R T T T R s T T T T A R T T 3
Feounl IKE Phase 1 Setup
(11N} Proposal Mame HiRg L -2
iFhar Stabn Encryption e300 G
IEE Proposals Inkegrity st |
LITP St
FPTP SLstus Difie-Helnuan oup 20102+ bics)h ¥
Lifeti 6000 | sedands
Events me |
Autbeenkication Type Pre-Shuediey (<
= Lo -
At L2g Optins [ Erabie npgressse Mode
Ayt Lo Local [0 Type | Ervad A (=2
5 Bock Log
Fermwred thask Lng Par [0 Typer | Eresd Ackdrmes:
Pl Sessich Lig [ Erable HAT Traversal
WHLog .
Systemlog [ Erable Dewd Fear Datadion
 Maragad Sresre [ Aukcasticaly cornect on syebam st
T Haalth
E Frapats [0 Dot Phria 2 54 whes Bhase @ 54 terminalis
Srstem IKE Phase 2 Setup
Netwinik Ineryptinn ESP MESEL
Aulhenticalon Integrity ES SHA I HMAL v o

|+ + iConmRend Fromp 2 Eeit E Fropossl |15, e & am
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I8 Cdit BE Propasal | LSW - Dewke (PG_DUT) - Microsoft Internet Cxplorer

Fla Edt  Veew Fasories  Tess  Help i
Pl i 3 L —

Qe - @ [ @ @ oo dprocen @wa @ 230 5 05 L

ekt | 4] httpsyifLe) 71 52 480 Ll = R

- furrert Lier: labuser | Auho Log Off i 52 miniges
ﬂ 20061175 | 4042 GHT

__'______._.m.@ o~
Authentication Type Prn-Shuedicey %
1°s Optinns [=]  Enable aggresse Mods
Firewall Locad I Typer | Ervad Adddmen |
VPN Peer D Type: | Ereed ke =
e Shatan [0 Enabie HaT Traverssl
IE Proposals
i ——— [ Enable Dewd Fear Detacbon
FIT Status [0 atomstioaly sonnect on systen shartum
Events [0 Dot Phurin 2 54 whiss Bhase 1 54 tervinaies
= L
At Lag §
Bt Log Eneryptinn ESF MESEL v
5 Bogk Lo
Integrity ES SHAIHMAL v
Fareerall Block Lng
Fareweall Sesgon Lind Lifetinme 0D s
Ehilen [ Enatée Perfoct Fonsand Secrecy
Srztemilog E
 Maragad Sresve Dilie - HePrsan Group TEI0T% bksp
T Haalth
o . N
z . [ Enabbe strict [0 crecking of kecsl networ
CF use 0of 0,000,002 For bogal andiremcte nebworks

e & 1am

3. Click “Create” to save the new IKE Proposal.
4. Navigate to VPN -> IPSEC Status and click on the “IPSEC Configuration” tab.
5. Configure the upper part of the screen as shown below.
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B IPSec Configuration | LS4 - Device (PG_DUT] - Microsoft Infrenet Explarer
Fla Edt  Veew Fasories  Tess  Help i
—h T " a ;
ﬁm -0 M@ P e @ @3- B L
ik | ] hitpsfLe1 T1 5248 Ll = R

. rrenk Lier: I |I1||-.r r | st Log O in A0 minees
ﬂ S006-11-07 007 GHT

_.,_..———-—'m'@ WP ne [FSE STATLS ; \
IPSE'L'. Cunflguratlun W | wsec configuration I

- O e e B s o S i &
ool IPSec Global Setup
wEN [ Enabke Yerbose messges in the YIS Log

I [¥]  Enabde IPSec Global ¥Pss

IEE P el Domain hame g

LITP Fets

FPTP SLatis Lol Eresd ddress
S (et |
Syatem 1P Security Associations
Hetwork 5 - Feconds par paga
Authanticaon Pane Keying Mode 1PSec Gateway  Local Netmork{s) i‘i":""""-“"""" Function{s)

[eefondk IEE #5%[DES- SHAL P Fed

[ creste 175ec Reenciion |

e 5 reemat

T 5 P - n = e - 2 =
rd Start W Shored Doosnes. R Shared Doodme R [Flec Confours. .. N Cannok find ser. + Copwndnd Promgt [P+ Uniied - Robepad W 'ﬁ___-:- 1043

6. Click the Apply button to save the changes.

7. On the IPSEC Configuration screen you will see one Security Association called
“Default” displayed but we will not be using this as it is mainly used with IPSec
clients on remote PCs, so click the Create IPSec Association button to create a
new Security Association. Complete the form that opens as shown below —
there are two screen grabs because the form is too large to fit in a single
screen. Note that the peer IP address is set to 0.0.0.0 because we do not
know what it will be as it is a dynamic IP address allocated via DHCP, PPPoE
etc.
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8. Click “Create” to create the Security Association.
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4.2 OfficeConnect 3CR858-91 Configuration

1. Open a browser on PC2, connect to https://192.168.22.1 and login to the
OfficeConnect GUI.

2. Click on “VPN” to open up the global VPN page. Configure it as shown below
and click “Apply”.

2 hiip://192.168.22.254/login.stm - Microsoft Internet Explorer

File Edit WYiew Favorites Tools Help U]

Q- © HRG J

flagin.stm v = Ief] Links

L Eavorites @Medla £= b

»

Address

OfficeConnect’ Cable/DSL Router

Setup Wizard VPN

LAN Settings

Enable ¥PN
Internet Settings Enahle IPsac @ves OMo
Firewall Enable L2TP over IPsec Oves @HNo
¥PN Enable PPTP Oves @No

SNMP

System Tools IKE Local ID FQDN.

Advanced Local ID Mame

Status and Logs

1P Address Pool for L2TP / PPTP Clients
Support{Feedback Start address

Log Qut

End address (1o 1

Default route
VPN Connections Type|Enable(Configure tunnel
© Non

No Valid VPN Connection I

Help ‘ Apply Cancel |

Add J

3. Click on the “Add” button to create a VPN Connection. Complete the form
provided as shown below (the form is more than one screen log so there are
two screen grabs below — one for the upper part of the form and one for the
lower part).
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File Edit ‘iew Favorites Tools Help

VB ke >

-~
. 1
@
OfficeConnect’ Cable/DSL Router
Setup Wizard VPN Tunnel Configuration
LAN Settings
VPN Tunnel Parameters - IPSec
Internet Settings
Firewall Tunnel Type
VR Tunnel Name X—senesftujr)ér o
ShMP -
Remote WPN Gateway IP Address ¥
System Tools —
IP Address/Host Name 0.0.146 |
Advanced e —
Status and Logs Remote Secure Group
Remote Party 1D |
Support/Feedback emate Party |
Remote Metwork Address
Remote Subnet Mask
Local Secure Group
Local Party 1D
Metwark Address
Subnet Mask
Phase I [KE parameters:
Key Management
54 attribute [ Dakiey-Pre-3DES-SHA-1024 v v

. Internet
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File Edit ‘iew Favorites Tools Help '.:L'

VB ke >

~

Status and Lags Remote Secure Group

SupportfFeedback Remote Party 1D

Log Out

Local Secure Group
Local Party 1D

Netwark Address

Subret Mask

Phase I IKE parameters:

Key Management [IKE Aggressive Mode ¥

54 attribute [ Dakiey-Pre-3DES-SHA-1024 |

Pre-shared Key ishared-secret
Phase II IPSec Parameters: -
Authentication Algorithm
Encrypt Algarithm
key lifetime (>=300sec.)
PFS

Diffie-Hellman Group O Group 1 @ Group 2 O Group 5
IKE Keep Alive

Help | Apply | Cancel =

. Internet

4. Click on “Apply” to save the new VPN Connection.
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4.3 Testing the VPN with data

1. Ping from PC2 to PC1 - this will bring up the tunnel which should look like this
on the IPSec Status screen of the “X” unit. One or two pings may be lost while
the tunnel establishes but then all subsequent pings should be successful. N.B.
The direction of the initial ping (PC2 to PC1) is important as the OfficeConnect
must be the initiator. This is because the IP address of the OfficeConnect is
not known to the “X” unit.
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5 Appendix — Configuration Files

Here are textual configuration files for both devices for reference purposes.

5.1 Main Mode
5.1.1“show conf” file for X505

interface mgmtEthernet
ip 161.71.52.46
mask 255.255.255.0
exit
interface ethernet 3 1
negotiate
duplex full
linespeed 100
no shutdown
exit
interface ethernet 3 2
negotiate
duplex full
linespeed 100
no shutdown
exit
interface ethernet 3 3
negotiate
duplex full
linespeed 100
no shutdown
exit
interface ethernet 3 4
negotiate
duplex full
linespeed 100
no shutdown
exit
interface settings poll-interval 2000
interface settings detect-mdi enable
interface settings mdi-mode mdix
host name "DUT"
host location "3Com Lab"
host ip-filter permit any icmp
host ip-filter permit any ip
default-gateway 0.0.0.0
no autodv
sntp primary 192.43.244.18
sntp secondary 192.5.41.40
sntp duration 60
sntp offset 1
sntp port 123
sntp timeout 1
sntp retries 3
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no sntp

user options max-attempts 5

user options expire-period 90

user options expire-action expire

user options lockout-period 5

user options attempt-action lockout

user options security-level 2

segment "LAN-WAN" create "LAN" "WAN"

high-availability no ip

high-availability disable

clock timezone CST

clock dst

log audit select general

log audit select login

log audit select logout

log audit select user

log audit select time

log audit select policy

log audit select update

log audit select boot

log audit select report

log audit select host

log audit select configuration

log audit select oam

log audit select sms

log audit select cva

log audit select server

log audit select segment

log audit select high-availability

log audit select monitor

log audit select ip-filter

log audit select conn-table

log audit select host-communication

log audit select tse

category-settings attack-protection enable -action-set "Recommended"
category-settings reconnaissance enable -action-set "Recommended"
category-settings security-policy enable -action-set "Recommended"
category-settings informational  enable -action-set "Recommended"
category-settings network-equipment enable -action-set "Recommended
category-settings traffic-normal enable -action-set "Recommended”
category-settings misuse-abuse enable -action-set "Recommended"
notify-contact "SMS" 1

notify-contact "Remote System Log" 1

notify-contact "Management Console" 1

notify-contact "LSM" 1

default-alert-sink period 1

server no ssh

server no http

server https

server browser-check

monitor threshold memory -major 90 -critical 95

monitor threshold disk -major 90 -critical 95

monitor threshold temperature -major 72 -critical 74
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Nno service-access

tse adaptive-filter mode automatic

tse afc-severity warning

tse connection-table timeout 1800

tse logging-mode conditional -threshold 1.0 -period 600
tse quarantine duration 60

email-rate-limit 10

no nms

zone update LAN vlan-id 1

zone update LAN port 3 1

zone update LAN mtu 1500

zone update LAN addresses disable

zone update LAN vpn-tunnel-access enable
zone update VPN vlan-id 4

zone update VPN port none

zone update VPN mtu 1500

zone update VPN addresses disable

zone update VPN vpn-tunnel-access enable
zone update WAN vlan-id 3

zone update WAN port 3 4

zone update WAN mtu 1500

zone update WAN addresses disable

zone update WAN vpn-tunnel-access enable
zone update LAN2 vian-id 2

zone update LAN2 port 3 2

zone update LAN2 mtu 1500

zone update LAN2 addresses disable

zone update LAN2 vpn-tunnel-access enable
zone update LAN3 vian-id 5

zone update LAN3 port 3 3

zone update LAN3 mtu 1500

zone update LAN3 addresses disable

zone update LAN3 vpn-tunnel-access enable
address-groups update dhcp-pool range 192.168.1.101 192.168.1.200
authentication privilege-groups update Allow_VPN_access vpn-client-access
authentication privilege-groups update RADIUS
authentication radius disable

content-filtering filter-service filter-action block-and-log
content-filtering filter-service default-rule deny
content-filtering filter-service server america
content-filtering filter-service deny adult
content-filtering filter-service deny gambling
content-filtering filter-service deny violence
content-filtering filter-service deny criminal
content-filtering filter-service deny hacking
content-filtering filter-service deny weapons
content-filtering filter-service deny drugs
content-filtering filter-service deny hate
content-filtering filter-service allow advertisement
content-filtering filter-service allow computing
content-filtering filter-service allow food
content-filtering filter-service allow politics
content-filtering filter-service allow hosting
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content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service
content-filtering filter-service

allow lifestyle
allow dating
allow reference
allow sex-education
allow sports
allow usenet
allow arts

allow education
allow games
allow health
allow careers
allow vehicles
allow photos
allow religion
allow search
allow streaming-media
allow email
allow chat

allow finance
allow glamour
allow hobbies
allow kids

allow news
allow real-estate
allow proxies
allow shopping
allow travel
disable

content-filtering manual-filter disable
dhcp-server addresses group dhcp-pool

dhcp-server enable
dhcp-server bootp disable

dhcp-server lease-duration 60

dhcp-server dns default

dhcp-server wins primary 0.0.0.0

dhcp-server wins secondary 0.0.0.0

dhcp-server nbx 0.0.0.0

dhcp-server relay disable

interface virtual add 1 internal

interface virtual internal 1 ip 192.168.1.1 netmask 255.255.255.0
interface virtual internal 1 nat external-ip

interface virtual internal 1 rip disable

interface virtual internal 1 rip send-mode v2-multicast
interface virtual internal 1 rip receive-mode all
interface virtual internal 1 rip auth disable

interface virtual internal 1 rip split-horizon enable
interface virtual internal 1 rip poison-reverse enable
interface virtual internal 1 rip advertise-routes enable
interface virtual internal 1 igmp enable query-interval 125 query-timeout 250 ma
X-query-time 10

interface virtual internal 1 pim-dm enable

interface virtual internal 1 zone add LAN

interface virtual internal 1 zone add LAN2
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interface virtual internal 1 zone add VPN

interface virtual internal 1 zone add LAN3

interface virtual add 2 external

interface virtual external 2 type static 10.0.0.146 netmask 255.255.255.0 gw 10.
0.0.147

interface virtual external 2 full-transparent disable
interface virtual external 2 dns-server 10.0.0.145
interface virtual external 2 rip disable

interface virtual external 2 rip send-mode v2-multicast
interface virtual external 2 rip receive-mode all
interface virtual external 2 rip auth disable

interface virtual external 2 rip split-horizon enable
interface virtual external 2 rip poison-reverse enable
interface virtual external 2 rip advertise-routes enable
interface virtual external 2 igmp disable

interface virtual external 2 pim-dm disable

interface virtual external 2 zone add WAN

policy schedule update working-day days -mtwtf- from 0800 to 1800
policy service update 3com-nbx udp port 2093 to 2096
policy service update aol-tcp tcp port 5190 to 5193
policy service update aol-udp udp port 5190 to 5193
policy service update audio-call-control tcp port 1731
policy service update chargen-tcp tcp port 19

policy service update chargen-udp udp port 19

policy service update dhcp-client udp port 68

policy service update dhcp-server udp port 67

policy service update discard-udp udp port 9

policy service update discard-tcp tcp port 9

policy service update dns-tcp tcp port 53

policy service update dns-udp udp port 53

policy service update echo-tcp tcp port 7

policy service update echo-udp udp port 7

policy service update finger-tcp tcp port 79

policy service update ftp tcp port 21

policy service update gopher-tcp tcp port 70

policy service update gre gre

policy service update h323 tcp port 1720

policy service update http tcp port 80

policy service update https tcp port 443

policy service update icmp-ping icmp port 8

policy service update igmp igmp

policy service update ike udp port 500

policy service update imap tcp port 143

policy service update imapv3 tcp port 220

policy service update internet-locator tcp port 389
policy service update ipsec-ah ah

policy service update ipsec-esp esp

policy service update irc tcp port 194

policy service update itunes-tcp tcp port 3689

policy service update itunes-udp udp port 5353
policy service update kerberos-tcp tcp port 88

policy service update kerberos-udp udp port 88
policy service update 12tp udp port 1701
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policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service
policy service

policy service-
policy service-
policy service-

update Idap-tcp tcp port 389

update Idap-udp udp port 389

update lotus-notes-domino tcp port 1352
update lpr tcp port 515

update msn-tcp tcp port 1863

update msn-udp udp port 1863

update nat-t-ipsec udp port 4500
update nbname tcp port 137

update netbios-tcp tcp port 137 to 139
update netbios-udp udp port 137 to 139
update netmeeting tcp port 1720
update nfsd-tcp tcp port 2049

update nfsd-udp udp port 2049

update nntp tcp port 119

update ntp udp port 123

update pc-anywhere-tcp tcp port 5631
update pim-dm pim

update ping icmp port 8

update pop3 tcp port 110

update portmapper-tcp tcp port 111
update portmapper-udp udp port 111
update pptp-tcp tcp port 1723

update radius-accounting udp port 1813
update radius-auth udp port 1812
update realaudio tcp port 7070

update rexec tcp port 512

update rip udp port 520

update rlogin tcp port 513

update rsh tcp port 514

update rtsp tcp port 554

update sip-tcp tcp port 5060

update sip-udp udp port 5060

update smb tcp port 445

update sms-trap tcp port 8162 to 8163
update smtp tcp port 25

update snmp-request udp port 161
update snmp-trap udp port 162

update ssh tcp port 22

update ssh-udp udp port 22

update syslog udp port 514

update t120 tcp port 1503

update talk udp port 517 to 518
update telnet tcp port 23

update tftp udp port 69

update traceroute icmp port 8

update uls tcp port 522

update uucp udp port 540

update vnc tcp port 5800

update wais tcp port 210

update x-windows tcp port 6000 to 6063
group update aol aol-tcp aol-udp
group update dns dns-tcp dns-udp
group update email pop3 smtp imap imapv3
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policy service-group update ipsec ike ipsec-ah ipsec-esp

policy service-group update ldap Idap-udp Idap-tcp

policy service-group update msn-messenger msn-udp msn-tcp

policy service-group update netmeeting h323 audio-call-control t120
policy service-group update nfs portmapper-tcp portmapper-udp nfsd-tcp nfsd-udp
policy service-group update pptp pptp-tcp gre

policy service-group update secure-management https ssh

policy service-group update sip sip-tcp sip-udp

policy service-group update snmp snmp-request snmp-trap

policy service-group update voice 3com-nbx sip-tcp sip-udp

policy service-group update vpn-protocols pptp-tcp 12tp gre ike nat-t-ipsec
policy service-group update sms-config https snmp-request ssh

policy service-group update sms-get ntp sms-trap

policy service-group update lan2-prot http icmp-ping telnet

policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule

update 5 allow LAN WAN ANY

update 5 schedule always timeout 30 logging disable
update 5 src-addr all

update 5 dst-addr all

update 5 bandwidth disable

update 5 authentication disable

update 5 position 1

update 5 comment "

enable 5

update 6 allow LAN2 WAN ANY

update 6 schedule always timeout 30 logging disable
update 6 src-addr all

update 6 dst-addr all

update 6 bandwidth disable

update 6 authentication disable

update 6 position 2
update 6 comment
enable 6

update 17 allow VPN LAN2 ANY

update 17 schedule always timeout 30 logging disable
update 17 src-addr all

update 17 dst-addr all

update 17 bandwidth disable

update 17 authentication disable

update 17 position 3

update 17 comment "

enable 17

update 19 allow LAN this-device secure-management
update 19 schedule always timeout 30 logging disable
update 19 src-addr all

update 19 dst-addr all

update 19 bandwidth disable

update 19 authentication disable

update 19 position 4

update 19 comment ""

enable 19

update 20 allow LAN2 this-device secure-management
update 20 schedule always timeout 30 logging disable
update 20 src-addr all
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policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule

update 20 dst-addr all

update 20 bandwidth disable
update 20 authentication disable
update 20 position 5
update 20 comment
enable 20

update 7 allow VPN WAN ANY

update 7 schedule always timeout 30 logging disable
update 7 src-addr all

update 7 dst-addr all

update 7 bandwidth disable

update 7 authentication disable

update 7 position 6
update 7 comment
enable 7

update 8 allow LAN3 WAN ANY

update 8 schedule always timeout 30 logging disable
update 8 src-addr all

update 8 dst-addr all

update 8 bandwidth disable

update 8 authentication disable

update 8 position 7
update 8 comment
enable 8

update 18 allow LAN LAN2 ANY

update 18 schedule always timeout 30 logging disable
update 18 src-addr all

update 18 dst-addr all

update 18 bandwidth disable

update 18 authentication disable

update 18 position 8
update 18 comment
enable 18

update 11 allow VPN LAN ANY

update 11 schedule always timeout 30 logging disable
update 11 src-addr all

update 11 dst-addr all

update 11 bandwidth disable

update 11 authentication disable

update 11 position 9
update 11 comment
enable 11

update 15 allow LAN VPN ANY

update 15 schedule always timeout 30 logging disable
update 15 src-addr all

update 15 dst-addr all

update 15 bandwidth disable

update 15 authentication disable

update 15 position 10

update 15 comment "

enable 15

update 16 allow WAN this-device vpn-protocols
update 16 schedule always timeout 30 logging disable
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policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule
policy rule

update 16 src-addr all

update 16 dst-addr all

update 16 bandwidth disable

update 16 authentication disable

update 16 position 11

update 16 comment "

enable 16

update 13 allow this-device WAN vpn-protocols
update 13 schedule always timeout 30 logging disable
update 13 src-addr all

update 13 dst-addr all

update 13 bandwidth disable

update 13 authentication disable

update 13 position 12

update 13 comment "

enable 13

update 21 allow ANY ANY ANY

update 21 schedule always timeout 30 logging disable
update 21 src-addr all

update 21 dst-addr all

update 21 bandwidth disable

update 21 authentication disable

update 21 position 13

update 21 comment ""

enable 21

update 22 deny ANY ANY ANY

update 22 schedule always timeout 30 logging disable
update 22 src-addr all

update 22 dst-addr all

update 22 bandwidth disable

update 22 authentication disable

update 22 position 14

update 22 comment "

enable 22

routing rip disable update-timer 30

routing multicast igmp enable

routing multicast pim-dm enable query-interval 30 prune-timeout 180
vpn ike add DES-SHA1-PSK

vpn ike proposal DES-SHA1-PSK phasel-encryption des-cbc

vpn ike proposal DES-SHA1-PSK phasel-integrity shal

vpn ike proposal DES-SHA1-PSK phasel-dh-group 2

vpn ike proposal DES-SHA1-PSK phasel-lifetime 28800

vpn ike proposal DES-SHA1-PSK auth-type psk

vpn ike proposal DES-SHA1-PSK aggressive-mode disable

vpn ike proposal DES-SHA1-PSK local-id-type ip

vpn ike proposal DES-SHA1-PSK peer-id-type ip

vpn ike proposal DES-SHA1-PSK ca-cert ANY

vpn ike proposal DES-SHA1-PSK nat-t enable

vpn ike proposal DES-SHA1-PSK dpd enable

vpn ike proposal DES-SHA1-PSK auto-connect disable

vpn ike proposal DES-SHA1-PSK tight-phase2-control enable

vpn ike proposal DES-SHA1-PSK phase2-encryption des-cbc

vpn ike proposal DES-SHA1-PSK phase2-integrity esp-shal-hmac
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vpn ike proposal DES-SHA1-PSK phase2-lifetime 3600

vpn ike proposal DES-SHA1-PSK pfs disable

vpn ike proposal DES-SHA1-PSK phase2-dh-group 2

vpn ike add 3DES-SHA1-DH2

vpn ike proposal 3DES-SHA1-DH2 phasel-encryption 3des-cbc
vpn ike proposal 3DES-SHA1-DH2 phasel-integrity shal

vpn ike proposal 3DES-SHA1-DH2 phasel-dh-group 2

vpn ike proposal 3DES-SHA1-DH2 phasel-lifetime 28800

vpn ike proposal 3DES-SHA1-DH2 auth-type psk

vpn ike proposal 3DES-SHA1-DH2 aggressive-mode disable
vpn ike proposal 3DES-SHA1-DH2 local-id-type ip

vpn ike proposal 3DES-SHA1-DH2 peer-id-type ip

vpn ike proposal 3DES-SHA1-DH2 ca-cert ANY

vpn ike proposal 3DES-SHA1-DH2 nat-t disable

vpn ike proposal 3DES-SHA1-DH2 dpd enable

vpn ike proposal 3DES-SHA1-DH2 auto-connect disable

vpn ike proposal 3DES-SHA1-DH2 tight-phase2-control disable
vpn ike proposal 3DES-SHA1-DH2 phase2-encryption 3des-cbc
vpn ike proposal 3DES-SHA1-DH2 phase2-integrity esp-shal-hmac
vpn ike proposal 3DES-SHA1-DH2 phase2-lifetime 3600

vpn ike proposal 3DES-SHA1-DH2 pfs disable

vpn ike proposal 3DES-SHA1-DH2 phase2-dh-group 2

vpn ipsec enable

vpn ipsec add Default

vpn ipsec sa Default key ike proposal DES-SHA1-PSK

vpn ipsec sa Default transport enable

vpn ipsec sa Default peer 0.0.0.0

vpn ipsec sa Default zone LAN

vpn ipsec sa Default tunnel subnet 0.0.0.0 netmask 0.0.0.0
vpn ipsec sa Default peer-default-route disable

vpn ipsec sa Default disable

vpn ipsec add LAN1-22NET

vpn ipsec sa LAN1-22NET key ike proposal 3DES-SHA1-DH2 shared-secret ******x*
vpn ipsec sa LAN1-22NET transport disable

vpn ipsec sa LAN1-22NET peer 10.0.0.147

vpn ipsec sa LAN1-22NET zone LAN

vpn ipsec sa LAN1-22NET tunnel subnet 192.168.22.0 netmask 255.255.255.0
vpn ipsec sa LAN1-22NET peer-default-route disable

vpn ipsec sa LAN1-22NET enable

vpn |2tp addresses none

vpn 12tp zone LAN

vpn [2tp dns relay

vpn [2tp encryption enable

vpn 12tp disable

vpn pptp addresses none

vpn pptp zone LAN

vpn pptp dns relay

vpn pptp encryption enable

vpn pptp disable

ramdisk sync-interval message 30

ramdisk sync-interval audit 30

ramdisk sync-interval block -1

ramdisk sync-interval alert -1
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ramdisk sync-interval peer -1
ramdisk sync-interval traffic -1

sms v2

sms no v3

sms no must-be-ip
no sms

session timeout 20 -persist

DUT#

5.1.2 OfficeConnect 3CR858-91 configuration file
There is no method to dump the configuration as a text file.

5.2 Aggressive Mode

5.2.1“show conf” file for X505

i nterface ngnt Et her net

ip 161.71.52. 46

mask 255.255.255.0
default-gateway 0.0.0.0

exit

nt erf ace et hernet
negoti ate
dupl ex ful
I i nespeed 100
no shut down
exit

nt erf ace et hernet
negoti ate
dupl ex ful
i nespeed 100
no shut down
exit

nt er f ace et hernet
negoti at e
dupl ex ful
| i nespeed 100
no shut down
exit

nterface ethernet
negoti ate
dupl ex ful
| i nespeed 100
no shut down
exit

host nane " PG _DUT"

nterface settings
nterface settings
interface settings

31

32

33

34

pol | -interval 2000

detect-ndi enabl e
ndi - nopde ndi X

host | ocation "Henel shared Lab"
host ip-filter pernit any icnp
host ip-filter permt any ip

no aut odv

user options max-attenpts 5
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user options expire-period 90

user options expire-action expire

user options | ockout-period 5

user options attenpt-action | ockout

user options security-level 2

hi gh-availability disable

hi gh-avail ability heartbeat 4 100 2

hi gh-availability id 4098

clock tinmezone GV

cl ock dst

| og audit sel ect general

Il og audit select login

I og audit sel ect |ogout

|l og audit sel ect user

|l og audit select tine

| og audit select policy

|l og audit sel ect update

Il og audit sel ect boot

| og audit select report

|l og audit sel ect host

| og audit select configuration

Il og audit sel ect oam

log audit select sns

|l og audit sel ect server

|l og audit sel ect segnent

|l og audit select high-availability

|l og audit sel ect nonitor

log audit select ip-filter

| og audit select conn-table

| og audit sel ect host-communication

|l og audit select tse

category-settings -profile "Default Security Profile" vulnerabilities
enabl e - action-set "Recomended"

category-settings -profile "Default Security Profile" exploits
enabl e - action-set "Recomended"

category-settings -profile "Default Security Profile" security-policy
enabl e - action-set "Reconmended"

category-settings -profile "Default Security Profile" reconnai ssance
enabl e - action-set "Recomended"

category-settings -profile "Default Security Profile" virus

enabl e - action-set "Recommended"

category-settings -profile "Default Security Profile" spyware
enabl e - action-set "Recomended"

category-settings -profile "Default Security Profile" identity-theft
enabl e - action-set "Recommended"

category-settings -profile "Default Security Profile" traffic-norna
enabl e - action-set "Reconmended"

category-settings -profile "Default Security Profile" network-equi pnent
enabl e - action-set "Recommended"

category-settings -profile "Default Security Profile" p2p

enabl e - action-set "Recommended"

category-settings -profile "Default Security Profile" im

enabl e - action-set "Recomended"

category-settings -profile "Default Security Profile" stream ng-nedia
enabl e - action-set "Recommended"

notify-contact "Managenent Console" 1

notify-contact "Renpbte System Log" 1
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default-alert-
server ssh
server no http
server https
server browser
nmoni t or thresh
nmoni tor thresh
noni tor thresh
noni t or di sabl
no service-acc
tse adaptive-f
tse af c-severi
tse connection
t se | oggi ng- no
tse quarantine

sink period 1

- check

old nenory -major 90 -critical 95
ol d disk -major 90 -critical 95
old tenperature -najor 72 -critical 74
e power-supply

ess

ilter nmode automatic

ty warning

-tabl e tineout 1800

de conditional -threshold 1.0 -period 600
duration 60

email-rate-limt 10

zone update LAN vlan-id 1

zone update LAN port 3/1

zone update LAN ntu 1500

zone update LAN addresses disabl e

zone update LAN vpn-tunnel -access enabl e
zone update VPN vlan-id 4

zone update VPN port none

zone update VPN ntu 1500

zone update VPN addresses disabl e

zone update VPN vpn-tunnel -access enabl e
zone update WAN vlan-id 3

zone update WAN port 3/4

zone update WAN ntu 1500

zone updat e WAN addresses di sabl e

zone update WAN vpn-tunnel -access enabl e

addr ess- gr oups
aut henti cati on
access

aut henti cati on
aut henti cati on
aut henti cati on
*kkkkkkx aut h_
aut henti cati on
aut henti cati on
aut henti cati on
aut henti cati on
aut henti cati on
aut henti cati on
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering
web-filtering

updat e DHCP- Pool range 192.168.1.1 192.168.1.20
privil ege-groups update All ow VPN access vpn-client-

privil ege-groups update RADI US

radi us default-privil ege-group RADI US

radi us server primary 0.0.0.0 port 1812 shared-secret
nmet hod chap

radi us server secondary none

radi us disabl e

radi us user-authentication enable

radi us vpn-clients enabl e

radius retries 3

radi us tinmeout 2
defaul t-rul e bl ock
filter-action bl ock-and-I| og
filter-service cache expiry 24
filter-service cache size 4194304
filter-service block adult
filter-service bl ock ganbling
filter-service block violence
filter-service block crimna
filter-service bl ock hacking
filter-service bl ock weapons
filter-service block drugs
filter-service block hate
filter-service permt advertisenent

3Com Technical Note 36



OfficeConnect 3CR858-91 to “X” unit IPSec VPN

web-filtering filter-service pernmt conputing
web-filtering filter-service permt food
web-filtering filter-service permt politics
web-filtering filter-service permt hosting
web-filtering filter-service pernit lifestyle
web-filtering filter-service pernt dating
web-filtering filter-service pernit reference
web-filtering filter-service permit sex-education
web-filtering filter-service permt sports
web-filtering filter-service pernit usenet
web-filtering filter-service permt arts
web-filtering filter-service pernmt education
web-filtering filter-service pernit ganes
web-filtering filter-service pernmit health
web-filtering filter-service pernit careers
web-filtering filter-service pernmt vehicles
web-filtering filter-service pernit photos
web-filtering filter-service pernmit religion
web-filtering filter-service permit search
web-filtering filter-service pernmt strean ng-nedia
web-filtering filter-service pernit enai
web-filtering filter-service permt chat
web-filtering filter-service pernmit finance
web-filtering filter-service pernit gl anour
web-filtering filter-service pernit hobbies
web-filtering filter-service permt kids
web-filtering filter-service permt news
web-filtering filter-service pernit real-estate
web-filtering filter-service permit proxies
web-filtering filter-service pernit shopping
web-filtering filter-service permt trave
web-filtering filter-service disable
web-filtering manual -filter disable
dhcp-server addresses group DHCP- Poo
dhcp-server enable

dhcp-server bootp disable

dhcp-server | ease-duration 60

dhcp-server dns defaul t

dhcp-server wins primary 0.0.0.0

dhcp-server wins secondary 0.0.0.0
dhcp-server nbx 0.0.0.0

dhcp-server relay disable

dns use-external -dns enabl e

interface virtual add 1 interna

nterface virtual internal 1 ip 192.168.1.254 netmask 255.255.255.0

i
i i

interface virtual internal 1 ha-ngnt-ip 0.0.0.0
interface virtual internal 1 nat external-ip

interface virtual internal 1 rip disable

interface virtual internal 1 rip send-node v2-nulticast
interface virtual internal 1 rip receive-node al
interface virtual internal 1 rip auth disable

interface virtual internal 1 rip split-horizon enable
interface virtual internal 1 rip poison-reverse enable
interface virtual internal 1 rip advertise-routes enable
interface virtual internal 1 ignp disable

interface virtual internal 1 pimdmdisable

interface virtual internal 1 zone add LAN
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interface virtual
interface virtual
interface virtual
255. 255. 255. 0

interface virtual
nt erface virtual
nterface virtual
nterface virtual
nterface virtual
nterface virtual
nt erface virtual
nterface virtual
nterface virtual
nterface virtual
nterface virtual

internal 1 zone add VPN
add 2 external
external 2 type static 10.0.0.146 netmask

external 2 ha-ngm-ip 0.0.0.0
external 2 rip disable

external 2 rip send-node v2-nulticast
external 2 rip receive-node al
external 2 rip auth disable

external 2 rip split-horizon enable
external 2 rip poison-reverse enable
external 2 rip advertise-routes disable
external 2 ignp disable

external 2 pimdm disable

external 2 zone add WAN

def aul t - gat eway 10. 0. 0. 147
firewal | schedul e update working-day days -ntwtf- from 0800 to 1800

firewal | service
firewal | service
firewal | service
firewal |l service
firewal | service
firewal | service
firewal | service
firewal | service
firewal |l service
firewal | service
firewal | service
firewal | service
firewal | service
firewal |l service
firewal | service
firewal | service
firewal | service
firewal |l service
firewal |l service
firewal | service
firewal | service
firewal | service
firewal | service
firewal |l service
firewal | service
firewal | service
firewal | service
firewal | service
firewal | service
firewal | service
firewal | service
firewall service
firewall service
firewal | service
firewal | service
firewal | service
firewal |l service
firewall service
firewal | service
firewal | service

updat e 3com nbx udp port 2093 to 2096
updat e audi o-call-control tcp port 1731
updat e dhcp-client udp port 68

updat e dhcp-server udp port 67

update dns-tcp tcp port 53

updat e dns-udp udp port 53

update finger-tcp tcp port 79

update ftp tcp port 21

updat e gopher-tcp tcp port 70

update gre gre

update h323 tcp port 1720

update http tcp port 80

update https tcp port 443

update ignp ignp

updat e i ke udp port 500

update imap tcp port 143

update i mapv3 tcp port 220

updat e i psec-ah ah

updat e i psec-esp esp

updat e kerberos-tcp tcp port 88

updat e kerberos-udp udp port 88

update | 2tp udp port 1701

update | dap-tcp tcp port 389

updat e | dap-udp udp port 389

updat e | ot us-notes-dom no tcp port 1352
update | pr tcp port 515

update nat-t-ipsec udp port 4500
updat e nbnane tcp port 137

update netbios-tcp tcp port 137 to 139
updat e net bi os-udp udp port 137 to 139
update netneeting tcp port 1720

update nfsd-tcp tcp port 2049

updat e nfsd-udp udp port 2049

update nntp tcp port 119

update ntp udp port 123

update pi mdm pi m

update ping icnp port 8

update pop3 tcp port 110

updat e portnmapper-tcp tcp port 111
updat e portmapper-udp udp port 111
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firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update
firewall service update

firewall service-group
firewall service-group
firewall service-group
firewall service-group
firewall service-group
firewall service-group
firewall service-group

server

firewall service-group

nf sd- udp

firewall service-group
firewall service-group
firewall service-group
firewall service-group

request ssh

firewall service-group
firewall service-group
firewall service-group
firewall service-group
firewall service-group

i psec

firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule enable

=

RPRRRPRPRRRRPR

pptp-tcp tcp port 1723

radi us-accounting udp port 1813
radi us-auth udp port 1812
rexec tcp port 512

rip udp port 520

rlogin tcp port 513

rsh tcp port 514

rtsp tcp port 554

sip-tcp tcp port 5060

si p-udp udp port 5060

snb tcp port 445

sns-client tcp port 10042
sns-trap tcp port 8162 to 8163
sntp tcp port 25

snnp-request udp port 161
snnp-trap udp port 162

ssh tcp port 22

sysl og udp port 514

t120 tcp port 1503

telnet tcp port 23

tftp udp port 69

traceroute icnp port 8

uucp udp port 540

vnc- browser tcp port 5800
vnc-vi ewer tcp port 5900

X-wW ndows tcp port 6000 to 6063

update dns dns-tcp dns-udp

update email pop3 smtp imap i mapv3

update i psec ike ipsec-ah ipsec-esp

update | dap | dap-udp | dap-tcp

updat e managenent https ssh ping snnp-request
updat e netneeti ng h323 audio-call-control t120
updat e network-protocols dns-tcp dns-udp dhcp-

update nfs portnapper-tcp portmapper-udp nfsd-tcp

update pptp pptp-tcp gre

updat e secure-managenent https ssh

update sip sip-tcp sip-udp

update sns-config http https sns-client snnp-

update sns-get ntp sns-trap

updat e snnp snnp-request snnp-trap

update vnc vnc-browser vnc-vi ewer

updat e voi ce 3com nbx sip-tcp sip-udp

update vpn-protocols pptp-tcp |2tp gre ike nat-t-

permt LAN WAN ANY

schedul e al ways tineout 30 | ogging disable
src-addr all

dst - addr al

bandw dt h di sabl e

aut henti cati on di sabl e

position 1

conment "All ow LAN unrestricted access to WAN'
renot e- | oggi ng di sabl e
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firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule enable
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule enable
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule update
firewall rule enable
firewall alg sip services ANY

firewall alg sip sdp-port-range ANY

routing rip disable update-tinmer 30

routing multicast ignp disable

routing multicast pimdmdisable query-interval 30 prune-tineout 180
vpn ike local-id email X unit@com com

vpn i ke local-id domain X unit

vpn i ke add DES- SHA1- PSK

vpn i ke proposal DES- SHAl- PSK phasel-encrypti on des-cbc

vpn i ke proposal DES-SHAL-PSK phasel-integrity shal

vpn i ke proposal DES-SHAL-PSK phasel-dh-group 1

vpn i ke proposal DES-SHAl-PSK phasel-lifetime 28300

vpn i ke proposal DES- SHAl- PSK aut h-type psk

vpn i ke proposal DES- SHAl- PSK aggressi ve-node di sabl e

vpn i ke proposal DES-SHALl-PSK | ocal -id-type ip

vpn i ke proposal DES-SHAL-PSK peer-id-type ip

vpn i ke proposal DES-SHAl-PSK ca-cert ANY

vpn i ke proposal DES-SHAl-PSK nat-t disable

vpn i ke proposal DES- SHAl- PSK dpd enabl e

vpn i ke proposal DES- SHAl- PSK aut o- connect disable

vpn i ke proposal DES-SHAL-PSK tight-phase2-control enable

vpn i ke proposal DES-SHAl- PSK phase2-encryption des-cbc

vpn i ke proposal DES-SHAl-PSK phase2-integrity esp-shal-hmac

vpn i ke proposal DES- SHAl- PSK phase2-lifetime 3600

vpn i ke proposal DES- SHAl- PSK pfs disable

vpn i ke proposal DES-SHALl-PSK phase2-dh-group 1

vpn i ke proposal DES-SHAl-PSK phase2-zero-id disable

permt WAN this-device vpn-protocols
schedul e al ways tinmeout 30 | ogging disable
src-addr all

dst - addr al

bandwi dt h di sabl e

aut henti cation disable

position 2

comrent "Allow VPN term nation"
renot e- |1 oggi ng di sabl e

pernmt ANY this-device nanagenent

schedul e al ways tinmeout 30 | ogging disable
src-addr all

dst - addr al

bandwi dt h di sabl e

aut henti cation disable

position 3

comrent "All ow managenent access from LAN'
renot e- |1 oggi ng di sabl e

permt LAN this-device network-protocols
schedul e al ways tinmeout 30 | ogging disable
src-addr all

dst - addr al

bandwi dt h di sabl e

aut henti cation disable

position 4

comrent "All ow DNS and DHCP from LAN'
renot e- |1 oggi ng di sabl e

AR IAELREARERDDOVUCWOWWWWWWWWNNNNNNNNNDN
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vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn
vpn

i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke
i ke

pr oposal
add 3DES-
proposal
proposal
proposal
pr oposal
pr oposal
proposal
proposal
proposal
pr oposal
pr oposal
pr oposal
proposal
pr oposal
proposal
pr oposal
pr oposal
proposal
pr oposal
proposal
pr oposal
add 3DES-
proposal
proposal
pr oposal
pr oposal
proposal
proposal
proposal
pr oposal
pr oposal
proposal
pr oposal
pr oposal
pr oposal
pr oposal
proposal
pr oposal
proposal
proposal
i ke proposa
i ke proposa
i psec enabl e
i psec add Def
i psec sa
i psec sa

kkkkkkk*k

vpn
vpn
vpn
vpn
vpn
vpn

sa
sa
sa
sa

i psec
i psec
i psec
i psec

DES- SHA1- PSK phase2-strict-id-check disable

SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
3DES- SHA1- DH2- AGG- PFS
SHA1- DH2

phasel-encryption 3des-chc
phasel-integrity shal

phasel- dh-group 2
phasel-lifetime 28800

aut h-type psk

aggr essi ve- node enabl e

| ocal -id-type enai
peer-id-type emil

ca-cert ANY

nat-t disable

dpd enabl e

aut o- connect di sabl e

ti ght - phase2-control disable
phase2-encryption 3des-chc
phase2-integrity esp-shal-hmac
phase2-lifetinme 3600

pfs enabl e

phase2- dh-group 2
phase2-zero-id disabl e
phase2-strict-id-check disable

Def aul t
Def aul t

Def aul t
Def aul t
Def aul t
Def aul t

3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2
3DES- SHA1- DH2

aul t
di sabl e
transport

zone LAN
t unnel

i psec add X unit_to OC

i psec sa X unit_to OC key ike proposa

key i ke proposa

phasel-encryption 3des-chc
phasel-integrity shal
phasel-dh-group 2
phasel-lifetime 283800

aut h-type psk

aggr essi ve- node di sabl e

| ocal -id-type ip

peer-id-type ip

ca-cert ANY

nat-t disable

dpd enabl e

aut o- connect di sabl e

ti ght - phase2-control disable
phase2-encryption 3des-chc
phase2-integrity esp-shal-hnac
phase2-lifetinme 3600

pfs disable

phase2- dh-group 2
phase2-zero-id disable
phase2-strict-id-check disable

DES- SHA1- PSK shar ed- secr et

enabl e

peer 0.0.0.0

enabl e

3DES- SHAL- DH2- AGG- PFS shar ed-

secret *******x peer-id O fi ceConnect @com com
vpn ipsec sa X unit_to OC transport disable
vpn ipsec sa X unit_to _OC peer 0.0.0.0
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vpn ipsec sa X unit_to OC zone LAN
vpn ipsec sa X unit_to_OC tunnel renote subnet 192.168.22.0 net mask

255. 255.

255.0

vpn ipsec sa X unit_to_OC tunnel |ocal subnet 192.168.1.0 netnask

255. 255.

255.0

vpn ipsec sa X unit_to OC tunnel nat disable
vpn ipsec sa X unit_to_OC tunnel enable
vpn ipsec sa X unit_to_OC enabl e

vpn | 2t p addresses none

vpn | 2tp zone LAN

vpn | 2tp dns rel ay

vpn | 2t p encryption enabl e

vpn | 2t p di sabl e

vpn pptp addresses none

vpn pptp zone LAN

vpn pptp dns rel ay

vpn pptp encryption enabl e

vpn pptp disable

ntp peer

ntp server 161.71.52.200: 123
ntp duration 5

ntp offset 1

ntp fast enable

ntp enabl e

randi sk sync-interval sys 30
randi sk sync-interval audit 30
randi sk sync-interval block -1
randi sk sync-interval alert -1
randi sk sync-interval firewallsession -1
randi sk sync-interval firewallblock -1
randi sk sync-interval vpn -1
Sne V2

sns no mnust-be-ip

no sns

sns no renot e-depl oy
session tinmeout 20 -persist

5.2.2 OfficeConnect 3CR858-91 configuration file
There is no method to dump the configuration as a text file.
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