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ABOUT THIS GUIDE

This guide describes how to install and configure the 3Com Network
Access Manager.

This guide is intended for use by network administrators who are
responsible for installing and setting up network equipment, and who are
already familiar with configuring Microsoft's Active Directory and IAS
RADIUS servers. Certain sections of the guide may also be useful to
non-IT staff responsible for the day-to-day routine of administering
network access.

If a release note is shipped with the 3Com Network Access Manager and
contains information that differs from the information in this guide,
follow the information in the release note.

Most 3Com user guides and release notes are available in Adobe Acrobat
Reader Portable Document Format (PDF) on the 3Com World Wide Web
site:

http://www.3com.com

Naming
Conventions

This guide refers to Microsoft Active Directory domain controllers as
Active Directory servers.

Prior to 3Com Network Access Manager Version 1.2, ‘NAM Policies' were
referred to as 'QoS Profiles'.

Screen Shots

Screen shots in this User Guide are for Windows Server 2003, unless
stated otherwise.
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Conventions Table 1 and Table 2 list conventions that are used throughout this guide.

Table 1 Notice Icons

Icon Notice Type Description

Information note  Information that describes important features or
instructions

Caution Information that alerts you to potential loss of data or
A potential damage to an application, system, or device
i Warning Information that alerts you to potential personal injury

Table 2 Text Conventions

Convention Description

Screen displays This typeface represents information as it appears on the
screen.

Words in italics Italics are used to:

= Emphasize a point.

» Denote a new term at the place where it is defined in the
text.

= Identify menu names, menu commands, and software
button names. Examples:

From the Help menu, select Contents.

Click OK.
User entry This typeface represents information that you must enter
The words “enter” When you see the word “enter” in this guide, you must type
and “type” something, and then press Return or Enter. Do not press

Return or Enter when an instruction simply says “type."”

Related In addition to this guide, each 3Com Network Access Manager provides

Documentation on-line help which can be accessed through the application. This guide
contains the instructions you need to install and configure your 3Com
Network Access Manager.



INTRODUCTION

This chapter provides:

m an overview of how 3Com Network Access Manager integrates with
Microsoft’s IAS and Active Directory

= an explanation of NAM Rules, Rule Priority and RADIUS response

m an explanation of 3Com Network Access Manager’s role in
authorization

m a list of 3Com devices supported by 3Com Network Access Manager

m advice on configuring edge port security.

3Com Network
Access Manager
Overview

3Com Network Access Manager is designed for network administrators
responsible for networks using Microsoft Active Directory and Microsoft's
Internet Authentication Service (IAS). 3Com Network Access Manager
simplifies the task of controlling who connects to the network using
either IEEE 802.1X (also known as Network Login ) or MAC-address
based authentication (for example RADA). Today this task can be very
complex to install and configure, particularly if using some of the more
advanced security features.

In summary, 3Com Network Access Manager simplifies the administration
of:

m Network access for users via I[EEE 802.1X.

m Network access for computers via MAC-address based authentication.
=  Automatic VLAN assignment when a user or computer connects.

s Automatic QoS configuration when a user or computer connects.

= Automatic EFW policy configuration when an EFW user connects.

m Preventing specific users or computers from connecting to the
network.
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= Moving specific users or computers (e.g. a PC infected with a virus)
into an isolated network.

m  Multi-vendor RADIUS clients.
Figure 1 illustrates the integration of 3Com Network Access Manager

with Microsoft's Internet Authentication Service (IAS) and Microsoft's
Active Directory.

Figure 1 3Com Network Access Manager Integrated with IAS and Active
Directory
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|> 3Com Network Access Manager is not a standalone RADIUS server.

3Com Network Access Manager is a rule based application that extends
the RADIUS response from the IAS RADIUS server to include the VLAN
and NAM Policy (which selects the QoS profile to be applied on the
switch) associated with the rule. Network administrators create rules
through the 3Com Network Access Manager Network Administration
interface, and apply them to the users, groups and computers configured
within the domain. Network operators, if assigned permission by the
network administrator, can apply rules to users, groups and computers,
see "Selecting Appropriate Permissions For An Operator” in Chapter 3.

3Com Network Access Manager can be used to extend the security on a
network by setting up a self-protecting network. Creating a “Restricted
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Access” user group and corresponding “Isolation” VLAN and QoS
settings will enable the network administrator to separate authorized
computers or users that represent a security threat to the network from
those that do not represent a security threat. For example, a PC infected
with a virus or a worm, or a user launching a DoS attack on the network.
Further examples of how 3Com Network Access Manager can be used to
improve the security on a network are given in Chapter 4.

In addition, 3Com Network Access Manager provides facilities for the
configuration of Active Directory based information for use by a 3Com
EFW Policy Server, see “3Com EFW Policy Support”.

3Com Network Access Manager provides two interfaces: an
Administration interface and an Operator interface, see Figure 1.

The Administration interface is a Microsoft Management Console (MMC)
snap-in that enables the user to quickly configure Active Directory/IAS to
provide user and device authentication, with VLAN and QoS
configuration. It is an extension of the existing Active Directory database
so the list of users, groups and computers already set up in Active
Directory are used to authenticate users. The administrator can also
configure a safe network, to isolate PCs identified as being infected with
a virus or worm.

The Operator interface is a simple extension to the current Active
Directory Users and Computers interface, through the addition of an
extra tab added to the Properties pages for users and computers. This
allows non IT staff, granted with appropriate permissions, to apply rules
that have already been setup by the network administrator.

The 3Com Network Access Manager interfaces enables two different
types of users to control and apply rules on a network: Network
Administrators and Network Operators. This enables network
administrators to delegate much of the day-to-day routine of
administering network access to non technical staff.

Network Administrators

3Com Network Access Manager assumes network administrators are
responsible for:

m setting up the RADIUS server and edge-port security, including the
VLAN, QoS profiles and EFW Policies across the network,



14

CHAPTER 1: INTRODUCTION

m creating the user group structure within Active Directory,

and are familiar with MAC addresses and IEEE 802.1X authentication.
Typical tasks for a network administrator using 3Com Network Access
Manager include:

m adding computer MAC addresses,

m setting up appropriate rules to control access to the network, to
ensure an appropriate level of security and protection for the network,

m setting appropriate administration privileges for network operators.

Network Operators

Network operators are allocated some limited administration privileges by
network administrators, the extent of the privileges being specific to the
individual and their role. For example, one operator may be limited to
blocking access for specific users, whereas another operator may be
allowed to move users between arbitrary groups.

Typical tasks for a network operator include specifying:

m if a user is allowed access to the network,

m if a computer (defined by the MAC address) is allowed access to the
network,

m if allowed access, which VLAN should the user or computer connect
to, and using which QoS configuration,

m if a computer should be isolated from the main network,
m if a user should be isolated from the main network,

m the EFW Policy for each user when they log into a PC with an EFW NIC
installed.

Network operators using 3Com Network Access Manager, do not need to
understand the complexities of the network or the technicalities of
VLANSs, QoS, EFW or RADIUS.
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3Com Network Access Manager provides support for 3Com EFW Policy
Server v2.5, which adds the concept of user-based Embedded Firewall
(EFW) Policies rather than just NIC-based EFW Policies. For example, the
policy which is downloaded to the EFW can be specific to the user logged
into the PC and not just the PC itself. 3Com Network Access Manager
enables the network administrator to define an EFW Policy for each user
in Active Directory. The EFW Policy Server then queries Active Directory to
determine the profile for each user and replies to the EFW with the
relevant configuration.

Through 3Com Network Access Manager, the network administrator can
change an EFW Policy at the same time as the port security settings,
speeding up the configuration of the network. The EFW Policy is not
returned in any RADIUS response.

To ensure that 3Com Network Access Manager and the 3Com EFW Policy
Server operate together, the following steps must be followed using
3Com Network Access Manager:

m Define each EFW policy in 3Com Network Access Manager, see
"Creating A New EFW Policy” in Chapter 3. 3Com Network Access
Manager creates the EFW Policy as an Active Directory object.

m Associate the EFW Policy with rules created in 3Com Network Access
Manager. This can be done during the creation of a new rule, or after
a rule has been created, see “Creating A New NAM Rule” and
“Changing NAM Rule Properties”in Chapter 3.

m Make sure that appropriate users and groups have been associated
with each rule associated with the EFW Policy, see “Displaying
Members Of A NAM Rule” in Chapter 3.

Any changes to EFW Policy associations must be made through the 3Com
Network Access Manager user interface. 3Com Network Access Manager
will not recognize any externally made changes.

After making any change that might affect the EFW Policy of a user, the
EFW group associations must be recalculated for the user, this is done by
clicking the Recalculate EFW membership button on the Tool bar at the
top of the Administration Interface window, see Figure 19 in Chapter 3.
Examples of changes that might affect the EFW policy of a user are:

m if a user’s properties are changed, the correct rule association has to
be re-established. Clicking on the Recalculate EFW membership
button will cause 3Com Network Access Manager to find the highest
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Backing up 3Com
Network Access
Manager Data

priority rule associated with the user, the EFW Policy from that rule is
then associated with the user, all other associations are removed.

m if a rule priority or group is changed, the correct associations have to
be re-established. Clicking on the Recalculate EFW membership
button will cause 3Com Network Access Manager to find all users that
are members of that rule or group, and then finding the authorization
rules applied for each. In a large network this can take a considerable
time.

Data from 3Com Network Access Manager is stored in Active Directory,
via an LDAP interface. Your normal methods for backing up/restoring of
data from Active Directory will also cover 3Com Network Access Manager
data. No special backup/restore is required for 3Com Network Access
Manager data.

Concepts and
Terminology

Active Directory

Internet
Authentication
Service (IAS)

This section provides descriptions of concepts and terminology that you
will need to be familiar with in order to use 3Com Network Access
Manager.

Active Directory is the distributed directory service included with the
Microsoft Windows Server 2003 operating system. Active Directory
enables centralized, secure management of an entire network, which
might span a building, a city, or multiple locations throughout the world.
Active Directory stores information about objects on the computer
network and makes this information easy to find, view and manage. With
Active Directory, users can access resources anywhere in the network with
a single logon, and administrators have a single point of administration
for all objects in the network. When interfaced to IAS, Active Directory
provides secure single login for users, and administrators.

Users/Groups/Computers

Users, groups and computers are standard Active Directory objects,
membership of a group is managed using normal Active Directory
management tools.

IAS is Microsoft's implementation of a RADIUS server, providing
authentication and authorization of users. IAS is included with the
Microsoft Windows Server 2003 operating system. As a RADIUS server,
IAS performs centralized connection authentication, authorization, and
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accounting for network access servers (desktop switches and wireless
access points acting as RADIUS clients), see Figure 2.

Remote Access Policy

For 3Com Network Access Manager to authenticate users and computers
accessing the network, an IAS Remote Access Policy must be created.
Appendix A provides step by step instructions on how to create a Remote
Access Policy.

In a mixed-vendor network where only 3Com switches are used for
authentication through 3Com Network Access Manager, the Remote
Access Policy needs to be adjusted to only match 3Com devices.

In a mixed-Switch (3Com wired, 3Com wireless, 3Com X-Family, and
multi-vendor) network where different formats of RADIUS response is
needed, the Remote Access Policy needs to be adjusted to identify the
correct response type to 3Com Network Access Manager. The 3Com
Network Access Manager configuration file may also need adjustment.
See "Customizing the Configuration Files” on page 121.

Figure 2 Network Access Servers within a Domain

Microsoft
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Internet
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H Service with
3Com Network
Access Manager
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Network Access
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-
_—
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3Com Network Access Manager provides its functionality through a set
of NAM Rules implemented in Active Directory. Each rule comprises a
priority, a Network Access setting (allow/deny), an optional authorization
response (VLAN and Policy), and an optional EFW policy name.
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Users, groups and computers (through the MAC address of the PC) are
associated with rules. When multiple rules are associated with a user,
group or computer then the rule with the highest priority takes
precedence.

Only one pre-defined rule, the Default Rule, is supplied as standard. The
Default Rule is used whenever an authentication finds that a user, group
or computer is not a member of any other rule. Further rules are added
by the Network Administrator to implement the required network
security policies, see “Creating A New NAM Rule” in Chapter 3.

CAUTION: It is important that the default rule is never deleted.

NAM Rule Priority

Each NAM Rule has a priority associated with it. The rule with priority 1
has the highest priority, and will take precedence over all other rules.
Whenever a RADIUS request is authenticated, all associated rules will be
found, but only the rule with the highest priority will be used. No two
rules can have the same priority.

The Default Rule always has the lowest priority.

Network Access Setting

A rule defines the Network Access as either:
Allow — the authorization is valid, or
Deny — the authorization is refused

If the Network Access for a rule is set to Allow, and the rule is selected,
then the RADIUS response will be Accept and will contain the VLAN and
Policy associated with the rule. If the Network Access for a rule is set to
Deny, and the rule is selected, then the RADIUS response will be Reject.

To understand the effect that the Network Access setting has in a
network, the Network Administrator needs to be aware of how the edge
port security has been set up. In some port modes, the setting may
appear counter-intuitive, for example Allow can be used to implement a
blacklist. For more information on edge port security modes, see
“Configuring Edge Port Security”.
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The 3Com Network Access Manager Authorization Plug-in for IAS is
provided as part of the 3Com Network Access Manager installation. The
3Com Network Access Manager Authorization Plug-in for IAS is
responsible for extended verification of the access request and sending
the RADIUS response for a user or computer that is recognized by 3Com
Network Access Manager.

The two forms of RADIUS authentication supported by 3Com Network
Access Manager are:

» MAC-address based authentication, for example RADA (RADIUS
Authenticated Device Access).

m |EEE 802.1X authentication, also known as dot1X, 802.1X and
Network Login.

MAC-address based Authentication

3Com Network Access Manager relies on the RADIUS server to perform
MAC-address based authentication through a single authentication user
name (as opposed to the MAC address as a user name).

When 3Com Network Access Manager receives an authentication request
it authenticates the MAC authentication user name and MAC address of
the computer against the 3Com Network Access Manager rules to
determine the authentication outcome, as follows:

Look up the MAC authentication user name against all users configured,
to find all associated rules.

Look up the MAC address against all Computers configured, to find all
associated rules.

If rules are found, select the highest priority rule.

4 If no rules are found, select the Default Rule.

Return the authentication result from the selected rule.

IEEE 802.1X Authentication

When a switch performs IEEE 802.1X authentication, the process is
identical to the MAC-address based authentication, as follows:

Look up the IEEE 802.1X username against all Users configured, to find
all associated rules.

Look up the MAC address against all Computers configured, to find all
associated rules.
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If rules are found, select the highest priority rule.

If no rules are found, select the Default Rule.

Return the authentication result from the selected rule.

Checking the MAC address ensures that network policies such as blocked
hosts can be maintained, regardless of edge port security mode.

Authorization

Once a user has successfully authenticated, the authorization process
determines which VLANs and QoS to return to the switch, as follows:

From the authentication rule selected, if any VLAN has been specified,
return the VLAN ID in the RADIUS response.

From the authentication rule selected, if a Policy has been specified,

return the Policy as QoS Profile ID in the RADIUS response.

Policy can be returned as any or multiple attributes in the RADIUS
response. See "Customizing the Configuration Files” on page 121.

Devices Supported

The following 3Com devices are supported by 3Com Network Access

Manager v1.2.

Table 3 3Com Devices Supported By 3Com Network Access Manager

Device Type Agent Version Authorization Unit / Port
Type Security
Mode
4200 (4226T/4250T) 3.00 1 802.1X
RADA
4200G 3.1 1 802.1X
RADA
4210 3.1 1 802.1X
RADA
4400 6.13 1 802.1X
RADA
4500 3.01.00p01 1 802.1X
RADA
5500 3.2.3 1 802.1X

RADA
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Table 3 3Com Devices Supported By 3Com Network Access Manager

Device Type Agent Version Authorization Unit / Port
Type Security
Mode
5500G 324 1 802.1X
RADA
7700 3.01.51 1 802.1X
RADA
7757 3.2.0 1 802.1X
RADA
8800 3.01.3%e 1 802.1X
Wireless AP 3.31 1 802.1X
7250/8250/8750
Wireless AP 7760 3.31 1 802.1X
Wireless AP 8760 3.31 1 802.1X
Wireless Switch WXR100  6.0.3 1and 3" 802.1X
Wireless Switch WX1200  6.0.3 1and 3~ 802.1X
Wireless Switch WX2200  6.0.3 1and 3" 802.1X
Wireless Switch WX4400  6.0.3 1and 3~ 802.1X
Unified Gigabit Wireless 1.1.15 1 802.1X
Switch
X5 2.5.1 1 Web Portal

* Advised if roaming required.

Ensure that the configurations of the devices on your network are
consistent with the security policy to be set up using 3Com Network
Access Manager.

If VLANSs are to be configured in 3Com Network Access Manager then
edge ports on switches across the network need to be set to a security
mode that supports auto-VLANS. If VLANSs are not to be set up in 3Com
Network Access Manager, then the devices do not need to support
auto-VLANS.

In addition, the edge ports on switches must be set to consistent modes,
otherwise the same RADIUS response will yield different actions on
different ports. For example, RADA And Network Login only allows user
login if the RADIUS server returns Accept. RADA-Else-Network Login only
allows user login if the RADIUS server returns Reject for RADA request.
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Table 4 lists suitable edge port security modes and their typical use within
a network.The case studies in Chapter 4 explain how these port security
modes operate to control network access.

Table 4 Edge Port Security Modes Compatible With 3Com Network Access

Manager

Port Security Mode

Typical Use

RADA-Else-Network Login

Primarily used for isolating unwanted hosts, as the
RADA authorization overrides the ability for the user
to log-in.

This is the recommended edge port security mode,
if the devices on your network support it. All users
have to be authorized before being allowed access.
Any computer or device can access the network as
long as that they have not been identified as
infected. This allows a network administrator to
easily add host filtering to an existing IEEE 802.1X
network.

RADA And Network Login

Both the computer and the user need to be
authorized to gain access to the network.

It is primarily used for “White-list” style of security,
where all known computers have to be first
configured before a user can log-in from one of
these computers.

RADA Or Network Login

Access to the network is granted if either the
computer or the user is authorized. This mode is
flexible for environments where not every device
has a [EEE 802.1X client

RADA (MAC-address based
Authentication)

Use to control computer access to the network.

Network Login (IEEE 802.1X)

Use to control user access and manage QoS and
VLAN configuration.
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This chapter covers:

m the operating systems and required PC configurations that are
compatible with the 3Com Network Access Manager components,

m the tasks that need to be performed before installing and running

3Com Network Access Manager,

= how to install 3Com Network Access Manager,

= how to modify and repair an existing 3Com Network Access Manager

installation,

= how to uninstall 3Com Network Access Manager.

System
Requirements

Table 5 lists the Microsoft Windows operating systems compatible with
installing and running the 3Com Network Access Manager components. .

Table 5 Microsoft Windows Operating Systems Supported By 3Com Network Access Manager

3Com Network Windows Server 2003 SP1 & Windows 2000 Windows XP Vista
Access Manager SP2 (32 bit/64 bit) Professional SP1 Professional
Component SP1

IAS component yes no no no
Active Directory yes no no no
component

Network Administrator yes yes yes yes
User Interface

Network Operator User yes yes yes yes
Interface

User Guide yes yes yes yes
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Table 6 lists the configuration requirements of PCs that will have 3Com
Network Access Manager components installed.

Table 6 PC Configuration Requirements

3Com Network
Access Manager
Component

For each PC that will have 3Com Network Access
Manager component installed:

IAS component

Ensure IAS is installed on PC.
Ensure the PC is a member of the required domain.

Active Directory
component

Only install on one domain controller. This must become
the schema master (schema FSMO) to perform the install.

You will need to have Schema Administrator privileges to
install the Active Directory component.

Network Administrator
User Interface

Ensure the PC is a member of the required domain.

Install Active Directory Users and Computers, if not already
installed.

Network Operator User Ensure the PC is a member of the required domain.

Interface Install Active Directory Users and Computers, if not already
installed.

User Guide Adobe Acrobat Reader is required on each PC used to view

the 3Com Network Access Manager user guide (this
guide). Obtain a free download of Adobe Acrobat Reader
from http://www.adobe.com/
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Before Installation

>

2

v B

You must perform the following tasks on your network before installing
and setting up 3Com Network Access Manager:

Install and configure Microsoft Internet Authentication Service (IAS),

a Install IAS on one or more Windows 2003 servers in the network. IAS
is included as part of the operating system. For information on setting
up IAS, refer to the Microsoft documentation supplied with IAS.

b Ensure all 3Com devices in the network that will use IAS are
configured in IAS as RADIUS clients with client-vendor set to ‘3Com’".

¢ Setup an IAS Remote Access Policy that 3Com Network Access
Manager will be required to use to authenticate users and computers.
Refer to Appendix A for details on how to create an IAS Remote
Access Policy.

3Com recommends that you avoid including the same attributes in the
IAS access policy.

Ensure all Users, Groups and Computers have been added to Microsoft
Active Directory for your network domain, refer to the user
documentation supplied with Active Directory for details.

Configure the 3Com switches and wireless access points on your network

a Configure the 3Com switches with consistent VLAN and QoS settings
throughout the network.

b Configure all edge ports on 3Com switches with a suitable and
consistent edge port security mode and Intrusion Action setting. For
information on edge port security modes suitable for use with 3Com
Network Access Manager, see “Configuring Edge Port Security” in

Chapter 1.

CAUTION: Using different security modes on switch edge ports on your
network, will result in different meanings for RADIUS responses across
the network.

Use 3Com Network Director or 3Com Enterprise Management Suite to
make the VLAN, QoS and port security mode settings, or else configure
each switch through its web or command line interface. Refer to the user
documentation accompanying the management application or switch for
details.
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Installing 3Com
Network Access
Manager

Overview

s

New Installation

Follow the instructions in this section to install 3Com Network Access
Manager.

3Com Network Access Manager comprises five components:

m Internet Authentication Server component consisting of the 3Com
Network Access Manager Authorization Plug-in for IAS

m Active Directory Server component, this component will extend your
Active Directory schema configuration which cannot be deleted from
Active Directory

s Network Administrator User Interface
m Network Operator User Interface
= this user guide

Each component is installed through the 3Com Network Access Manager
installer.

To install any of the components requires that you have administration
privileges on the local computer. When installing the IAS plug-in you
must use a domain account, that is, you can not install the IAS plug-in
using the local administrator account.

You will need to have Schema Administrator privileges to install the
Active Directory component.

The Internet Authentication Server component needs to be installed on
each IAS in the network. However, the Active Directory Server component
should only be installed on one Active Directory server (also known as a
domain controller) which should be the schema master on your network.
The changes that the Active Directory Server component makes to the
Active Directory server will be replicated across all of the Active Directory
servers on your network.

The extensions that the Active Directory Server component makes to the
Active Directory schema configuration cannot be deleted. The 3Com
Network Access Manager uninstaller will not affect or remove these
Active Directory extensions.
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Install the Network Administrator User Interface and Network Operator
User Interface on the PCs that will be used by the network administrators
and operators using 3Com Network Access Manager. Before installing,
check that the operating system and configuration of the PC complies
with Table 5 and Table 6.

Follow these steps to install the 3Com Network Access Manager
components:

Insert the 3Com Network Access Manager CD in the PC's CDROM drive.
If Autorun is enabled on the PC, the installation starts automatically and
you can skip steps 2 and 3.

2 From the Start menu, select Run.

3 Type p:\setup (Substitute the appropriate letter of your CD-ROM drive

for D), and click OK.
A splash screen will display and the installer will check that:
m the user has administrator privileges on the local machine

m a supported version of Windows is installed on the PC, as shown in
Table 5,

m the PCis a member of a domain,

if any of the checks fail, an error message will display indicating the
problem and the installer will abort. You need to correct the problem
before restarting the installer.

If the checks are successful, the Welcome dialog is displayed, Figure 3.
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Figure 3 InstallShield Wizard

3Com Metwork Access Manager - InstallShield Wizard

Welcome to the InstallShield Wizard for 3Com
Metwork Access Manager

The InstallShield® wizard will inztall 3Com MNetwark

Acceszs Manager on pour computer. To continue, click
=8

¢ Back

Cancel |
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5 Select Next, the End User License Agreement will display, Figure 4.

Figure 4 End User Licence Agreement dialog

3Com Network Access Manager - InstallShield Wizard x|
Licenze Agreement %

Pleaze read the follovang licenze agreement carefully. ~ 5

IMPORTANT: READ BEFORE INSTALLING THE SOFTWARE :I

3COM END USER SOFT*ARE LICEMSE AGREEMENT

Ol SHOULD CAREFULLY READ THE FOLLOWIMG TERMS AMND COMDITIONS
BEFORE DOWHMLOADING, INSTALLING AMD USIMNG THIS PRODUCT, THE USE

OF %HICH |5 LICENSED BY 2C0OM CORFORATIOMN [“3COM' TO ITS

CUSTOMERS FOR THEIR USE OMLY &5 SET FORTH BELOW. DOWNHLOADIMNG,
INSTALLING OF OTHERWISE USIMNG ANy PART OF THE SOFTWARE OR
DOCUMENTATION INDICATES THAT Y0OU ACCEPT THESE TERMS AMD ;l

* i accept the terms of the license agreement

" | do not accept the terms of the icense agiesment

InstallZhield

¢ Back I Hest > I Cancel |

To continue the installation select | accept the terms of the license
agreement, and press the Next button. Otherwise, select Back to move to
the previous dialog or Cancel to end the installation.

On the next dialog, Figure 5, either select the destination location for the
3Com Network Access Manager files using the Change button or else use
the default location Program Files\3ComWetwork Access Manager. Press
Next.
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Figure 5 Choose Destination Location

3JCom Network Access Manager - InstallShield Wizard x|
Choose Destination Location 8
Select folder where zetup will inztall files. | 3

G Install 3Com Metwork, Access Manager to:

C:A\Program Filegh3ComM etwork, Access Manager LChange... |

|mstallShield

£ Back

Cahcel |

7 On the next dialog, Figure 6, select the 3Com Network Access Manager
features to install on the PC. Ticked features will be installed. Un-ticked
features will not be installed. The Next button will be grayed out until a
component has been ticked.

Any combination of features is permitted on a PC providing they are
supported by the PC’s operating system, see Table 5.

CAUTION: The changes that the Active Directory Server component
makes to the Active Directory schema configuration cannot be deleted.

You will need to have Schema Administrator privileges to install the
Active Directory component.

v BV
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Figure 6 Feature Selection

Select Features

Select the features setup will install

Select the features you want to install, and deselect the features pou do not want to install,
Descriphion

[ Intemet Authentication Service Extensions Only instal the Active Directory
.| Operator User Interface Server Extensions feature on
v one Active Directory Server in

ive Directony Sapser Ext

|@|Administratinn User Interface the domain.

v User Guide
Note: ONCE INSTALLED,
THE CHANGES MADE TO

ACTIVE DIRECTDRY BY
THIS FEATURE CANNOT BE
REVERSED.

30.52 MB of zpace required on the C dimve
3195255 MB of space available on the C dive
InstallShield

[ < Back g Hest » J’ Cancel ]

8 On the next dialog, Figure 7, select Install to start the installation, or Back
to return to the previous dialog.
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Figure 7 Confirmation of Installation

3Com Network Access Manager - InstallShield Wizard x|
Ready to Install the Program “ I
The wizard iz ready o begin installation. I"\h

Chck Install to begin the inztallation.

|F you want o review ar change ang of your ingtallation zettings, click Back. Click Cancel to exit
the wizard.

IhstallZhield

¢Back |{instal Cancel |

9 The Installer will check the hard disk space available on the PC. If
sufficient disk space is available, the installer will install the components
selected.

If insufficient disk space is available, an error message is displayed, see
Figure 8, the installation will stop until sufficient space is made available.

Figure 8 Insufficient Disk Space Error Message

' There is nok enough space ko install these optionds],
. Please free up some disk space or modify wour selections.,

10 Once each of the selected components have been successfully installed,
the Installer displays a Installation Complete dialog, see Figure 9. If the
Internet Authentication Server component was installed, then the IAS
server will need to be restarted.
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Figure 9 Installation Complete

3Com Nebtwork Access Manager - InstallShield Wizard

Installation Complete

The 3Com Metwork Access Manager installation completed.
Chick Finish to et the wizand.

Intemet Authentication Service Extensions
Administration User Interface

Opesator Liser Interface

Uszer Guide

< Back Fiish 4 Cancel

Any problems encountered during installation will result in an error
message being displayed and the installation aborted. You will need to
manually fix the problem before restarting the installation.

If during the installation of the Active Directory Server Extensions feature
the Network Access Manager schema extensions are found to already be
configured in the domain then this will be reported on the Installation
Complete dialog which will also include a reference to the
AD-Information.txt file which will contain details of the schema changes.

Repeat steps 1 to 8 for any other PC being used for RADIUS,
Administrator or Operator users.

This section describes the how the installer behaves when an upgrade is
carried on a system which has a previous version of 3Com Network
Access Manager installed. In this case a different set of options are
presented as described below.
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To upgrade an existing installation:

1 Carry out steps 1 to 3 as described in “New Installation”.

2 After the initial splash screen and the background dialog has displayed
and the initial installation checks have all passed, the Welcome dialog
displays indicating the old and new version numbers as shown in

Figure 10.

Figure 10 InstallSield Wizard Upgrade Welcome Dialog

3Com Network Access Manager - InstallShield Wizard E|

Welcome to the InstallShield Wizard for 3Com

Hetwork Access Manager

The I nstallS hield Wiz ard vall update the installed version
[1.01.000] of 3Com Metwork Access Manager to version
1.1.99. To continue, chick Next

Back | New> | [ Cancel
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3 Select Next, the End User License Agreement will display, Figure 11.

Figure 11 End User Licence Agreement dialog

3Com Network Access Manager - InstallShield Wizard x|
Licenze Agreement %&

Pleaze read the follovang licenze agreement carefully.

IMPORTANT: READ BEFORE INSTALLING THE SOFTWARE :I

3COM END USER SOFT*ARE LICEMSE AGREEMENT

Ol SHOULD CAREFULLY READ THE FOLLOWIMG TERMS AMND COMDITIONS
BEFORE DOWHMLOADING, INSTALLING AMD USIMNG THIS PRODUCT, THE USE

OF %HICH |5 LICENSED BY 2C0OM CORFORATIOMN [“3COM' TO ITS

CUSTOMERS FOR THEIR USE OMLY &5 SET FORTH BELOW. DOWNHLOADIMNG,
INSTALLING OF OTHERWISE USIMNG ANy PART OF THE SOFTWARE OR
DOCUMENTATION INDICATES THAT Y0OU ACCEPT THESE TERMS AMD ;l

* i accept the terms of the license agreement

" | do not accept the terms of the icense agiesment

InstallZhield

¢ Back I Hest > I Cancel |

To continue the installation select | accept the terms of the license
agreement, and press the Next button. Otherwise, select Back to move to
the previous dialog or Cancel to end the installation.

4 On the next dialog select the features to be installed on the PC. Any
unticked features will be removed if already installed on the PC. Select
Next to continue with the installation.

5 If the Internet Authentication Service Extension is installed a check is
made that the target Operating System version is supported. If the target
OS is not supported then the dialog is displayed as shown in Figure 12.
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Figure 12 OS Version not supported for Upgrade Message

05 version not supported for upgrade x

> The Internet Authentication Service Extensions feature is not compatible with this
H_‘J/ version of Windows and wil kherefore be removed iF vou confinue.,
This Feature is only installable on \Windows Server 2003 SP1 or later,

Do you wish ko continue?

If you select Yes the Internet Authentication Service Extensions feature
will be removed during the installation operation, otherwise the
installation will be aborted.

6 If the Internet Authentication Service Extensions feature is being installed
then the following additional actions apply:

m If the authorization plug-in configuration files already exist in the
destination location then you are prompted to select whether these
files should be retained or replaced with the default files.

If you chose to replace the existing configuration files they will be
renamed so that that can still be recovered if you later wish to revert to
using them.

m If the IAS service is running then you will be asked if the IAS service
should be restarted during the upgrade.

7 The Installer will check the hard disk space available on the PC. If
sufficient disk space is available, the installer will install the selected
features. After the installation is complete, the Upgrade Complete Dialog
displays as shown in Figure 13.
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Figure 13 Upgrade Complete Dialog

3Com Network Access Manager - InstallShield Wizard

Update Complete

The 3Com Metwork Access Manager update operation
completed. Chck. Firigh to exit the wizard.

The installed features are:
Active Directong S erver Extensions
Intermet Authenbic ation Service Extensions
Adrinistration User Interface
Dperator Uger [nterface
User Guide

| Finish__|

To change the 3Com Network Access Manager components installed on
a PC or repair an existing installation, follow the steps below.

All computers with 3Com Network Access Manager installed in a domain
should be updated to the same version of 3Com Network Access
Manager.

Insert the 3Com Network Access Manager CD in the PC's CDROM drive.
If Autorun is enabled on the PC, the installation starts automatically and
you can skip steps 2 and 3.

2 From the Start menu, select Run.

3 Type D:\setup (substitute the appropriate letter of your CD-ROM drive

for D), and click OK.

The splash screen will display followed by the Maintenance dialog, see
Figure 14.
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Figure 14 Maintenance dialog

3Com Network Access Manager - InstallShield Wizard x|
Welcome ﬂ ]
tadify, repair, or remove the program. | N, @

Welcome to the 3Cam Metwark Access Manager Setup Maintenance program. This program
letz you madify the current inztallation. Click ane of the options below.

o

Select new program components to add or zelect currently installed
components o remave.

" Repair

ﬁ Fieinztall all program components installed by the previous setup.

= Remove

@ Remaove all installed components.

|mztallShield

4 Back | MNest » I Cancel |

5 Click on the Modify button to change the components installed on the
PC.

a The Select Components dialog will display.

Tick the components to be installed.

¢ Any unticked components will be removed if already installed on the
PC.

d Click Next. The Installer will check the hard disk space available on the
PC. If sufficient disk space is available, the installer will install the
components selected.

If insufficient disk space is available, an error message is displayed, and
the installation will stop until sufficient space is made available.

6 Click on the Repair button to repair an existing 3Com Network Access
Manager installation on a PC. All of the currently installed 3Com Network
Access Manager components will be reinstalled on the PC.

If the original installation included the Active Directory Server
component, then repairing the installation will give a warning message
on the Maintenance Complete dialog that the Active Directory
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components are already present in Active Directory. This will not affect
Active Directory.

Figure 15 Maintenance Complete dialog

3Com Metwork Access Manager - InstallShield Wizard

Maintenance Complete

InztallShield Wizard has finished performing maintenance
operations on 3Com Metwork Access Manager.

& ¥es, | want to restart my computer now

7 No | will restart my computer later,

Femave ary digks from their dives, and then click Finish to
complete setup.

¢ Back | Firigh I [Cancel |

Click Finish to exit the Maintenance program. If the Internet
Authentication Server component was installed, then the IAS server will
need to be restarted.

To uninstall the 3Com Network Access Manager components from a PC,
follow these steps:

Insert the 3Com Network Access Manager CD in the PC's CDROM drive.
If Autorun is enabled on the PC, the installation starts automatically and
you can skip steps 2 and 3.

2 From the Start menu, select Run.

3 Type p:\setup (substitute the appropriate letter of your CD-ROM drive

for D), and click OK.

The splash screen will display followed by the Maintenance dialog, see
Figure 16.
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Figure 16 Maintenance dialog

3Com Network Access Manager - InstallShield Wizard X
Welcome ﬂ

A

Modity, repair, or remove the prograr, I "M

Welcome to the 3Com Mebwork, Accesz Manager Setup Maintenance program. This program
letz you modify the current inztallation. Click one of the options below.

= Modify

Select new program components to add or select currently installed
componeks to remave,

= Repair
ﬁ Reinstall all program components installed by the previous setup.

@ Remaove all installed components.

|nztallShield

< Back | Mest » I Cancel

5 Click on the Remove button. On the next dialog, click Yes to remove the
3Com Network Access Manager components installed on the PC, click
No to stop the uninstall and return to the Maintenance dialog.

The extensions made to Active Directory by the Active Directory Server
component cannot be removed.

6 After the 3Com Network Access Manager components have been
removed from the PC, the Maintenance Complete dialog will display, see
Figure 17. Click on the Finish button.
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Figure 17 Maintenance Complete dialog

3Com Metwork Access Manager - InstallShield Wizard

Maintenance Complete

InztallShield ‘Wizard has finished performing maintenance
operations on 3Com Metwork, Access Manager.

1

Canze]

< Back
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Activating 3Com To License 3Com Network Access Manager you have to 'activate' the
Network Access product.
Manager

To activate 3Com Network Access Manager:

1 Select About > Activate Now to display the 3Com Network Access
Manager Activation dialog as shown in Figure 18.

Figure 18 3Com Network Access Manager Activation Dialog

X

3Com Metwork Access Manager Activation
>
\fL l.. 1. Please enter the license key in the text field below,

3 C I I I 3ComE Metwork Director and 3Com® Enterprise Management Suite
license keys can be used to activate the product.,

Network License Key: |
Access

Manager 2, ou need to obtain an activation key,

T

3. When you have obtained the key, or if you already know this key, please
enter it in the text field below,

Ackivation Key:

OF | Cancel | Help |

2 Enter either the License Key for 3Com Network Director or 3Com
Enterprise Management Suite to activate 3Com Network Access
Manager.

3 If you need to obtain a key, click Get Activation Key.....

When the Get Activation Key is clicked the web browser is launched and
you must then enter the Product Number (3C number), the Serial Number
and the Licence key (another dialog is also launched containing the
information which can then be cut and paste into the web page).

The web page can also be manually launched (this is useful if you do not
have direct web access from the domain on which 3Com Network Access
Manager is being installed).

4 Enter the activation key in the Activation Key field and click OK.
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5 After activating 3Com Network Access Manager it is recommended that
any IAS Servers with the 3Com Network Access Manager Authorization
plug-in installed are restarted so that they become activated immediately.

The About > 3Com Network Access... dialog will display the license status
of 3Com Network Access Manager. If the 3Com Network Access
Manager is operating in the evaluation mode the MMC status bar will
display a message that indicates how many days the 3Com Network
Access Manager is into the evaluation period when any of the items in
the Tree or the Details pane are selected. If an item in the tree or details
pane is selected and no message is displayed then the 3Com Network
Access Manager is fully activated.
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GETTING STARTED

This chapter describes:

= how to configure 3Com Network Access Manager after installation,
using the Network Administrator User Interface,

m how to configure the User Interface for Network Operators.

Before configuring 3Com Network Access Manager, make sure you have
created a Remote Access Policy in IAS that uses 3Com Network Access
Manager to authorize users and computers accessing the network, see

Appendix A.

Using The Network
Administrator User
Interface

User Interface

As a Network Administrator on a network that already employs
Microsoft’s Active Directory and Internet Authentication Service (IAS) you
will be familiar with managing Users, Groups and Computers through the
Active Directory MMC console. 3Com Network Access Manager extends
these capabilities by providing facilities to:

m set up rules on how NAM VLANs, NAM Policies and EFW Policies are
applied,

m edit security profiles for users, groups and computers to include NAM
VLAN, NAM Policy and EFW policy information.

To display the Network Administrator's User Interface, select
Start>Control Panel> Administrative Tools >3Com Network Access
Manager Admin

The User Interface is a Microsoft Management Console (MMC) console
consisting of a window divided into two panes, see Figure 19. The left
pane, called the Tree pane in this guide, displays the console tree and the
items that can be configured within the console. The right pane, called
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the Details pane, shows information about the item selected in the Tree
pane.

Figure 19 Network Administrator User Interface

Active Directory New NAM VLAN New EFW Policy Find Objects in the Directory

Domain
New NAM Policy Increase Rule Priority

New NAM Rule Decrease Rule Priority

MAC Address Tool

S(=1E9

@ 3Com Hetwork Access Manager Admin

&% File  Action  Mew  About  bindid Nelp — & J
«+ @@ 2| 5 & < M
L=t %ﬂm Metwork Access Manager MaM Policies & objects
- quarankinel.netman.com Mame | Diescription
+ @ a3Com_Zomputers ﬂjjps 305 Profile
iz k =
* Q Dmpf'l =t mQuarantine.ﬁ.CLl 03 Profile For &CL Quarantine
+-[&3] Domain Controllers ﬁSt dard
+ 5 EFW Policies @t a'|:'| ar
+-[&3] EMSadministratars == 165
-3 NAM Palicies @Web Filter Bypass Policy
5 E MAM Rules 38 webFiterBypass

G0 mam vLANS

IE kesk

GEroups
Isers

+

+

+

>
Yau are/n:nn day 10 of the 60-day evaluation period. /
I /
glh?( Tree page. i th The Details pane.
: Ic tond_anlo Jeclf[ ltn )ﬁc € Lists the items known to the
ree to display a list o system for the object selected
items known to the system in the Tree pane
in the Details pane




Setting Up 3Com
Network Access
Manager

s

NAM VLANs View

R W N =

Using The Network Administrator User Interface 47

To configure 3Com Network Access Manager after installation, follow
these steps:

Before adding entries for VLANS, Policies and EFW policies in 3Com
Network Access Manager make sure that the network is configured
correctly, including VLANSs, QoS profiles and EFW policies. These settings
must be consistent throughout the entire network.

Create VLANS, see”Creating A New NAM VLAN".
Create Policies, see “Creating A New NAM Policy”.

Create EFW policies, see “Creating A New EFW Policy”.

Specify the MAC address(es) for the computers in the domain, see “Using
the MAC Address Tool” or “Entering MAC Addresses For A Computer”

Create rules and assign attributes to the rules, see ”“Creating A New NAM
Rule”.

Ensure the appropriate permissions for each network operator who will

use 3Com Network Access Manager have been set, see “Selecting
Appropriate Permissions For An Operator”.

Associate the rules with the users, groups, and computers in the network
domain.

Clicking on NAM VLANSs in the Tree pane displays in the Detail pane a list
of VLANs already entered into 3Com Network Access Manager. Initially
the Detail pane will be empty, until one or more VLAN entries have been
created, see “Creating A New NAM VLAN". After a VLAN entry has been
created in 3Com Network Access Manager, the Detail pane will show the
VLAN Name and ID, see Figure 20.
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Figure 20 NAM VLANSs View Detail Pane.
New NAM VLAN button
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Creating A New NAM VLAN

To create a new NAM VLAN entry in 3Com Network Access Manager,
follow these steps:

1 Either click NAM VLANSs in the Tree pane and click the New VLAN button
on the Tool bar, or right-click VLANs in the Tree pane and select New>
VLAN

2 In the dialog box enter the name of the new VLAN and the VLAN ID.

The VLAN ID should be a string of characters that match the ID assigned
to the VLAN in the network access device (switch or wireless access
point). For maximum compatibility with supported devices use numeric
IDs.

3 Click OK to create the VLAN.

The VLAN name will be checked to ensure it is valid and unigue, and the
new VLAN name and ID will be added to the list of VLANs shown in the
Detail pane of the VLAN view.
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This completes creating a new VLAN entry in 3Com Network Access
Manager.

The configuration file determines when to return VLAN Name and when
to return VLAN ID in the RADIUS response. See "Customizing the
Configuration Files”.

You can now associate rules with this VLAN if the rules have already been
created, see “Changing NAM Rule Properties”.

Deleting An Existing NAM VLAN

To delete an existing NAM VLAN entry in 3Com Network Access
Manager, follow these steps:

Click on NAM VLANSs in the Tree pane. The Details pane on the right will
list all of the VLANs in 3Com Network Access Manager.

2 Select the VLAN to delete and right-click. Select Delete.
3 Click Yes to confirm deleting the VLAN from 3Com Network Access

VA

Manager.

You can select multiple NAM VLANS for the delete operation.

If you delete a VLAN which is associated with one or more rules, then the
rules are updated to have a VLAN assignment of 'Unspecified'".

Renaming A NAM VLAN And Changing The VLAN ID

To rename an existing NAM VLAN entry in 3Com Network Access
Manager, follow these steps:

Click on NAM VLANs in the Tree pane. The Details pane on the right will
list all of the VLANs in 3Com Network Access Manager.

2 Select the VLAN to rename and right-click. Select Rename.

3 Enter the new name for the VLAN and press Return.

This completes renaming the VLAN entry in 3Com Network Access
Manager.

To change the NAM VLAN ID of an existing VLAN entry in 3Com Network
Access Manager, follow these steps:

Click on NAM VLANs in the Tree pane. The Details pane on the right will
list all of the VLANSs in 3Com Network Access Manager.

Select the VLAN to change and right-click. Select Properties.
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NAM Policies View

>

The Properties dialog window will appear.
Select the VLAN tab and change the ID for the VLAN.

The ID should be a string of characters, for example a number, that
matches the ID assigned to the VLAN during configuration of the
network access device (switch or wireless access point).

Click OK

This completes changing the ID for an existing VLAN entry in 3Com
Network Access Manager.

Displaying Rules Associated With A NAM VLAN
To display the rules associated with a NAM VLAN, follow these steps:

Click on NAM VLANs in the Tree pane. The Details pane on the right will
list all of the VLANs in 3Com Network Access Manager.

Select the VLAN to view and right-click. Select Properties.
The Properties dialog window will appear.

Select the Members tab, a list of rules associated with the VLAN will be
displayed in the window.

Click OK or Cancel.
This completes displaying the rules associated with a VLAN.

Clicking on NAM Policies in the Tree pane displays in the Detail pane a list
of Policies already entered into 3Com Network Access Manager. Initially

the Detail pane will be empty, until one or more Policy entries have been
created, see “Creating A New NAM Policy”. After a Policy entry has been
created in 3Com Network Access Manager, the Detail pane will show the
Policy Name and Policy ID, see Figure 21.

Prior to 3Com Network Access Manager Version 1.2, 'NAM Policies' were
referred to as 'QoS Profiles'.

Policy provides a powerful means to configure edge ports used to
authenticate access to the network. The Policy name and/or ID can be
changed on a per RADIUS Client (Switch) basis. The default configuration
is to use Policy ID as the NAM Policy setting for the RADIUS Client. See

" Customizing the Configuration Files” on page 121.
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Figure 21 NAM Policy View Detail Pane
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‘fou are on day 10 of the 60-day evaluation period.

Creating A New NAM Policy

To create a new NAM Policy entry in 3Com Network Access Manager,
follow these steps:

Either click NAM Policies in the Tree pane and click the New Policy button
on the Tool bar, or right-click NAM Policies in the Tree pane and select
New > Policy

In the dialog box enter the name of the new Policy and the Policy ID.

The Policy ID should be a string of characters (with no spaces) that match
the ID assigned to the NAM Policy in the network access device (switch or
wireless access point), otherwise the device may not accept the RADIUS
response.

Click OK to create the NAM Policy. The new NAM Policy name and ID will
be added to the list of NAM Policies displayed in the Detail pane of the
Policies View.

This completes creating a new NAM Policy entry in 3Com Network Access
Manager.
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You can now:

m associate rules with this Policy if the rules have already been created,
see “Changing NAM Rule Properties”.

Deleting An Existing NAM Policy

To delete an existing NAM Policy in 3Com Network Access Manager,
follow these steps:

Click on NAM Policies in the Tree pane. The Details pane on the right will
list all of the NAM Policies in 3Com Network Access Manager.

2 Select the NAM Policy to delete and right-click. Select Delete.
3 Click Yes to confirm deleting the NAM Policy from 3Com Network Access

VAV

Manager.

You can select multiple NAM Policies for the delete operation.

If you delete a NAM Policy which is associated with one or more rules,
then the rules are updated to have a Policy assignment of 'Unspecified".
Renaming A NAM Policy And Changing The Policy ID

To rename an existing NAM Policy entry in 3Com Network Access
Manager, follow these steps:

Click on NAM Policies in the Tree pane. The Details pane on the right will
list all of the NAM Policies in 3Com Network Access Manager.

2 Select the NAM Policy to rename and right-click. Select Rename.

3 Enter the new name for the NAM Policy and press Return.

This completes renaming the NAM Policy entry in 3Com Network Access
Manager.

To change the ID of an existing NAM Policy entry in 3Com Network
Access Manager, follow these steps:

Click on NAM Policies in the Tree pane. The Details pane on the right will
list all of the NAM Policies in 3Com Network Access Manager.

Select the NAM Policy to change and right-click. Select Properties.
The Properties dialog window will appear.
Select the Policy tab and change the ID for the NAM Policy.
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The ID should be a string of characters that match the ID assigned to the
NAM Policy in the network access device (switch or wireless access point).

Click OK or Cancel.

This completes changing the ID for an existing NAM Policy entry in 3Com
Network Access Manager.

Displaying Rules Associated With A NAM Policy

To display the rules associated with a NAM Policy, follow these steps:

Click on NAM Policies in the Tree pane. The Details pane on the right will
list all of the NAM Policies in 3Com Network Access Manager.

Select the NAM Policies to view and right-click. Select Properties.
The Properties dialog window will appear.

Select the Members tab, a list of rules associated with the Policy will be
displayed in the window.

Click OK or Cancel.

This completes displaying the rules associated with a Policy.

You can enable EFW Support fromView > EFW Support. By default this
option is disabled. The following items are only visible when EFW support
is enabled:

m Recalculate EFW membership toolbar button.

m New EFW Policy toolbar button and menu command.
m EFW Policy column in the Rules detail view.

m EFW Policies container.

s Warning dialog regarding manually updating the EFW Policy
membership.

Clicking on EFW Policies in the Tree pane displays in the Detail pane a list
of EFW policies already entered into 3Com Network Access Manager.
Initially the Detail pane will be empty, until one or more EFW policy
entries have been created, see “Creating A New EFW Policy”. After an
EFW policy entry has been created in 3Com Network Access Manager,
the Detail pane will show the EFW policy name, see Figure 22.

EFW policies are only required if your network includes a 3Com EFW
Policy Server.
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If an attempt to disable EFW Policy Support is made when EFW Policies
exist it will be rejected.

The "EFW Policy" item on the Rule property sheet "Action" pane is only
visible if EFW Policies have been defined.

The Find dialog is available from the Action menu and from the Context
menu.

Figure 22 EFW Policies View Detail Pane
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Creating A New EFW Policy

Before creating an EFW policy in 3Com Network Access Manager make
sure that the EFW policy has already been created in the EFW Policy
Server.
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To create a new EFW policy entry in 3Com Network Access Manager,
follow these steps:

Either click EFW Policies in the Tree pane and click the New EFW Policy
button on the Tool bar, or right-click EFW Policies in the Tree pane and
select New> EFW Policy.

In the dialog box enter the name of the new EFW policy. The name must
be the same as the name assigned to the policy in the EFW Policy Server.

The name must not be the same as the name of a user or group. (An
error messaqge is displayed when attempting to create an EFW Policy with
a name that matches the name of an existing EFW Policy, user or group.)

Click OK to create the EFW policy. The new EFW policy name will be
added to the list of EFW policies shown in the Detail pane of the EFW
Policy view.

This completes creating a new EFW policy entry in 3Com Network Access
Manager.
You can now:

m associate rules with this EFW policy if the rules have already been
created, see “Changing NAM Rule Properties”.

Deleting An Existing EFW Policy

To delete an existing EFW policy in 3Com Network Access Manager,
follow these steps:

Click on EFW Policies in the Tree pane. The Details pane on the right will
list all of the EFW policies in 3Com Network Access Manager.

2 Select the EFW policy to delete and right-click. Select Delete.

3 Click on Yes to confirm deleting the EFW policy from 3Com Network

s
s

Access Manager.

You can select multiple EFW Policies for the delete operation.

If you delete an EFW policy which is associated with one or more rules,
then the rules are updated to have an EFW policy assignment of
'Unspecified".
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NAM Rules View

Renaming An EFW Policy

To rename an existing EFW policy entry in 3Com Network Access
Manager, follow these steps:

Click on EFW Policies in the Tree pane. The Details pane on the right will
list all of the EFW policies in 3Com Network Access Manager.

2 Select the EFW policy to rename and right-click. Select Rename.
3 Enter the new name for the EFW policy and press Return.

This completes renaming the EFW policy entry in 3Com Network Access
Manager.

Displaying Rules Associated With An EFW Policy
To display the rules associated with an EFW policy, follow these steps:

Click on EFW Policies in the Tree pane. The Details pane on the right will
list all of the EFW policies in 3Com Network Access Manager.

Select the EFW policy to view and right-click. Select Properties.
The Properties dialog window will appear.

Select the Members tab, a list of rules associated with the EFW policy will
be displayed in the window.

Click OK or Cancel.

This completes displaying the rules associated with an EFW policy.

Clicking on NAM Rules in the Tree pane displays in the Detail pane a list
of rules already entered into 3Com Network Access Manager. Initially the
Detail pane will be empty, until one or more rules have been created, see
"Creating A New NAM Rule”. After a rule has been created in 3Com
Network Access Manager, the Detail pane will show the Priority of the
rule, the Rule Name and Description, its Action and the VLANS, Policy and
EFW Policy applied to the rule, see Figure 23.




Figure 23 NAM Rules View Detail Pane.
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Creating A New NAM Rule

To create a new NAM Rule, assign a priority and network access response
to the rule, follow these steps:

Either click NAM Rules in the Tree pane and click the New Rule button on
the Tool bar, or right-click NAM Rules in the Tree pane and select
New>Rule

In the dialog box enter the name of the new rule.
Click OK to create the rule.

You now need to set the priority for the rule, which must be unique. The
priority determines the order in which rules are examined when a RADIUS
request is received. The rule with priority 1 has the highest priority, and
will take precedence over all other rules. The new rule will have been
assigned the current lowest priority, for example if the lowest priority was
10 before creating the rule, then the new rule will have priority 11.
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4 Click NAM Rules in the Tree pane. The Details pane on the right will list all
of the rules.

5 Select the newly created rule and use the !t buttons on the Tool bar to
increase or decrease the priority of the rule to match your network
security requirements.

Now set the other attributes for the rule.

6 Select the new rule from the list of rules shown in the Detail pane, and
right-click, select Properties.

The Properties dialog window will appear.

7 Select the Security tab to assign security permissions to network
administrators and operators who are permitted to apply the rule to
users, groups and computers, see Figure 24.

a Select a group or user from the list of names in the window and click
Add.

b Select the appropriate security permission to match the role of the
group or user, see Table 7.

All Network Administrators must have Read permission for ALL rules to
ensure that they can see how rules have been applied, and enable them
to troubleshoot access difficulties in the network.
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Figure 24 Security Tab For A Rule
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Table 7 Selecting Appropriate Rule Permissions

Role Rule Permissions

Network Administrator(s) or Network Operator(s) Tick Allow for Read and Write
allowed to associate the rule with a user, group,  permissions.
or computer

Network Administrator(s) not allowed to associate Tick Allow for Read permission.
the rule with a user, group, or computer

Network Operator not allowed to associate the Do not tick any boxes.
rule with a user, group, or computer

¢ Repeat steps 7a and 7b for each group and user permitted to assign
the rule.
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8 Select the Action tab and configure the action attributes for the rule,
Figure 25.

Figure 25 Action Tab For A Rule

QuarantineACL1 Properties

Security | Action |Meml:uers

Priority 7] il

Metwork Accesz | Allow il

MAM YLAN 'WLAN 785 |

M&M Palicy | QuarantineACLT ~|

EFw Palicy |[L| nzpecified) j
e,

JC0Mm
[ ] l [ Cancel ]

a You changed the Priority setting for the rule in step 5. There is no
need to change it again unless you need to assign a different unique
priority.

b Select the Network Access setting that the RADIUS server will return in
the RADIUS response, on the rule being obeyed. Allow indicates
authentication is valid. Deny indicates authentication is refused. If you
select Deny all attributes below Network Access will be grayed out, go

to step 9.

To understand the effect of this action, you need to be aware of how the
edge port security is set up on the network. In some port modes, the
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response may appear illogical, for instance, Allow can be used to
implement a blacklist.

¢ If Network Access is set to Allow, select the VLAN from the drop down
list, this VLAN will be included in the RADIUS response if the rule is
obeyed. Select the (Unspecified) option to prevent a VLAN from being
included in the RADIUS response.

The network access device may interpret the VLAN as a tagged or
untagged VLAN depending upon the switch or wireless access point type
and configuration.

d Select the Policy (if any) associated with the rule. The Policy will be
included in the RADIUS response if the rule is obeyed. If you do not
wish to associate a Policy with the rule, select the (Unspecified)
setting.

e Select the EFW policy (if any) associated with the rule. If you do not
wish to associate an EFW policy with the rule, select the (Unspecified)
setting.

EFW policy information is NOT returned in a RADIUS response

Select the Members tab to display a list of members (users, groups or
computers) associated with the rule. At this stage the list will be empty.

Click OK

This completes creating a new rule in 3Com Network Access Manager,
you now need to associate users, groups and computers with the rule.
Follow the steps in “Associating Rules With A User”, “Associating Rules
With A Group”, ”Associating Rules With A Computer”as appropriate.

Deleting An Existing NAM Rule

To delete an existing NAM Rule in 3Com Network Access Manager,
follow these steps:

Click on NAM Rules in the Tree pane. The Details pane on the right will
list all of the rules in 3Com Network Access Manager.

2 Select the rule to delete and right-click. Select Delete.

3 Click Yes to confirm deleting the rule from 3Com Network Access

>/

Manager.
You can select multiple NAM Rules for the delete operation.

CAUTION: Do NOT delete or rename the default rule.
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Controlling Permission To Apply A NAM Rule

Selecting who has permission to apply a NAM Rule, is performed when
the rule is created. Permissions can be changed after a rule is created,
providing the user or group making the change has write permission for
the rule.

To change permissions on a rule, follow these steps:

Click on NAM Rules in the Tree pane. The Details pane on the right will
list all of the rules in 3Com Network Access Manager.

Select the rule to change and right-click. Select Properties.
The Properties dialog window will appear.

Select the Security tab. Follow the instructions in step 7 of “Creating A
New NAM Rule” to re-assign permissions for the rule.

Changing NAM Rule Priorities

Setting the priority of a NAM rule, is performed when the rule is created.
The rule priority can be changed after a rule is created, providing the user
or group making the change has write permission for the rule. Priority 1 is
the highest priority, a rule assigned priority 1 will take precedence over all
other rules. A rule assigned priority 2 will take precedence over rules
assigned a priority of 3, 4...The Default Rule has the lowest priority.

To change the priority of a rule, follow these steps:

Either:

Click on NAM Rules in the Tree pane. The Details pane on the right will
list all of the rules in 3Com Network Access Manager.

Select the rule to change and use the It buttons on the Tool bar to
increase or decrease the priority of the rule to match your network
security requirements. Ensure the rule has a unigue priority.

If EFW policies are used, click on the Recalculate EFW Membership button
in the Tool bar after changing the rule priorities.

Or:

Click NAM Rules in the Tree pane. The Details pane on the right will list all
of the rules in 3Com Network Access Manager.

Select the rule to change and right-click. Select Properties.
The Properties dialog window will appear.

Select the Action tab and select the Priority for the rule. .
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4 Click OK.

5 If EFW policies are used, click on the Recalculate EFW Membership button
in the Tool bar after changing the rule priorities.
Changing NAM Rule Properties
Selecting the properties for a rule is performed when the rule is created.
Rule properties can be changed after a rule is created, providing the user
or group making the change has write permission for the rule.
To change properties for a rule, follow these steps:

1 Click on NAM Rules in the Tree pane. The Details pane on the right will
list all of the rules in 3Com Network Access Manager.

2 Select the rule to change and right-click. Select Properties.
The Properties dialog window will appear.

3 Select the Action tab. Follow the instructions in step 8 of “Creating A
New NAM Rule” to select different properties for the rule.

If EFW policies are used, click on the Recalculate EFW Membership button
in the Tool bar after changing the rule properties.

Displaying Members Of A NAM Rule

To display all of the members (users, groups and computers) associated
with a rule, follow these steps:

1 Click on NAM Rules in the Tree pane. The Details pane on the right will
list all of the rules in 3Com Network Access Manager.

2 Select the rule to view and right-click. Select Properties.
The Properties dialog window will appear.

3 Select the Members tab.The members associated with the rules will be
listed in the window.

4 Click OK

Changing Members Of A NAM Rule

To add or remove users associated with a rule, refer to “Displaying And
Changing Rules Associated With A User”.

To add or remove groups associated with a rule, refer to”Displaying And
Changing Rules Associated With A Group”.
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To add or remove computers associated with a rule, refer to “Displaying
And Changing The Rules And MAC Address Associated With A

Computer”.

Users View

Clicking on Users in the Tree pane displays in the Detail pane a list of

Users which already exist in the domain, see Figure 26. Alternatively if
you have created Organizational Units to structure your users, click on the
organizational units subfolders until you reach the desired unit holding

the

user.

In the Detail pane, the Current Rule column indicates the rule with the
highest priority that is associated with a user, and which is used for
authorization of the user. A new user without specific rules applied, will
have the Default Rule in the Current Rule column.

>

The current rule for a user may be overridden by MAC address related
settings, for example, if the MAC address of a user's PC was blocked

because the PC was infected, it would usually be set to override the user's
own allocations.

Figure 26 Users View Detail Pane.
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Associating Rules With A User

All users in the domain will have the Default Rule applied until they are
associated with other rules created with 3Com Network Access Manager.
To associate a rule(s) with a user, follow these steps:

Either click on Users in the Tree pane or if you have created
Organizational Units to structure your users, click on the organizational
units subfolders until you reach the desired unit holding the user.

Select the user in the Details pane and right-click. Select Properties.
The Properties dialog window will appear.

Select the Network Access tab, a list of rules created with 3Com Network
Access Manager and for which you have read permission will be
displayed in the window, see Figure 27.
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Figure 27 Network Access Tab
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4 Tick the box beside each rule that is to be associated with the user. If the
rule is grayed out then the user is a member of a group which is already
associated with the rule.

A user can be associated with multiple rules, however only the highest
priority rule associated with the user will be used for the RADIUS
authorization.

5 Click OK
This completes associating rules with a user.
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Displaying And Changing Rules Associated With A User
To display and change the rules associated with a user, follow these steps:

Either click on Users in the Tree pane or if you have created
Organizational Units to structure your users, click on the organizational
units subfolders until you reach the desired unit holding the user.

Select the user in the Details pane and right-click. Select Properties.
The Properties dialog window will appear.

Select the Network Access tab, a list of rules created with 3Com Network
Access Manager and for which you have read permission will be
displayed in the window, see Figure 27. The tick box indicates how the
rule is to be applied to the user, see Table 8.

Table 8 Rules Tick Box For A User

Tick Box Setting Meaning

Black, not ticked The rule does not apply to this user

Black, ticked The rule is applied to this user

Grey, ticked The rule is applied to this user indirectly through the user’s

membership of one or more groups that have the rule
specifically applied

You can change which of these rules are applied to a user by either
ticking or removing the tick from rules that are black. To change a rule
that is applied indirectly through a group, see "“Displaying And Changing

Rules Associated With A Group”.

A user can be associated with multiple rules, however only the highest
priority rule associated with the user will be used for the RADIUS
authorization.

Click OK
This completes displaying and changing the rules associated with a user.

DO NOT change rule membership using the Members Of tab.

Creating A New User

To create a new user in the system, you will need to use a tool such as the
" Active Directory Users and Computers” administration tool. You cannot
create users through 3Com Network Access Manager. Follow the
instructions given in the user documentation shipped with Microsoft
Active Directory.
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Groups View  Clicking on Groups in the Tree pane displays in the Detail pane a list of
Groups which already exist in the domain, see Figure 28. Alternatively if
you have created Organizational Units to structure your groups, click on
the organizational units subfolders until you reach the desired unit
holding the group.

The Current Rule column indicates the rule with the highest priority that
is associated with a group, and which is used for authorization of the
group. A new group without specific rules applied, will have the Default
Rule in the Current Rule column.

Figure 28 Groups View Detail Pane
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Associating Rules With A Group

All groups in the domain will have the Default Rule applied until they are
associated with other rules created with 3Com Network Access Manager.
To associate a rule(s) with a group, follow these steps:

1 Either click on Groups in the Tree pane or if you have created
Organizational Units to structure your groups, click on the organizational
units subfolders until you reach the desired unit holding the group.

2 Select the group in the Details pane and right-click. Select Properties.
The Properties dialog window will appear.
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3 Select the Network Access tab, a list of rules created with 3Com Network
Access Manager and for which you have read permission will be
displayed in the window, see Figure 29.

Figure 29 Network Access Tab
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4 Tick the box beside each rule that is to be associated with the group. If
the rule is grayed out then the group is a member of a group which is
already associated with the rule.

A group can be associated with multiple rules, however only the highest
priority rule associated with the group will be used for the RADIUS
authorization.

5 Click OK
This completes associating rules with a group.

Displaying And Changing Rules Associated With A Group

To display and change the rules associated with a group, follow these
steps:

1 Either click on Groups in the Tree pane or if you have created
Organizational Units to structure your groups, click on the organizational
units subfolders until you reach the desired unit holding the group.

2 Select the group in the Details pane and right-click. Select Properties.
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The Properties dialog window will appear.

Select the Network Access tab, a list of rules created with 3Com Network
Access Manager and for which you have read permission will be
displayed in the window, see Figure 29. The tick box indicates how the
rule is to be applied to the group, see Table 9.

Table 9 Rules Tick Box for A Group

Tick Box Setting Meaning

Black, not ticked The rule does not apply to this group

Black, ticked The rule is applied to this group

Grey, ticked The rule is applied to this group indirectly through the

group’s membership of one or more groups that have the
rule specifically applied

You can change which of these rules are applied to a group by either
ticking or removing the tick from rules that are black.

To change the rules applied indirectly through being a member of
another group, select the other group from the Detail pane and apply
steps 1 to 4 above on the other group.

A group can be associated with multiple rules, however only the highest
priority rule associated with the group will be used for the RADIUS
authorization.

5 Click OK
6 If EFW policies are used, click on the Recalculate EFW Membership

Computers View

button.

This completes displaying and changing the rules associated with a
group.

DO NOT change rule membership using the Members Of tab.

Creating A New Group

To create a new group in the system, you will need to use a tool such as
the “Active Directory Users and Computers” administration tool. You
cannot create groups through 3Com Network Access Manager. Follow
the instructions given in the user documentation shipped with Microsoft
Active Directory.

Clicking on Computers in the Tree pane displays in the Detail pane a list
of Computers known to the domain, see Figure 30. Alternatively if you
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have created Organizational Units to structure your computers, click on
the organizational units subfolders until you reach the desired unit
holding the computer.

The Current Rule column indicates the rule with the highest priority that
is associated with a computer, and which is used for authorization of the
computer. A computer without specific rules applied, will have the
Default Rule in the Current Rule column.

The current rule for a computer may be overridden by user related
settings.

Figure 30 Computers View Detail Pane
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Entering MAC Addresses For A Computer

To use MAC-address based authentication, the computers in the domain
need to have their MAC addresses entered into 3Com Network Access
Manager. To enter the MAC address(es) for a computer follow these
steps:

Either click on Computers in the Tree pane or if you have created
Organizational Units to structure your computers, click on the
organizational units subfolders until you reach the desired unit holding
the computer.

Select the computer in the Details pane and right-click. Select Properties.
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The Properties dialog window will appear.

3 Select the MAC Address tab. You can manually enter the MAC

Address(es) of the computer in the field provided and click Add, or you
can retrieve the MAC Addresses live from the device by clicking Live MAC
Addresses.

4 Click OK

s
>

This completes entering a MAC address for a computer.

3Com Network Access Manager has a MAC Address Tool that can be
used to easily update all or a selection of computers MAC Addresses. See
"Using the MAC Address Tool”.

Associating Rules With A Computer

Ensure you have entered the MAC address of the computer in your
network, before associating rules with the computer. 3Com Network
Access Manager will only apply a rule to the computer if the RADIUS
request includes the MAC address as the Calling-Station-Id.

All computers in the domain will have the Default Rule applied until they
are associated with other rules created with 3Com Network Access
Manager. To associate a rule(s) with a computer, follow these steps:

Either click on Computers in the Tree pane or if you have created
Organizational Units to structure your computers, click on the
organizational units subfolders until you reach the desired unit holding
the computer.

Select the computer in the Details pane and right-click. Select Properties.
The Properties dialog window will appear.

Select the Network Access tab, a list of rules created with 3Com Network
Access Manager and for which you have read permission will be
displayed in the window, see Figure 31.
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Figure 31 Network Access Tab
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4 Tick the box beside each rule that is to be associated with the computer.
If the rule is grayed out then the computer is a member of a group which
is already associated with the rule.

A computer can be associated with multiple rules, however only the
highest priority rule associated with the computer will be used for the
RADIUS authorization.

5 Click OK

This completes associating rules with a computer.
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Displaying And Changing The Rules And MAC Address Associated
With A Computer

To display and change the rules and MAC addresses associated with a
computer, follow these steps:

Either click on Computers in the Tree pane or if you have created
Organizational Units to structure your computers, click on the
organizational units subfolders until you reach the desired unit holding
the computer.

Select the computer in the Details pane and right-click. Select Properties.
The Properties dialog window will appear.

Select the Network Access tab, a list of rules created with 3Com Network
Access Manager and for which you have read permission will be
displayed in the window, see Figure 31. The tick box indicates how the
rule is to be applied to the computer, see Table 10.

Table 10 Rules Tick Box for A Computer

Tick Box Setting Meaning

Black, not ticked The rule does not apply to this computer

Black, ticked The rule is applied to this computer

Grey, ticked The rule is applied to this computer indirectly through the

computer's membership of one or more groups that have
the rule specifically applied

You can change which of these rules are applied to a computer by either
ticking or removing the tick from rules that are black. To change a rule
that is applied indirectly through a group, see "“Displaying And Changing

Rules Associated With A Group”.

A computer can be associated with multiple rules, however only the
highest priority rule associated with the computer will be used for the
RADIUS authorization.

5 Click Apply to apply the changes.
6 Select the MAC Address tab. Enter the 12 digit MAC address of the

computer in the format XX-XX-XX-XX-XX-XX. You can enter multiple
MAC Addresses manually.

You can use the MAC Address button on the Properties tab to find and
update computers MAC Addresses.

Click OK.
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This completes displaying and changing the rules and MAC addresses
associated with a computer.

Creating A New Computer

To add a computer to the system, you will need to use a tool such as the
" Active Directory Users and Computers” administration tool. You cannot
add computers through 3Com Network Access Manager. Follow the
instructions given in the user documentation provided with Microsoft
Active Directory.

The actions that a Network Operator can apply, can be individually
selected for the operator. For example, one operator may be restricted to
blocking access for specific users, whereas another operator may be
allowed to move users between arbitrary groups.

Selecting the actions that an operator can apply, is achieved through the
securities permission of the rule, see step 7 of “Creating A New NAM
Rule”on page 57. By selecting the name of the operator from the Group
or User name list and ticking the Allow box for both read and write,
enables the network operator to apply the rule. Not ticking the Allow box
for read and write permission will prevent the network operator from
applying the rule.

By using the permissions model, network administrators can decide who
is permitted to apply rules to users, groups and computers to control
network access. In some organizations it may not be appropriate to let
operators have this responsibility.

Security permissions on a rule do not affect the security permissions on
individual users. If a network operator does not have security permission
for particular individuals or groups, for example directors of a company,
then the operator will not be able to apply a rule to that user or group.

To allow NAM Rules to be successfully assigned to computers 3Com
Network Access Manager requires that a computer account should have
MAC Address information. You can add or update a MAC Address
associated with a Computer account using the MAC Address Tool.
Alternatively, you can manually configure the MAC Addresses via the
MAC Address tab on the computer’s Properties.
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The MAC Address Tool supports retrieval of the MAC Addresses from
computers running Microsoft Windows 2000 or later operating systems.
It does not support computers running non-Windows operating systems.

MAC Addresses that are not assigned to a computer in Active Directory
have the Default rule assigned to them.

You can access the MAC Address tool using one of the following
methods:

m Select an item in the left-hand Tree of the main window and use the
right-click menu to start the MAC Address Tool.

m From the main menu select Action > MAC Address Tool.

m Select one or more computers in the right-hand view and use the
right-click menu to start the MAC Address Tool

m Display a Computer’s Properties, select the Mac Address tab and click
Live MAC Addresses.

The MAC Tool can be launched after selecting an Organizational Unit or a
container, such as the "Computers" container — this will automatically
select all the computers contained within the Organizational Unit or
container. If the top level domain object is selected then all of the
computers in the domain are automatically selected.

When the MAC Address Tool starts it constructs a table of all the
Computers to be processed, ordered alphabetically by Name. However, as
the MAC Address Tool interrogates information on the actual computer it
can only determine the MAC Address if the computer is accessible.

The table includes the columns; Name, MAC Address and Status. Name is
the unique name of the Computer. MAC Address is the list of MAC
Addresses for that Computer. Status is one of Waiting, Successful, Failed,
Not found or Not supported.

If you wish to use the MAC Address Tool, the following conditions must
be met:

m you must have sufficient privileges, for example be a member of the
domain admins group
m the computer must be on the network

m the computer’s firewall must allow access
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m the WMI service must be enabled.

Figure 32 MAC Address Tool
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The buttons on the MAC Address Tool main menu are as follows:

All Computers — select to update all computers. This is the default.

Computers with no Mac Address — select to update computers with no

MAC Address

Start — select to update the Computers MAC Address.

Stop — select to stop the update process.

Progress bar — shows the the number of completed updates.

Retry — visible if there were problems during the process of updating the

Computer accounts.
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To add or update a computer account with MAC Address information:

Select either All Computers (default) or Computers with no MAC Address
to determine the scope of the update.

Select Start to update the table with Computer accounts that have been
processed, showing the appropriate Status and Progress bar.

Once all Computers have been processed the progress bar indicates this
and the Stop button is disabled.

If any Failed or Not found status conditions occurred a Retry button is
visible — click Retry to process the Computers that have those status
conditions.

For more information on configuring use of the MAC Address Tool, refer
to Appendix D.

Using The Operator
User Interface

Operator Tasks

Network Operators use the standard Active Directory Users and
Computers interface, accessed from Programs>Administrative
Tools>Active Directory Users and Computers. 3Com Network Access
Manager adds a new tab, named Network Access, to the Properties
pages for Users, Groups and Computers. The Network Access tab shows
the network operator each rule that they can apply, if the network
operator does not have permission to apply a rule then it is not displayed.

Providing a network operator has been granted appropriate permissions
by the network administrator setting up 3Com Network Access Manager,
a network operator can specify:

m if a user is allowed access to the network,
m if a group is allowed access to the network,

m if a computer (defined by its MAC address) is allowed access to the
network,

m if a user and/or group and/or computer are allowed access, which
VLAN should they connect to, and what Policy should they have,

m if a computer should be isolated from the main network,
m if a user should be isolated from the main network,
m if a group should be isolated from the main network,

m the EFW profile for each user logging into a PC with an EFW installed.
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Displaying And Changing Rules Associated With A User
To display and change the rules associated with a user, follow these steps:

Click on Users in the Tree pane. The Details pane on the right will list the
users that the Network Operator can manage.

Select a user to view and right-click. Select Properties.
The Properties dialog window will appear.

Select the Network Access tab, a list of rules associated with the user will
be displayed in the window, see Figure 33. The tick box indicates how the
rule is to be applied to the user, see Table 11.
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Figure 33 Changing Rules Associated With A User
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Table 11 Rules Tick Box For A User

Tick Box Setting

Meaning

Black, not ticked
Black, ticked
Grey, ticked

The rule is applied to this user

The rule does not apply to this user

The rule is applied to this user indirectly through the user’s
membership of one or more groups that have the rule
specifically applied
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Change the rules applied to a user by either ticking or removing the tick
from rules that are black. To change a rule that is applied indirectly

through a group, see “Displaying And Changing Rules Associated With A
Group”.
Click OK

This completes displaying and changing the rules associated with a user.

Displaying And Changing Rules Associated With A Group

To display and change the rules associated with a group, follow these
steps:

Click on Groups in the Tree pane. The Details pane on the right will list all
of the groups that the Network Operator can manage.

In Microsoft Active Directory Users and Computers tool (Operator Ul) the
groups are included in the "Users" container (or in the Organizational
Units if configured).

Select a group to view and right-click. Select Properties.

The Properties dialog window will appear.

Select the Network Access tab, a list of rules associated with the group
will be displayed in the window similar to Figure 33. The tick box
indicates how the rule is to be applied to the group, see Table 12.

Table 12 Rules Tick Box for A Group

Tick Box Setting Meaning

Black, not ticked The rule does not apply to this group

Black, ticked The rule is applied to this group

Grey, ticked The rule is applied to this group indirectly through the

group’s membership of one or more groups that have the
rule specifically applied

Change the rules applied to a group by either ticking or removing the tick
from rules that are black.

To change the rules applied indirectly through being a member of
another group, select the other group from the Detail pane and apply
steps 1 to 4 above on the other group.

Click OK

This completes displaying and changing the rules associated with a
group.
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Displaying And Changing The Rule Associated With A Computer

To display and change the rules associated with a computer, follow these

steps:

1 Click on Computers in the Tree pane. The Details pane on the right will
list all of the computers that the Network Operator can manage.

2 Select a computer to view and right-click. Select Properties.

The Properties dialog window will appear.

3 Select the Network Access tab, a list of rules associated with the
computer will be displayed in the window, see Figure 34. The tick box
indicates how the rule is to be applied to the group, see Table 13.

Figure 34 Network Access Tab
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Table 13 Rules Tick Box for A Computer

Tick Box Setting Meaning

Black, not ticked The rule does not apply to this computer

Black, ticked The rule is applied to this computer

Grey, ticked The rule is applied to this computer indirectly through the

computer’s membership of one or more groups that have
the rule specifically applied

You can change which of these rules are applied to a computer by either
ticking or removing the tick from rules that are black. To change a rule
that is applied indirectly through a group, see "“Displaying And Changing

Rules Associated With A Group”.
Click OK

This completes displaying and changing the rules associated with a
computer.

Using the Find
Feature

3Com Network Access Manager has a Find feature which can be
accessed via the Find button located on the toolbar as shown in

Figure 19. It is also available from the Action > Find menu and the
right-click Find menu item when a suitable object is selected in the tree or
the results list.

The Find feature provides the capability to find 3Com Network Access
Manager associated attributes; NAM Rules, NAM VLANs, NAM Policies
and EFW Policies, and Computers by MAC Address.

The Find dialog is the same as that available from the Microsoft Active
Directory Users and Computers tool. It can also be used to find the
standard directory objects (users, computers, groups etc).

This section details some examples of how you can use the Find feature
to find objects in the directory.

If the Entire Directory entry is selected in the search scope when
searching for 3Com Network Access Manager objects then no results will
be found. The search scope must be set to a specific domain or a
container in a domain as the 3Com Network Access Manager objects are
local to the domain.
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Find Computer by
MAC Address
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When entering a MAC address it must conform with the format
XX-XX-XX-XX-XX-XX where X is hexadecimal number (0-9,A-F). eg
"00-09-6B-52-7D-AD". The search will fail if a lower case character is
used. Alternatively a partial MAC address may be entered when searching
for "Start with" or "Ends with" conditions or a wildcard character '*' can
be used (eg "00-09-6B-*").

When searching for rules based upon the rule action, enter "1" in the
value field when searching for rules that allow access, and "2" for the
rules which deny access.

This example details how to find a computer account in Active Directory
based upon a previously configured MAC address.

This example assumes the following have already been set up:

m 3Com Network Access Manager "Active Directory Server" component
is installed on a domain controller.

s 3Com Network Access Manager Administration or Operator Ul is
installed on local computer which is a member of the AD domain.

m MAC addresses are assigned to computer accounts in Active Directory
using the 3Com MAC Address attribute.

Network Administrator Tasks

Start the 3Com Network Access Manager Administration tool or
Operator tool (Microsoft Active Directory Users and Computers (ADUC)
with 3Com Network Access Manager extension snap-in).

Select the Find action (from the Action menu or context menu).
Select Computers in the Find drop-down list.
Restrict the search scope if desired; e.g. Directory tree nodes.

Select the MAC Address (3Com Network Access Manager) field under the
Advanced tab and select the search condition and enter the search data.
Add further fields if required.

Click Find Now. You can change the displayed columns if desired.

What Happens

Computers matching the MAC address are displayed in the results list. If
no computers are found the message No items match the current search
will be displayed in the results list.
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This example details how to find a NAM Rule, NAM VLAN, NAM Policy or
EFW Policy in Active Directory.

This example assumes the following have already been set up:

m 3Com Network Access Manager "Active Directory Server" component
installed on a domain controller.

s 3Com Network Access Manager Administration or Operator Ul
installed on local computer which is a member of the AD domain.

s NAM Rules/NAM VLANS/NAM Policies/EFW Policies exist in Active
Directory.

Network Administrator Tasks

Start the 3Com Network Access Manager Administration tool or
Operator tool (Microsoft Active Directory Users and Computers (ADUC)
with 3Com Network Access Manager extension snap-in).

Select the Find action (from the Action menu or context menu).
Select Custom Search in the Find drop-down list.
Restrict the search scope if desired; e.g. Directory tree nodes.

Select the specific search field(s) under the Custom Search tab and select
the search condition and enter the data. For example, Field: NAM
Rule->Priority, Condition: Less than or equal to, Value: 7100.

Click Find Now. You can change the displayed columns if desired.

What Happens

Directory objects matching the search condition are displayed in the
results list. If no objects are found the message No items match the
current search will be displayed in the results list.

Using The Online
Help

Press the F1 key to display the 3Com Network Access Manager online
help from the network administrator interface.
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USING 3CoM NETWORK ACCESS
MANAGER WITHIN A NETWORK

This chapter provides case studies on how 3Com Network Access
Manager can be setup to provide different levels of security on a
network.

Case Study
Assumptions

All of the case studies described in this chapter assume the following:

m  Microsoft's Active Directory working with Microsoft's Internet
Authentication Service (IAS) and 3Com Network Access Manager to
provide RADIUS authentication of users and computers in the
network.

m All authorized users are listed in Active Directory.

m All users and computers are allocated into their relevant organizational
group, for example Marketing, or Students.

m The network operator has access to a PC with Windows 2000
Professional or Windows XP Professional installed, and the PC has
Active Directory Users and Computers installed (from the Windows
Server Admin Pack).
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Case Study 1 —
Controlling User
Access To The
Network

Network
Administrator Tasks

1

>

This case study describes the tasks that need to be performed in order to
control user access to the network using IEEE 802.1X. The MAC Address
of the PC is not assigned to any Rule by the network administrator which
means that it is assigned the Default Rule during a RADIUS Request. The
users Rule has higher priority than the Default Rule providing correct
network access settings.

The following provides an overview of the tasks for a network
administrator responsible for the domain on the network.

Ensure edge port security is set to IEEE 802.1X on edge ports in the
domain.

Edge ports are called ‘access ports’ on the Switch 5500.

Using 3Com Network Access Manager:

Select the Default Rule and set the Network Access to Deny, see
"Changing NAM Rule Properties” in Chapter 3.

Create an Authorized Users rule which will allow network access, see
"Creating A New NAM Rule”in Chapter 3.

a Set security permissions for the rule. Grant READ and WRITE access to
the users/groups permitted to apply the rule, grant READ access to all
Network Administrators in the domain to ensure they can see that the
rule exists even if they are not permitted to apply the rule.

b Set the Actions for the rule: select the rule priority, and set Network
Access to Allow, if appropriate select the VLAN, Policy and EFW policy
for the rule.

Associate the Authorized Users rule with users and groups already listed
in Active Directory

Ensure the network operators or those individuals responsible for
applying the Authorized Users rule have the Network Operator
component of 3Com Network Access Manager installed on their PC.
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The following provides an overview of the tasks for a network operator
responsible for controlling user access to the network domain.

On being informed that a specific user or group needs to be granted
access to the network, use the Active Directory Users and Computers
interface to perform the following:

Either:

click on Users in the Tree pane, or

if Organizational Units have been created, click on the organizational
units subfolders until you reach the desired unit holding the user or

group.
Highlight the specific user or group in the Details pane, and right-click.
Select Properties.

Select the Network Access tab from the Properties dialog window.

A list of rules that the operator has permission to apply will be displayed
Tick the Authorized Users rule to apply it to the user.

Click OK and exit the Active Directory Users and Computers interface.
On being informed that a specific user or group needs to be denied
access to the network, use the Active Directory Users and Computers
interface to perform the following:

Either:

click on Users in the Tree pane, or

if Organizational Units have been created, click on the organizational
units subfolders until you reach the desired unit holding the user or

group.
Highlight the specific user or group in the Details pane, and right-click.
Select Properties.

Select the Network Access tab from the Properties dialog window.
A list of rules that the operator has permission to apply will be displayed
Untick the Authorized Users rule.

Click OK and exit the Active Directory Users and Computers interface.
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The following takes place when a user connects and logs into the
network domain.

The user's PC connects to the network and the user logs in with a
username.

The IEEE 802.1X client on the PC sends the user’s ID and credentials to
the switch. At this stage, the port on the switch is blocked and the PC
cannot connect to the rest of the network.

The switch sends the user's details via RADIUS to IAS.

a If the user is listed in Active Directory, and the Authorized Users rule
has been applied to the user (or a group that the user is a member of),
IAS replies Accept and the switch enables the port.

b If the user is listed in Active Directory, but the Authorized Users rule
has not been applied to the user (or a group that the user is a member
of), then the Default Rule will be applied, IAS replies Reject and the
switch disables the port.

¢ If the user is not listed in Active Directory, IAS replies Reject and the
switch disables the port.
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This case study describes the tasks that need to be performed in order to
restrict network access to known computers, using MAC-address based
authentication.

This is an example of “block-by-default” or a white-list mode, where the
device needs to be listed in the Active Directory before it is allowed access
to the network. This mode relies solely on authenticating the MAC
address of each attached device. Non-user devices (for example printers
and servers) can still connect to the network, while the network blocks
rogue devices, such as unknown wireless access devices. This mode does
not require user authentication and hence does not provide any network
protection against unauthorized user login.

The following provides an overview of the tasks for a network
administrator responsible for the domain on the network.

Ensure edge port security is set to MAC-address based authentication (or
RADA) on edge ports in the domain.

3Com Network Access Manager requires that a switch performing RADA
authentication must supply a fixed user name (as opposed to the MAC
address as the user name).

Edge ports are called ‘access ports’ on the Switch 5500.

Using 3Com Network Access Manager:

Select the Default Rule and set the Network Access to Deny, see
"Changing NAM Rule Properties” in Chapter 3.

Create an Authorized Computers rule which will allow network access,
see "Creating A New NAM Rule”in Chapter 3.

a Set security permissions for the rule. Grant READ and WRITE access to
the users/groups permitted to apply the rule, grant READ access to all
Network Administrators in the domain to ensure they can see that the
rule exists even if they are not permitted to apply the rule.

b Set the Actions for the rule: select the rule priority, and set Network
Access to Allow, if appropriate select the VLAN, NAM Policy and EFW
policy for the rule.
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4 Enter the MAC addresses for all devices in the domain. For information

>

Network Operator
Tasks

on entering MAC addresses, see “Using the MAC Address Tool” on
page 75 to easily update computers with their MAC addresses.

Create a new group which will hold the computers that are allowed
access, see “Creating A New Group” in Chapter 3.

Associate the Authorized Computers rule created in step 3 with the
group created in step 5.

a Highlight the specific group in the Details pane, and right-click. Select
Properties.

b Select the Network Access tab from the Properties dialog window.
¢ Tick the Authorized Computers rule. Click OK.

Associate the computers that are permitted network access with the
group created in step 5.

If required, create an Unauthorized Computers rule to deny network
access, which a network operator can apply to specific computers when
necessary. Ensure the network operator responsible for applying this rule
has the Network Operator component of 3Com Network Access
Manager installed on their PC.

An Unauthorized Computers rule must have a higher priority than the
Authorized Computers rule in order to override the Authorized
Computers rule.

Maintain the list of computers in Active Directory, ensuring all known
computers are listed in Active Directory with their MAC addresses
specified.

You can easily maintain the list of computers in Active Directory by
periodically using the MAC Address Tool.

The network operator cannot enter the MAC address for a computer.
However, once the computer’s MAC address has been entered, the
operator can apply any rules to the computer or change the rules applied
to the computer if they have been given write permission for the rule.
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On being informed that a specific PC can be granted network access, use
the Active Directory Users and Computers interface to perform the
following:

Either:

click on Computers in the Tree pane, or

if Organizational Units have been created, click on the organizational
units subfolders until you reach the desired unit holding the PC.

2 Highlight the specific PC, and right-click. Select Properties.
3 Select the Network Access tab from the Properties dialog window.

A list of rules that the operator has permission to apply will be displayed
Tick the Authorized Computers rule to apply it to the PC.

Click OK and exit the Active Directory Users and Computers interface.
On being informed that a specific PC needs to be denied access to the
network, use the Active Directory Users and Computers interface to
perform the following:

Either:

click on Computers in the Tree pane, or

if Organizational Units have been created, click on the organizational
units subfolders until you reach the desired unit holding the PC.

Highlight the specific PC in the Details pane, and right-click. Select
Properties.

Select the Network Access tab from the Properties dialog window.
A list of rules that the operator has permission to apply will be displayed
Tick the Unauthorized Computers rule.

Click OK and exit the Active Directory Users and Computers interface.

The following takes place when a device connects to the network.

1 The PC connects to the network

The switch sends the MAC address of the PC via RADIUS to IAS

a If the PC is listed in Active Directory, and the Authorized Computers
rule has been applied to the PC, IAS replies Accept and the switch
enables the port.
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b If the PC is listed in Active Directory, but either the Default Rule or the
Unauthorized Computers rule is applied to the PC, IAS replies Reject
and the switch disables the port.

¢ If the PCis not listed in Active Directory the Default Rule is applied, IAS
replies Reject and the switch disables the port.
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This case study describes the tasks that need to be performed in order to
block a specific PC from the network, using MAC-address based
authentication. It is an example of a Blacklist mode in which all devices
are allowed network access unless the device is on the blacklist. This is
useful in very large networks where you just want to block access to
specific PCs.

The following provides an overview of the tasks for a network
administrator responsible for the domain on the network.

Ensure edge port security is set to MAC-address based authentication (or
RADA) on edge ports in the domain.
Edge ports are called “access ports’ on the Switch 5500.

Using 3Com Network Access Manager:

Select the Default Rule and set the Network Access to Allow, see
"Changing NAM Rule Properties” in Chapter 3.

Create a Blacklist rule which can be used to deny network access to
specific computers.

a Set security permissions for the Blacklist rule. Grant READ and WRITE
access to the users/groups permitted to apply the rule, grant READ
access to all Network Administrators in the domain to ensure they can
see that the rule exists even if they are not permitted to apply the rule.

b Set the Actions for the rule:

select the rule priority, a Blacklist rule should be assigned a high
priority to ensure it takes precedence over other rules

set Network Access for the Blacklist rule to Deny to block network
access,
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Ensure the network operators or those individuals responsible for
applying the Blacklist rule have the Network Operator component of
3Com Network Access Manager installed on their PC.

When a PC needs to be blacklisted:

Enter the MAC address for the computer that needs to be blacklisted. For
information on entering MAC addresses, see “Entering MAC Addresses
For A Computer”in Chapter 3.

Associate the Blacklist rule with the computer, see ”Associating Rules
With A Computer” in Chapter 3.

The network operator cannot enter the MAC address for a computer.
However, the operator can apply the Blacklist rule to a specific computer
once the computer’s MAC address has been entered. The operator can
also remove the computer from the blacklist if circumstances require it.

On being informed that a specific PC needs to be denied access to the
network, use the Active Directory Users and Computers interface to
perform the following:

Either:

click on Computers in the Tree pane, or

if Organizational Units have been created, click on the organizational
units subfolders until you reach the desired unit holding the computer.

Highlight the specific device in the Details pane, and right-click. Select
Properties.

Select the Network Access tab from the Properties dialog window.

A list of rules that the operator has permission to apply will be displayed.
Tick the Blacklist rule to apply it to the PC.

Click OK and exit the Active Directory Users and Computers interface
On being informed that a specific PC can be removed from the Blacklist,
use the Active Directory Users and Computers interface to perform the
following:

Either:

click on Computers in the Tree pane, or
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if Organizational Units have been created, click on the organizational
units subfolders until you reach the desired unit holding the computer.

2 Highlight the specific device, and right-click. Select Properties.

3 Select the Network Access tab from the Properties dialog window.

What Happens

A list of rules that the operator has permission to apply will be displayed.
Untick the Blacklist rule applied to the PC.
Click OK and exit the Active Directory Users and Computers interface.

The following takes place when a PC connects to the network.

1 The PC connects to the network.

The switch sends the MAC address of the PC via RADIUS to IAS,

a If the PC is on the Blacklist, IAS replies Reject and the switch disables
the port,

b If the PC is not on the Blacklist and the Default Rule was set to Allow
network access, IAS replies Accept and the switch enables the port.

Case Study 4 — Hot
Desking
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Combining Auto-VLAN/QoS with IEEE 802.1X enables users to login
anywhere on the network, and always have access to their network (for
example, the Engineering VLAN/QoS, or Marketing VLAN/QoS). This
makes hot-desking viable, as users can change desks and still gain access
to their network.

The following provides an overview of the tasks for a network
administrator responsible for the domain on the network.

Ensure edge port security is set to IEEE 802.1X and Auto-VLAN/QOoS is
enabled, on edge ports in the domain.
Edge ports are called ‘access ports’ on the Switch 5500.

Using 3Com Network Access Manager:

Decide how you want to apply the Default Rule. You can use the Default
Rule to either:

deny access to unspecified users, or
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allow access to users who are not hot desking and who do not require
VLAN and QoS assignments.

Select the Default Rule and set the Network Access to either Deny or
Allow, according to your decision in step 2

Create VLANs and NAM Policies. Use the same VLAN IDs and NAM Policy
IDs as set up in the network access device (switch or wireless access
point), otherwise the network access device may not accept the RADIUS
response.

Create rules to support the assignment of a VLAN and NAM Policy to
those users and groups permitted to log in. For example, in a school the
following rules could be created: Staff, Student, SysAdmin.

a Set security permissions for each rule. Grant READ and WRITE access
to the users/groups permitted to apply the rule, grant READ access to
all Network Administrators in the domain to ensure they can see that
the rule exists even if they are not permitted to apply the rule.

b Set the Actions for each rule:
= select the rule priority,

= set Network Access for the rule, to Allow to permit access to the
network,

= select the VLAN ID, NAM Policy and EFW policy (if appropriate) for
each rule.

Associate the new rules with users and groups already listed in Active
Directory.

Ensure the network operators or those individuals responsible for
applying the rules have the Network Operator component of 3Com
Network Access Manager installed on their PC.

The following provides an overview of the tasks for a network operator
responsible for controlling user access to the network domain.

On being informed that a user or group needs to be granted access to a
particular VLAN on the network, use the Active Directory Users and
Computers interface to perform the following:

Either:

click on Users in the Tree pane, or
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1

if Organizational Units have been created, click on the organizational
units subfolders until you reach the desired unit holding the user or

group.

2 Highlight the user or group, and right-click. Select Properties.
3 Select the Network Access tab from the Properties dialog window.

A list of rules that the operator has permission to apply will be displayed.

Identify the rule that will enable the user to access the particular VLAN,
and tick the rule to apply it to the user.

Click OK and exit the Active Directory Users and Computers interface.

The following takes place when a user connects and logs into the
network domain.

The user's PC connects to the network and the user logs in with a
username.

The IEEE 802.1X client on the PC sends the user’s ID and credentials to
the switch. At this stage, the port on the switch is blocked and the PC
cannot connect to the rest of the network.

The switch sends the user's details via RADIUS to IAS.

a If the user is listed in Active Directory, and the new rule allowing
access and assigning VLAN and Policy has been applied to the user (or
a group that the user is a member of), IAS replies Accept with the
VLAN ID and NAM Policy for that user. The switch enables the port
and configures the VLAN and NAM Policy of the port as specified.

b If the user is listed in Active Directory, but the new rule was not
applied, then if the Default Rule was set to Allow, IAS replies Accept
and the switch enables the port, otherwise if the Default Rule was set
to Deny, IAS replies Reject and the switch disables the port.

¢ If the user is not listed in Active Directory, IAS replies Reject and the
switch disables the port.
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Combining Auto-VLAN/QoS with MAC-address based authentication
enables infected PCs to be moved to a separate network, until the
network administrator has removed any viruses or worms.

The following provides an overview of the tasks for a network
administrator responsible for the domain on the network.

Ensure edge port security is set to MAC-address based authentication and
Auto-VLAN/QOoS is enabled on edge ports in the domain.

Edge ports are called ‘access ports’ on the Switch 5500.

Using 3Com Network Access Manager:

Select the Default Rule and set the Network Access to Allow, see
“Changing NAM Rule Properties” in Chapter 3.

Create VLANs and Policies. Use the same VLAN IDs and NAM Policy IDs as
set up in the network access device (switch or wireless access point),
otherwise the network access device may not accept the RADIUS
response.

Decide which VLAN and Policy will be used for Isolation.
Create an Isolation rule.

a Set security permissions for the Isolation rule. Grant READ and WRITE
access to the users/groups permitted to apply the rule, grant READ
access to all Network Administrators in the domain to ensure they can
see that the rule exists even if they are not permitted to apply the rule.

b Set the Actions for the Isolation rule:

= select the rule priority, an Isolation rule should have a high priority
to ensure it takes precedence over other rules,

» set Network Access to Allow,
= select the Isolation VLAN and Policy.

Ensure the network operators or those individuals responsible for
applying the rule have the Network Operator component of 3Com
Network Access Manager installed on their PC.
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When a PC needs to be isolated for the first time:

Enter the MAC address for the computer that needs to be removed from
the network. For information on entering MAC addresses, see “Entering
MAC Addresses For A Computer”in Chapter 3.

Associate the Isolation rule with the computer, see “Associating Rules
With A Computer” in Chapter 3.

The network operator cannot enter the MAC address for a computer.
However, once the computer's MAC address has been entered, the
operator can apply the Isolation rule to the computer if they have been
given write permission for the rule. The operator can also reconnect the
computer to the main network once the network administrator has
removed any viruses or worms.

On being informed that a specific PC needs to be isolated again, use the
Active Directory Users and Computers interface to perform the following:

Click on Computers in the Tree pane,

2 Highlight the specific PC, and right-click. Select Properties.
3 Select the Network Access tab from the Properties dialog window.

A list of rules that the operator has permission to apply will be displayed.
Tick the Isolation rule to apply it to the PC.

Click OK and exit the Active Directory Users and Computers interface.
On being informed that a specific PC can be returned to the normal

network, use the Active Directory Users and Computers interface to
perform the following:

Click on Computers in the Tree pane,

2 Highlight the specific PC, and right-click. Select Properties.
3 Select the Network Access tab from the Properties dialog window.

A list of rules that the operator has permission to apply will be displayed
Untick the Isolation rule applied to the PC.

Click OK and exit the Active Directory Users and Computers interface.
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The following takes place when a PC connects to the network.
The switch sends the MAC Address of the PC via RADIUS to IAS.

a If the PCis on the Isolation list, IAS replies Accept with the VLAN ID
and NAM Policy ID of the Isolation Network. The switch enables the
port and configures the VLAN of the port to be in the Isolation
Network.

b If the PC is unknown the Default Rule is applied, IAS replies Accept
and the switch enables the port.

Case Study 6 —
Combining Hot
Desking With Host
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This case study describes the tasks that need to be performed in order to
set up hot desking with the ability to filter out specific hosts. This
configuration allows infected PCs to be isolated regardless of where the
user has connected to the network in a hot desking office environment.
The method combines MAC-address based authentication with IEEE
802.1X authentication and Auto-VLAN.

The following provides an overview of the tasks for a network
administrator responsible for the domain on the network.

Ensure edge port security is set to MAC-address based authentication (or
RADA) and IEEE 802.1X, and Auto-VLAN/QOoS is enabled (for example
RADA-ElIse-Network Login).

Edge ports are called ‘access ports’ on the Switch 5500.
Using 3Com Network Access Manager:

Create VLANs and NAM Policy. Use the same VLAN IDs and NAM Policy
IDs as set up in the network access device (switch or wireless access
point), otherwise the network access device may not accept the RADIUS
response.

Decide which VLAN and Policy will be used for Isolation.
Create an Isolation rule.

a Set security permissions for the Isolation rule. Grant READ and WRITE
access to the users/groups permitted to apply the rule, grant READ
access to all Network Administrators in the domain to ensure they can
see that the rule exists even if they are not permitted to apply the rule.

b Set the Actions for the Isolation rule:
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= select the rule priority, an Isolation rule should have a high priority
to ensure it takes precedence over other rules,

» set Network Access to Allow,
= select the Isolation VLAN and Policy.

Ensure the network operators or those individuals responsible for
applying the rules have the Network Operator component of 3Com
Network Access Manager installed on their PC.

When a PC needs to be isolated for the first time:

Enter the MAC address for the computer that needs to be removed from
the network. For information on entering MAC addresses, see “Entering
MAC Addresses For A Computer”in Chapter 3.

Associate the Isolation rule with the computer, see "Associating Rules
With A Computer” in Chapter 3.

The network operator cannot enter the MAC address for a computer.
However, once the computer's MAC address has been entered, the
operator can apply the Isolation rule to the computer if they have been
given write permission for the rule. The operator can also reconnect the
computer to the main network once the network administrator has
removed any viruses or worms.

On being informed that a specific PC needs to be isolated again, use the
Active Directory Users and Computers interface to perform the following:

Click on Computers in the Tree pane,

2 Highlight the specific PC, and right-click. Select Properties.
3 Select the Network Access tab from the Properties dialog window.

A list of rules that the operator has permission to apply will be displayed.
Tick the Isolation rule to apply it to the PC.

Click OK and exit the Active Directory Users and Computers interface.
On being informed that a specific PC can be returned to the normal
network, use the Active Directory Users and Computers interface to
perform the following:

Click on Computers in the Tree pane,

Highlight the specific PC, and right-click. Select Properties.
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Select the Network Access tab from the Properties dialog window.

A list of rules that the operator has permission to apply will be displayed.
Untick the Isolation rule applied to the PC.

Click OK and exit the Active Directory Users and Computers interface.

The following takes place when a user connects and logs into the
network domain.

The switch sends both the PC MAC Address and user details via RADIUS
to IAS.

If the Isolation rule has been applied to the PC, IAS replies Accept with
the VLAN and NAM Policy ID of the Isolation Network. The switch enables
the port and configures the VLAN of the port as specified.

Otherwise, if the user is listed, IAS replies Accept with the VLAN and
NAM Policy ID for that user (determined by the current rule applied to the
user, or if the user is assigned to a group then the current rule applied to
the group). The switch enables the port and configures the VLAN/QoS of
the port as specified.

Else, if the user is not listed, 1AS replies Reject and the switch disables the
port.

Case Study 7 —
Controlling Guest
Access to the
Network
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This section describes the tasks that need to be performed in order to
control guest access to the network using port security mode 'RADA or
Network Login'. The fixed RADA username/password pair configured in
the switch is used to define the Guest User access rights and Network
Login (802.1X) credentials are used to define the known Users access
rights.

The following provides an overview of the tasks for a network
administrator responsible for the domain on the network.

Ensure edge port security is set to 'RADA or Network Login' on edge
ports in areas where Guest access is to be authorized. Configuring the
RADA fixed username password with a suitable user account for Guest
access. For example, RADAGuest.

In Active Directory Users' and Computers' create RADA Guest user
accounts. For example, RADAGuest from step 1.

Using 3Com Network Access Manager:
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Select the Default Rule and set the Network Access to Deny, see
“Changing NAM Rule Properties” in Chapter 3.

Create an Authorized Guest Users rule which will allow network access,
see “Creating A New NAM Rule” in Chapter 3.

a Set security permissions for the rule. Grant READ and WRITE access to
the users/groups permitted to apply the rule, grant READ access to all
Network Administrators in the domain to ensure they can see that the
rule exists even if they are not permitted to apply the rule.

b Set the Actions for the rule: select the rule priority, and set Network
Access to Allow, if appropriate select the VLAN, Policy and EFW policy
for the rule.

Associate the Authorized Guest Users rule with RADA users and groups
already listed in Active Directory. For example, RADAGuest from steps 1
and 2.

The following takes place when a user connects and logs into the
network domain.

The user's PC connects to the network and the user logs in with a
username.

The RADA component of the switch obtains the MAC Address of the PC
and uses the RADA fixed username to send a RADIUS access request to
IAS. At this stage, the port on the switch is blocked and the PC cannot
connect to the rest of the network.

If there is one, the IEEE 802.1X client on the PC sends the user's ID and
credentials to the switch. The switch sends the user's details via RADIUS
to IAS.

The RADA fixed username is listed in Active Directory and is assigned to a
3Com Network Access Manager Guest Rule. The MAC Address of the PC
is not known in Active Directory and is given the default rule. The Guest
Rule is applied, IAS replies Accept and the switch enables the port.

The IEEE 802.1X user is not listed in Active directory and fails
authentication. IAS replies with reject. Because an accept from RADA
authentication was received the switch does not block the port, allowing
the PC to use the network as a guest.
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This section describes how to configure 3Com Network Access Manager
to supply VLAN/QoS assignments to devices which are not supported by
3Com Network Access Manager by default.

Many third party devices will work with 3Com Network Access Manager
by using the Authorization Type = 2 (IETF 3580 Usage).

When creating a custom Authorization Type it is recommended that it is
given an identifier value of 100 or above to avoid clashing with 3Com
assigned authorization types.

The following provides an overview of the tasks for a network
administrator responsible for the domain on the network.

Ensure that the 3Com Network Access Manager Active Directory Server
component is installed on a domain controller.

Ensure the IAS Servers are installed with the 3Com Network Access
Manager Internet Authentication Service component on one or more
Windows Servers which are members of the AD domain and configured
with RADIUS client (switch) accounts.

Ensure NAM Rules/NAM VLANs/NAM Policies are configured in Active
Directory and Users/Groups/Computers assigned to the Rules.

Ensure switch devices are configured to use IEEE 802.1X/RADA port
security and RADIUS.

Using 3Com Network Access Manager:

Edit the IAS 3Com Network Access Manager plug-in configuration file:

a add a user-defined authorization type which specifies the RADIUS
attributes (including any standard VSAs) that are to be returned for
the VLAN and QoS assignment actions.

b Save the file changes and restart the IAS service.

Use the IAS MMC to create one or more IAS Access Policies that match
the access requests from the switch devices. Include the "Authorization
Type" VSA or enter the IP Address in the NAS Identification file in the
RADIUS attributes to be returned in the access response (this should
contain the value of the user defined authorization type defined above).

3Com recommends that the Access Policies being configured to supply
the 3Com Authorization Type VSA contain the identifier matching the
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custom authorization type defined in the plug-in configuration file when
access requests are received from the third-party device. Adding the
device IP address to the NAS-Identification file should only be done if this
is not possible.

Edge devices that are attached to the third-party switch and are
successfully authenticated are assigned VLAN and NAM Policies based
upon the user or computer account as specified in Active Directory using
the RADIUS attributes specified in the user defined authorization type.

Case Study 9 —
Configure
Third-party Health
checking system
with 3Com
Network Access
Manager

This section explains how to configure the 3Com Network Access
Manager to work with Third-party health checking systems, or other
similar systems, which add extension plug-ins to the IAS Server that also
supply VLAN and Policy assignments to the RADIUS clients.

The Microsoft IAS Server supports multiple extension plug-ins that are
executed in turn when an access request is received. When using multiple
extensions it is important to ensure that they are called in the correct
order to avoid conflicts between the changes to the authorization
response made by each of the extensions. When the 3Com Network
Access Manager plug-in is operating with its default configuration it will
replace any VLAN and Policy information in the authorization response
with the settings derived from the selected NAM Rule.

This section describes how to modify the behavior of the 3Com Network
Access Manager plug-in so that it will no longer replace the VLAN and
Policy assignment made by another previously called extension plug-in.
Hence, if the 3Com Network Access Manager plug-in is called after
another extension which has already assigned the VLAN or Policy the
3Com Network Access Manager plug-in will not modify the authorization
response. If the previously called extensions do not add a VLAN or Policy
assignment the 3Com Network Access Manager plug-in will add the
VLAN and Policy assignment derived from the NAM Rule.

Depending upon how the third-party IAS plug-in operates it may be
possible to configure the IAS Server to call the 3Com Network Access
Manager plug-in first in which case it will not be necessary to modify the
3Com Network Access Manager configuration.
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administrator responsible for the domain on the network.

Ensure that the 3Com Network Access Manager "Active Directory
Server" component is installed on a domain controller.

Ensure the IAS Servers are installed with the 3Com Network Access
Manager "Internet Authentication Service" component on one or more
Windows Servers which are members of the AD domain and configured
with RADIUS client (switch) accounts.

Ensure that the IAS Server is configured to call the plug-ins in the required
order. Please refer to the Microsoft IAS documentation on how to do this.

Ensure Rules, VLANs and Policies are configured in Active Directory and
the Users, Groups and Computers are assigned to the Rules.

Ensure switch devices are configured to use IEEE 802.1X/RADA port
security and RADIUS.

Using 3Com Network Access Manager:

Edit the IAS 3Com Network Access Manager plug-in configuration file:

a Add a pre-condition attribute checklist that specifies the RADIUS
attributes (including any standard VSAs) that the access request must
match, or must not match, in order for the access request to be
processed by the plug-in.

For example, to stop the 3Com Network Access Manager plug-in
processing requests that have been assigned a VLAN or policy add the
following checklist:

check response

no match Tunnel-Private-Group-Id
no_match Filter-Id

}

Refer to “Customizing the Configuration Files” on page 121 for
additional information relating to modifying this configuration file.

b Save the file changes and restart the IAS service.

Use the Microsoft Event Viewer to check the 3Com Network Access
Manager event log to confirm that no errors occurred while parsing
the configuration file.

Use the IAS MMC to create one or more IAS Access Policies that match
the access requests from the switch devices and include the Authorization
Type VSA with the appropriate authorization type for the devices.



108 CHAPTER 4: USING 3COM NETWORK ACCESS MANAGER WITHIN A NETWORK

What Happens

If an access request is received from a device that fails to pass the health
requirements then the health check plug-in assigns a VLAN or policy to
isolate the device from the network. The 3Com Network Access Manager
will not replace these assignments with the rule based assignments.



PROBLEM SOLVING

This chapter covers:
m checking the Windows Event Viewer for obvious problems,

m resolving problems related to setting up 3Com Network Access
Manager.

Checking the Event
Viewer

If you experience network access or RADIUS authentication problems on
your network, first check the Windows Event Viewer to see whether the
problem can be readily identified and corrected.

Follow these steps:

Select Control Panel>Administrative Tools>Event Viewer.

Select System from the Tree pane, and review the events in the log in the
right hand pane, see Figure 35. IAS in the Source column indicates an
event was generated by IAS. Use the information in the log to determine
the reason an IAS connection attempt was either rejected or discarded.
Click on any event to display more information about the event.

Select 3Com Network Access Manager from the Tree pane, see Figure 36.
Review the events in the 3Com Network Access Manager log to
determine whether 3Com Network Access Manager has been set up
correctly. Click on any event to display more information about that
event, Figure 37 shows computer ‘'S4400-45080" granted network access
to VLAN 2 with Policy ID g2.
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Figure 35 System Event Log
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Figure 37 Event detail
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3Com Network Access Manager is dependent on IAS. A problem with
3Com Network Access Manager may be caused by an underlying issue
with IAS. If that is the case then it will be IAS that logs an event and not
3Com Network Access Manager. In these instances you should view the
event detail in the system event log, determine the cause of the problem
and then resolve the issue.
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CHAPTER 5: PROBLEM SOLVING

Problems Related to

Setting Up

This section details possible problems that you might experience when
setting up and using 3Com Network Access Manager. Each problem is
described by a symptom, an explanation of the cause of the problem and
a suggestion on what to do to remedy the problem.

The problems are listed in two tables: Table 14 covers problems that you
may experience when initially setting up 3Com Network Access Manager,
Table 15 lists possible problems related to network access.

Table 14 Problems That May Be Encountered When Setting Up

Symptom

Cause

Remedy

Cannot find 3Com
Network Access
Manager Admin on the
PC used by a Network
Administrator.

The Administration User Interface
component has not been installed on the
Network Administrator’s PC.

Check that the Network Administrator’s
PC meets the specifications in Table 5
and Table 6, in Chapter 2, install the
Administration User Interface component
on the PC.

3Com Network Access
Manager does not
allow you to create
rules/ VLANs/Policies/
EFW Policies.

When trying to create a
rule/ VLAN/ Policy/ EFW
Policy the following
message is displayed:
“Unable to create item.
This may be because an
item with this name
already exists or
because of security
permission”.

Either:

You do not have Administrator privileges or
are not using the 3Com Network Access
Manager Admin tool.

Or:

The Active Directory component for 3Com
Network Access Manager has not been
installed on an Active Directory server in
the network domain.

Or:

Changes to the Active Directory schema
have not replicated to all Active Directory
servers in the domain.

Use the 3Com Network Access Manager
Admin tool to access the Network
Administrator User Interface.

Ensure you have appropriate
Administrator permissions.

Ensure the Active Directory component is
installed on one Active Directory server in
the domain.

If you have already installed the Active
directory component on an Active
Directory server in the domain, then you
may need to wait for the schema changes
to replicate to the other Active Directory
servers in the domain.

The Network Access
tab, accessible by
right-clicking Users or
Groups or Computers
in the Tree pane and
selecting Properties,
does not display all
rules created in 3Com
Network Access
Manager

You have not been granted read
permission for the rules which are not
displayed.

Ask the network administrator who
created the rules in 3Com Network Access
Manager to grant you read permission for
the specific rules.
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Table 14 Problems That May Be Encountered When Setting Up (continued)

Symptom

Cause

Remedy

Clicking on Rules in the
Tree pane displays an
empty Display pane.

Note: After correct
installation the Default
Rule will always be
shown in the Display
pane

Either:

The Active Directory component for 3Com
Network Access Manager has not been
installed on an Active Directory server in
the network domain.

Or:

Changes to the Active Directory schema
have not replicated to all Active Directory
servers in the domain.

Ensure the Active Directory component for
3Com Network Access Manager is
installed on one Active Directory server in
the domain.

If you have already installed the Active
directory component on an Active
Directory server in the domain, then you
may need to wait for the schema changes
to replicate to the other Active Directory
servers in the domain, this may take some
time. Alternatively, you can ‘force’
replication between Active Directory
servers, consult the Microsoft
documentation for further information.

Using the Network
Administrator user
interface, right-clicking
Users or Groups or
Computers in the Tree
pane and selecting
Properties does not
display a Network
Access tab.

The Current Rule
column in the Details
pane for Users, Group
or Computers, shows
“Not specified” for all
entries

The Active Directory component for 3Com
Network Access Manager has either not
been installed on an Active Directory server
in the network domain, or else has not yet
replicated to all of the Active Directory
servers in the domain

If you have not installed the Active
Directory component for 3Com Network
Access Manager, then install the
component on one Active Directory server
in the domain. The schema changes made
by the component will be replicated to all
of the Active Directory servers in the
domain.

If you have already installed the Active
directory component on an Active
Directory server in the domain, then you
may need to wait for the schema changes
to replicate to the other Active Directory
servers in the domain. Alternatively, you
can ‘force’ replication between Active
Directory servers, consult the Microsoft
documentation for further information.

"Computer-name =
<unknown>" is logged
in the 3Com Network
Access Manager event
log following an
authentication attempt
from this computer.

This is probably due to the computer’s
MAC address not having been entered into
3Com Network Access Manager.

Follow the steps in “Entering MAC

Addresses For A Computer” in
Chapter 3.
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Table 14 Problems That May Be Encountered When Setting Up (continued)

Symptom

Cause

Remedy

On a PC used by a
Network Operator,
selecting Active
Directory Users and
Computers, then
right-clicking Users or
Computers in the Tree
pane and selecting
Properties does not
display a Network
Access tab

The Operator User Interface component
has not been installed on the Network
Operator’s PC.

Check that the Network Operator’s PC
meets the specifications in Table 5 and
Table 6 in Chapter 2, install the
Operator User Interface component on the
PC

Table 15 Possible Problems With Network Access

Symptom

Cause

Remedy

Incorrect RADIUS
authorizations within
the network domain

Either:

You have not installed the IAS component
for 3Com Network Access Manager on all
of the IAS servers in the domain, or else
you have not restarted the servers after
installation of the component.

Or:

You have not correctly set up a Remote
Access Policy.

Identify the IAS server(s) issuing the
incorrect RADIUS authorizations.

For each IAS server suspected of issuing
incorrect RADIUS authorizations use the
Event Viewer to check for correct
functionality of the server.

From the Tree pane of Event Viewer, select
System Log and look at the IAS responses
in the Display pane, this will show the
Policy that was used for each
authorization from the server.

From the Tree pane, select 3Com Network
Access Manager Log.

If 3Com Network Access Manager Log is
not displayed in the Tree pane, then 3Com
Network Access Manager has not been
installed on the specific IAS server, or the
IAS server has not been restarted after
installation. Rectify as appropriate.

If clicking on 3Com Network Access
Manager Log shows an empty Display
pane, then 3Com Network Access
Manager is installed on the server but the
Remote Access Policy is not configured
correctly. Refer to Appendix A for step
by step instructions on correctly setting up
a Remote Access policy.
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Symptom

Cause

Remedy

The expected rules for
a computer are not
applied.

The computer's MAC address has not been
entered correctly into 3Com Network
Access Manager.

Follow the steps in_"“Entering MAC
Addresses For A Computer” in

Chapter 3.

An event shown in the
System event log
displays the message:
“"Computer-Name =
<unknown>"

The computer's MAC address has not been
entered correctly into 3Com Network
Access Manager

Follow the steps in “Entering MAC

Addresses For A Computer” in
Chapter 3.

Unpredictable RADIUS
authentication of a
user, group or
computer.

The authentication mode enabled on the
network access device may be incompatible
with the settings on the Action tab for the
rule associated with the user, group or
computer

Ensure the authentication mode selected
on the network access device matches
how the rule has been setup. Either
change the rule setting or else select a
different authentication mode on the
network access device

A user, group or
computer associated
with a specific rule
cannot gain network
access.

Either:

The rule may be set to Deny network
access.

Or:

The VLAN applied to the rule may not
match the VLAN in the network access
device (switch or wireless access point).

Or:

The user or computer does not have
remote access permission enabled.

Or:

The user’s password is not stored using
reversible encryption.

Or:

The format of the RADIUS response may
not be understood by the network access
device.

Select the Action tab for the rule and
check the network access setting.

The network access setting may be set to
Deny for a purpose, for example to
blacklist a user or group and prevent
network access.

Ensure the VLAN set for the rule, matches
the VLAN in the network access device.
Refer to the user documentation shipped
with the network access device for
information on determining the VLAN
assigned in the network access device.

From the Dial-in tab (accessible by
right-clicking Users or Groups or
Computers in the Tree pane and selecting
Properties) under Remote Access
Permission, select "Allow access".

From the Account tab (accessible by
right-clicking Users or Groups or
Computers in the Tree pane and selecting
Account) under Account options, enable
"Store password using reversible
encryption”.

Check the format of the RADIUS response
in the RADIUS file. If necessary add a new
Authorization Type. See Customizing the

Configuration Files.
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Table 15 Possible Problems With Network Access (continued)

Symptom

Cause

Remedy

The Network Access
tab, accessible by
right-clicking Users or
Groups or Computers
in the Tree pane and
selecting Properties
does not show the
actual rule being
applied to the user,
group or computer.

You may not have been granted read
permission for the rule which is actually
being applied to the user, group or
computer. In which case the rule will not be
listed for you.

It is important that network administrators
responsible for resolving network access
problems are given read access on all rules

created in 3Com Network Access Manager.

Ask the network administrator who
created the rules in 3Com Network Access
Manager to grant you read permission for
all rules.

The Current Rule
column for User View,
and Computer View
does not show the
actual rule being
applied to the user or
computer.

You may not have been granted read
permission for the rule which is actually
being applied to the user, group or
computer. In which case the rule will not be
listed for you.

It is important that network administrators
responsible for resolving network access

problems are given read access on all rules
created in 3Com Network Access Manager

Ask the network administrator who
created the rules in 3Com Network Access
Manager to grant you read permission for
all rules.

The 3Com Network
Access Manager Log
shows a request as
being accepted
(displays
3ComAuthorization in
the Source column),
but user cannot gain
network access.

Either:

The VLAN applied to the rule associated
with the user may not match the VLAN in
the network access device that the user
connects to.

Or:

The authentication mode enabled on the
network access device may be incompatible
with the settings on the Action tab for the
rule associated with the user, group or
computer.

Or:

The format of the RADIUS response may be
incompatible with the network access
device.

Ensure the VLAN set for the rule, matches
the VLAN in the network access device.
Refer to the user documentation shipped
with the network access device for
information on determining the VLAN
assigned in the network access device.

Ensure the authentication mode selected
on the network access device matches
how the rule has been setup. Either
change the rule setting or else select a
different authentication mode on the
network access device.

Ensure the Network Access Manager
Plug-in configuration file has the correct
format for the device and that the correct
Authorization Type is being used by the
IAS Remote Access Policy
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Symptom Cause

Remedy

A network access device (switch or wireless
access point) has not been added to IAS.

Entry in system event
log displays message:
"A RADIUS message
was received from
invalid RADIUS client IP
address XX.XX.xXx.xx",
and no response is
returned to the device.

There may be a delay
before the user is
informed of a log-in
failure.

Add the network access device to IAS as a
radius client with the client-vendor
parameter set to ‘3Com’".

Either:

Active Directory has not been updated with
changes which affect the EFW Policy
applied to the user.

Or:

There is a mismatch in configuration
between Active Directory and the EFW
Policy Server,

Or:

The EFW Policy has not been entered into
3Com Network Access Manager, or the
EFW policy is not being used by a rule.

Incorrect EFW Policy is
used for an EFW user

Press Recalculate EFW Membership
button.

Verify that the EFW Policy entered into
3Com Network Access Manager exists on
the EFW Policy Server.

Enter the EFW Policy information and
assign to appropriate rule(s).
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Problems Related to
Using the MAC
Address Tool

This section details possible problems that you might experience when
using the MAC Address tool. Each problem is described by a symptom, an
explanation of the cause of the problem and a suggestion on what to do
to remedy the problem.

The problems are listed in Table 16.

Table 16 Problems That May Be Encountered When Using the MAC Address Tool

Symptom Cause Remedy

The MAC Address Tool  Either: If the computer is not running a supported
reports the status for a : : operating system the MAC Address will
computer as "Not The computer is not accessible. have to be manually configured.

Found: Computer is Or:

offline, or DCOM traffic
is being blocked by a
firewall"

The computer does not have a supported
operating system.

Or:

The computers Firewall is blocking the
request.

If the computer is running a supported
operating system check the Windows
Firewall setting and ensure that the
remote administration exception is
enabled.

The MAC Address Tool
reports the status for a
computer as "Failed:
WMI access
permissions denied on
this computer" or
"Failed: DCOM access
permissions denied on
this computer"

The user does not have the required WMI
or DCOM permissions to access the
computer.

Either:

Use an account with the appropriate
privileges; normally a user who is a
member of the Administrators group on
the computer will have the appropriate
permissions.

Or:

Update the WMI or DCOM permissions for
the account.

The MAC Address Tool
reports the status for a
computer as "Not
Supported: Check WMI
service is installed and
enabled"

The Windows Management
Instrumentation (WMI) Service has been
disabled on the computer.

Enable the WMI service on the computer.

The MAC Address Tool
reports the status for a
computer as "Failed:
MAC already assigned
to another computer in
Active Directory"

Either:

The Network Adaptor has been moved
between two computers.

Or:

The computer has been removed from the
domain and then rejoined with a different
name.

Use the Find command to locate the
computer account in Active Directory
which has the MAC Address assigned and
remove the MAC Address. Execute the
MAC Address Tool again.




CusToOMIZING 3COoM NETWORK
ACCESS MANAGER

Customizing 3Com Network Access Manager provides the following
benefits:

m Tailors the response to the individual RADIUS Client (switch) device;
this includes non-3Com devices.

= Adds support for new type or class of devices.

= Dynamic control over 3Com Network Access Manager participating in
the RADIUS response.

m Dynamic addition of a single Rule when processing RADIUS access
request.

For most situations the default format of the RADIUS Response will be
compatible with the device (switch) being used to gain access to the
network, customization is not normally needed. In a small number of
situations customizing the RADIUS Response may be required. Examples
would be:

= Support for non-3Com devices that do not conform to IETF RFC 3580

m Support for devices that can use policy setting other than the QoS
filter attribute.

Similarly, for most situations the Rules assigned to Users and Computers
in Active directory will provide the correct VLAN/QoS for the supplicant
(user/computer) accessing the network. In some circumstances it may be
appropriate to include additional Rules to be included as part of the
authorization process. Examples would be:

m Health Check system that is called before 3Com Network Access
Manger would like to have the current access request be placed into a
Health Check VLAN/QoS.
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m Accessing the network via a particular device requires a supplicant to
be placed into a different VLAN/QoS from the normal VLAN/QoS.

3Com Network
Access Manager
Plug-in Processing

Check RADIUS
Request is Valid for
3Com Network
Access Manager

Before customizing 3Com Network Access Manager it is important to
understand how IAS and the plug-in interact and how the plug-in
processes an authorization request. IAS has two phases for a RADIUS
Request: authentication phase and authorization phase. The
authentication phase is where the username and password pair is
verified, 3Com Network Access Manager has no role to play in this phase.
For the authorization phase IAS will do its own processing and then each
authorization plug-in currently loaded will be called. 3Com Network
Access Manager Plug-in will be called as part of the authorization phase.

The 3Com Network Access Manager Plug-in has two areas of operation:

m At start-up of the RADIUS Server (IAS) the
3ComNAMIAS-Configuration.ini and 3ComNAMIAS-NASIdent.ini files
are parsed to obtain the correct responses required for the different
RADIUS Requests that can be catered for.

m For the Authorization phase the 3Com Network Access Manager
Plug-in first checks that the RADIUS Request is valid for 3Com
Network Access Manager processing and then selects the highest
priority Rule to either reject the request or accept the request,
responding with the VLAN / QoS settings defined in the Rule.

" Authorization Type" is a 3Com Vendor Specific Attribute (VSA) used by
3Com Network Access Manager both to identify which RADIUS access
request messages are to be processed by the 3Com Network Access
Manager Plug-in and, potentially, to control the attributes returned in the
RADIUS access response message. If the VSA for Authorization Type is not
included in the access request (either supplied by the device itself or set
from the IAS Access Policy) then the device shall not receive the 3Com
Network Access Manager VLAN or QoS assignments.

To verify that a RADIUS Request is to be processed the plug-in first selects
an Authorization Type using the following algorithm:

m If the IP Address of the switch is in 3ComNAMIAS-NASIdent.ini file use
the Authorization Type assigned to it.

m Else keep the Authorization Type provided by the Access Policy.
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It then confirms it can provide a suitable RADIUS Response by verifying
that the Authorization Type is defined in 3ComNAMIAS-Configuration.ini
file. Lastly it performs pre-condition checks by parsing the RADIUS
Attributes in the access request and response being constructed by IAS
(Access Policy and any previous plug-in) for match or no_match attributes
of the selected Authorization Type.

If the selected Authorization Type is defined in the configuration file and
the pre-condition checks evaluate to true the plug-in will process the
RADIUS request.

The Plug-in obtains all the appropriate NAM Rules associated with this
request from Active Directory these are: Rules associated with the
username, Rules associated calling-station MacAddress, Rules provided by
the IAS Access Policy and the Default Rule. The highest priority Rule is
used to supply the RADIUS Response

Customizing the
Configuration Files

N
i

s

3ComNAMIAS-Config
uration.ini File

The configuration files 3ComNAMIAS-Configuration.ini and
3ComNAMIAS-NASIdent.ini are located in the directory selected during
installation of the product; the default location is ¢\ Program
Files\3Com\Network Access Manager.

If a file is missing or cannot be parsed the 3Com Network Access
Manager IAS plug-in will not return any RADIUS response information. If
a file is not found or there is a parsing error an error is logged in the
3Com Network Access Manager Event log with an error event type that
can then be viewed via the Microsoft Event Viewer.

The default files installed contain additional information which should be
referred to when modifying the files.

CAUTION: Errors in the files will stop the plug-in from working correctly.

Make a copy of the files before changes are made so that a known
working version can be restored.

The IAS Server must be restarted for changes to take effect.

This is an administrator editable (for example, Notepad, etc) file that
defines the Authorization Types that 3Com Network Access Manager
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3ComNAMIAS-NASId
ent.ini File

should accept and how they should be processed. The installed file
includes definitions for the following types:

s 3Com Extended Usage
m |ETF RFC 3580 Usage
s 3Com WX Wireless Usage

This file provides the following capabilities:

m Support for different types of RADIUS Client devices
= Assignment of Authorization Type to RADIUS Response.

s Defines the RADIUS attributes of the response and their format /
type.
= Create new Authorization Types for new devices.
m Flexible interaction with Policy Servers (i.e. Health)

= Conditional execution of RADIUS Response

The file is formatted so that for each Authorization Type it defines the
attributes to be returned for each 'action' (‘Access allowed', 'VLAN
assignment' and 'Policy assignment'). The attribute definitions support
standard RADIUS attributes including VSAs and specify the syntax of the
attribute value including if the name or the ID of the VLAN or QoS profile
is included.

Within each Authentication Type it is possible to define pre-condition
checks for the 3Com Network Access Manager plug-in that can be used
to control if the NAM Rule actions are actually applied to an access
attempt. This is done by adding "match" or "no_match" attribute
pre-conditions. The pre-conditions identify the RADIUS attributes,
including VSAs and optionally the attribute values. For example
pre-condition settings can be used to prevent 3Com Network Access
Manager from processing a request when a Health Server wants to isolate
a device.

This is an administrator editable (for example, Notepad, etc) file that
associates the Authorization Type to be used by the authorization plug-in
based on the IP Address of the device (switch). Normally this is achieved
by the IAS Remote Access Policy; however this may not always be
possible.
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For example a device that provides no vendor or product or name
information may only be identified by the IP Address given to the device.
Adding the device to this file provides an easy way to define the
Authorization Type used to provide a RADIUS Response.

Customizing IAS
Access Policy

The IAS Access Policy specifies when 3Com Network Access Manager
Plug-in is called and which Authorization Type is used. The RADIUS
Response can be influenced by customizing the Access Policy to pass a
Rule to the Plug-in. This is achieved using a 3Com VSA that contains the
Rule name. When both the Authorization Type VSA and the
Authorization Rule Name VSA are configured in the Access Policy the
3Com Network Access Manager authorization plug-in will lookup the
rule in Active Directory using the supplied rule name. If a match is found
then the Rule will be used in-conjunction with the Computer
(MacAddress) and User Rules to determine the highest priority Rule and
therefore the authorization response. If the rule is not found then the
user/computer rule selection will occur and a Warning event will be
logged in the 3Com Network Access Manager event log.
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CREATING A REMOTE ACCESS
PoLICY

For 3Com Network Access Manager to authenticate users and computers
accessing the network, an IAS Remote Access Policy must first be created.

This appendix provides step by step instructions on creating a remote
policy when Using Microsoft Windows Server 2003 Operating System.

Introduction to IAS
Remote Access
Policies

The IAS Remote Access Policies are an ordered set of rules that control
how RADIUS access requests are processed. Each Remote Access Policy
defines the following:

m one or more conditions that are used to determine if the policy is
applied to an access request,

m a number of profile settings that control the processing of the access
request,

m aremote access permission to allow or deny access.

If an access request matches with the conditions in several Remote Access
Policies only the first Remote Access Policy in the list is applied.

When adding or modifying a Remote Access Policy for an IAS Server in
which multiple Remote Access Policies are configured the administrator
should check the various Policy Conditions and the order of the policies
to ensure that the correct Access Policy is selected for different access
requests.

When creating multiple Remote Access Policies to match different device
types the Remote Access Policies should normally be ordered such that
the more specific are earlier in the list then the more general policies in
order to limit the number of Policies that need to be defined.

When creating Remote Access Policies to process access requests from
different devices where it is not possible to easily distinguish between
them (based upon the contents of the access request), then the RADIUS
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Clients can be assigned names that can be used to filter the devices in the
policy conditions.

For example, to create different policies that process access requests from
3Com Wireless switches, 3Com Wireless Access Points and 3Com Wired
switches you could use the following Policy Conditions:

3Com Wireless Switch Policy

Client-Vendor matches "3Com"
Client-Friendly-Name  matches "WX*"
NAS-Port-Type matches "Wireless-IEEE 802.11"

NOTE: * is used as a wildcard that matches with the remaining part of the
RADIUS Client name.

3Com Wireless Access Point Policy

Client-Vendor matches "3Com"

NAS-Port-Type matches "Wireless-IEEE 802.11"
3Com Wired Switch Point Policy

Client-Vendor matches "3Com"

NAS-Port-Type matches "Ethernet"

If each 3Com Wireless switch is assigned an IAS Friendly Name that starts
"WX" they will receive the first policy. While the 3Com Wireless Access
Points which should be assigned a Friendly Name that does not begin
with "WX", will receive the second policy.

Using Microsoft
Windows Server
2003 Operating

System

>

Follow these steps to create a new remote access policy within IAS using
Microsoft Windows Server 2003 Operating System. The example used in
this section details setting up for a Wired Switch such as the Switch 5500
or X-Family devices. Where the procedure for setting up a Wireless Switch
differs this is highlighted.

The "IAS Connection Request Policies" must be configured to allow the
IAS Server to process the access requests from the switch. The default IAS
connection policy created when IAS is installed allows all access requests
to be processed by the IAS server.
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Creating a New This section details how to create a remote access policy.
Remote Access Policy

1 Select Programs>Administrative Tools>Internet Authentication Service

Figure 38 IAS Main Window

*¢ Internet Authentication Service -|O] =]
File Action ‘iew Help
co[mEF R OO
B ot Auithertication Se -
{_1 RADIUS Clients 3 Welcome to Internet Authentication
(-1 Remote Access Logging Service
% Remote Access Policies
D Connection Request Processing Use Internet Authentication Service (145) ko authenticate,
authorize, and account For dial-up, YPM, wireless and
Ethernet connections to vour network, You can also
configure I&5 to Forward aukhentication requests ko any
access server that is compatible with Remate Authentication
Dial-In User Service (RADIUS),
To configure IAS to read the remote access properties of
user accounts in Active Directory, on the Action menu, click
Reqister Server in Active Directory,
For more infarmation abouk sekting up 165, deployment
scenarios, and troubleshooting, see Help, |
=

2 Right-click Remote Access Policies in the Tree pane and select New
Remote Access Policy, see Figure 39.
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Figure 39 New Remote Access Policy

"¢ Internet Authentication Service o ] 4

File Action Wiew Help

- | Bm BB 2

%EJ Internet Authentication Service {Local) Mame | Crder |
D RADILS Clients [Z¥ Connections to Microsoft Routing and Remate ... 1
D Remaoke Access Logain E¥ Connections to other access servers 2

‘% Remoke Ao Policies
#-{_] Cannection Request Pi ARG

Mew [ 3
View 3
Refresh

Expoart Lisk. ..

Help

Mew Remote Access Policy | |

3 The New Remote Access Policy Wizard will be displayed, Figure 40. Select
Next.
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Figure 40 New Remote Access Policy Wizard.

MNew Remote Access Policy Wizard x|

Welcome to the New Remote
ﬁ Access Policy Wizard

Thiz wizard helps pou set up a remate access palicy,
which is a set of conditions that determine which
cohnection requests are granted access by this server.

To continue, click Mext.

< Back

Cancel |

4 Select Set up a custom policy and type the name of the policy. Click Next.
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Figure 41 Set Up A Custom Policy

Policy Configuration Method
The wizard can create a typical policy, aor pyou can create a custam palicy.

How do you want to set up this policy?

™ Use the wizard to get up a typical policy for a commaon scenario

% Setup a custom palicy

Type a name that describes thiz policy.

Palicy name: andycorp Femote Access Policy|

Example; Authenticate all ¥PM connections.

< Back I Hest > I

Cancel

You now need to add a condition that will cause the Remote Access

Policy to run.

5 Add the conditions that will match the access requests to be processed by
this Remote Access Policy. For example, to match access requests from
3Com Wired switches add conditions for the Client Vendor and the

NAS-Port-Type as follows:

On the Policy Conditions dialog, click Add. On the Select Attribute dialog

select client vendor and click Add, see Figure 42.
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Figure 42 Selecting Attributes for Remote Access Policy

MNew Remote Access Policy Wizard x|

Policy Conditions

To be authenticated, connection requests mugt match the conditionz you zpecify. h’

Specify the conditionz that connection requestz must match to be granted or denied

ACCELE,

Policy conditions:

Il Select Attribute 2] x|
Select the type of attribute to add, and then click the Add button.
Attribute types:
I ame | Drezcription -
Authentication-Type Specifies the authentication scheme that iz u
. Called-Station-d Specifies the phone number dialed by the um
Edit... Eer | Calling-Station-d Specifies the phone number from which the ¢
Client-Friendly-M ame Specifies the fiendly name for the RADIUS
Clignt-P-4ddress Specifies the [P address of the RADIUS cler

Clent-vendar Specifies the manufacturer af the BADIIS m
Dap-and-Time-Restric...  Specifies the time penods: and davs of week

Framed-Pratocol Specifies the protocol that is used.

M5-RAS-endar Dezcription not yet defined

MaS-ldentifier Specifies the sting that identifies the NAS th

MAS-IP-Address Specifies the |P address of the NAS where th

MaS-Port-Type Specifies the twpe of phezical port that is uzes

Service-Type Specifies the twpe of zervice that the uzer ha—

Tunnel-Type Specifies the tunneling protocols used, .

Wl ibdmais-lEronns Snecifies the Wwindmws armons Hhak the oser

4 T 3 i
Add.. Cancel |

6 Highlight 3com in the Available types list and use the Add>> button to
move 3com 0 the Selected types list, see Figure 43. Click OK.

I> The IAS RADIUS Clients that correspond to the 3Com switches must be

configured with the Client-Vendor property set to "3Com".



132 APPENDIX A: CREATING A REMOTE ACCESS PoLICY

Figure 43 Selecting 3Com as Client-Vendor for Remote Access Policy

Ayailable types: Selected types:
ACC a| |F | 3Com

ADC Kentrox

Azcend Communication <¢ Bemove |
BEM —

BinT ec Communicatior
Cabletron Systems
Cizco

Digi Intermational
EICOM

Gandalf

Intel Corooration -
RS T N

Q. | Canizel |

On the Policy Conditions dialog, click Add, on the Select Attribute dialog
select NAS-Port-Type and click Add, see Figure 44.
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Figure 44 Select Attribute Dialog

W Select Attribute

Selectthe type of attribute to add. and then click the Add button.

Attribute types:

Mame

| Description -

Called-Station-Id
Calling-Station-Id

ClientlP-Address
Client+vendar

Framed-Frotocol
hME-RAS-Vendar
MAS-dentifier
MAS-IP-Address
I i art- T,
Service-Type
Tunnel-Type
Wilndows—GrDu ps
4

Authentication-Ty...

ClientFriendhy-M ..

Day-And-Time-R..

Spacifies the authentication scheme thatis used to werif
Specifies the phone number dialed by the user.
Speacifies the phone number from which the call ariginate
Specifies the fiendly name forthe RADIUS client |AS o
Specifies the IP address of the RADIUS client (lAS anly)
Spacifies the manufacturer of the RADIUS prowy or NAZS
Specifies the time periods and days of week during whis
Specifies the protocol that is wsed.
Description notyet defined
Specifies the string that identifies the MNAS that ariginater
Specifies the IP address of the MNAS where the request ¢
Spacifies the type of physical portthatis used by the N4
Specifies the type of service that the user has requestec_|
Spacifies the tunneling protocals used.
Specifies the Windows groups that the uselr belongs to. 'l
»

Add...

Cancel

In the NAS-Port-Type dialog select Ethernet in the Available types and
click Add>> to move Ethernet to the Selected types, see Figure 45. Click
OK.

Figure 45 NAS-Port-Type Dialog
NAS-Port-Type

Selected types:
Ethemet

Awailable types:

HOLC Clear Channel -
IDSL - ISDM Digital Subs:

[Z0M Async.110 << Bemave |
ISOM Async . 120 —

ISDM Sync

PIAFS

SD5L - Symmetric DSL
Swnc(T1 Line)

Taoken Ring

Wirtual (WEMN)

Wireless - IEEE 802.11 ‘l
4 | | 3

(0]:4 | Cancel |
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If the Remote Access Policy is to be used to match wireless devices then
add Wireless - 802.11 to the Selected types for the NAS-Port-Type Policy
Conditions.

7 On the Policy Conditions dialog, Figure 46, click Next

Figure 46 Setting Policy Conditions on Remote Access Policy

New Remote Access Policy YWizard |

Policy Conditions fQ
To be authentizated, connection requestz muzt match the conditions you specify, j\J

Specify the conditions that connection requests must match to be granted or denied
access.

Policy conditions:

Client-Yendor mat

Edit... Bemove I

< Back | Mest = Cancel
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8 On the Permissions dialog, Figure 47, select Grant remote access
permission and click Next.

Figure 47 Granting Remote Access Permission

New Remote Access Policy Wizard

Permizzions

A remote access policy can either grant or deny access to users who match the
specified conditions.

IF & connection request matches the specified conditions:

" Derw remote acoess permission

* Grart remote access permissior

< Back I Mewxt » I Cancel
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9 You now need to specify the profiles of the users who match the
condition you have specified. Click the Edit Profile button, see Figure 48.

Figure 48 Editing the Profile

MNew Remote Access Policy Wizard x|

Profile o,
r'ou can make changes bo the profile for thiz policy. ‘J}

A, profile iz a collection of setting: applied to connection requests that have been
authenticated. To review or change the default profile for this policy, click Edit Profile.

Edit Profile... |

< Back Cancel
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10 Select the Authentication tab, and select the appropriate authentication
methods according to your network security policy and the devices on the
network, see Figure 49.

Configure the EAP methods if the policy is intended to be used with IEEE
802.1X based authentications.

Select the CHAP and PAP settings if the policy is intended to be used for
MAC Address based authentications. These options should be deselected
if only using I[EEE802.1X.

Figure 49 Selecting Encryption Methods

Edit Dial-in Profile 2=
Diakin Constraints | IP | Multlink
A thentication | Encryption I Advanced

Select the authentication methods wou want to allow for thiz connechon.

EAP Methods

[ Microsoft Encrypted Authentication version 2 [MS-CHAP v2]
W Wzer can change password after it has expired
[T Microsoft Encrypted Authentication [M5-CHAR)

V| Uzer can change pazsword after it has expired

Iv Enerypted authentication [CHAP]

v Urencrypted authentication [PAP, SPAP)

Unauthenticated access

r Allow clients to connect without negatiating an authentication
method.

0k | Cancel Apply

Ensure that the EAP type selected for the policy is consistent with the
IEEE802.1X client settings.
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11 Add the 3Com Authorization Type VSA to the profile as follows: select
the Advanced tab and click Add, see Figure 50.

Figure 50 Editing the Dial-in Profile

Diakin Constraints | IP | Multlink |
Authentication I E ncryption Advanced

Specify additional connection attributes to be retumed to the Remote
Access server

Attnbutes:
MHame | Wendor | Walue
Service-Type RADIUS Standard  Framed
Framed-Protocal RADIUS Standard  PPP
1| | 1
agd. | [ Edi | [ Bemoe |

ak I Cancel Apply
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12 Select vendor specific from the list of RADIUS attributes and click Add,
see Figure 51.

Figure 51 Adding Vendor-Specific Attributes

To add an attnbute bo the Profile, select the attibute, and then click Add.

To add an attribute that is nat listed, select the VYendor-5pecific attibute.

Aubtribte:

ame

I Y andor

I Description

Login-TCP-Fort
M&S-Port-1d
Reply-tezzage
Service-Type
Termination-A.ction
Tunnel-Azzignment-| D
Tunnel-Client-auth- D
TunnelClient-Endpt
Tunnektedium-Tope
Tunnel-Pazzword
Tunnel-Preference
TunnekPyt-Group-D
Tunnel-Server-suth-|D
Tunnel-Server-Endpt
Tunnel-Type

Eicu:u'-\-F'alr
.-’-'«Illowed-Eertificate-DlD
A4

RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIIS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard
RADIUS Standard

Cigzo
tdicrosaft

Specifiez the TCP port to which the uger should connect.
Specifies the port of the MAS that authenticates the user £
Specifies the meszzage displayed to the uzer when the autt
Specifiez the tppe of service that the user has requested.
Specifies the action that the MAS should take when servic
Specifiez the tunnel to which a zezzion iz azsigned.
Specifiez the name used by the tunnel initiatar during the 2
Specifiez the P address of the initiator end of the tunnel.
Specifiez the tranzport medium uzed when creating a tunn
Specifiez the pazzword uzed for authenticating to a remote
Specifies the relative preference azsigned to each tunnel v
Specifies the Group 1D for a tunneled session.
Specifiez the name used by the tunnel terminator during th
Specifies the |P address of the server end of the tunnel.
Spemfles the tunneling protocals uzed.

e support of pro ary MAS features.
Spemfles the Cizco A% Pair VSA

3

Specifiez the certificate purpose or usage object identifie_rsILI
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13 On the Multivalued Attribute Information dialog, see Figure 52, click Add

Figure 52 Multivalued Attribute Information Dialog

Multivalued Attribute Information 21|

Attribute name:

IVendDr-Specific

Attribute number;
|25

Attribute format:
IDctelStling

Adtribute values:

endor | Walue Move Up |
e Down |

Eemove |
Edit |
| | *l

6 | Cancel
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Using Microsoft Windows Server 2003 Operating System

Configure Attribute, see Figure 53

Figure 53 Configuring Vendor-Specific Attribute

¥endor-Specific Attribute Information

Attribute narme:

2%

IVendDr-Specific

Specify nebwark. access server vendar.

¥ Select from list: I ACom

[

" Enter Yendor Code: I

Specify whether the attribute conforms to the RADIUS RFC specification for

vendor specific attibutes.

" Mo. It does not confarm.

Configure Attribute. ..

o]

Cancel

141

15 Type 9 asthe vendor assigned value, Select Decimal asthe attribute
format, and type 1 as the attribute value. See Figure 54. Click OK.

s

The Attribute value entered must match with the appropriate
Authorization Type for the device (for example, 1 for the Switch 5500).
(See Table 3 on page 20 for a list of supported devices.). This tells the

3Com Network Access Manager IAS plug-in that it should process this

access request and controls the format of the 3Com Network Access

Manager authorization response (VLAN and Policy).
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Figure 54 Vendor Assigned Attributes for 3Com

Configure ¥SA (RFC compliankt) ilil

Yendor-aszigned attribute number;
|a

Attribute format;
I Decimal j

Attribute walue:

I

(] I Cancel

16 Click OK to close the Vendor-Specific Attribute Information dialog
17 Click OK to close the Multivalued Attribute Information dialog

18 Click Close to close the Add Attributes dialog

19 Click OK to close the Edit Dial-In Profile dialog

20 If you selected authentication method(s) in step 10, you will be given the
opportunity to view the IAS Online Help to check that you have
configured the protocol correctly, see Figure 55.

Figure 55 View Protocol Help Topic.

Dial-in Settings x|

‘ou selecked one or more authentication methods, To ensure that each protocol is correctly configured For the remoke access, policy,
! and domain levels, Follow the step-by-step procedures in Help.

View the carresponding Help topic?
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21 After viewing the Online Help, click Finish. The remote access policy that
you have just created will be added to the list of policies, see Figure 56

Figure 56 New Remote Access Policy Added to List

...-==-" Internet Authentication Service ;|g|5|
File  Action Wiew Help
= | OEXEE|2]+ +

Marme |O / |

%3 Internet Authentication Service (Local)
-1 RADIUS Clients

l l:l Remate Access Logaing
lemote Access Paolicies

l l:l Connection Request Processing

andycu:urp Femote Access Policy

Cu:unneu:tiu:uns ko Microsoft Routing and Remake Access server 2

Cu:unneu:tiu:uns ko other access servers

1

3

22 Select the new remote access policy from the list in the Detail pane. Use
the It buttons on the tool bar at the top of the window to increase or
decrease the priority of the new remote access policy with respect to
other specific policies that you have created, and to match your network
security requirements.

23 This completes creating a new remote access policy using Microsoft
Windows Server 2003 Operating System.

In a mixed-vendor network where only 3Com switches are to be

I> authenticated through 3Com Network Access Manager, the Remote
Access Policy needs to be adjusted to only match 3Com devices. This
should only be undertaken by a network administrator familiar with the

process.
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USING MICROSOFT WINDOWS
SERVER 2008 OPERATING
SYSTEM

Windows Server 2008 is not due to ship until 2008 therefore the
behavior and user interface of Windows Server 2008 may change. 3Com
Network Access Manager V1.2 was tested using Windows Server 2008
Beta 3 release which may not be identical to the shipping product. The
information contained in this guide is correct at the time of publication.

Network Policy Server (NPS) is the new version of Internet Authentication
Service (IAS). NPS provides Network Access Protection (NAP). 3Com
Network Access Manager v1.2 is designed to be compatible with NAP.

For 3Com Network Access Manager to authenticate users and computers
accessing the network, an NPS Remote Access Policy must first be
Created.

This appendix provides step-by-step instructions on creating a remote
policy when using Microsoft Windows Server 2008 Operating System.

It details the following scenarios:

m  Configuring NPS for Health Checking with a 3Com Network Access
Manager Response

m  Configuring NPS for Network Access with a 3Com Network Access
Manager Response

m  Case Study — Microsoft NAP Health Checking with 3Com Network
Access Manager Response

This guide assumes that you are using Active Directory for your ‘Users and
Computers’ management and that it is already installed and the server is
the Domain Controller.
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Configuring NPS for
Health Checking
with a 3Com
Network Access
Manager Response

NPS Configuration

s

This section describes how to configure a Network Policy Server (NPS) for
health checking with a 3Com Network Access Manager response.

Follow these steps to create a new Network Access Policy in NPS that will
receive and process the authentication request and also pass it onto
3Com Network Access Manager for further processing.

Windows Server 2008 contains a new feature called User Account
Control (UAC) that requires the user to approve certain actions in the
system. Several of the configuration tasks to follow require UAC
approval. When prompted you should click Continue to authorize these
changes.

Install the NPS Server Role

1 Click Start > Server Manager.

2 Under Roles Summary, click Add roles, and then click Next.

3 Select the Network Policy and Access Services check box, and then click

A W N =

(8, }

Next twice.

Select the Network Policy Server check box, click Next, and then click
Install.

Verify the installation was successful, and then click Close to close the
Add Roles Wizard dialog box

Close the Server Manager window.

Configure the NPS to be a NAP Health Policy Server
Click Start > Administrative Tools > Network Policy Server.
Double-click RADIUS Clients and Servers.

Right-click RADIUS Clients, and then click New RADIUS Client.

In the New RADIUS Client dialog box, under Friendly name, type 802.1x
Sswitch. Under Address (IP or DNS), type <your switch ip>, under
Vendor name select 3Com.

Under Shared secret, type <secret password>.

6 Under Confirm shared secret, re-type <secret password>.
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10
1"

>

Select the Request must contain the Message Authenticator attribute
check box, and then click OK.

In the left pane, click RADIUS Clients. Your new RADIUS client should be
displayed in the middle pane.

Double-click the new RADIUS client to display the New RADIUS Client
dialog box as shown in Figure 57.

Tick the Enable this RADIUS client check box.
Ensure the RADIUS client is NAP-capable check box is cleared.

Figure 57 New RADIUS Client Dialog Box
x

[ Enatle this RADIUS client
—Mame and Address
Friendly name:
|802.1% Switch
Address {IF or DNS):
[132.162.0.3

3

r—Wendar
Specify RADIUS Standard for most RADIUS clients, or select the RADIUS client
wendar from the list.

“endor name:

|3C0m ﬂ

— Shared Secret
To manually type a shared secret, click Manual. To automatically generate & shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensttive.

= Manual  Generate

Shared secret:

Confirm shared secret:

r— Additional Optione
¥ Actess-Request messages must contain the Message-Authenticator attibute

[~ RADIUS client is NAP-capablei

QK I Cancel |

The RADIUS shared secret entered here must be identical to the one
entered on your switch.
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Configure Connection Request Policy
Double-click on Policies, and then select Connection Request Policies.

N =

Disable the default Connection Request Policy found under the Policy
Name area: right-click the policy, and then click Disable.

w

Right-click on Connection Request Policies, and then select New.

N

In the Specify Connection Request Policy Name and Connection Type
window, under Policy name, type NAM PEAP Policy.

Click Next, and then click Add.
Double-click Client-Vendor, select 3Com from the list, and then click OK.

S U

Figure 58 New Connection Request Policy Dialog Box — Specify Conditions
Mew Connection Request Policy >

Specify Conditions

=" Specify the conditions that determine whether this connection request policy is evaluated for a connection request.
A minimum of one condition is required.

Select condition >

Select a condition, and then click Add.

RaADIUS Client Properties =
Calling Station ID
\*‘:gg The Calling Station 10 Con the access client.
Client Friendly Hame Specify the manufacturer of the RADIUS client.
*“_ The Client Friendly Mame ¢ Others connection request to
Client |Pv4 Address b
ient |Py. [ ACC
Lﬁ% The Client IF Address con ] ADC Kentras = connection request to
» NPS. [ Azcend Communications Inc. LI

’h Client IPv6 Address
The Client IPvE Address =d the connection request

- o
to NPS. oK I Cancel |

Client ¥endor
The Client Yendor Condition

hE hame or the Yenaor of the RaUT Cent i

Add.. Cancel |
Add... | Edit.... I Eemove I
1
FBrevious | et | Eimizh | Cancel |

7 Click Next, verity that Authenticate requests on this server is selected, and
then click Next.

8 In the Specify Authentication Methods window, select Override network
policy authentication settings, and then click Add.
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9 In the Add EAP dialog box, under Authentication methods, select
Microsoft: Protected EAP (PEAP), and then click OK. Select any other
modes that are used on the network.

Figure 59 New Connection Request Policy Dialog Box — Specify Authentication
Methods

Mew Connection Request Policy

l Specify Authentication Methods

Configure one or more authentication methods required forthe connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1X or VPN, you must configure
Protected EAP.

—v  Dveride network policy authentication settings

These authentication settings are uzed rather than the constraints and authentication settings in network. policy, For VPN and 8021
connections with MAPF, you must configure PEAR authentication here.

EAF types are negotiated between MPS and the client in the order in which they are listed.

EAFP Types:

Microzoft: Protected EAP [FEAF] Mave Up |
Moye Down |

Add.. Edit... Hemove

Less secure authentication methods:
™ Microsoft Encrypted Authentication version 2 (MS-CHAP-w2)
[T User canichange password after it has expired
™ Microsoft Encrupted Authentication [MS-CHAP)
™| User can change password after it has expired
™ Encrypted authentication [CHAP)
™ Unenciypted authentication [PAP, SPAP)
[~ Allow clients to connect without negotiating an authentication method,

Previous | Hext | Einizh | Cancel |

10 Click Edit, and verify that Enable Quarantine checks is selected, and your
domain appears next to Certificate issued.
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Figure 60 Configured Protected EAP Properties Dialog Box

Configure Protected EAP Properties [ x|

Select the certificate the server should use ko prove its identity ko the clignt.
This certificate will override the certificate selected For Protected EAP in
Remote Access Policy,

Certificate jssued LONGHORNSERVER$@healthcheck. netman.com ¥ |
Friendly name:
Issuer: healkhcheck-LONGHORNSERVER-CA

Expiration date: 24/05/2008 15:37:41

¥ Enable Fast Reconnect
[ Disconnect Clients without Crypkobinding
¥ Enable Quarantine checks:

Eap Types

Maye Up

Move Down |
Add | Edit: | Remove | (0] 4 I Cancel |

11 Click OK. Then click Next twice, and then click Finish. This completes the
configuration of your PEAP connection request policy.
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Figure 61 New Connection Request Policy Dialog Box — Completing
Connection Request Policy Wizard

MNew Connection Request Policy
l Completing Connection Request Policy Wizard
.
-
“Y'ou have successfully created the following connection request policy:
NAM PEAP Policy

Policy conditions:

ition | \u"a___lue

ent Vendar 3Cam

Policy zettings:

| Condition | alue
Authentication Provider Local Computer
Override Authentication Enabled
Authentication Method E&4P
Extenzible Authentication Protocol kethod Microzoft: Protected EAP [FEAF]

Extenzible Authentication Protocol Configuration  Configured

To close this wizard, click Finish.

FBrevious I Tdept I FEinish I Cancel

Configure System Health Validators

System Health Validators provide a list of the basic requirements a
computer should meet that wants access to the network. For this

configuration we will only require that the Windows Firewall is enabled.

1 Double-click Network Access Protection, and then select System Health
Validators.

2 In the middle pane under Name, double-click Windows Security Health
Validator.

3 In the Windows Security Health Validator Properties dialog box, click
Configure.

4 Clear all check boxes except A firewall is enabled for all network

connections. You do not need to clear the Windows Update check box.
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Figure 62 Windows Security Health Validator Properties Dialog Box
windows Security Health Yalidator | 7

Windows Yista |Windgws wp |
Use the settings below ko define & Windows Security Health Walidator policy, our

selections define the requirements For client computers connecting to vour network.
Leatn mare. ..

—Fireysall
Iv & tiremall s enabled For all nefwark ronnections!

~Wirus Proteckion
[ an antivirus application is on

[T Antiviris s up ko date

— Spyware Protection
[~ an ankigpyware application is on
| Antispyware s Up to date

r—Automatic Updating
[~ Automatic updating is enabled

| r—Security Update Protection
[~ Quarantine clients that do not have all available security updates installed.

IImpUrtant and above ll

Specify the minimum number of hours allowed since I?_q
the client has checked for new security updates: |

Specify where clients may obtain their security updates:

[ windaow Server Update Services

¥ Wwindows Update

Mote: clients may always get their updates from Microsoft Update

ITI Cancel | aoly |

5 Click OK to close the Windows Security Health Validator dialog box, and
then click OK to close the Windows Security Health Validator Properties
dialog box.

Configure Health Policies

Health policies define which Security Health Validators (SHVs) are
evaluated, and how they are used in validating the configuration of
computers that attempt to connect to your network. Based on the results
of SHV checks, health policies classify client health status. This test lab
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defines two health policies, one that corresponds to a compliant health
state and one that corresponds to a noncompliant health state.

Double-click Polices.
2 Right-click Health Policies, and then select New.

3 In the Create New Health Policy dialog box, under Policy Name, type
Compliant.

4 Under Client SHV checks, verify that Client passes all SHV checks is
chosen.

5 Under SHVs used in this health policy, select the Windows Security Health
Validator checkbox, as shown in the following example, and then click
OK.

Figure 63 Create New Health Policy Dialog Box — Compliant Properties

Compliant Properties E
Settings |

Configure health policy settings. To enforce the health policy, add it to the
Health Folicies condition of one or more network policies.

Falicy name:
[Compiand
Client SHY checks:

IEIient paszes all SHY checks j

SHYz used in this health policy:

MHame I
Windows Security Health ' alidator

ok, I Cahcel Apply

6 Right-click Health Policies, and then select New.

7 In the Create New Health Policy dialog box, under Policy name, type
Noncompliant.

8 Under Client SHV checks, choose Client fails one or more SHV checks.
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9 Under SHVs used in this health policy, select the Windows Security Health
Validator check box.
Figure 64 Create New Health Policy Dialog Box — Non-Compliant Properties
Mon-Compliant Properties
Settings |

Configure health policy zettingz. To enforce the health policy, add it bo the
Health Policies condition of one o more netwark, policies,

Palicy narme:

Client SHY checks:
IEIienl failz ane or more SHY checks ;l

SH = uzed in thiz health policy:

Mame |
‘ Windows Security Health Y alidator

akK | Cancel Apply

10 Click OK.

Configure Network Policies

Network policies allow you to configure who is authorized to access the
network and the circumstances in which they can and cannot connect to
the network. It allows you to specify which VLAN etc. the client should be
placed on depending on the circumstances. With NAM we can get NPS to
tell NAM which rule it should use and it is down to NAM to assign the
appropriate VLAN/Policy based on the rule it is given.
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a) Configure a Network Policy for Noncompliant Client
Computers

Firstly, create a network policy to match network access requests made by
noncompliant client computers.

Right-click Network Policies, and then select New.

2 In the Specify Network Policy Name and Connection Type window, under
Policy name, type Noncompliant-Restricted, and then click Next.

Figure 65 New Network Policy Dialog Box — Specify Network Policy Name and
Connection Type

New Metwork Policy

l Specify Network Policy Name and Connection Type

You can specify a name for your network policy and the type of connections to which the policy is applied.

Policy name:

Mon-Compliant Restricted

i~ Metwaork connection method

Select the type of network, access server that sends the connection request to MPS. YYou can select either the network, access server
tpe or Yendor specific, but neither iz required.

' Type of network access server

I Unspecified Li

" Mendor specific:
10

Erevious I Mest I Einish Cancel

3 In the Specify Conditions window, click Add.
4 In the Select Condition dialog box, double-click Health Polices.

5 In the Health Policies dialog box, under Health policies, select
Noncompliant, and then click OK.
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Figure 66 New Network Policy Dialog Box — Specify Conditions

New Metwork Policy x|

Specify Conditions
]
*{ Specify the conditions that determine whether this network policy is evaluated for a connection request, A minimum

of one condition is required.

Select condition .

Select a condition, and then click Add.

Metwork Access Protection i

{— 1 Identity Type e
! .@ The Identity Type Health Policies mechanizm, such

a3 MAP statement

ﬁ--\_ MS-Service Clas  Select the health palicy that you want ta enfarce. To create a new health
M The MS-Service [ Policy, click New. from a DHCP
zcope that matche

Health Policies

Health policies:

Mon-Compliant New. .. e health policy.

B The Health Palici

h_ MAP-Capable C
%) The NaP-Capable le of participating

=% i NAP. This caps ok | concel |

"'tf Operating Syste:

{__‘f; . The Operating Sy computer =
wfir irabinin b et Heio mAling
Add.. Cancel |
Add... | Edit.. I Femove I
Previous | L [= | Eitish | Cancel |

6 In the Specify Conditions window, verify that Health Policy is specified
under Conditions with a value of Noncompliant, and then click Next.

7 In the Specify Access Permission window, verify that Access granted is
selected.

Access granted does not mean that noncompliant clients are granted full
network access. It means that clients matching these conditions should
continue to be evaluated by the policy.

Click Next on each of the next three screens.

In the Configure Settings window, click NAP Enforcement. Choose Allow
limited access and select Enable auto-remediation of client computers.

The configuration of any locations of remediation servers is also done
here. Configure these now if you have any.
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Figure 67 New Network Policy Dialog Box — Configure Settings

e Networic oy
. Configure Settings
]

NP5 applies settings to the connection request if all of the network policy conditions and constraints forthe policy

= " are matched.

Configure the settings for this network. policy.
|f conditions and constraints match the connection request and the policy grants access, settings are applied.

| Settings:
N -
@ Standard —I Specify whether pou want to enforce Metwork Access Protection for this policy. f—
[Z7] Wendar Specific
s € Allow full network access
Network Access . . .
Protecton Allows unrestricted network, access for clients when the connection request matches

the policy. Uze thiz option for reporting mode.

 Allaw full network, access for a limited time

{84 Extended State
Routing and Remob date and time, health policy iz enforced and non-compliant computers can access only

Allows unrestricted network. access until the specified date and time. After the specified

Aesien the restricted network.

% Multiink. and Bandwidth Diate:
Allocation Protocol
AP

31/05/2007

Time;

@& Allow imited access

Mon-compliant clients are allowed access only to a restricted network, for updates.

% IP Filters b
_{{f Encryption Femediation Server Group and Troubleshooting URL
=1 IP Setti To configure a Remediation Server Group, a Troubleshooting URL, or bath, click
o) 1F= 28HINgS | Configure.
ol Corfiaure.. | _'..l

' Frevious I Hest I Eirizh I Cancel I

b) 3Com Network Access Manager Specific Configuration

10 Under RADIUS Attributes, click Vendor Specific, and then click Add.
11 Select Vendor-Specific from the Attributes list box, and then click Add.
12 Click Add, then select 3Com from the Select from list combo box.

13 Select Yes. It conforms and then click Configure Attributes.

14 Enter 9 in the Vendor-assigned attribute number text box, then select
Decimal from the Attribute format and enter the Authorization Type
corresponding for the switch device (eg. 1 for the Switch 5500) in the
Attribute value text box. (See Table 3 on page 20 for a list of supported
devices.) Click OK and OK again.

This tells the 3Com Network Access Manager IAS plug-in that it should
process this access request and controls the format of the 3Com Network
Access Manager authorization response (VLAN and Policy).

15 Click Add, then select 3Com from the Select from list combo box.
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16
17

18

Select Yes. [t conforms and then click Configure Attributes.

Enter 10 in the Vendor-assigned attribute number text box, then select
String from the Attribute format and enter the NAM rule you want
applied for non-compliance exactly as it appears in NAM into the
Attribute value text box. Click OK and OK again.

This tells the 3Com Network Access Manager IAS plugin that it should
add the supplied rule to the user that is currently requesting access to the
network. This will ultimately affect their VLAN/Policy that is deployed to
the port.

The NAM Rule supplied for non-compliant devices should normally have a
higher priority than the rules assigned to the user so that it will override
the users rule.

Click OK then Close to complete the Vendor specific attributes
configuration.

Figure 68 Non Compliant Restricted Properties Dialog Box
.Dverviewl Conditionsl Constraints ~ Settings |

Configure the settings for thiz network. policy.
If conditions and constraints match the connection request and the palicy grants access. settings are applied.

Settings:
RADILS Atiibubes To send additional attributes to RADIUS clients, select a Vendor Specific attribute, and

@ Standard then click Edit. If pou da not configure an attribute, it is nat zent to RADIUS clients. See
= —— your RADIUS client documentation for required attributes.
L

Network Access Protection
B, HAP Enforcement

Aftributes:
Marne | Wendor | Walue |
#endor-Specific RADIUS Standard 1, HealthCheckFaledRestictedbcoess |

18] Extended State

Routing and Remote Access

5z Mukilink and Bandwidth
Allocation Protocol [BAP)

I IP Filters
-r‘_]E| Encryption
jié,- IP Settings

Aod. | [T Ed ] | Bemoe

oK Cancel Apply

19 In the Configure Settings window, click Next.
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20 Click Finish to complete configuration of your noncompliant network
policy.

¢) Configure a Network Policy for Compliant Client Computers
Next, create a network policy to match network access requests made by
compliant client computers.

Right-click Network Policies, and then select New.

2 In the Specify Network Policy Name and Connection Type window, under
Policy name, type Compliant Full Access, and then click Next.

Figure 69 New Network Policy Dialog Box — Specify Network Policy Name and
Connection Type

New Metwork Policy

l Specify Network Policy Name and Connection Type
]

You can specify a name for your network policy and the type of connections to which the policy is applied.

Policy name:

Compliant Full ccesd

~Metwork connection method

Select the type of network, access server that sends the connection request to MPS. YYou can select either the network, access server
twpe or Yendor specific, but neither iz required.

' Type of network access server

I Unspecified _'_I

" endor specific:
10

Erexvious I Mext I Eirish Cancel

3 In the Specify Conditions window, click Add.
4 In the Select Condition dialog box, double-click Health Polices.

5 In the Health Policies dialog box, under Health policies, select Compliant,
and then click OK.
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Figure 70 New Network Policy Dialog Box — Specify Conditions

B rew Network Policy x|

Specify Conditions
]
;_‘ Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum
d of one condition is required.

Select condition ﬂ

Select a condition, and then click Add.

Metwork Access Protection

{— 7 Identiy Type -
H ,-@ The Identity Typs Health Policies E2 mechanism, such

= az MNAP statement

‘--! MS-Service Clas  Select the health palicy that you want to enforce. To create a new health
; -;;1.'- The MS-Service [ policy, click New. from a DHCP
zcope that matche o
Health Pobca Health policies:
alici Compliant New.. e hiealth policy.
i 7 MAP-CapableC
% The NAP-Capable le of participating
S i NAP. This caps oK | e |
g‘f Operating Syste:
I © The Operating Sy computer =
" comficuration bn mabek bhis oolien
Add... Cancel
| Add... | Edit.. I Hemave I
1
Previous | (=8 | Firish | Cancel |

6 In the Specify Conditions window, verify that Health Policy is specified
under Conditions with a value of Compliant, and then click Next.

7 In the Specify Access Permission window, verify that Access granted is
selected.

Access granted does not mean that noncompliant clients are granted full
network access. It means that clients matching these conditions should
continue to be evaluated by the policy.

8 Click Next on each of the next three screens.

9 In the Configure Settings window, click NAP Enforcement. Choose Allow
full network access.
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Figure 71 New Network Policy Dialog Box — Configure Settings

10
1
12
13
14

“;

- are matched.

Configure Settings

NP5 applies settings to the connection request if all of the network policy conditions and constraints forthe policy

Configure the settings for this network. policy.
|f conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

tibutes N -
BADIUS Atk =1 | Specify whether you want to enforce Metwork Access Protection for this policy. —
@ Standard
977 Vendor Specific @& Allow full network access
= Allows unrestricted network, access for clients when the connection request matches
Nelm!(Am the policy. Uze thiz option for reporting mode.
Protection

,, AP Enforcement

1B Extended State

R outing and Remote
Access

% Multiink. and Bandwidth
Allocation Protocol
AP

% IP Filters

i\:’ Encryption

 Allaw full network, access for a limited time

Allows unrestricted network. access until the specified date and time. After the specified
date and time, health policy iz enforced and non-compliant computers can access only
the restricted network.

i'31 A05/2007 ¥ i

© Allaw limited access

Crate: Time: Il 53921 5:

Mon-compliant clients are allowed access only to a restricted network, for updates. ol

Femediation Server Group and Troubleshooting URL
To configure a Remediation Server Group, a Troubleshooting URL, or bath, click

Configure.
Eonfigure.. l _'..I

Frevious I Hest I

Eirizh I Cancel I

d) 3Com Network Access Manager Specific Configuration

Under RADIUS Attributes, click Vendor Specific, and then click Add.
Select Vendor-Specific from the Attributes list box, and then click Add.
Click Add, then select 3Com from the Select from list combo box.

Select Yes. It conforms and then click Configure Attributes.

Enter 9 in the Vendor-assigned attribute number text box, then select
Decimal from the Attribute format and enter 1 in the Attribute value text
box. Click OK and OK again.

This tells the 3Com Network Access Manager IAS plug-in that it should
process this access request.

Steps 15-17 are optional if the administrator wishes to include another
NAM Rule to the NAM rules assigned to the user/computer from which
the highest priority rule is selected to determine the authorization

response.
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15
16
17

18

Click Add, then select 3Com from the Select from list combo box.
Select Yes. [t conforms and then click Configure Attributes.

Enter 10 in the Vendor-assigned attribute number text box, then select
String from the Attribute format and enter the 3Com Network Access
Manager rule you want applied for compliance exactly as it appears in
3Com Network Access Manager into the Attribute value text box. Click
OK and OK again.

This tells the 3Com Network Access Manager IAS plugin that it should
add the supplied rule to the user that is currently requesting access to the
network. This will ultimately affect their VLAN/Policy that is deployed to
the port.

The NAM Rule supplied for compliant devices should normally have a
lower priority than the rules assigned to the user so that any rule assigned
to the user will have precedence over the compliant device rule.

Click OK then Close to complete the Vendor specific attributes
configuration.



Configuring NPS for Network Access with a 3Com Network Access Manager Response 163

Figure 72 Compliant Full Access Properties Dialog Box

Compliant Full Access Properties E

Dverviewl Condilionsl Carstraints  Settings |

Configure the settings far this netwark. policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied

Settings:
HADIUS Atirbuk To gend additional attributes to RADIUS clients, select aVendor 5pecific attribute, and

@ Standard then click Edit. If you do not configure an attribute, it is not sent to RADIUS clients. See
- — your RADIUS client documentation for required attributes
]

Hetwork Ac:

Attibutes:

Mame | Wendor | Walue |
“endor-5pecific RaDIUS Standard 1, HealthCheckPassedFuldceess

8 Extended State

Routing and Remote Access

;‘& Multilink and Bandwidth
Allocation Protocol [BAP)

P P Filters
% Eneryption
f-!;- IF Settings

Add... Edif:. Eemave

’TI Cancel Apply

19 In the Configure Settings window, click Next.

20 Click Finish to complete configuration of your compliant network policy.

Configuring NPS for  This section describes how to configure a Network Policy Server (NPS) for
Network Access Network Access with a 3Com Network Access Manager response.

with a 3Com
Network Access
Manager Response

This guide assumes that you are using Active Directory for your ‘Users and
Computers’ management and that it is already installed and the server is
the Domain Controller.

I> Windows Server 2008 contains a new feature called User Account
Control (UAC) that requires the user to approve certain actions in the
system. Several of the configuration tasks to follow require UAC
approval. When prompted you should click Continue to authorize these

changes.
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NPS Configuration

Follow these steps to create a new Network Access Policy in NPS that will
receive and process the authentication request and also pass it onto
3Com Network Access Manager for further processing.

Install the NPS Server Role
Click Start > Server Manager.

2 Under Roles Summary, click Add roles, and then click Next.

3 Select the Network Policy and Access Services check box, and then click

A W N =

(8, ]

Next twice.

Select the Network Policy Server check box, click Next, and then click
Install.

Verify the installation was successful, and then click Close to close the
Add Roles Wizard dialog box

Close the Server Manager window.

Configure the NPS for Network Access

Click Start > Administrative Tools > Network Policy Server.
Double-click RADIUS Clients and Servers.

Right-click RADIUS Clients, and then click New RADIUS Client.

In the New RADIUS Client dialog box, under Friendly name, type 802.1X
Switch. Under Address (IP or DNS), type <your switch ip>, under
Vendor name select 3Com.

Under Shared secret, type <secret password>.

6 Under Confirm shared secret, re-type <secret password>.

7 Select the Request must contain the Message Authenticator attribute

10
1

check box, and then click OK.

In the left pane, click RADIUS Clients. Your new RADIUS client should be
displayed in the middle pane.

Double-click the new RADIUS client to display the New RADIUS Client
dialog box as shown in Figure 73.

Tick the Enable this RADIUS client check box.
Ensure the RADIUS client is NAP-capable check box is cleared.
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Figure 73 New RADIUS Client Dialog Box
hew RAnws Clent x|

¥ Enable this RADIUS client

- Mame and Address

Friendhy name:

802.1X Switch

Addrees {IF or DNS):

[132.162.0.3 Verfy... |
—Vendor

Specify RADIUS Standard for most RADIUS clients, or select the RADIUS client
vendor from the list.

Vendor name:

I ICom j

r~ Shared Secret
To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configurs the RADIUS client with the samie shared
secret entered here. Shared secrets are case-sensitive.

& Marual " Generate

Shared secret:

Confirm shared secret:

Addtional Options
v Access-Request messages must contain the Message-Authenticator attribute

[ RADIUS client iz NAF-capablel

QK I Cancel |

The RADIUS shared secret entered here must be identical to the one
entered on your switch.
Configure Connection Request Policy
Double-click on Policies, and then select Connection Request Policies.

2 Disable the default Connection Request Policy found under the Policy
Name area: right-click the policy, and then click Disable.

3 Right-click on Connection Request Policies, and then select New.

4 In the Specify Connection Request Policy Name and Connection Type
window, under Policy name, type NAM PEAP Policy.

Click Next, and then click Add.
Double-click Client-Vendor, select 3Com from the list, and then click OK.
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Figure 74 New Connection Request Policy Dialog Box — Specify Conditions

Mew Connection Request Policy E

Specify Conditions
.
!‘. Specify the conditions that determine whether this connection request policy is evaluated for a connection request.
3 A minimum of one condition is required.

Select condition %]

Select a condition, and then click Add.

RaADIUS Client Properties =

7"t Calling 5taton ID =
The Calling Station 1D Con the access client.

~u  Client Friendly Name Specify the manufacturer of the RADIUS client.

<,_,.4\£ The Client Friendly Mame ¢ Others connection request to

e W vl

‘H‘ Client IPv4 Address [ &CC

i Lgesﬁlient IF Address con [ ADC Kertrox E connection request to

g [ Azcend Communications Inc. LI

i Client IPv6 Addess b
[52&; The Client IPvE Address c ed the connection request

—
to NPS. oK I Cancel |

a Client Vendor

b= The Client Vei

12 Rame o the Yenaor of Ihe RaUius Clent

Add... Cancel

Add... | Edit.... I Eemove I

FBrevious | et | Eimizh | Cancel |

7 Click Next, verify that Authenticate requests on this server is selected, and
then click Next.

8 In the Specify Authentication Methods window, select Override network
policy authentication settings, and then click Add.

9 In the Add EAP dialog box, under Authentication methods, select
Microsoft: Protected EAP (PEAP), and then click OK. Select any other
modes that are used on the network.
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Figure 75 New Connection Request Policy Dialog Box — Specify Authentication
Methods

I Specify Authentication Methods

Configure one or more authentication methods required forthe connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1X or VPN, you must configure
Protected EAP.

—v  Dveride network policy authentication settings

These authentication settings are uzed rather than the constraints and authentication settings in network. policy, For VPN and 8021
connections with MAPF, you must configure PEAR authentication here.

EAF types are negotiated between MPS and the client in the order in which they are listed.

EAFP Types:

! Microzoft: Protected EAP [FEAF] Mave Up |
Moye Down |

Add.. Edit... Hemove

Less secure authentication methods:
™ Microsoft Encrypted Authentication version 2 (MS-CHAP-w2)
[T User canichange password after it has expired
™ Microsoft Encrupted Authentication [MS-CHAP)
™| User can change password after it has expired
™ Encrypted authentication [CHAP)
™ Unenciypted authentication [PAP, SPAP)
[~ Allow clients to connect without negotiating an authentication method,

Previous | Hext | Einizh | Cancel |

10 Click Edit, and verify that your domain appears next to Certificate issued.
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Figure 76 Configure Protected EAP Properties

Configure Protected EAP Properties [ x|

Select the certificate the server should use to prove its identity to the client,
This certificate will override the certificate selected For Protected EAR in

Remote Access Policy,

Certificate [ssusd LONGHORNSERYVER$@healthcherk. netman.com |

Friendly name:

Issuer: healthcheck-LOMGHORMSERVER -CA

Expiration date: 24I05/2008 15:37:41

¥ Enable Fast Reconnect
[ Disconnect Clients without Cryprobinding
[ Enable Quarantine checks:

Eap Tvpes

rd (EAP-MSCHAR vE) Mave Up

Mowe Davwn |
Add | Edit | Remowve | QK I Cancel |

11 Click OK. Then Click Next twice, and then click Finish. This completes the
configuration of your PEAP connection request policy.
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Figure 77 New Connection Request Policy Dialog Box — Completing
Connection Request Policy Wizard

MNew Connection Request Policy
l Completing Connection Request Policy Wizard

i |

“Y'ou have successfully created the following connection request policy:

NAM PEAP Policy

Policy conditions:

'_t_i_on | \u"a___l_ue
ent YYendor 3Com

Policy zettings:

| Condition | alue
Authentication Provider Local Computer
Override Authentication Enabled
Authentication Method E&4P
Extenzible Authentication Protocol kethod Microzoft: Protected EAP [FEAF]

Extenzible Authentication Protocol Configuration  Configured

To close this wizard, click Finish.

FBrevious Tdept I FEinish I Cancel

Configure Network Policies

Network policies allow you to configure who is authorized to access the
network and the circumstances in which they can and cannot connect to
the network. It allows you to specify which VLAN etc. the client should be
placed on depending on the circumstances.

a) Configure a Network Access Policy

Firstly, create a network policy to match network access requests made by
the users.

Right-click Network Policies, and then select New.

In the Specify Network Policy Name and Connection Type window, under
Policy name, type NAM Policy, and then click Next.
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Figure 78 New Network Policy Dialog Box — Specify Network Policy Name and
Connection Type

New Metwork Policy

I Specify Network Policy Name and Connection Type
X

You can specify a name for your network policy and the type of connections to which the policy is applied.

Policy name:
Mk Palicyl

i~ Metwaork connection method

Select the type of network, access server that sends the connection request to MPS. YYou can select either the network, access server
tpe or Yendor specific, but neither iz required.

' Type of network access server

I Unspecified ;i

" Mendor specific:

o=

Brevious | Mext I Einizh Cancel

3 In the Specify Conditions window, click Add.
4 In the Select Condition dialog box, double-click Client-Vendor.
5 Select 3Com from the list and then click OK and then click Next.
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Figure 79 New Network Policy Dialog Box — Specify Conditions

Mew Metwork Policy | x|

Specify Conditions
]
*\1 Specify the conditions that determine whether this network policy is evaluated for a connection request, A minimum

of one condition is required.

Select condition | |

Select a condition, and then click Add.

& Client Friendly Hame o
| The Client Friendly Name condition snerifies the name of the BANILS client that fanwarded the connection request to

& Client ¥Yendor

i" Client |Pv4 Address

=% The Client IP Address con SPecify the manufacturer of the RADIUS client. E connection request to

i NP5, Others

B Client IPv6 Addess
[.5‘2&} The Client IPvE Address ¢ |[] ACC ed the connection request

—*= o NPS. [] ADC Kentrox

[ Azcend Communications Inc.
% MS-RAS Vendor ok |
: The MS5-RAS Yendor cone
requesting authentication. 5

Add . Cancel |
Add... | Edit.. I Femove I
Previous | L [= | Finish | Cancel |

6 In the Specify Access Permission window, verify that Access granted is
selected.

Access granted means that clients matching these conditions should
continue to be evaluated by the policy.

7 Click Next for the next three screens.

b) 3Com Network Access Manager Specific Configuration

Under RADIUS Attributes, click Vendor Specific, and then click Add.
Select Vendor-Specific from the Attributes list box, and then click Add.

1
2
3 Click Add, then select 3Com from the Select from list combo box.
4 Select Yes. It conforms and then click Configure Attributes.

5

Enter 9 in the Vlendor-assigned attribute number text box, then select
Decimal from the Attribute format and enter the "Authorization Type"
corresponding to the switch device (for example, 1 for the Switch 5500)
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in the Attribute value text box. (See Table 3 on page 20 for a list of
supported devices.) Click OK and OK again.

This tells the 3Com Network Access Manager IAS plug-in that it should
process this access request and controls the format of the 3Com Network
Access Manager authorization response (VLAN and Policy).

6 Click OK then Close to complete the Vendor specific attributes
configuration.

Figure 80 New Network Policy Dialog Box — Configure Settings

New Metwork Policy

I Configure Settings

NP5 applies settings to the connection request if all of the network policy conditions and constraints forthe policy
are matched.

-

Configure the settings for this network. policy,
It conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
HADINS Atikites = To send additional attributes to BADIUS clients, select a Vendor Specific atibute, and
@ Standard then click Edit. If you do not configure an attribute, itis not sent to BADIUS clients. See
- - your BADIUS client documentation for required attributes.
Network A Altributes:
Protection Mame I “Wendaor | Walue |
\h MAP Enforcement Wendor-5 pecific RADIUS Standard 1
1B Extended State
R outing and Remote
Access
’3 Multilink, and B andwidth
Allocation Protocol
[BAF)
% IP Filters
# Encryption . Add.. Edt.. Remove
[ IP Settings LI

PBrevious | Hext Einizh Cancel

7 In the Configure Settings window, click Next.

8 Click Finish to complete configuration of your NPS for Network Access
with a 3Com Network Access Manager response policy.
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Case Study —
Microsoft NAP
Health Checking
with 3Com
Network Access
Manager Response

Network
Administrator Tasks

s

This section explains how to setup 3Com Network Access Manager to
deploy different VLANs depending on whether a Microsoft NAP client is
compliant or non-compliant with the health check required. This section
assumes that you have already completed the steps specified in
"Configuring NPS for Health Checking with a 3Com Network Access
Manager Response”.

The following provides an overview of the tasks for a network
administrator responsible for the domain and security on the network.

Ensure edge port security is set to [EEE 802.1X on edge ports in the
domain.

Edge ports are called ‘access ports' on the Switch 5500.

Using 3Com Network Access Manager:

Select the Default Rule and ensure that the Network Access is set to Deny,
see “Changing NAM Rule Properties” in Chapter 3..

Create an full access Users rule (for successful health checks) which will
allow network access, see “Creating A New NAM Rule” in Chapter 3.
This needs to be given the same name that is in the Vendor Specific
attribute when configuring the NPS network policy for compliant clients.

a Set security permissions for the rule. Grant READ and WRITE access to
the users/groups permitted to apply the rule, grant READ access to all
Network Administrators in the domain to ensure they can see that the
rule exists even if they are not permitted to apply the rule.

b Set the Actions for the rule: select the rule priority, and set Network
Access to Allow and select the appropriate VLAN, and Policy for the
normal access rule.

Create an restricted access Users rule (for unsuccessful health checks)
which will allow network access but on a restricted VLAN or Network
Policy, see “Creating A New NAM Rule” in Chapter 3. This needs to be
given the same name that is in the Vendor Specific attribute when
configuring the NPS network policy for non-compliant clients from
section

a Set security permissions for the rule. Grant READ and WRITE access to
the users/groups permitted to apply the rule, grant READ access to all
Network Administrators in the domain to ensure they can see that the
rule exists even if they are not permitted to apply the rule.
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b Set the Actions for the rule: select the rule priority, and set Network
Access to Allow and select the appropriate VLAN, and Policy for the
restricted access rule.



FORMAT OF 3CoM NETWORK
ACCESS MANAGER RADIUS
VENDOR SPECIFIC ATTRIBUTES

The 3COM Network Access Manager IAS Plug-in recognises the following
3Com RADIUS Vendor Specific Attributes (VSA). These are used to control
how the plug-in behaves when an access request is received. These VSAs
are normally configured in the IAS Remote Access Policies that
correspond to the access requests to be processed by the plug-in.

These VSAs are based upon the recommendations contained in IETF
RFC-2865 "Remote Authentication Dial In User Service (RADIUS)" and
contains the Vendor-Id for 3Com followed by a vendor type field, vendor
length field and attribute specific field.

3Com
Authorization Type
VSA

This attribute indicates if an access request is to be processed by the
plug-in and also indicates how the authorization response is to be
formatted.

The 3Com type field must contain the number 9.

The attribute data field must be formated as a 4 octet number that
contains the authorization type. This must match with an authorization
type configured in the plug-in configuration file (see Chapter 6
"Customizing 3Com Network Access Manager”).

If an access request is received by the plug-in which does not contain this
VSA or the authorization type is not found in the plug-in configuration
file then the access request will not be modified by the plug-in.

3Com
Authorization Rule
Name VSA

This optional attribute allows a named NAM Rule to be supplied which is
combined with the rules assigned to the user and computer identifed in
the access request when determining the highest priority rule. The
plug-in will use this rule to authorize the access request if it has a higher
priority than the rules assigned to the user or the computer.
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The 3Com type field must contain the number 10.

The attribute data must contain a string containing the name of a NAM
rule.

If the named rule is not found then the plug-in will use the highest
priority rule assigned to the user or the computer or it will use the Default
Rule if no rules are assigned to the user and computer.

Details of the authorization response for the authorization types 1,2 and
3 are:

Auth Type = 1 (3Com Extended Usage)

VLAN Assignment :
Tunnel-Type =13 (VLAN)
Tunnel-Medium-Type =6 (IEEE-802)
Tunnel-Private-Group-ID =<The VLAN ID from the NAM VLAN>

Policy Assignment
Filter-Id = profile=<The Policy ID from the NAM Policy>

Auth Type = 2 (IETF 3580 Usage)

VLAN Assignment :
Tunnel-Type =13 (VLAN)
Tunnel-Medium-Type =6 (IEEE-802)
Tunnel-Private-Group-ID = <The VLAN ID assigned to the NAM
VLAN>

Policy Assignment
Filter-Id = <The Policy ID from the NAM Policy>

Auth Type = 3 (3Com WX Wireless switch Usage)

VLAN Assignment :
3Com-Wireless-VLAN-Selector = <The name of the NAM VLAN>

Policy Assignment
Filter-Id = profile=<The Policy ID from the NAM Policy>

The only difference between authorization type 1 and 2 is the "profile="
prefix for the Filter-Id attribute.
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Authorization type 3 uses a 3Com Vendor Specific Attribute (VSA)
containing the name of the VLAN in place of the standard RADIUS tunnel
attributes.

Auth Type 1 matches the behavior of 3Com Network Access Manager
prior to version 1.2.
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CONFIGURING USE OF THE MAC
ADDRESS TOOL

This appendix provides information to assist administrators with
configuring use of the MAC Address Tool (for more general information
about the tool, see “Using the MAC Address Tool” on page 75). This
section covers configuring the MAC Addresses for the computers in
Active Directory by retrieving the MAC Addresses from the actual
computers.

The MAC Address Tool uses the Microsoft Windows Management
Interface (WMI) to retrieve the MAC Addresses associated with the
network adapters installed on a computer. This technology makes use of
the Microsoft Distributed Component Object Model (DCOM) services.

To successfully retrieve the MAC addresses from another computer the
following conditions must apply:

m The computer must be turned on and connected to the network.

m The computer must be running the Microsoft Windows 2000 or later
operating system.

m If the Windows Firewall is enabled on the computer then it must be
configured to allow inbound WMI connections to pass through the
firewall.

m  The WMI service must be enabled.

m The user using the MAC Address Tool must use an account that has
sufficient privileges to access WMI on the computer. Typically this will
be an account that is a member of the Administrators group on the
computer. Starting with Windows Vista the account must also be a
domain account.

It is possible to restrict remote access to WMI by modifying the DCOM
access permission settings and the WMI security settings.
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s

To update the MAC Addresses for a computer in Active Directory the user
must also have sufficient privileges to update the computers’ account.

Configuring the
Windows Firewall
to Allow Access by
the MAC Address

Tool

When the MAC Address Tool is used to retrieve the MAC Addresses in
use by the network adaptors on a remote computer the operation may
fail if the Microsoft Windows Firewall is enabled on the remote computer
and it is not correctly configured to allow access.

The default Windows Firewall configuration will not allow access for the
MAC Address Tool.

The Windows Firewall can be configured to allow access by one of the
following methods:

Configure the Group Policy settings for the domain or the organizational
unit containing the computer, this allows multiple computers to be
configured centrally.

2 Configure the Local Computer Policy for the individual computer.

3 Directly configure the Windows Firewall.

>

Using Windows Vista
or Windows Server
2008 or Later

The specific details of these methods are dependent upon the operating
system version.

When configuring the Firewall to allow access by the MAC Address Tool it
is recommended that the Firewall exception includes an IP address filter

to limit the network scope from which the access is allowed. For example,
the IP filter could be set to the IP address of the administrators computer.

Starting with Windows Vista the following methods may be used to
enable remote access to the MAC Address information.

Configure the Firewall exception via Group Policy settings

The following will configure the Firewall remote administration exception
on all computers associated with a group policy when the computer is
next restarted.

a Install the Group Policy Management feature if it is not already
installed.
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b Start the Group Policy Management MMC tool.

Double-click on the Domains object and then on the appropriate
domain, select the required policy (for example, the Default Domain
Policy to effect all computers in the domain).

d Select the Edit... option from the Action menu; this will launch the
Group Policy Editor.

e Double-click on the Computer Configuration then the Administrative
Templates, Network, Network Connections, Windows Firewall and
Domain Profile.

f Double-click on the Windows Firewall:Allow inbound remote
administration exception then then click on Enabled and then click OK
button.

2 Configure the Firewall exception via Local Computer Policy settings

The following will configure the Firewall Remote Administration
exception on a specific computer.

a Start the MMC tool and add the Group Policy Editor and connect to
the computer.

b Double-click on Local Computer Policy and then double-click on the
Computer Configuration then Administrative Templates, Network,
Network Connections and then Windows Firewall.

¢ Then double-click on Domain Profile if the computer is a member of a
domain, otherwise double-click Standard Profile.

d Double-click on the Windows Firewall:Allow inbound remote
administration exception then click on Enabled and then click the OK
button.

3 Configuring the Firewall WMI exception via the Control Panel

The following will configure the Firewall WMI exception on a specific
computer. Alternatively, the Remote Administration exception could be
configured which is less restrictive.

a Open the Control Panel and click on Windows Firewall.

b Click on Change Settings; this will display the Windows Firewall
Settings dialog and then click on the Exceptions tab.

¢ In the exceptions list select the Windows Managememt
Intrumentation (WMI) check box and then click the OK button.

4 Configuring the Firewall WMI exception via the command line
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Using Windows XP
SP2 or Windows
Server 2003 SP1

The following command may be entered at the command line to
configure the Firewall WMI exception on a specific computer. This
command does not support remote configuration:

netsh advfirewall firewall set rule group="Windows Management
Instrumentation (WMI)'" new enable=yes

This section is applicable if you are using Windows XP SP2 or Windows
Server 2003 SP1.

Configure the Firewall exception via Group Policy

The following will configure the firewall remote administration exception
on all computers associated with the selected group policy when the
computer is next restarted.

a Start theActive Directory Users and Computers MMC tool.

b Select the domain or organizational unit object containing the
computer.

¢ Select the Properties option from the Action menu, this will display the
Properties dialog. Click on the Group Policy tab.

d Click the appropriate group policy object and then click on the Edit
button, this will launch the iGroup Policy Editorf.

e Double-click the Computer Configuration then Administrative
Templates, Network, Network Connections, Windows Firewall and
Domain Profile.

f Double-click on the Windows Firewall:Allow remote administration
exception then click on Enabled and then click on the OK button.

Configure the Firewall exception via Local Computer Policy

The following will configure the Firewall Remote Administration
exception on a specific computer.

a Start the MMC tool and add the Group Policy Editor and connect to
the computer.

b Double-click on the Local Computer Policy and then double-click on
the Computer Configuration then Administrative Templates, Network,
Network Connections and then Windows Firewall.

¢ Then double-click Domain Profile if the computer is a member of a
domain, otherwise double click Standard Profile.
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d Double-click the Windows Firewall:Allow remote administration
exception then click on Enabled and then click on the OK button.

Configuring the Firewall exception via the command line

The following command may be entered at the command line to
configure the Firewall Remote Administration exception on a specific
computer. This command does not support remote configuration.

netsh firewall set service RemoteAdmin enable

Configuring
Security Settings
for the MAC
Address Tool

To use the MAC Address Tool to retrieve the MAC Addresses for a remote
computer it is normally sufficient to use an account that is a member of
the Administrator group on the computer being accessed. Starting with
Vista the account must also be a domain account.

To configure remote access for another user or group do the following:

Logon to the computer (this can not be configured remotely).

2 Click Start, click Run, then enter DCOMCNFG, and then click OK.
3 Inthe Component Services window, double-click on Component Services,

then double-click Computers, and then click on My Computer.

Select the Properties option on the Action menu; this will display the My
Computer Properties dialog.

5 Click on the COM Security tab.

6 Under Launch and Activation Permissions, click the Edit Limits button. In

the Launch Permission dialog add the user or group and enable the
Remote Launch and Remote Activation permissions, and then click OK.

To enable remote access to WMI for a user do the following:

Start the WMI Control MMC Tool and connect to the remote computer.

Click on the WMI Control and select the Properties option from the
Action menu; this will launch the WMI Control Properties dialog.

In the Security tab, select the Root namespace and click Security.

Add the user or group. Click on the Advanced button and edit the
permissions entry for the user or group, select the Remote Enable check
box in the Permissions list and change the Apply onto setting to This
namespace and subnamespaces. Then click OK.
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OBTAINING SUPPORT FOR
YOUR 3CoM PRODUCTS

3Com offers product registration, case management, and repair services
through eSupport.3com.com. You must have a user name and password
to access these services, which are described in this appendix.

Register Your
Product to Gain
Service Benefits

To take advantage of warranty and other service benefits, you must first
register your product at:

http://eSupport.3com.com/

3Com eSupport services are based on accounts that are created or that
you are authorized to access.

Solve Problems
Online

3Com offers the following support tool:

s 3Com Knowledgebase — Helps you to troubleshoot 3Com
products. This query-based interactive tool is located at:

http://knowledgebase.3com.com

It contains thousands of technical solutions written by 3Com support
engineers.


http://eSupport.3com.com
http://eSupport.3com.com/
http://knowledgebase.3com.com
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Purchase Extended
Warranty and
Professional
Services

To enhance response times or extend your warranty benefits, you can
purchase value-added services such as 24x7 telephone technical support,
software upgrades, onsite assistance, or advanced hardware
replacement.

Experienced engineers are available to manage your installation with
minimal disruption to your network. Expert assessment and
implementation services are offered to fill resource gaps and ensure the
success of your networking projects. For more information on 3Com
Extended Warranty and Professional Services, see:

http://www.3com.com/

Contact your authorized 3Com reseller or 3Com for additional product
and support information. See the table of access numbers later in this
appendix.

Access Software
Downloads

You are entitled to bug fix / maintenance releases for the version of
software that you initially purchased with your 3Com product. To obtain
access to this software, you need to register your product and then use
the Serial Number as your login. Restricted Software is available at:

http://eSupport.3com.com/

To obtain software releases that follow the software version that you
originally purchased, 3Com recommends that you buy an Express or
Guardian contract, a Software Upgrades contract, or an equivalent
support contract from 3Com or your reseller. Support contracts that
include software upgrades cover feature enhancements, incremental
functionality, and bug fixes, but they do not include software that is
released by 3Com as a separately ordered product. Separately orderable
software releases and licenses are listed in the 3Com Price List and are
available for purchase from your 3Com reseller.

Contact Us

3Com offers telephone, Internet, and e-mail access to technical support
and repair services. To access these services for your region, use the
appropriate telephone number, URL, or e-mail address from the table in
the next section.


http://www.3com.com
http://eSupport.3com.com/
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Telephone Technical To obtain telephone support as part of your warranty and other service
Support and Repair  benefits, you must first register your product at:

http://eSupport.3com.com/

When you contact 3Com for assistance, please have the following
information ready:

m Product model name, part number, and serial number

m A list of system hardware and software, including revision level
m Diagnostic error messages

m Details about recent configuration changes, if applicable

To send a product directly to 3Com for repair, you must first obtain a
return materials authorization number (RMA). Products sent to 3Com
without authorization numbers clearly marked on the outside of the
package will be returned to the sender unopened, at the sender’s
expense. If your product is registered and under warranty, you can obtain
an RMA number online at_http://eSupport.3com.com/. First-time users
must apply for a user name and password.

Telephone numbers are correct at the time of publication. Find a current
directory of 3Com resources by region at:
http:/csoweb4.3com.com/contactus/

Country Telephone Number Country Telephone Number

Asia, Pacific Rim — Telephone Technical Support and Repair

Australia 1800 075 316 Philippines 1800 144 10220 or
Hong Kong 2907 0456 029003078

India 000 800 440 1193 PR of China 800 810 0504
Indonesia 001 803 852 9825 Singapore 800 616 1463
Japan 03 3507 5984 South. Korea 080 698 0880
Malaysia 1800 812 612 Taiwan 00801 444 318

New Zealand 0800 450 454 Thailand 001 800 441 2152


http://eSupport.3com.com
http://eSupport.3com.com
http://csoweb4.3com.com/contactus/
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Country

Telephone Number

Country

Telephone Number

Pakistan Call the U.S. direct by dialing 00 800 01001, then dialing 800 763 6780
Sri Lanka Call the U.S. direct by dialing 02 430 430, then dialing 800 763 6780
Vietnam Call the U.S. direct by dialing 1 201 0288, then dialing 800 763 6780

You can also obtain non-urgent support in this region at this email address apr_technical_support@3com.com
Or request a return material authorization number (RMA) by FAX using this number: +61 2 9937 5048, or send an

email at this email address: ap_rma_request@3com.com

Europe, Middle East, and Africa — Telephone Technical Support and Repair

From anywhere in these regions not listed below, call: +44 1442 435529

From the following countries, call the appropriate number:

Austria
Belgium
Denmark
Finland
France
Germany
Hungary
Ireland
Israel
ltaly

0800 297 468
0800 71429
800 17309
0800 113153
0800 917959
0800 182 1502
06800 12813
1800553 117
180 945 3794
800 879489

Luxembourg
Netherlands
Norway
Poland
Portugal
South Africa
Spain
Sweden
Switzerland
U.K.

800 23625
0800 0227788
800 11376
00800 4411 357
800 831416
0800 995 014
900 938 919
020 795 482
0800 553 072
0800 096 3266

You can also obtain support in this region using this URL: http://emea.3com.com/support/email.html

You can also obtain non-urgent support in this region at these email addresses:
Technical support and general requests: customer_support@3com.com

Return material authorization: warranty repair@3com.com

Contract requests: emea_contract@3com.com

Latin America — Telephone Technical Support and Repair

Antigua
Argentina
Aruba
Bahamas
Barbados
Belize
Bermuda
Bonaire
Brazil
Cayman
Chile
Colombia
Costa Rica
Curacao
Ecuador
Dominican Republic

You can also obtain support in this region in the following ways:

1800988 2112
0810 444 3COM
1800998 2112
1800998 2112
1800998 2112
5252010010
1800998 2112
1800998 2112
0800 13 3COM
1800998 2112
AT&T +800 998 2112
AT&T +800 998 2112
AT&T +800 998 2112
1800998 2112
AT&T +800 998 2112
AT&T +800 998 2112

Guatemala
Haiti
Honduras
Jamaica
Martinique
Mexico
Nicaragua
Panama
Paraguay
Peru

Puerto Rico
Salvador
Trinidad and Tobago
Uruguay
Venezuela
Virgin Islands

m Spanish speakers, enter the URL: http:/lat.3com.com/lat/support/form.html

m Portuguese speakers, enter the URL:_http://lat.3com.com/br/support/form.html

» English speakers in Latin America, send e-mail to: lat_support_anc@3com.com

AT&T +800 998 2112
57 1657 0888

AT&T +800 998 2112
1800998 2112

571 657 0888

01 800 849CARE
AT&T +800 998 2112
AT&T +800 998 2112
54 11 4894 1888
AT&T +800 998 2112
1800998 2112
AT&T +800 998 2112
1800998 2112
AT&T +800 998 2112
AT&T +800 998 2112
57 1657 0888


mailto:apr_technical_support@3com.com
mailto:ap_rma_request@3com.com
http://emea.3com.com/support/email.html
mailto:customer_support@3com.com
mailto:warranty_repair@3com.com
mailto:emea_contract@3com.com
http://lat.3com.com/lat/support/form.html
http://lat.3com.com/lat/support/form.html
http://lat.3com.com/br/support/form.html
mailto:lat_support_anc@3com.com
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Country Telephone Number Country Telephone Number

US and Canada — Telephone Technical Support and Repair
All locations: Network Jacks; Wired or Wireless Network Interface Cards: 1 800 876 3266
All other 3Com products: 1800 876 3266
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3COM END USER SOFTWARE LICENSE AGREEMENT

IMPORTANT: READ BEFORE INSTALLING THE SOFTWARE

YOU SHOULD CAREFULLY READ THE FOLLOWING TERMS AND CONDITIONS BEFORE DOWNLOADING,
INSTALLING AND USING THIS PRODUCT, THE USE OF WHICH IS LICENSED BY 3COM CORPORATION
("3COM") TO ITS CUSTOMERS FOR THEIR USE ONLY AS SET FORTH BELOW. DOWNLOADING, INSTALLING
OR OTHERWISE USING ANY PART OF THE SOFTWARE OR DOCUMENTATION INDICATES THAT YOU ACCEPT
THESE TERMS AND CONDITIONS. IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS
AGREEMENT, DO NOT DOWNLOAD, INSTALL OR OTHERWISE USE THE SOFTWARE OR DOCUMENTATION,
DO NOT CLICK ON THE "I AGREE" OR SIMILAR BUTTON. AND IF YOU HAVE RECEIVED THE SOFTWARE AND
DOCUMENTATION ON PHYSICAL MEDIA, RETURN THE ENTIRE PRODUCT WITH THE SOFTWARE AND
DOCUMENTATION UNUSED TO THE SUPPLIER WHERE YOU OBTAINED IT.

LICENSE: 3Com grants you a nonexclusive, nontransferable (except as specified herein) license to use the
accompanying software program(s) in executable form (the "Software") and accompanying documentation
(the "Documentation™”), subject to the terms and restrictions set forth in this Agreement. You are not
permitted to lease, rent, distribute or sublicense (except as specified herein) the Software or Documentation
or to use the Software or Documentation in a time-sharing arrangement or in any other unauthorized
manner. Further, no license is granted to you in the human readable code of the Software (source code).
Except as provided below, this Agreement does not grant you any rights to patents, copyrights, trade secrets,
trademarks, or any other rights with respect to the Software or Documentation.

Subject to the restrictions set forth herein, the Software is licensed to be used on any workstation or any
network server owned by or leased to you, for your internal use, provided that the Software is used only in
connection with this 3Com product. You may reproduce one (1) copy of the Software and Documentation
for backup or archive purposes, provided that such copy contains 3Com's and its licensors' proprietary rights
and copyright notices in the same form as on the original. You agree not to remove or deface any portion of
any legend provided on any licensed program or documentation delivered to you under this Agreement.

ASSIGNMENT; NO REVERSE ENGINEERING: You may transfer the Software, Documentation and the licenses
granted herein to another party in the same country in which you obtained the Software and Documentation
if the other party agrees in writing to accept and be bound by the terms and conditions of this Agreement. If
you transfer the Software and Documentation, you must at the same time either transfer all copies of the
Software and Documentation to the party or you must destroy any copies not transferred. Except as set forth
above, you may not assign or transfer your rights under this Agreement.

Modification, reverse engineering, reverse compiling, or disassembly of the Software is expressly prohibited.
However, if you are a European Union ("EU") resident, information necessary to achieve interoperability of
the Software with other programs within the meaning of the EU Directive on the Legal Protection of
Computer Programs is available to you from 3Com upon written request.

EXPORT: This product, Software and/or technical data (collectively "Product") may contain encryption. This
Product is subject to U.S. and EU export control laws and regulations and may be subject to export or import
regulations in other countries, including controls on encryption products. You agree that you will not export,
reexport or transfer the Product (or any copies thereof) or any products utilizing the Product in violation of
any applicable laws or regulations of the United States or the country where you legally obtained it. You are
responsible for obtaining any licenses to export, reexport, transfer or import the Product.

In addition to the above, the Product may not be used by, or exported or reexported to (i) any U.S. or E.U,
sanctioned or embargoed country, or to nationals or residents of such countries; or (i) to any person, entity,
organization or other party identified on the U.S. Department of Commerce's Table of Denial Orders or the
U.S. Department of Treasury's lists of "Specially Designated Nationals and Blocked Persons," as published
and revised from time to time; (iii) to any party engaged in nuclear, chemical/biological weapons or missile
proliferation activities, unless authorized by U.S. and local (as required) law or regulations.

TRADE SECRETS; TITLE: You acknowledge and agree that the structure, sequence and organization of the
Software are the valuable trade secrets of 3Com and its suppliers. You agree to hold such trade secrets in
confidence. You further acknowledge and agree that ownership of, and title to, the Software and
Documentation and all subsequent copies thereof regardless of the form or media are held by 3Com and its
suppliers.



UNITED STATES GOVERNMENT LEGENDS: The Software and Documentation are iCommercial Items(s)i as
defined in 48 C.F.R. B2.101, consisting of iCommercial Computer Softwaret and iCommercial Computer
Software Documentationi, as such terms are used in 48 C.F.R. B 12.212 or 48 C.F.R. B227.7202, as
applicable. Consistent with 48 C.F.R. 3812.212 or 48 C.F.R. 8227-7202-1 through 227.7202-4, as applicable,
the Commercial Computer Software and Commercial Computer Software Documentation are being licensed
U.S. Government end users (a) only as Commercial Items and (b) with only those rights as are granted to all
other end users pursuant to the terms and conditions herein. Therefore, if you are licensing the Software
and/or Documentation for acquisition by the U.S. Government or any contractor therefore, you will license
consistent with the policies set forth in 48 C.F.R. B12.212 (for civilian agencies) and 48 C.F.R. B227-7202-1
and 227.7202-4 (for the Department of Defense), and their successors.

TERM AND TERMINATION: The licenses granted hereunder are perpetual unless terminated earlier as
specified below. You may terminate the licenses and this Agreement at any time by destroying the Software
and Documentation together with all copies and merged portions in any form. The licenses and this
Agreement will also terminate immediately if you fail to comply with any term or condition of this
Agreement. Upon such termination you agree to destroy the Software and Documentation, together with all
copies and merged portions in any form.

LIMITED WARRANTIES AND LIMITATION OF LIABILITY: All warranties and limitations of liability applicable to
the Software are as stated on the Limited Warranty Card or in the product manual, whether in paper or
electronic form, accompanying the Software. Such warranties and limitations of liability are incorporated
herein in their entirety by this reference.

GOVERNING LAW: This Agreement shall be governed by the laws of the Commonwealth of Massachusetts,
U.S.A. excluding its conflicts of laws principles and excluding the United Nations Convention on Contracts for
the International Sale of Goods.

SEVERABILITY: In the event any provision of this Agreement is found to be invalid, illegal or unenforceable,
the validity, legality and enforceability of any of the remaining provisions shall not in any way be affected or
impaired and a valid, legal and enforceable provision of similar intent and economic impact shall be
substituted therefor.

ENTIRE AGREEMENT: This Agreement sets forth the entire understanding and agreement between you and
3Com and supersedes all prior agreements, whether written or oral, with respect to the Software and
Documentation, and may be amended only in a writing signed by both parties.

Should you have any questions concerning this Agreement or if you desire to contact 3Com for any reason,
please contact the 3Com subsidiary serving your country, or write: 3Com Corporation, Customer Support
Information, 350 Campus Drive, Marlborough, MA 01752-3064 USA

3Com Corporation
350 Campus Drive,
Marlborough, MA 01752-3064 USA

Copyright © 2004-2007 3Com Corporation and its licensors. All rights reserved. 3Com is a registered
trademark of 3Com Corporation.
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