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Secure RADIUS In AOS-CX

HHIMPORTANT!!

THIS GUIDE ASSUMES THAT THE AOS-CX SWITCH SIMULATOR HAS BEEN INSTALLED AND WORKS IN GNS3 OR EVE-NG.
PLEASE REFER TO GNS3/EVE-NG INITIAL SETUP LABS IF REQUIRED:

AT THIS TIME, EVE-NG DOES NOT SUPPORT EXPORTING/IMPORTING AOS-CX STARTUP-CONFIG. THE LAB USER SHOULD
COPY/PASTE THE AOS-CX NODE CONFIGURATION FROM THE LAB GUIDE'AS DESCRIBED IN'THE LAB GUIDE IF REQUIRED.
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Lab Objective

This workshop will provide guidance on how to configure and validate Secure RADIUS (RadSec) in AOS-CX.

Lab Overview

The RADIUS protocol uses UDP as underlying transport layer protocol. RadSec is a protocol that supports RADIUS over TCP
and TLS. In conventional RADIUS requests, security is a concern as the confidential data is sent using weak encryption
algorithms. The access requests are in plain text includes information such as a username, IP address, and so on. The user
password is an encrypted shared secret. As a result, eavesdroppers can listen to these RADIUS requests and collect confidential
information. Data protection is necessary in roaming environments where the RADIUS packets travel across multiple
administrative domains and untrusted networks.

The RadSec module secures the communication between the switch and RADIUS server using TLS connection. Using RADIUS
over TLS provides users with the flexibility to host RADIUS servers across geographies and WAN networks. For enabling
RADIUS security, a CLI option tls is provided with the command radius-server host, where TLS stands for Transport Layer
Security.
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Advantages:

e  Secures the communication between the switch and RADIUS server using a TLS session.
e Provides flexibility and enhances security to host RADIUS servers across geographies and WAN networks.
e Uses digital certificates to authenticate both client and server connection.

Lab Network Layout
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Figure 1. Lab topology and addresses

If using an external ClearPass, the topology would look like the example in Figure 2.
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Figure 2. Example EVE-NG topology — external ClearPass
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Lab Tasks
Task 1 - Lab setup

Note:

There are various ways to install a RADIUS server in EVE-NG. As this is an Aruba lab, ClearPass Policy Manager will be used.
Refer to Appendix B to explore how to install ClearPass within EVE-NG, else you can point your EVE-NG instance and switch

to the same network as the ClearPass server for RADIUS authentication. ClearPass will need to be accessible from a web
browser to configure the enforcement policy if accessing outside of EVE-NG.

1. In GNS3/EVE-NG, create the topology as shown in Figure 1.

2. A Windows or Linux desktop will need to be pre-installed into EVE-NG to access ClearPass and configure. For the
purposes of this lab, a customized EVE-NG Ubuntu server distribution was installed. Instructions on how to do this for EVE-
NG environments can be found here:

https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-linux-host-image/

Install ClearPass into EVE-NG, if not using an external instance. Refer to Appendix B.
Start the devices.
Open the switch console and log in with the user “admin” and no password.

Change the password when prompted to the desired new password (ex: admin).

N o o &~ w

It is recommended as part of the lab to have a certificate authority available, either using Windows Server or ClearPass
Onboard. Itis recommended with ClearPass to have a publicly trusted certificate, however for this lab, Windows Server or
OpenSSL can be used.

Task 2 — Switch Configuration

1. Change the switch hostname to SwitchA as shown in the topology

switch# configure
switch(config)# hostname SwitchA
SwitchA(config)#

2. On the switch, bring up the required uplink port.

SwitchA# configure

SwitchA (config)# int 1/1/9
SwitchA (config-if)# no shut
SwitchA (config-if)# no routing

3. Bring up the client port.

SwitchA# configure

SwitchA (config)# int 1/1/1
SwitchA (config-if)# no shut
SwitchA (config-if)# no routing

4. Configure the VLAN and gateway IP address that will be used for connectivity.


https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-linux-host-image/

5.

6.

10.

11.
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vlan 10
interface vlan 10
ip address 10.10.0.254/24

Configure the uplink port to be able to access the connectivity VLAN.

interface 1/1/9
no shutdown
no routing
vlan access 10

Validate the switch has connectivity to ClearPass.

Switch-A# ping 10.10.0.105

PING 10.10.0.105 (10.10.0.105) 100(128) bytes of data.

108 bytes from 10.10.0.105: icmp_seq=1 ttl=64 time=1.36 ms
108 bytes from 10.10.0.105: icmp_seq=2 ttl=64 time=2.17 ms
108 bytes from 10.10.0.105: icmp_seq=3 ttl=64 time=1.17 ms
108 bytes from 10.10.0.105: icmp_seq=4 ttl=64 time=1.05 ms
108 bytes from 10.10.0.105: icmp_seq=5 ttl=64 time=1.12 ms

--- 10.10.0.105 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4004ms
rtt min/avg/max/mdev = 1.055/1.379/2.175/0.411 ms

From the configuration context, configure a local role on the switch using the port-access role command. This will be
used to authenticate and test the RADIUS connection.

Switch-A(config)#
port-access role Userl
poe-priority low
reauth-period 60

vlan access 10

Note: Ensure to add “vlan access 10 to test the client connectivity.
Configure the RADIUS Server (ClearPass) with tls enabled.
SwitchA(config)# radius-server host 10.10.0.105 tls

Create the Trusted Anchor Profile, which is the root or intermediate certificate from the Certificate Authority which does the
digital signing of certificates. This is also used as the trusted root certificate for ClearPass. It is recommended to have a
publicly trusted certificate for ClearPass installations, however for lab and demo purposes we can use Windows Server or
OpenSSL to create a root certificate and to sign certificate requests.

SwitchA(config)#crypto pki ta-profile labdemo

Import the root certificate from the certificate authority that will be used for the lab.

SwitchA(config-ta-labl)# ta-certificate import
Paste the certificate in PEM format below, then hit enter and ctrl+D:
SwitchA(config-ta-cert)#

Ensure the entire certificate is copied, including the last “end of certificate” message, and hit cntrl+D. Exit from the
certificate context and validate the certificate was installed.
SwitchA(config)# show crypto pki ta-profile

TA Profile Name TA Certificate Revocation Check

labdemo Installed, valid disabled
Create the leaf certificate that will be used by the radsec client.
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SwitchA(config)# crypto pki certificate labdemo

Create an request to sign the radsec client certificate.

SwitchA(config-cert-labdemo)# subject

Do you want to use the switch serial number as the common name (y/n)? n

Common Name: 10.10.0.105

Org Unit: tme

Org Name: aruba

Locality: roseville

State: ca

Country: us

SwitchA(config-cert-labdemo)# enroll terminal

You are enrolling a certificate with the following attributes:

Subject: C=us, ST=ca, L=roseville, OU=tme, O=aruba,
CN=10.10.0.105

Key Type: RSA (2048)

Continue (y/n)? y

Note: Use the IP or FQDN of ClearPass in the common-name on the switch certificate signing request as well as on the
ClearPass certificate signing request.

Sign the certificate with the chosen certificate authority. Copy the signed certificate back into the certificate profile as shown
below. Ensure that cntrl+D is entered after certificate is entered.
SwitchA(config-cert-labl)# import terminal ta-profile labdemo

password Specify the password to decrypt the imported data.

<Cr>
SwitchA(config-cert-labl)# import terminal ta-profile labdemo
Paste the certificate in PEM format below, then hit enter and ctrl-D:
SwitchA(config-cert-import)#

Validate the certificate is installed correctly.
SwitchA(config)# show crypto pki certificate

Certificate Name Cert Status EST Status Associated Applications
labdemo installed n/a none
local-cert installed n/a captive-portal, est-client, hsc,

https-server, syslog-client

Associate the certificate with the radsec application.
SwitchA(config)# crypto pki application radsec-client certificate labdemo

Verify the certificate is associated with RadSec.
SwitchA(config)# show crypto pki certificate

Certificate Name Cert Status EST Status Associated Applications
labdemo installed n/a radsec-client
local-cert installed n/a captive-portal, est-client, hsc,

https-server, syslog-client



Task 3 — ClearPass Configuration

1.

Setup Step 2 (default credentials - eve/eve).

3 ) L wedApr 7, 23:09

Figure 3. Ubuntu Desktop in EVE-NG

2.

Open the Firefox Web Browser in the Linux window and navigate to 10.10.0.105.

@ vew @ ty 4 % wedapr 7, 23:1
@ ClearPass - Aruba Networks - Mozilla Firefox o

Q) clearPass - Aruba Netw: % | 4
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Figure 4. ClearPass Home Page in Ubuntu Window — EVE-NG

Lab Guide
SNMP in AOS-CX

If running ClearPass from within the EVE-NG lab, open the Linux instance, log in using the credentials created in the Lab
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3. Click on the “ClearPass Policy Manager” Button and log into ClearPass with the following credentials, ‘admin/arubal23'.

aruba ClearPass Policy Manager

¥ou have 30 day(s] io activare the poduct

o ACEAELE D
Usctmase: |
-------- |
Log in

Figure 5. ClearPass Login Screen

4. Navigate to “Configuration - Network - Devices” and click on Devices, then click on “Add”

arvba ClearPass Policy Manager ——

b Network Devices

& Export All
) Senvce Templates & Wizards @ Discovered Devices
() senices A Network Access Device (NAD] must belong fo the global fist of devices in the ClearPass database in arder o connect 1
b Aulmenbeanon i

3 Methods
O Sources Filter:| Name v || contains ¥ 5 Show| 20 ¥ | records
£ dersty - = .
T Posure o . 1P or Subnet Address Description

# Enforoement iz |
$ Polices
43 Profles

4 Metwork

-
k  Device Groups

£ Proxy Taigets
3 Event Sources

3 Metwark Scan

£} Policy Simulanon

Figure 6. ClearPass Devices window

5. Enter the name of the Switch that will be identified as the authenticating device in ClearPass then enter the RADIUS key and
confirm it. Ensure the RadSec check box is checked.

Edit Device Detalls <

m RadSec Settings SNMP Read Settngs SNMP Write Settings CLI Settings OnConnect Enforcement Auributes

Name:

lab1

Pors A -
IP or Subnet Address: 10.10.0.254

{e.g..192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20 or 2001:dbB:a0b:1210::1)
Description
RADIUS Shared Secret: Verify:
TACACS+ Shared Secret: Verify
Vendor Name .-\_:uba I']

Enable RADIUS Dynamic Authorization:

Enable RadSec: a

Figure 7. ClearPass Add Device Context
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Note: The following steps are used to create a ClearPass Enforcement Policy for the purposes of this lab. For best practices in
creating ClearPass enforcement policies in production environments, please refer to the ClearPass Policy Manager
Documentation - https://www.arubanetworks.com/techdocs/ClearPass/6.9/PolicyManager/Content/home.htm. Also note that this
is using MAC Authentication. 802.1x can also be used but for the purposes of this lab,

6. Click on Configuration - Enforcement > Profiles > Add.

arvba ClearPass Policy Manager Menu =

Enforcesnent » Profiles

b Enforcement Profiles

() Service Templates & Wizards Each enforcement policy contans enforcement profiles that mnatch conditions (role. posture. and time) 1o actons [enforcement profie
) services

- Authentcabon

Filter: | Name b contains v + Clear Filter Show| 20 v |records
£ Methods
> Sources Name « Description
- identty 1 [Aerohive - Terminate Sassion] RADIUS_CoA System-defined profile i disconnect user (Aerohive)
T Posture = =
e 2, [#irGroup Personal Device] RADIUS System-defined profile for an ArGroup personal device request
Enfarcement
3 AING: Responsa] RADIUS system-defined profile for any AirGroup request
£ Policies
- [ 4. [AirGroup Shared Device RADIUS System-gdefined profile for an ArGroup shared dewce request
o 5

Figure 8. ClearPass Enforcement Profiles

7. Select the template “Aruba RADIUS Enforcement” and give the new profile a name (Ex: AOS-
CX_ENFORCEMENT_PROFILE). Click Next.

aruvba ClearPass Policy Manager ey =

bl Enforcement Profiles

O R screes summasy
3 Service Tempiates & wizands
Tomplae
© Senices Aruba RADIUS Enforcement ~
Name

ADSCX_ENFORCEMENT_PROFILE

Deseription;
2 Type RADIUS
= % Network
3 Netwnrk Scan i ] Rayect o
3 Policy Semulanon Device Group List Add New Device Group
—Select— ~
e—— T s B3 =0

Figure 9. ClearPass Enforcement Profile creation

8. Select as type “Radius:Aruba”, Name “Aruba-User-Role”, and value as the value created in the switch setup, “Userl”. Click
the “Save” icon (floppy disk). Click Save.

aruba ClearPass Policy Manager e ==
Dashboars E] Cork P! & E hie

[=] wonitaring i Enforcement Profiles

g — 2 prome m Summazy

{3 Service Templates & Wizands

& se

sy Auther

& enlorcement

Figure 10. Aruba User Role Attribute creation
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9. In ClearPass, click on Configuration = Services, then click on “Add”.

ClearPass Policy Manager - —

& Semice Templaies & Wizands Thiz page shows e curment it and' ovder of senvices ot ClearPass foliws dunng acdfoeasabon and scthorsanon
i )

Iy S T AL

3 Fler Maime ~ containg v + m m Show' | 20 - Fecoids
L} £ Mt

£ Souroes

o iy w reages Admin & Logan

= ! L ] oy M K e TACACS TACACS- Erdorcanant [«]

+ Poinss SEnace|

- & Entormemen 2 z {ArGroup Authorzasan Serce| RADILS FLADUS Erforoement | Ganesa | [~]
3 Poioes b 3 Latubia Devics Sroess Serae) TACACS TACACHT Bl e [
1 fmoties 4 ] Jomsr Dpanaes Lngins] Appcatan archa Apgicaion Ausiscation &
MEtar

+ L= E nzight Opesmcr Logns| Agmoan Arvba Applcation Aotham cabon [ ]

J Deapes
[ ] Iosvics: Megistalon Disconec WEDSLITH Wavtita, Alattwrbs s
3 Devire Groups 5 = = ] L
s B AN chixy

© ary g : . o WG Atemtcate L)

) Bl Siketed Showing 1-1 ol ¥ m

G Networic Bcan
0 Policy Smulation

Figure 11. ClearPass Services

10. Select “MAC Authentication” from the drop down and give it a name (Ex: AOS-CX_MACAUTH). Click “Next”.

aruba ClearPass Policy Manager e

S N st s oot Someiy

Type

£} Service Templales & Wizands

ot servces) MAC Authentication ~
= Authenteation
p—
0 ey - ADS-CX_MACAUTH
Posh =
; b Descripton MAL-based Authentication Service
Enforcomant
+ 4 Netwmrk
Meeaark Scan
g g Marstor Mode: Enable o monitor network access without enforcement
% Policy Simulation
More Optians Authonzaton Auds End-hosts Profile Endponts Accounsng Proxy
Serusce Fuke
Maiches anver O Al olthe foliowing condaons:

Ethernet (15), \Wieless-802 11

1. | RadiusiETF NAS-Port-Type BELONGS_TOD s W o#
2. | RadiustETF Service-Type BELONGS_TOD Login-User (1), Call-Check {10) LI
3. | connection Chant-Mac-Address EQUALS Vil Radus: [ETF:User-Name} W ¥
4,

— 4 Back o Servces =
Figure 12. ClearPass MAC Authentication Service

11. Select “Endpoints Repository” from the “Authentication Sources” dropdown, then click “Next”. Click “Next” again to skip the
configuration of roles (not needed for this lab).

aruba ClearPass Policy Manager T

i Services

| _cove TSR v sy

Authertization Methods

&3 Senvice Templates & Wizards
PoY zeraces)| [Albow All MAC AUTH] A New Rusherticaton Methad

- s Austhentication
« E densy
+ Postare
B erforcemant
+ =4 Neteork
{3 Netwark Scan ~Select to Add-- b

£ Policy Smulasion

ALithentcation Sources: Al New Authenicason Source

| =Select to Add-- v |

St Username Rules Enabie 1o speciy a comma-sepaated st of nuss i sinp usemame prefnes o suffees
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Figure 13. ClearPass MAC Authentication Sources

12. From the “Enforcement” tab, click on “Add New Enforcement Policy”.

Services

Sovie_ aumerncanon _ries [ oy

use Cacthad Results

Use cachisd Moles and Postune altriades o prevols Sessanns

L Mod ity

EnforcEment Palcy:

T E Add Maw Enlorcesngin Policy
[Sample Allow Access Policy] I - — 'rl

Figure 14. ClearPass Enforcement Policy

13. Give the new Enforcement Policy a name (Ex: AOS-CX_ENFORCEMENT) and select “Deny Access Profile” as the default
profile. Click “Next”.

aruvba

Dashioard

ClearPass Policy Manager

Meny —

bl Enforcement Policies

race Termplaies & Wizands
SEMVICES,

& s AuthEnDCAION
« 0 ety

- L
Mo

ADSCX ENFORCEMENT
Descrption:

t Posture
IFH'FXEPT-G'IH

+ 4 Matwark
L3 Metwork Scan

£ Policy Simulation

Enforoemeart Tyije 0 RADILS TACACS+

WEBAUTH [SNMPAGEnt'CLUCEA)

APPRCRLOT Evernt
Dedauilt Profile

| [Deny Access Profile] W

View Details

Add ew Enlorcement Prolie

Figure 15. Adding a new Enforcement Policy

14. Click on “Add Rule”.

ation » Enforcement » P
Enforcement Policies

enorcement [N summary

Rules Evaluation Alganthm

o Select first match Select all matches
Enforcement Policy Rules:

Conditions Actions

. Add Rule l

Figure 16. Adding a new Enforcement Policy
15. For the purposes of this lab, we will match on the client's MAC address, this is the MAC address that was copied from the

switch configuration. Enter the Type: Connection, Name: Client-Mac-Address-Colon, Operator: EQUALS, and Value as the
client MAC Address previously retrieved. Click “Save” when finished.

Maizh ALL of the fnlowing Condibons

Chere-Mac-Address-Colon
=l

0030 TILa B2 04

{RADIUS] ADS-CX_ENFORCEMENT _PROFILE

-Sebect to Add-

=B
Figure 17. Adding a rule to an enforcement policy
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16. Navigate in ClearPass to Administration - Certificates - Certificate Store. Select “RadSec Server Certificate”. Click on
Create Certificate Signing Request.

aruba ClearPass Policy Manager Menu —
Daanuk:u Administration » Cerificates » Certificate Store
- ) Salf.
[=] monitoring Ll Certificate Store - =
4 Create Certificate Signing Request
. Configuration o m—— —
,Amm eate i ates, each of an be h a specif ClearP
g ClearPass Portal
«| = Users and Privileges
PR BT  Service & Client Certificates
£ server Manager
#* Server Configuration
#* Log Configuration Select Server: | LAB-CP (10.10.0.105) v Select Usage:] RadSec Server Certifica™v |
& Local shared Folders
#° Licensing Subyect CN=10.10.0.105, OU=aruba, O=tme, L=roseville, ST=ca. C=us
#” Device Insight Issued by: CN=tmelab-AD-CA, DC=tmelab, DC=net
Rl ]
+/ & Extemal Servers Issue Date Apr 0B, 2021 21:24:52 PDT
o EXEE ACooumt Expiry Date: Mar 28, 2022 18:23:08 POT
« Cerficates 5
.
_p" Validity Status alid

ey peas
#” Revocation Lists p—

Figure 17. RadSec Certificate signing request

17. Fill in the certificate details that were also filled out on the switch certificate request. Ensure that the IP or FQDN of
ClearPass is used as the Common Name of the Certificate.

Create Certificate Signing Request

Common Name (CN) 10.10.0 1051

Organzabon (O):

Organzational Unit (OU)

Location (L)

State (ST)

Country (C}):

Subject Altlernate Name (SAN):

Private Key Password:

Verify Private Key Password:

Private Key Type:

Digest Algorithm:

Figure 17. RadSec Certificate form
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18. Copy the CSR file or copy and paste the contents to the Certificate Authority to be signed.

Copy and paste the following content into the web form in the enroliment process

Figure 18. RadSec Certificate Signing Request Output
19. When the signed certificate is ready to be imported, click on “Import Certificate” link, then upload the signed certificate from

the previous step.

aruba ClearPass Policy Manager Menu =
9] Administration » Cenificates » Certificate Store |
" 4 Create Self-Signed Certificate
Certificate Store - il s -
" s =4 Allows you [o create muitiple service certificates, each of which can be associated with a specific ClearPass
# ClearPass Portal service.
i - e
- i server Manager ;
#* Server Configuration . :
#*1Log Configuration Select Server: | LAB-CP (10.10.0.105) v J Select Usage: | RadSec Server Certifica ¥ J
4 Local Shared Folders
’LMng Subject CN=10.10.0.105, OU=aruba, O=tme, L=roseville, ST=ca. C=us
# Device Insight  Issued by: CN=tmelab-AD-CA, DC=tmelab, DC=net
+/ @ Extemal Servers Issue Date: Apr 08, 2021 21:24'52 PDT
{E”'_ St Ao Expiry Date: Mar 28, 2022 18:23:08 POT
Eoia » walidty Status: valid
st List Details: fiew Details
e i oo

Figure 19. Certificate Import
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Import Certificate o

Certificate Type

Server Certificate b
Server = =l i
LAB-CP (10.10.0.105) v
Usage =
RadSec Server Certificate b
Upload Method
Upload Certificate and Use Saved Private Key v
Certificate File

Browse No File selected

= B3

Figure 20. Signed RadSec Certificate Import Wizard

20. Verify that the TLS connection is working between switch and ClearPass using the command “show radius-server detail”.

SwitchA# show radius-server detail
*xxxxxx Global RADIUS Configuration ****x*x*

Shared-Secret: None

Timeout: 5

Auth-Type: pap

Retries: 1

TLS Timeout: 5

Tracking Time Interval (seconds): 300
Tracking Retries: 1

Tracking User-name: radius-tracking-user
Tracking Password: None

Number of Servers: 1

**xx*x*x RADIUS Server Information ******

Server-Name : 10.10.0.105
Auth-Port : 2083
Accounting-Port : 2083

VRF : default
TLS Enabled : Yes

TLS Connection Status : tls_connection_established
Timeout -5

Auth-Type > pap
Server-Group : radius
Default-Priority -1
ClearPass-Username :
ClearPass-Password = None
Tracking : disabled
Tracking-Mode > any
Reachability-Status : unknown
Tracking-Last-Attempted : N/A
Next-Tracking-Request : N/A

If connection is not established, validate that the switch can reach the RADIUS server (ClearPass) as well as the certificates

were installed correctly.

13
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Task 4 — Client Verification and Troubleshooting

1. Open the switch console and run the command “show port-access clients”. You should see output like the following:
Switch-A# show port-acc clients

Port Access Clients

Status codes: d device-mode

Port MAC-Address Onboarding Status Role
Method
1/1/1 00:50:79:66:68:04 mac-auth Success Userl

Note: If there is no client showing, check the access tracker in ClearPass to see if the authentication is successful. You can
find that in Monitoring = Access Tracker. A successful authentication should appear as in Figure 15.

ClearPass Palicy Manager e —
Access Tracker agr o7 2021 166424 FOT © Aaito Refresn
N 82 Recpess] § LAB CP_1 {3010 0010 0% a1 oy hetore Tousy

1 |wa00a0 RADILS O0NGTIBNAE AOS.CX_MACALITH ACCEFT HRLOADT 104340
& Blckbuied Liers 2. |o000 RADILIS DOSTIE0AEDS ADS-CH_MACAUTH ACCEFT 20TLHTT 104240 &

Figure 21. Successful Authentication in ClearPass Access Tracker
If the authentication were NOT successful, it would appear as a red line.
12 1010010 RADILS ——— ADECH MACALITH REJECT P ———
Figure 19. Unsuccessful Authentication in ClearPass Access Tracker
Click on the line and click on “Alerts” in the resulting window to see the reason why it was rejected.
e s—
Eestrwmary Irigaal Tristg=at m

Erstr Ciodhe 20

Error Caipgory:  AuthenBonbon miure
Error Mes=age = ACcess dersed by policy
Aderis ol this Hﬁ'.‘l}!‘!’n’.

RADIUS [Endponts Rrpeshion] - ombast User mot fauna
Appied Roect profie
Figure 22. Unsuccessful Authentication in ClearPass Access Tracker

Also ensure that the user role name on the switch matches what is in the Aruba-User-Role attribute configured in Step 15.

You have completed the lab!

14
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SwitchA# show run
Current configuration:

IVersion ArubaOS-CX Virtual .10.06.0001
Texport-password: default

hostname SwitchA

user admin group administrators password ciphertext
AQBapWb/pj C9oEAMgWhwhOWKLLENVS/EmwGKRXWE+01QnNheYgAAABUK JRX/cKs2auHA+4U7ALtGRO0awqp4SK4gK47gGVK
nVWLCAroltQiNSeGnpzZ/9yca734cQ6EokP6J0AWUCHaD2rF2rHwK iU5onKgbFhyY

9PSQIsyCjfPSrDEUCSpqs7T6w

led locator on

ntp server pool._ntp.org minpoll 4 maxpoll 4 iburst
ntp enable

radius-server host 10.10.0.105 tls

ssh server vrf default
ssh server vrf mgmt
crypto pki application radsec-client certificate labdemo
crypto pki ta-profile labdemo
ta-certificate

M1 IDYzCCAkugAw IBAgI1QZiDAdPhWQQNE3PpMDBCcTB jANBgkghk i GO9wOBAQsFADBE
MRMWEQYKCZ Imi ZPyLGQBGRYDbmVOMRYWFAYKCZ Imi ZPyLGQBGRYGAG1 IbGFiMRUw
EwYDVQQDEwWX0bWVsYWI tQUQtQOEWHhcNMTcwMz I SMDExMzA4WhcNMj lwMz I SMDEyY
MzA4Wj BEMRMWEQYKCZ ImiZPyLGQBGRYDbmVOMRYWFAYKCZ Imi ZPyLGQBGRYGAG11
bGF i MRUWEWYDVQQDEwx0bWVsYW I tQUQtQOEwggE iMAOGCSqGS Ib3DQEBAQUAA4IB
DwAwggEKA0 IBAQDrdqdR2QQm4Lo3i/X9bvTud4lcf3sVFzPFn727zgrYySXWtyvW
M3JzF6P3FsqQzrsaP+QhINSYMTrY2Yiccm7C9gNshpx95elzXsZ2TBP88qoUPDIF
JH42YgngAN61+opmct8aRgSIhTtKv+WEoIVtLgL9/CL3zmvmbpz3oyY jFOW3lesp
D52BeEbPqsBrALbYQypxJJLonZuueM7ePhSYbPnbrGuV8M9BiDyEyQ870UYGgq7J
krwjrer+BKYFI1xqJQDHbY960zbaUScv8nOy I pUrH56r3jT5Xn05JDdO 1 JvBKniYK
Zx1K+m4Mv2XS0zxuZBG1F1YD1/bcQ353jazbAgMBAAG jUTBPMASGA1UdDWQEAWIB
hj APBgNVHRMBAFS8EBTADAQH/MBOGA1UdDgQWBBQuUB jOzOLpCALXxkgy9bWbziV+1D
UDAQBgkrBgEEAY 1 3FQEEAW IBADANBgkghk i GO9wWOBAQsFAAOCAQEAYdVR86YZez9N
ulvJOftLczuOy3YTFGoASPK88YV3TSMv+gxK5yiceU2HkV3PvVeCXyNONN9EUKLJ8
87/BgDTsNKKD20axHNk/w2p518LY6g/Y8t3N84gXx3439+GezBd IxznEmWAhebAQ
/IMnp+aD9Xhw9tgGeDXMB/G IhxOPCK22VbRUoDeZP30+LmdB2F¥0dghfN8+e20Mpz
AGSBGGEJJIWqOKSUKHC25Jk 10RfyymdxuWEFIHoFbF2D j SWheRO23A5dA6a5WkxTV
7TWxwC8ekitnlY5BT2ZHV1LXLUsgVuN3j8G2+yvY1S6Z2/da30Rb6Grm79sqZpz1KZ
XWjU/zVxBQ==

END_OF_CERTIFICATE

debug radius all
vlian 1,10
interface mgmt
no shutdown
ip static 10.10.0.200/24
default-gateway 10.10.0.254
port-access role Userl
vlan access 10

Lab Guide

15



Lab Guide
SNMP in AOS-CX

aaa authentication port-access mac-auth
enable
interface 1/1/1
no shutdown
no routing
vlan access 1
aaa authentication port-access client-limit 5
aaa authentication port-access mac-auth
enable
interface 1/1/9
no shutdown
no routing
vlan access 10
interface vlan 10
ip address 10.10.0.254/24

!
https-server vrf mgmt

Appendix B — EVE-NG ClearPass Installation
Pre-Requisites:
e An Aruba Support Port account will be required to download the ClearPass OVA as well as EVAL licenses.
Steps
2. Tofirstinstall the ClearPass OVA into the EVE-NG environment, follow the instructions at this link:

https://www.eve-ng.net/index.php/documentation/howtos/howto-add-aruba-clearpass/

This lab uses the latest ClearPass OVA v. 6.9.0, which can be downloaded from the Aruba Support Portal:

https://asp.arubanetworks.com/downloads
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3. Once installed, and the node is created in the EVE-NG lab file, follow the configuration steps for ClearPass. First login to
ClearPass using the default credentials (appadmin/eTIPS123). Once entered, the configuration process will begin.

Setting HARDWARE

Requ ived

2ill be calculated during and availab 's EM-reS commsand

Selting HARDWARE SION to CLABU

Getting system configuration : a few minutes

quration:

5" command

enah led

Disk encryption enabled

Initializing disk..

Setting up partitions on ~de

Figure 23. ClearPass Installation
Select the CLABYV installation, click “Y” to proceed and “Y” to encrypt data.

4. Once prompted, enter the IP address as “10.10.0.105", the mask as “255.255.255.0", the gateway as “10.10.0.254", and the
DNS as “8.8.8.8” (not needed for this exercise). Configure a new password, this lab example used “arubal23".

AWL :1:bEEL (34
y

A1:34: 18610 :

. Enter again

Figure 24. ClearPass IP Configuration

5. Configure the date and time manually as well as the time zone.

Do you want to conf ig system date time informati

:t the date time configuration options.

ny key to quit
"yyyy-mm-dd’ f
“HH:HH f

Do you wanl to contigure Lhe Limezone® [yinl: y

tify a I iom that time T T i e set correctly.
a contis

1) quit

Figure 25. ClearPass Date and Time Configuration



6. Confirm the correct date, time, and time zone.

The ol lo g information

fingeles” will be
5 11:41:14 PFDT
Mon Apr 5 18:41:14 U1

information OR?

Do you want to enable |

Figure 26. ClearPass Date and Time Settings Confirmation

7. Confirm the configured settings are correct. Press Y to save settings.

LAB_CP

d with the [yl¥l-mnlHl glQ1]

Figure 27. ClearPass Configuration Confirmation
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8. ClearPass will then reboot and will then allow the user to log in to add licenses. Enter the platform license key retrieved
from the Aruba Support Portal Licensing Management System - https://Ims.arubanetworks.com/.

Add License -]

License Key:

Terms and Conditions:

Aruba Networks, Inc. End-User Software License Agreement
("Agreement")

IMPORTANT

¥OU SHOULD CAREFULLY READ THE FOLLOWING TERMS BEFORE INSTALLATION OR USE OF
ANY SOFTWARE PROGRAMS FROM ARUBA NETWORKS, INC. AND ITS AFFILIATES OR
AIRWAVE WIRELESS (COLLECTIVELY, "ARUBA"). INSTALLATION OR USE OF SUCH SOFTWARE
L PROGRAMS SHAIL| BE DEEMED TO CONFIRM YOUR ACCEPTAMCE OF THESE TERMS, IF THESE 7|

1 agree to the above terms and conditions.

Figure 28. ClearPass Platform License entry

9. Once logged into ClearPass, enter the licensing section (Administration = Server Manager - Licensing). Click on “Add
License”.

k3

Licensing

[ e

Cluster License Summarny

Licere Type Total Count Used Count Upnciaded &1

Onboard a o 202L040T 174503

Figure 29. ClearPass Add New Server License

10. Add the new license and agree to the terms and conditions. ClearPass will then be ready to configure for authentication.

Add License -]

License Key:

Terms and Conditions:

Aruba Networks, Inc. End-User Software License Agreement
("Agreement")

IMPORTANT

¥OU SHOULD CAREFULLY READ THE FOLLOWING TERMS BEFORE INSTALLATION OR USE OF
ANY SOFTWARE PROGRAMS FROM ARUBA NETWORKS, INC. AND ITS AFFILIATES OR
AIRWAVE WIRELESS (COLLECTIVELY, "ARUBA"). INSTALLATION OR USE OF SUCH SOFTWARE
L PROGRAMS SHAIL| BE DEEMED TO CONFIRM YOUR ACCEPTAMCE OF THESE TERMS, IF THESE 7|

1 agree to the above terms and conditions.

Figure 30. ClearPass Server license entry
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