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The Aruba CX 10000 Series Switch with Pensando represents a new category of data center switches that combines best-of-
breed Aruba data center L2/3 switching with the industry’s only, fully programmable data-processing unit (DPU). The
Pensando Elba DPU is able to deliver stateful software-defined services inline, at scale, with wire-rate performance and
orders of magnitude scale and performance improvements over traditional data center L2/3 switches at a fraction of their
TCO.

The Pensando Policy and Services Manager (PSM) is a distributed system, leveraging an intent-based model that delivers
network and security policy to CX 10000 DPUs at the edge.

Aruba Fabric Composer is an intelligent, API-driven, software-defined orchestration solution that simplifies and accelerates
network provisioning, security management and day-to-day operations across rack-scale compute and storage infrastructure.
PSM integration allows network security policies to be configured directly from Aruba Fabric Composer.

Aruba Fabric Composer together with the Pensando Policy and Services Manager (PSM) provides a distributed system,
leveraging an intent-based model that delivers network and security policy to Aruba CX 10000 DPUs at the edge.

This document provides networking guidance when building out a solution that leverages an HPE Synergy enclosure
connected to an Aruba CX 10000 network managed by Aruba Fabric Composer and PSM.



As shown in Figure 1, Aruba Fabric Composer provides underlay and overlay automation for the Data Center fabric
comprising Aruba CX 8325 Spines and CX 10000 Leafs which connect to rack mount servers and blade server enclosures
such as HPE Synergy.

Figure 1. Data Center with CX 8325 Spines, CX 10000 Leafs and HPE Synergy
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HPE Synergy Enclosure

For network redundancy and traffic load sharing, HPE Synergy Virtual Connect modules connect to the Aruba CX 10000s via
a Virtual Switching Extension (VSX) Link Aggregation Group (LAG). “Tunnel” mode would be used on Virtual Connect to
simplify and minimize network configuration within HPE OneView.

In addition, when Aruba Fabric Composer (AFC) is integrated with VMware vCenter, you can easily create vSphere
Distributed Switches (vDS), PVLAN, port groups and visualize those network connections between the physical switches,
Virtual Connect ports, vSwitches, Virtual Machines (VMs).

The Aruba CX 10000 network security policies provide east/west firewall capabilities between Servers, Virtual Machines
(VMs) or Containers within a VLAN or across different network VLAN/subnets. If micro-segmentation within the same
hypervisor or across different hypervisors and within the same subnet is required for network isolation and security policies,
Private VLAN (PVLAN) can be utilized. This guide uses VMware vSphere Distributed Switch on HPE Synergy compute
modules as an example.



Before connecting and configuring an HPE Synergy enclosure to the Aruba CX 10000 network, the following are
recommended:

Aruba CX 10000s loaded and booted up with code version 10.09.0010 (minimum)
Ports between devices should be cabled up and connected without errors
A separate Out Of Band (OOB) network for management

o Aruba CX 6300 switches are suitable for the OOB network

o  Mgmt ports of the Aruba CX 8325/10000 switches, Aruba Fabric Composer and PSM should be connected
to the OOB network and have IP reachability between each other

Aruba Fabric Composer 6.2 (minimum) should be functional, refer to Aruba Support Portal

o This guide is focused on HPE Synergy with Aruba CX 10000 switches, refer to Aruba Fabric Composer
documentation for Aruba Fabric Composer high availability deployment recommendations

PSM 1.29.2-T-11 (minimum) should be functional, refer to Aruba Support Portal

o This guide is focused on HPE Synergy with Aruba CX 10000 switches. Please refer to PSM documentation
for PSM high availability deployment recommendations

HPE OneView and HPE Synergy should be functional, refer to HPE Synergy Documentation Quick Links for more
information on HPE Synergy networking

o For reference, this guide used firmware 1.7.1.1001 for interconnects, firmware 6.4.00 for Oneview and
enclosure bundles

For flow-logging to appear properly within PSM, make sure that the time set within the attached PC/VM is set to the
same time as PSM.
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Detailed Topology

As this guide is focused on HPE Synergy with Aruba CX 10000 switches, the detailed topology as shown in Figure 2 will be

used and referenced for the rest of this guide.

Figure 2. Data Center rack with Aruba CX 10000 Leafs and HPE Synergy
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3 VLANS are used in this guide:

VLAN 200 — Primary PVLAN

o Int VLAN 200 (10.10.200.254/24) on Aruba CX 10000s will function as default gateways for VLAN 200 and
VLAN 201.

o  Suitable for VMs that do not require L2 micro-segmentation on the 10.10.200.0/24 subnet.
VLAN 201 — Isolated PVLAN
o  Suitable for VMs that require L2 micro-segmentation on the 10.10.200.0/24 subnet.
VLAN 202 — Normal VLAN (Non PVLAN)
o Interface VLAN 202 (10.10.202.254/24) on Aruba CX 10000s will function as default gateways for VLAN



202.
o  Suitable for VMs that do not require L2 micro-segmentation on the 10.10.202.0/24 subnet.

For network redundancy and traffic load sharing, 1 x 40G uplink on each HPE Synergy Virtual Connect module connects to a
pair of Aruba CX 10000s via VSX LAG. LACP is only required between Aruba CX 10000s and the Virtual Connect modules.
The vDS doesn’t require LACP to Virtual Connect modules. When “Tunnel” mode is configured on Virtual Connect, there is no
requirement to create VLANs or PVLANs in OneView.

Note that connectivity options from the Synergy enclosure to the Aruba CX 10000 switches will vary based on the VC module
in use and the constraints of the environment. Depending on the VC module chosen users could use 40G or 100G interfaces,
but they could also use 4x10G or 4x25G interfaces to connect to each ToR switch.

Please refer to the Synergy site for more details on VC modules available - https://www.hpe.com/us/en/integrated-

systems/synergy.html

To implement east/west firewall capabilities between VMs on different subnets, security policies configured on Aruba Fabric
Composer are pushed down via PSM to the Aruba CX 10000 DPUs to permit or deny desired traffic.

The remainder of this guide walks through the tasks required for this deployment to be successful and should be done
sequentially.

Using console access, enter the base configuration below required on AOS-CX switches for Aruba Fabric Composer
management, modify hostnames and IPs as required.

configure
hostname CX10000-R1RU33-SW1l
interface mgmt

ip static 10.251.X.5/24
default-gateway 10.251.X.254

If you need ports changed from 25g to 10g, you will need to modify the interface-group as required.
system interface-group 1 speed 10g
linterface group 1 contains ports 1/1/1-1/1/4
system interface-group 5 speed 10g
linterface group 5 contains ports 1/1/17-1/1/20

When managed by Aruba Fabric Composer, the majority of Aruba CX 10000 features can be configured from the Aruba
Fabric Composer GUI.

To ensure all traffic is inspected by the security policy, this should also be added at the global level.

no ip icmp redirect
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Task 2: Aruba Fabric Composer

This section provides guidance on automating the network fabric, validating connectivity to the Aruba CX switches, PSM, and
integration with vSphere/PSM.

Guided Setup
After logging into Aruba Fabric Composer, click the guided network setup (green icon with 3 ...) on the right.

arubaQ | Fabric Composer Dashboard Configurations v  Maintenance v  Visualizations v | £ Where can I find...? (e.g. VLAN El > @ (‘%admm v
§ SWITCHES - ALL FABRICS FABRIC INVENTORY - ALL FABRICS NETWORK DISTRIBUTED SERVI
@

@ Switches in Fabrics 0 MAC 0  CDP Neighbors
0 Attachments Network Setup
0 LLDP Neighbors 0 Ports Perform the following steps to initialize anc
configure your system
0 AGs

SWITCHES *

Discover new Switches.
FABRIC *

Add a Fabric to the system

FABRICS - ALL FABRICS

Click on “SWITCHES” to discover new switches, enter IPs and desired passwords to be pushed down to the switches.

EJ Discover Switches

Enter the details of the Switches to be discovered

Switches * 10.10.10.212-10.10.10.213
admin Switch Password PPTYYS

Confirm admin Switch eecee

Password *

afc_admin Account e

Password *

Confirm afc_admin eseee

Account Password *

(* = Required) CANCEL APPLY
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The switches should be added but unassigned.

arubQ | Fabric Composer Dashboard Configurations ¥  Maintenance v  Visualizations v ,O Where can | find...? (e.g. VLAN
[z Switches ) )
Maintenance / Switches

Q) Audits
Health Status Name
& Device Firmware O - -

(] Unassigned 10000-RU33-SW1
Backups

O Unassigned 10000-RU34-SW2

Click on “FABRIC” on the guided network setup to add a fabric, enter desired info and click “APPLY”.

s# Fabric ®

Enter a required Fabric Name and an optional Description and Time Zone. A time zone will be applied to all switches in the fabric

Name * CX10000
A a ab
Description
ample ew Fat
Type * Data X w
Time Zone ectFa T . v
Auto Save Interval 600 o

(* = Required) CANCEL APPLY



Switch to Fabric Association
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After the switches are discovered, you can assign switches to the fabric by clicking on “ASSIGN SWITCH TO FABRIC” in the

guided setup workflow on the right.

aruba

Fabric Composer

Dashboard Configurations ¥  Maintenance v  Visualizations v ,O Where can | find...? (.. VLAN ‘

@ >_ E {%admmv ?

2 Fabrics & Switches
Configuration / System / Fabrics & Switches

&y Firewall Log
T SmartNICs Name
2, Firewall Profiles

®  CX10000
o System Settings

(@] Unassigned

NETWORK DISTRIBUTED SERVICES

ACTIONS v
a§ C Network Setup

12 | Health Type Perform the following steps to initialize and
tect Health - configure your system
SWITCHES
EEETED Data Discover new Switches.

FABRIC
Add a Fabric to the system

©

Selected Fabric

CX10000

&)

ASSIGN SWITCH TO FABRIC *
Assign Switch To Fabric

Add the switches, select a fabric, desired role, initialize the ports and click “ADD” and then “APPLY”.

Assign Switches To Fabric

Select a role for the selected Switches
Force LLDP Discovery

Initialize Ports

Enable ports, routing, and set default MTU values

Exclude this switch from association to any Distributed Services Manager

Switch Role Force LLDP Discovery Initialize Ports Exclude this switch from..

10000-RU33-SW1 Leaf Yes Yes No &

10000-RU34-SW2 Leaf Yes Yes No & .
(* = Required) CANCEL APPLY

After a minute or so, the switches should appear healthy and synced with the assigned fabric.

arubQ | Fabric Composer Dashboard Configurations ¥  Maintenance v
[ Switches )
Maintenance / Switches

0 Audits
Support Bundles Health
£ Device Firmware O S h -

0 GEEEEDE
Backups

0 =S

Visualizations v

,O Where can | find...? (e.g. VLAN ‘

BQ C  ACTIONS v

Status Name Fabric

S Statu v
Synced 10000-RU33-SW1 €X10000
Synced 10000-RU34-SW2 CX10000

10



HPE Synergy and Aruba CX 10000 Networking Deployment Guide

Users can continue to follow the workflow on the right and now add NTP/DNS configurations. The configs are straight forward

so this guide continues to the VSX setup portion of the workflow.

VSX Configuration

Click “VSX CONFIGURATION” in the guided setup workflow on the right.

Maintenance / Switches

Health Status Name
D x  Healthy X w Se v
O [ HEALTHY | Synced 10000-RU33-SW1
O [ HEALTHY | Synced 10000-RU34-SW2

Select “Automatically generate VSX Pairs” and click “NEXT".

B VSX (CX10000)

-0 @ ® 0

Create Mode Name h Link

tings

Inter-Sw Keep Alive Interfaces Ke:

Se

NETWORK DISTRIBUTED SE

ACTIONS v
a$ © Network Setup

Fabric Perform the following steps to initialize
configure your system.
SWITCHES
CX10000 Discover new Switches
CX10000

FABRIC
Add a Fabric to the system.

©

Selected Fabric:

CX10000

NTP CONFIGURATION
Configure Switch NTP.

DNS CONFIGURATION
Configure Switch DNS.

VSX CONFIGURATION
Configure VSX Switch Pairing.

® o 0

ep Alive Settings Options Summary

Select an option to create the VSX Pair(s). Choose to automatically generate the VSX Pairs based on discovered connection data or manually configure a single VSX Pair.

@ Automatically generate VSX Pairs
Ports used to interconnect switches must be enabled and have LLDP enabled in ord

O Manually configure a VSX Pair

(* = Required)

CANCEL

NEXT

11
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Add desired name and click “NEXT".

L VSX (CX10000) ® X
-——) @ ® ® 0
Create Mode Name Inter-Switch Link Keep Alive Interfaces  Keep Alive Settings Options Summary
Settings

Enter a required Name Prefix and an optional Description.

Name Prefix * Synergyi

Any non empty string, example: MyVsxPair

Description

Example: VSX Pair

(* = Required) CANCEL BACK NEXT

Use default values and click “NEXT”.

B2 VSX (CX10000) ® x
() e (/) s () @ ©, ©, O,
Create Mode Name Inter-Switch Link  Keep Alive Interfaces  Keep Alive Settings Options Summary
Settings
Specify the required Hello and Peer Detect Intervals as well as the Hold Time and Timeout. This will be applied to the automatically generated Inter-Switch Links. A
Hello Interval * 1 e

A number of seconds between 1 and 5, example: 1

Peer Detect Interval * 300 -

A number of seconds between 60 and 600, example: 300

Hold Time * 0 -

A number of seconds between 0 and 3, example: 0

Timeout * 20 —

(* =Required)  Scroll for more options CANCEL BACK NEXT
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Enter desired keepalive interface mode and add an address pool.

B VSX (CX10000)

Create Mode Name Inter-Switch Link Keep Alive Keep Alive Settings Options

Summary
Settings Interfaces

Specify the required Keep Alive Interface attributes. This will be used to automatically generate and associate IP Interfaces of the selected type to the VSX Switch
members.

Interface Mode Point-to-Point

Select or add an IPv4 Address Resource Pool or specify an IPv4 subnetwork. The set of addresses will be utilized to automatically assign IPv4 Addresses to the
generated IP Interfaces.

IPv4 Address Resource Select - m
Pool

IPv4 Subnetwork
Address

A valid IPv4 Subnet in CIDR format. Example: 192.168

L<]]

(’ = required) CANCEL BACK

Click “ADD” to provide a name for the address pool, and then click “NEXT".

5> Resource Pool

Name Settings Summary

Enter a required Name and an optional Description.

Name * Pool]

Any unique non empty string, example: ResourcePool-1

Description

Example: ResourcePool-1 description

(* = required) CANCEL NEXT

13



Add a subnet range and then click “NEXT” and then “APPLY”.

£ Resource Pool
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X
Name Settings Summary
Select a required resource type and a set/range of resources.
Resource Type P
Resource Pool * 192.168.10.0/24
A set and/or ranges of IPv4 Addresses up to 65535 addresses. Ranges may be defined as a hyphenated range or subnet using CIDR notation. Example: 192.168.1.10,
192.168.1.100-192.168.1.200, 192.168.10.0/24
Resource Count 254
(’ = required) | CANCEL | | BACK | NEXT
Click “NEXT".
B VSX (CX10000) @ X
Create Mode Name Inter-Switch Link Keep Alive Keep Alive Settings Options Summary
Settings Interfaces
Specify the required Keep Alive Interface attributes. This will be used to automatically generate and associate IP Interfaces of the selected type to the VSX Switch Z
members.
Interface Mode Point-to-Point v

Select or add an IPv4 Address Resource Pool or specify an IPv4 subnetwork. The set of addresses will be utilized to automatically assign IPv4 Addresses to the
generated IP Interfaces.

IPv4 Address Resource

Pool

IPv4 Subnetwork

Address

(* = required)

Pool1 (192.168.10.0/24)

A valid IPv4 Subnet in CIDR format. Example: 192.168.1.0/24

X w

CANCEL

BACK

[<]]

NEXT

14
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For Keepalive setting, keep as default values, and click “NEXT”.

E VSX (CX10000)

Create Mode Name Inter-Switch Link Keep Alive Interfaces  Keep Alive Settings Options
Settings

Specify the required Hello and Dead Intervals as well as the UDP Port to be used for the Keep Alive Interfaces.
Hello Interval * 1

A number of seconds between 1 and 5, example: 1
Dead Interval * 3

A number of seconds between 2 and 20, example: 3

UDP Port * 7678

A number between 1024 and 65535, example: 7678

@ %
Summary

(* = Required) CANCEL

BACK NEXT

Leave the Linkup timer as default and click “ADD” to add a MAC Address Resource Pool, or simply add the desired MAC

Address range needed. Click “NEXT”.
E2 VSX(CX10000)

Create Mode Name Inter-Switch Link Keep Alive Interfaces  Keep Alive Settings Options
Settings

Set the required Linkup Delay Timer, and System MAC Address.

Linkup Delay Timer * 180
A number of seconds between 0 and 600, example: 180

Set the System MAC Address Range. Select or add a MAC Address Resource Pool or specify a range.

MAC Address Resource

® %

®

Summary

Pool
MAC Address Range 02:00:00:00:01:00-02:00:00:00:01:FF
A hyphen-separated range of valid MAC Addresses, example: 02:00:00:00:01:00-02:00:00:00:01:FF
(* = Required) CANCEL BACK

15



Review the parameters and click “APPLY”.

2 VSX(CX10000)

HPE Synergy and Aruba CX 10000 Networking Deployment Guide

Create Mode Name Inter-Switch Lin
Settings

Name Prefix Synergy
Description
ISL Hello Interval 1
ISL Peer Detect Interval 300
ISL Hold Time 0
ISL Timeout 20
Keep Alive Interface Mode
1Pv4 Address Resource Pool
Keep Alive Hello Interval 1
Keep Alive Dead Interval 3
Keep Alive UDP Port 7678

Keep Alive Interfaces

Point-to-Point

Keep Alive Settings Options Summary

Pool1 (192.168.10.0/24)

v

APPLY

CANCEL BACK

VSX should now be operational (you may need to click refresh for AFC to reflect that). Make sure that parameters are

operational, in_sync, and peer_established.

Configuration / Network / VSX

Primary Switch Keep Alive Int... Primary Switch Overall State

VSX Keep alive interface - 10000-
RU34-SW2 - 192.168.10.2/31

operational

@ C ACTIONS v

Primary Switch ISL State Primary Switch Device State

in_sync peer_established

16
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Persona Configuration

Click on “Configurations” > “Ports” > “Ports” > [ icon > select desired switch on top right drop down menu. Users can

select multiple switches, if desired — in this example select both Aruba CX 10000 switches.

Select the ports facing the server (both 1/1/49 in this example) and click > Actions > Port Type

Configuration / Ports / Ports

Fabric Switch | | % 10000-RU33-SW1 ’ SELECT ALL

* 10000-RU34-SW2

B M C  ACTIONS v
v
@ Selected @ NotAvailable | we LINK AGGREGATION GROUP ¢ UPLINK
< Enable/Disable
|:| Enabled |:| Disabled - No Transceiver E] Filtered D Port has a health issue @/® Link Up
< QSFP Transform
v < Port Type

3@ 45@ 7@ 490

4@ 4460 40 500

7P VG 1@ 420 450 4T0 90

4@ 4460 430 500

Select the “Access” port type and then click “OK”.

17
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VSX LAG Configuration
Click on “Configurations” > “Ports” > “Link Aggregation Groups” > “ACTIONS” > “Add”

arubQ | Fabric Composer Dashboard Configurations v  Maintenance v  Visualizations v | £ Where can I find...? (e.g. VLAN

[=] Ports ) ) )
Configuration / Ports / Link Aggregation Groups

@3 Link Aggregation Groups Fabric

€3 VLAN Groups @ C  ACTIONS v

£2 PVLANs Name

—
hd

Type LAG Number Add

<@ Transceivers 0 Select Type v

> O ISL-10000-RU33-SW1 Inter-Switch Link 256
> O ISL-10000-RU34-SW2 Inter-Switch Link 256

Select a single LAG option and click “NEXT".

Link Aggregation Group @)
() ©, ® ® ®
Create Mode Settings Ports LACP Settings Summary

Select an option to create the LAG(s). Choose to create multiple MLAGs or to configure a single LAG

O Create multiple MLAGS for selected VSX Pairs

@ Create a single Link Aggregation Group

(* = required) CANCEL NEXT
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Enter a desired name, LAG number and then click “NEXT”.

= Link Aggregation Group ® %
o () s () ©, @ @ @
Create Mode Settings Ports LACP Settings VLANs Summary

Enter a required Name and optional Description and LAG Number.

Name * Synergy

Any non empty string, example: LAG-1

Description

Example: Link Aggregation Group 1

4

LAG Number 10]

A number between 1 and 256, example 1

(3 Inter-Switch Link

(* = Required) CANCEL BACK NEXT

Select the VSX switches/ports connected to Synergy Virtual Connect and click “NEXT".

=== Link Aggregation Group ® %
(V) e (/) e () @ @ ©,
Create Mode Settings Ports LACP Settings VLANS Summary
LAG Switch Member | 10000-RU34-SW2 / 10000-.. X v ‘

2 selected B 2]

(Vi

Switch |z | Port = | Enabled 1= | Link State |- | Routed |= | Current Speed
Enter Regex for Switc ‘ ’ 49 ‘ ’ Select Enable... ¥ Select Link St... ¥ Select Routed... ¥ ‘ Select Curren
10000-RU33-SW1 1/1/49 Yes up Yes 40Gbps
10000-RU34-SW2 1/1/49 Yes up Yes 40Gbps
« I——_— ’
: : —— v

(*=Required)  Scroll for more options CANCEL BACK NEXT
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Select the switches and enter the desired values and click “NEXT”.

Link Aggregation Group ® %
() () m— ) m— () ® O,
Create Mode Settings Ports LACP Settings VLANs Summary
V] ENnduie LALF ralpdck ~
] Switch : | Ports = | LACP Mode LACP Interval Priority N I
] CX10000-R1RU33-SW1 1/1/49 Active Slow 1
v CX10000-R1RU34-SW2 1/1/49 Active Slow 1
LACP Mode Active -
LACP Interval Slow X v
Priority 1 —
A number between 1 and 32768, example 1 v
(" =Required)  Scroll for more options CANCEL BACK
Enter a native VLAN, desired VLANSs to be allowed, and click “NEXT” and “APPLY”.
Link Aggregation Group ® %
() () m— () m—( ) m—) O,
Create Mode Settings Ports LACP Settings VLANs Summary
Assign Native VLAN, VLANs, VLAN Groups, and PVLAN Port Type to the LAG. At least one VLAN must be configured for an MLAG.
Native VLAN 1
A VLAN between 0 and 4094, example: 1. Empty or 0 disables the Native VLAN
VLANs 200-202
'All' for all VLANs or a number, set, or range of VLANs between 1 and 4094, example: 5, 10-45, 102
VLAN Group Select -
PVLAN Port Type Select PVLAN Port Type -
(" = Required) CANCEL BACK NEXT




VSX LAG info can be seen if you expand it out.
Configuration / Ports / Link Aggregation Groups

Fabric CX10000
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@ C ACTIONS v

Name : | Type |z | LAG Number 1= | Switch
0 Enter Regex for Name.. Select Type... - Enter Regex for LAG Number. Enter Regex for
> O ISL-10000-RU33-SW1 Inter-Switch Link 256 10000-RU33-SW1
> O ISL-10000-RU34-SW2 Inter-Switch Link 256 10000-RU34-SW2
v O Synergy Provisioned 10 10000-RU33-SW1
10000-RU34-SW2
Switch : | Port 1= | Speed = | LACP Mode
Enter Regex for Switch Enter Regex for Port Select Speed... v Select LA|
10000-RU33-SW1 1/1/49 Auto Active
10000-RU34-SW2 1/1/49 Auto Active
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VRF and SVI Configuration

Click on “Configurations” > “Routing” > “VRF” > “ACTIONS” > “Add”.

aruba

VRF

6.9

BGP

OSPF

2 &

EVPN

i

Fabric Composer

Configuration / Routing / VRF

Enter the desired name and click “NEXT”.

@ Virtual Routing & Forwarding

()

Name

®

Scope

Enter a required Name and an optional Description.

Name *

Description

(* = required)

Dashboard Configurations v

Name

default

mgmt

Maintenance v

Fabric

®

Routing

=

HPE Synergy and Aruba CX 10000 Networking Deployment Guide

Visualizations v

£ Where can | find...2 (e.g. VLAN

Type

Select Type

Default

Management

Switches

®

Route Targets

$ C  ACTIONS v

Summary

Synergy|

Any non empty string between 1 and 92 characters, example: VRF1

Example: New Virtual Routing and Forwarding

CANCEL

NEXT
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You can either “Apply” the config to all switches or select specific switches and click “NEXT”.

@ Virtual Routing & Forwarding ©)
() e— () 9, O, O,
Name Scope Routing Route Targets Summary

Set the scope of the VRF. The VRF may be applied to the entire Fabric or to a specific set of Switches within the Fabric

[ Apply the VRF to the entire Fabric and all Switches contained within it.

Switches xCX10000-R1RU33-SW1 / CX10000-R1RU34-SW2 (VSX) X v

(* = required) CANCEL BACK NEXT

“L3 VNI” and “Route Targets” are not required if VXLAN is not used, so for this example click “NEXT” on both screens to
proceed.

@ Virtual Routing & Forwarding ©)
() e—) m— (/) ® ®
Name Scope Routing Route Targets Summary

Set the optional L3 VNI

L3 VNI

ween 1 and 16777214, example 1

(* = required) CANCEL BACK NEXT
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@ Virtual Routing & Forwarding

() e— ) — () e—)
Name Scope Routing Route Targets
Enter the optional Route Target Mode and Ext-Community. Enter both or none of the fields.

Route Target Mode Select

Route Target Ext-

®

® =

Summary

[>]

Community
A valid Autonomous System Number, example: 65001:101
Address Family Select
Route Target Mode Route Target Ext-Community Address Family
There is no data to display
(t = required) CANCEL

BACK

Review the parameters and click “APPLY”.

Virtual Routing & Forwarding

Name Scope Routing Route Targets
Name Synergy
Description
Switches 10000-RU34-SW2 / 10000-RU33-SW1 (VSX)

i
NEXT

Summary

CANCEL

BACK

APPLY
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After the desired VRF is created, select that VRF and then click on “ACTIONS” > “IP Interfaces”

arubQ | Fabric Composer Dashboard Configurations v  Maintenance v  Visualizations v | O Where can | find...? (e.9. VLAN

@ VRF

Configuration / Routing / VRF

& BGP Fabric = CX10000
OSPF % G Acrons v
= EVPN Name : | Type |= | Switches 14 Add
Enter Name Select Type... e ‘ Enter S e Edit
e O default Default Delete
e O mgmt Management Reapply VRF
e @® Synergy User 10000-RU33-SW1,10000-RU34-

SwW2

IP Interfaces
IP Static Routes

Under “IP Interfaces”, click on “ACTIONS” > “Add”

arubaQ | Frabric Composer Dashboard Configurations ¥  Maintenance v  Visualizations v | O Where can I find...? (e.g. VLAN

@ VRF

Configuration / Routing / VRF / Synergy

£ BGP Fabric ~ CX10000
OSPF @ C ACTIONS v
= EVPN Name & Type 1= | Switches 1= | Route Distinguisher 1= Liw
Enter Name Select Type.. v Enter Switches ’ Enter Regex for Route Disting En
Synergy User 10000-RU33-SW1,10000-RU34- 0
SW2
< 4
IP INTERFACES IP STATIC ROUTES NETWORKS ARP TABLES IP ROUTE TABLES
—
% ACTIONS v
Type |= | Enabled |= | Switch |= | VLAN
Select Type.. v Select Enable... ¥ Enter Switch ‘ ’ Enter Re Edi
1 Delete
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Enter your desired VLAN, switches, and subnet.

©® IP Interface ®
Interface Type Name Summary
Select the IP Interface Type and set the appropriate attributes. o

Enable this IP Interface

Type Svi v

VLAN * 200

A VLAN between 1 and 4094, example: 1

Switches * * 10000-RU34-SW2 / 10000-RU33-SW1 (VSX) X v DESELECTALL

IPv4 Subnetwork 10.10.200.0/24
Address *
A valid 1Pv4 Subnet in CIDR format Fxamnle: 192 168 1 0/24 e
(* = Required) Scroll for more options CANCEL

Enter your desired SVI IP range, active gateway IP and MAC.

“Enable Local Proxy ARP” should be selected for primary PVLAN SVI (VLAN 200) to allow VMs on the same isolated PVLAN
to communicate if desired via the security policy. “Enable Local Proxy ARP” is not required for normal VLAN 202.

Click “NEXT".

® IP Interface ®
Interface Type Name Summary
IPv4 Addresses * 10.10.200.250-10.10.200.254
Enter of IPv4 Addresses to be assigned to the selected switches, example: 192.168.1.100-192.168.1.200. The range must include at least 2 addresses or maich the

Active Gateway IP 10.10.200.254
Address
A valid IPv4 Address, example: 192.168.1.10. Both Active Gateway values must be defined if using Active Gateway
Active Gateway MAC 00:00:00:00:00:01
Address

A valid MAC Address, example: 0 00:01. Both Active Gateway values must be defined if using Act

(0 Enable VSX Shutdown on Split

Enable Local Proxy ARP v

(" =Required)  Scroll for more options CANCEL
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Enter an optional name, description and then click “NEXT”.

® IP Interface

_@
Interface Type

Enter an optional Name and Description

© ®

Name Summary

Name \ |

Description

(* = required)

Review the parameters and then click “APPLY”.

® IP Interface

e— )
Interface Type

Name

Description

Type

Enabled

VLAN

Switches

Active Gateway IP Address
Active Gateway MAC Address
|Pv4 Addresses

VSX Shutdown on Split
Local Proxy ARP Enabled

tring, up to 42 characters. example

| CANCEL || BACK |

©

Name Summary

Svi

Yes

200

10000-RU34-SW2 / 10000-RU33-SW1 (VSX)
10.10.200.254

00:00:00:00:00:01
10.10.200.250-10.10.200.254

No

Yes

CANCEL

BACK

SVIs should now be operational, repeat for other desired SViIs.

In this guide, only VLANs 200 and 202 require SVIs. VLAN 201 is an isolated PVLAN and uses VLAN 200 primary PVLAN as

the SVI for the 10.10.200.0/24 subnet.

APPLY
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arubQ | Fabric Composer Dashboard Configurations ¥  Maintenance v  Visualizations v | £ Where can | find...? (€.g. VLAN
@ VRF ) )
Configuration / Routing / VRF / Synergy
£ BGP Fabric =~ CX10000
OSPF @& C  actons v
= EVPN Name B Type = | Switches = | Route Distinguisher 2 | L:
Select Type v
Synergy User 10000-RU33-SW1,10000-RU34- 0
Sw2

<« I —

IP INTERFACES IP STATIC ROUTES NETWORKS ARP TABLES IP ROUTE TABLES

$ ACTIONS v

Type = | Enabled = | Switch = | VLAN = | Port/LA
Select Type v [ Select Enable... ¥
O  sw Yes 10000-RU34-SW2 200
O svI Yes 10000-RU33-SW1 200
O  sw Yes 10000-RU34-SW2 202
O svI Yes 10000-RU33-SW1 202

PVLAN Configuration
Click on “Configurations” > “Ports” > “PVLANS” > “ACTIONS” > “Add”

Give the PVLAN config a name and then click “NEXT".

€2 PVLAN (CX10000) X
() ® ©, ® ® ®
Name Switches Primary VLAN Secondary VLANs Secondary Ports Summary

Enter a required Name and an optional Description.

Name Prefix * Synergy

Any non empty string, example: PVLAN-1

Description

Any non empty string, example: My PVLAN

(* = Required) CANCEL
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Select the desired switches and then click “NEXT”.
£3 PVLAN (CX10000)

() e () ® ® ® ®

Name Switches Primary VLAN Secondary VLANs Secondary Ports Summary

Select required Switches for this PVLAN configuration to be applied to. The Primary and Secondary VLANS will be configured on these switches. Promiscuous and
Secondary Ports can be chosen from these switches.

Switches * * 10000-RU34-SW2 / 10000-RU33-SW1 (VSX) X v SELECTALL

(* = Required) CANCEL BACK

Enter the Primary VLAN 200 and then click “NEXT”.

€2 PVLAN (CX10000)

() s (/) s (/) ® ® ®

Name Switches Primary VLAN Secondary VLANsS Secondary Ports Summary
Configure a required Primary VLAN and select optional Promiscuous Ports to be associated with the VLAN.

Primary VLAN * 200

A VLAN between 2 and 4094, example: 2

Promiscuous Ports SELECT PORTS

Switch Port

There is no data to display

(* = Required) CANCEL BACK
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Enter the Isolated VLAN 201 and then click “NEXT”.

€3 PVLAN (CX10000)

®

Name Switches Primary VLAN Secondary VLANs Secondary Ports Summary
Configure optional Isolated VLANs and Community VLANS.
Isolated VLANs 201
A number, set, or range of VLANs between 2 and 4094, example: 5, 10-45, 102
Community VLANS
A number, set, or range of VLANs between 2 and 4094, example: 5, 10-45, 102
(* = Required) CANCEL BACK
Click “NEXT” on the “Secondary Ports” screen. Review and click “APPLY”.
€3 PVLAN (CX10000)
() () m— () m—( ) m—() ©,
Name Switches Primary VLAN Secondary VLANsS Secondary Ports Summary
Configure optional Secondary VLAN and Port entries.
Secondary VLAN Select
Ports SELECT PORTS
Secondary VLAN Ports
There is no data to display
(" = Required) CANCEL BACK

NEXT
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Configuration / Ports / PVLANs

Name

—

O Synergy-PVLANs-10000-RU-33-SW1-200

O Synergy-PVLANs-10000-RU34-SW2-200

PSM Integration

Switch Primary VLAN
10000-RU-33-SW1 200
10000-RU34-SW2 200

The Pensando integration allows you to:

o Configure security policies in Aruba Fabric Composer

e Or configure security policies in PSM

HPE Synergy and Aruba CX 10000 Networking Deployment Guide

Fabric

Promiscuous Ports

Isolated VLANs

201
201

o This may be required in scenarios where the security and network team are separate entities and the
networking team is not allowed to manage the security policies

In the guided setup, select “DISTRIBUTED SERVICES” > “Pensando PSM”

onfiguration / Ports / PVLANS

Fabric
Name 1= | Switch
Enter the required values
[?) Pensando PSM
— ()
Host
Name * PSM
A n empt
Description
E ple: My ne te
Host * 10.10.10.150

Usemame * admin

Primary VLAN

6@ C  ACTIONS v

Promiscuous Ports

NETWORK DISTRIBUTED SERVICES

Distributed Services Setup

Perform the following steps to initialize and configure
distributed services.

@ PENSANDO PSM *
Configure the Distributed Services Manager
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Click “VALIDATE” and if successful, click “NEXT”.

Password * eeccccccee
Any non empty string, example: tan.boot-13

[ Vvalidate SSL/TLS certificates for Aruba Fabric Composer
[ Enable this configuration

VALIDATE

(* = required)

Select the fabric, then both check box options, click “NEXT”, review and then click “APPLY”.

[?) Pensando PSM

Host Settings

Select a Fabric whose switches will be auto associated with this Pensando PSM.
Fabric CX10000

[¥l Enable auto decommissioning for switches deleted from the system

[ Enable auto VLAN placement on all switches when creating a Network

(* = required)

The connected status should now be shown.

CANCEL NEXT

®

Summary

CANCEL BACK NEXT

arubQ | Frabric Composer Dashboard Configurations v  Maintenance v  Visualizations v | £ Where can | find...? (€.g. VLAN ‘

Aruba NetEdit ) )
Configuration / Integrations / Pensando PSM

HPE iLO Amplifier

L] ODIM™ Plugin Integration P Host A
HPE SimpliVity Select Status v
@] [ CONNECTED | 10.10.10.150

< Nutanix Prism

’ m Pensando PSM

(v cXe

Username Enabled
Select Enat
admin Yes
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You can verify REST API connectivity between the Aruba CX 10000 switch and PSM is operational by clicking on “CLI
Commands” next to “Guide Setup” icon.

Select your fabric or switches, type your desired “show” command, hit enter and click “RUN".

The Aruba CX 10000 swicthes should be shown as “admitted” into PSM.

>_ CLI Command Processor

Select Fabrics or Switches, enter Show Commands and press Run for results

Fabrics

Switches

Commands

Results

Download Options

(* = Required)

x CX10000

% show psm

Switch : 18080-RU34-SW2 Command : show psm
Policy and Services Manager Information
Operational Status : admitted

Host Addresses : 10.16.16.150

VRF ©omgmt

Switch : 180080-RU33-SW1 Command : show psm
Policy and Services Manager Information

Operational Status : admitted
Host Addresses : 10.16.10.150

Download Results Download JSON Data

VMware vCenter Integration

The vSphere integration will allow you to view vSphere hosts in Aruba Fabric Composer, automatically deploy network

configurations based on VM deployment on vSphere and visualize network connections between physical switches, Virtual

Connect ports, vSwitches and VMs.

Click on “Configurations” > “Integrations” > “VMware vSphere” > “ACTIONS” > “Add”.
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Enter the required values.

HPE Synergy and Aruba CX 10000 Networking Deployment Guide

7 VMware vSphere ®
Host Aruba Fabric vSphere Summary

Configure an integration between Aruba Fabric Composer and VMware vSphere (A
Name * vCenter

Any non empty string, example: integration 1 =
Description

Example: My new Integration -
Host * 10.10.100.100

A valid Hostname at least two characters long or IPv4 Address, example: hostname.example.com, 198 4
Username * administrator@vsphere local

v

(* = required)

Click “Validate” and if successful, then click “NEXT”.

Password * CXYYYYYY)

Any non empty string, example: tan.boot-13

[ Validate SSL/TLS certificates for Aruba Fabric Composer

[V Enable this configuration

VALIDATE

(* = required)

CANCEL

v

CANCEL NEXT
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Select all 3 options and then click “NEXT”.
7 VMware vSphere ® X

() © ® ®

Host Aruba Fabric vSphere Summary

Automated VLAN provisioning for ESX hosts directly connected to the fabric.

VLAN Range 1-4094

Enter the VLAN range Aruba Fabric Composer is allowed to modify as part of an integration. An empty VLAN Range will prevent Aruba Fabric Composer from
modifying VLANs. A number, set, or range of VLANs between 1 and 4094, example: 5, 10-45, 102

Automated VLAN provisioning for ESX hosts connected through intermediate switches.

Intermediate VLAN 1-4094
Range

Enter the VLAN range Aruba Fabric Composer is allowed to modify as part of an integration. An empty VLAN Range will prevent Aruba Fabric Composer from
modifying VLANs. A number, set, or range of VLANs between 1 and 4094, example: 5, 10-45, 102

Automated PVLAN provisioning for ESX hosts directly connected to the fabric.

PVLAN Range 1-4094 ‘ =

(*=Required)  Scroll for more options CANCEL BACK NEXT

Select “Discovery protocols” and then click “NEXT”.

7 VMware vSphere @ X

() © © ®

Host Aruba Fabric vSphere Summary

Enable or disable discovery settings for this VMware vSphere configuration.

Discovery protocols
(0 Use CDP when configuring distributed vSwitches

If automatic discovery (Discovery Protocols) is enabled, automatically enable CDP on vSwitches and D v Leaving this field unchecked enables LLDP.

(* = Required) CANCEL BACK NEXT
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Review the parameters and then click “APPLY”.

7 VMware vSphere ® *

() © © ©

Host Aruba Fabric vSphere Summary
Host 10.10.100.100 -
Username administrator@vsphere.local
Password TR
Validate SSL/TLS server certificate when communicating with this system (self-signed and private CA-signed server certificates not No
supported)
Enabled Yes
Name vCenter
Description
Discovery protocols Yes
Use CDP when configuring distributed vSwitches No
Automated VLAN provisioning for ESX hosts directly connected to the fabric. Yes

CANCEL BACK APPLY

The connected status should be shown.

arubaQ | Fabric Composer Dashboard Configurations ¥  Maintenance v  Visualizations v ,O Where can | find...? (e.g. VLAN ‘

Aruba NetEdit i
Configuration / Integrations / VMware vSphere

== HPE iLO Amplifier ﬁ C  ACTIONS v
n ODIM™ Plugin Integration Status 12 | Host 12 | Usemame : | Enabled : | Provisi
= HPE SimpliVity Select Status v Select Enable... ¥
< Nutanix Prism O 10.10.100.100 administrator@vsphere.local Yes VLAN {
VLAN {
[#) Pensando PSM pvLAN

) VMware NSX-T

‘ ;) VMware vSphere



Task 3: HPE Synergy Networking
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This section provides guidance on networks, logical interconnects, and server profiles to connect to the Aruba CX 10000

switches.

Networks

From OneView, select “NETWORKING” > “Networks” and create a network with VLAN set to “Tunnel”.

D OneView v

Networks 8
Name VLAN Type
° Mgmt-100 100 Ethernet
° Production-1 101 Ethernet
° Production-2 102 Ethernet
° Tunnel-uplink Tunnel  Ethernet
° Untagged Untagged Ethernet
° VLAN200 200 Ethernet
. VLAN201 201  Ethernet
[ VLAN202 202 Ethernet

@ Tunnel-uplink Overview v =

General
Type Ethernet
VLAN Tunnel
Associated with IPv4 none

subnet ID
Associated with IPv6 none

subnet ID
Purpose General
Preferred bandwidth 25Gb/s
Maximum bandwidth 20 Gb/s
Smart link Yes
Private network No
Uplink set Tunnel
Used by 2 server profiles

1server profile template

Member of no network sets
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Logical Interconnects
Within “Networking” > “Logical Interconnect Groups”, click “Edit”, then select “Add uplink set”.

Edit Synergy_ MLAG General ~

General

Name Synergy_MLAG

Redundancy Redundant

Logical Interconnect Group

Internal 74 Productio... 8 Synergy._... 8
no networks 3 networks 3 networks
2 uplink ports 2 uplink ports Add uplink set

Create an uplink set with the “Type” set to “Tunnel” and add the desired uplink ports.

Create Uplink Set ?

General

Name Tunnel
Consistency checking Exact match v
Type Tunnel ~

Connection mode  Automatic

LACP timer Short (1s) v

LACP load balancing Source & Destination MAC Address v

LACP failover trigger All active uplinks transition to offline

LACP distribute uplink [
ports

Networks

Network Tunnel-uplink X
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Uplink Ports
Interconnect Module A Enclosure 4o Bay Port Capability Speed
Virtual Connect SE 40Gb F8 Module for 1 3 Q4 Ethernet + FCoE Auto
Synergy
Virtual Connect SE 40Gb F8 Module for 1 6 Q4 Ethernet + FCoE Auto
Synergy

HPE Synergy and Aruba CX 10000 Networking Deployment Guide

Add uplink ports

” Remove uplink ports “ Remove all |

BN (o

From “Networking” > “Logical Interconnects”, you will notice an inconsistency error. Select “Actions” > “Update from group” to

fix it.
D OneView v

Logical Interconnects 2

Name

Steve_Synergy_LE-
Synergy MLAG

[ Steve_Synergy_LE-
Synergy_SAS-1

Steve_Synergy_LE-Synergy_MLAG Logical Interconnect + =
A The logical interconnect is inconsistent with the logical interconnect group Synergy MLAG. Active

Logical Interconnect

Internal ® Productio.. ® Synergy_... ® Tunnel

Q

Y

v—
v
v=

a @8 ?

Actions v

Edit

- Update from group

Update firmware
Configure port monitoring
Refresh

Reapply configuration

If VSX LAG is configured on the Aruba CX 10000s from the previous section, you can validate the LACP LAG is operational
between Virtual Connect and the CX 10000s under the “Uplinks Sets” section. The interconnects should be green with “Linked

active” state, “LACP activity” and the attached switch neighbor info should also be seen.
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D OneView v

Logical Interconnects 2

© Steve_Synergy_LE-Synergy_MLAG

HPE Synergy and Aruba CX 10000 Networking Deployment Guide

Uplink Sets v =

® Update from group Completed 4m37s

Name A

° Steve_Synergy_LE-

Synergy_MLAG Uplink Sets  ~ Edit

e Steve Synergy LE- > Synergy_MLAG_CX10000

Daryl 12/14/21

Synergy_SAS-1
¥ Tunnel

Automatic
Short (1s)

Connection mode
LACP timer

LACP load balancing
LACP failover trigger

LACP distribute uplink Enabled
ports
Native network none

Networks (1)
Tunnel-uplink  Tunnel
Uplinks
Uplink

®  MXQ7300BTY,
interconnect 3, Q4

e  MXQ7300BTY,

interconnect 6, Q4

Server Profiles

Source & Destination MAC Address
Al active uplinks transition to offline

State Operational Speed Requested Speed  Auto-negotiation
Linked active 40 Gb/s Auto  Enabled
Linked active 40 Gb/s Auto  Enabled

Edit your “Server Profile Template” and “Add Connection” with “Network” set to “Tunnel-uplink”.

Add Connection

General

Name
Function type

Network
Port

Link aggregation group

Requested
bandwidth (Gb/s)

Requested virtual
functions

Boot

Tunnel

Ethernet

Tunnel-uplink X C
Auto X C
None X

2.5

O Custom

O Auto

managed manually v

m | Add + | | Cancel

LAG

pal

pal

LAG State

LACP activity

LACP activity

Connected To

04:90:81:00:33:4a
171/69

04:90:81:00:36:56
171/69
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“Tunnel-uplink” connection should be created.

Edit BL480 Connections ~

Connections
Requested bandwidth 2.5Gb/s
Link aggregation group None
Isolated trunk No

2 B-side Production (networkset) Mezzanine3:2-a Notbootable & x

Type Ethernet
MAC address Auto
Requested virtual None
functions
Requested bandwidth 2.5Gb/s
Link aggregation group None
Isolated trunk No

3 CX10000 CX10000 (network set) Mezzanine 31-c ~ Not bootable ¢ %

Type Ethernet
MAC address Auto
Requested virtual None
functions
Requested bandwidth 2.5Gb/s
Link aggregation group None
Isolated trunk No

4 Tunnel Tunnel-uplink Tunnel Mezzanine 3:2-c  Not bootable &  x
Type Ethernet
MAC address Auto
Requested virtual None
functions
Requested bandwidth 2.5Gb/s
Link aggregation group None

From “Server Profiles”, you will see it is inconsistent with its “server profile template”, you can fix it by clicking on “Update from
template”.

D OneView v | Q Search

v Server Profiles 2 All statuses v All labels v All resources v
+ Create profile Bay 2-BL480 Gen9 Overview v =
Name A L. . L .
Bay 1-BLLSO A The server profile is inconsistent with its server profile template. Active 12/6/21 3:37:00 pm
ay 1-
Gen? The following automatic updates are required to restore consistency:
Bay 2 - BL480 . . 5
Gen® Create a connection to network Tunnel-uplink with id 4 on port Mezzanine (Mezz) 3:2-c.

The server profile needs to be powered off to be updated from the server profile template.

Resolution
The profile can be made consistent with its template by updating it from the template. The profile or template may also be edited to manually
restore consistency. If consistency is not desired, this alert can be cleared.

Update from template
Edit

Details

You can update it by selecting “Update from template after power is off’ and “Momentary press”.

If desired, VMs should be migrated to another hypervisor before powering the compute module off.
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Power off Bay 1-BL480 Gen9 ?

Bay 1-BL480 Gen?9 is assigned to server hardware. Consider shutting down the applications and
operating system gracefully.

[l Update from template after power is off

Bay 1-BL480 Gen9 will be updated from BL480 after the server hardware is powered off.

I Momentary press | Mimics a physical momentary press of the power button.

| Press and hold | Forcefully power off server.

Close

Repeat this step for all server profiles that require the “Tunnel” uplink.

Once the server profile update is complete, you will be able to check the MAC address of the “Tunnel” uplink by clicking on
“Edit” > “Connections”. This MAC will show up in vSphere as a physical NIC.

Edit Bay 1-BL480 Gen9 Connections v

Connections
Linkaggiugation-group Nonra
Isolated trunk No

L] 2 Production (network set) Mezzanine 31-a  Not bootable & X

Type Ethernet
MAC address 3A:B6:6C:C0:00:17 (v)
Requested virtual None
functions
Requested bandwidth 2.5Gb/s
Link aggregation group None
Isolated trunk No

L] 3 CX10000 CX10000 (network set) Mezzanine 3:1-c ~ Not bootable & x

Type Ethernet
MAC address 3A:B6:6C:C0:00:27 (v)
Requested virtual None
functions
Requested bandwidth 25Gb/s
Link aggregation group None
Isolated trunk No
L] 4 Tunnel Tunnel-uplink Tunnel Mezzanine 3:2-c ~ Not bootable ¢ X
Type Ethernet
MAC address 3A:B6:6C:C0:00:28 (v)
Requested virtual None
functions
Requested bandwidth 2.5Gb/s
Link aggregation group None
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Task 4: VMware vDS

After Aruba Fabric Composer is integrated with VMware vSphere, from Aruba Fabric Composer you will be able to:

e Create VMware vDS and assign VMNICs
e Create PVLANs in vDS

In Aruba Fabric Composer, click on “Visualizations” > “Hosts” > select your desired hypervisors in the bottom selection
window and unselect undesired hypervisors.

You should see the new VMNIC with mac address matching the previous screenshot in OneView, that is the VMNIC that
should be assigned into the vDS.

QrubQ | Fabric Composer Dashboard Configurations v  Maintenance v  Visualizations v ,O Where can | find...? (e.g. VLAN

X Linkdown !Waming - - - Backup Path Stale

Hosts Visualization -
{7 10.10.100.1 v -

Selection @
Management |
Hosts v

k8

vmnic0

vSwitch0

Settings
Show Hosts vmnic1 =
. @
Show Selection Table VM Netw
(O Hide Disconnected NICs }J_Q
. vmnic2
Hide NICs that are not connected to an Aruba
Fabric
vmnic3
In Zoom Out 4 >
¥3 Physical Network Interface
Name Truncation > selected —
(VIS
fy the truncation position and the desired length Name vmnic3
(@) C ® e vmnic2 Admin Status up N
O stat O Middle @ End O None ' MAC Addresses  3a:b6:6¢:c0:00:28
vmnic3 Neighbor Status  Disconnected
17 Characters
10.10.100.2 vmnic0 SwITTT
vmnic1 vSwitch1

To create the vDS, click on the desired hypervisor > “Create Microsegmentation”

() 10.10.100.1 v

Create Microsegmentation
Update Microsegmentation

=

Input the desired names and select desired NICs. Multiple VMINCs on the same host can be selected if available. Only the
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VMNIC MAC assigned to the “tunnel uplink” is required. Click “NEXT".
% Distributed Virtual Switch

e— ) @ ®
Settings PVLAN

Summary
Enter a required name and NICs from the selected host, and configure an optional Portgroup Name Prefix.

Name * Synergy
Any non empty string, example: DVS-1
*
NICs x vmnic3 v
Portgroup Name Prefix VLAN|
Any non empty string, example: Portgroup-1
(* = Required)

CANCEL NEXT

Enter the Primary PVLAN (200), Isolated PVLAN (201), and click “ADD”, click NEXT” and then “APPLY”.

% Distributed Virtual Switch

PVLAN Summary
Configure optional Primary and Isolated VLANS.
Primary VLAN =
A VLAN between 2 and 4094, example: 2
Isolated VLAN o
A VLAN between 2 and 4094, example: 2
Primary VLAN Isolated VLAN
200 201 o}

(* = Required)

CANCEL BACK NEXT
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Once done, you should be able to see the vDS, VMNIC and port group.

(7 10.10.100.1 v

vmnic1

vmnic2

vmnic3

l,@jﬂ

Management Networ...

VM Network

¥ B

Synergy-DVUplinks... Synergy

Lol

vmk0

VLAN-Synergy-200
@
VLAN-Synergy-201

On other desired hypervisors, select “Update Microsegmentation” to add additional hypervisors and VMNICs to the vDS.

(7 10.10.100.2 v

=

vmni

Actions

Create Microsegmentation

% Update Microsegmentation

Select a required DVS and NICs from the selected host

Distributed Virtual
Switch *

NICs *

(* = Required)

Synergy

CANCEL

APPLY
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Once done, you should be able to see the vDS, VMNIC and port group.
(7 10.10.100.2 v

ok L

Management Networ... vmkO0
vmnic0 vSwitch0
@
. VM Network
vmnic1
vmnic2 -
@
= VLAN-Synergy-200
9 E1
vmnic3 Synergy-DVUplinks... Synergy :—ll
()

VLAN-Synergy-201

You will need to create non PVLAN port groups directly in vCenter by clicking on the “Networking” icon > right click desired
vDS > “Distributed Port Group” > “New Distributed Port Group”.

vm vSphere Client

8 9 @ Synergy | actions«
o VM Network 2 2 Summary Monitor Configure

D e

JVmnic5-RU24_Portl
) Vmnic5_RU24_Port1_VLAN1O

) 1O K

% Win10-R1 Port ID Y Name Y
¥ Win10-R2 0 uplinko
& winl0-s1
— 1 uplink1
© win0-52
> & CX10000-manual 2 upiink2
> DSwitch_H96_Client 3 uplink3
> DSwitch_H96_Server
> g DSwitch_Host95_Kelvin
> Host86-vDS1-R1IRU23RU24
> Host86-vDS2-R1IRU21RU22
> Host96-vDS1-DCl e
v Synergy
E Synergy-DVU Distributed Port Group > g New Distributed Port Group...
VLAN-Synergy [ Add and Manage Hosts... Import Distributed Port Group...

VLAN-Synerg
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Enter the desired values, click “NEXT” and then “FINISH”.

New Distributed Port Group

v 1Select name and location Ready to complete

v 2 Configure settings Review the changes before proceeding.

3 Ready to complete

Distributed port group name  VLAN-Synergy-202

Port binding Static binding
Number of ports 8

Port allocation Elastic
Network resource pool (default)
VLAN ID 202

CANCEL BACK FINISH

The next step is to update the VM network adapters to the desired port group in vCenter.

This example shows a VM with 10.10.200.2/24 |IP assigned to an isolated PVLAN VLAN 201 port group.

Edit Settings = win_10.10.200.2_cx10000

Virtual Hardware VM Options
> CPU . o
> Memory

> Hard disk 1 40 GB

> SCSI controller O LSI Logic SAS

> Network adapter 1~ VLAN-Synergy-201 v Connected
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This example shows a VM with 10.10.202.2/24 IP assigned to the normal VLAN 202 port group.

Edit Settings

Win_10.10.202.2_CX10000

Virtual Hardware VM Options
CcPU
Memory
> Hard disk 1 40 GB

> SCSI controller O LSI Logic SAS

Network adapter 1* Connected

VLAN-Synergy-202

Repeat and assign other VMs to their desired port group.

For visualizations in Aruba Fabric Composer to display correctly, the ESXi hypervisors should have unique host names, DNS
domain and DNS server configured under host > Networking > TCP/IP Configuration > Edit > Default.

vim vSphere Client

£ 10.10.100.1

b

(]
-
O
7
w
<

m 2 8 2

£ Win_10.10.200.2...
£ Win_10.10.202.2

v [& 10.10.100.2

& Aruba_netedit-2..
{5 Win_10.10.200.3..
5 Win_10.10.202.3..

Ih i 2nNne baD

Virtual switches
VMkernel adapters
Physical adapters

TCP/IP configuration

w Virtual Machines

VM Startup/Shutdo

Aaent VM Settinas

v [ 10101001 “ Summary Monitor Configure Permissions VMs Resource Pools Datas
{5 3Par_StorServ —
() 3Per_storserv_.. v storaee - TCP/IP Configuration
F‘; Aruba_NetEdit-2 Storage Adapters )
{1 ArubaFabricCo. Storage Devices # Edt.
@ ArubaFabricCo.. Host Cache Configur.. TCP/IP Stack Y Type Y VMkernelAd.. Y IPv4 G
(31 ArubaFabricCo. Protocol Endpoints Default System stack 1 10101
{3 iLOAmMpPack_1.60 I/O Filters
Provisioning System stack 0
E‘; vCenter67_Sept.. v Networking
vMotion Svstem stack 0

TCP/IP Stack: Default

DNS Routing IPv4 Routing Table IPv6 Routing Table

Configuration method Use manual settings
Host name m

Domain tme.com

Preferred DNS server 15.234.147.195
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After the VMs are attached to port groups, the “Visualizations” pane should be updated with VMNIC/vDS/port group/VM links.

vmnic2 o)
™)

VLAN-Synergy-200

= =
™) g:.
B VLAN-Synergy-201 Win_10.10.20C
S ™ -
umnic2 Synergy-DVUplinks.. Synergy
- 10000-RU33-5W1 111/49
== (VC SE 40Gb F8 M...
N =
() =]
VLAN-Synergy-202 Win_10.10.20Z
(] S
10000-RU24-SW2 171/49 \

In addition, the VMNIC links to the VC module and the Aruba CX 10000 switchports should also be shown.

If LACP is required on the Aruba Fabric Composer created vDS pointed towards the switches, you can enable LACP support
by selecting the vDS > “Upgrade” > “Enhance LACP Support” > “Next” > “Finish”

= — 11 Type
Synergy ‘ Actions - Synergy Operat
(= Synerg
@ VLAN- Distributed Port Group > Administi
. Name
@ VLAN- ﬂ:".- Add and Manage Hosts... Other ¢
£ VLAN-
Edit Notes..
sent Tasks
— Upgrade > | & Upgrade Distributed Switch...
t Name .
Settings > Upgrade Network /O Control...
Move To... Enhance LACP Support...
smvia UCrhAara MNise

This is only applicable if the vDS is used on rack mount servers, if the vDS is only used within a Synergy enclosure, LACP is

not required as LACP is enabled at the Virtual Connect level.
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Task 5: Distributed Services

This section provides guidance on deploying distributed services on Aruba Fabric Composer, PSM and the Aruba CX 10000
switches.
Network Configuration

Next step is to add VLANSs to be redirected/inspected by the Aruba CX 10000 DPUs.

Click on guided setup icon > “DISTRIBUTED SERVICES” > select the desired VRF > “CONFIGURE NETWORKS” >
“ACTIONS” > “Add”.

arubQ | Fabric Composer Dashboard Configurations ¥  Maintenance v  Visualizations v ‘p Where can | find...? (e.g. VLAN ‘ @ > e ﬁonadmm v ? v
@ VRF NETWORK DISTRIBUTED SERVICES
o Configuration / Routing / VRF / Synergy
£ BGP Fabric
Distributed Services Setup
OSPF
B a@ C  ACTIONS v Perform the following steps to initialize and configure
distributed services
= EVPN Name 12| Type Switches Route Distinguisher vt
Q PENSANDO PSM
T - Configure the Distributed Services Manager
CONFIGURE VRFS
Synergy User 10000-RU33-SW1,10000-RU34- 0 Configure VRFs to sync with PSM
SW2
Selected VRF:
< >
CX10000/Synergy -

IP INTERFACES IP STATIC ROUTES NETWORKS ARP TABLES IP ROUTE TABLES

CONFIGURE NETWORKS
Configure Networks for Selected VRF

@ actons v

Name 1z | VLAN CONFIGURE POLICY

Configure Policies

*=Required @ =Completed O = Incomplete
There is no data to display

Add desired name and click “NEXT".

£ Network

Name Settings Summary

Enter a required Name and an optional Description

Name * VLAN200

Description

(* = required) CANCEL
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Add desired VLAN, click “NEXT” and “APPLY".
£ Network

©

Settings

Name

Set the required VLAN

VLAN *

®

Summary

etween 1 and 4094, example: 1

(* = required)

Repeat for all desired VLANs with SVIs.

CANCEL BACK

NEXT

VLANs 200 and 202 are configured with SVIs used in this guide. VLAN 201 is an isolated PVLAN that utilizes SVI 200 and

doesn’t need to be created here.

arubaQ | Fabric Composer Dashboard Configurations ¥  Maintenance v  Visualizations v ,O Where can | find...? (e.g. VLAN
23 VRF )
Configuration / Routing / VRF / Synergy
£ BGP Fabric = tme-dcn-pod
[ OSPF @ C  ACTIONS v
= EVPN Name : | Type Switches Route Distinguisher L3vi
Select Type v
Synergy User 10000-RU33-SW1,10000-RU34- 0
Sw2
4 »
IP INTERFACES IP STATIC ROUTES NETWORKS ARP TABLES IP ROUTE TABLES
—
@ ACTIONS v
Name 1z | VLAN
O VLAN200 200
O VLAN202 202
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Click on guided setup icon > “DISTRIBUTED SERVICES” > select desired VRF > “CONFIGURE POLICY” > “ACTIONS” >

“Add”.

arubQ | Fabric Composer Dashboard C: v

B3 Policy Groups

Configuration / Policy / Policies

[ Policies
El Rules Name
T Endpoint Groups =]

88 Applications

Service Qualifiers

Enter the desired policy name and then click “NEXT”.

B Policy
() ®

Settings

Enter a required Name and an optional Description.

=

ns v |D Where can 1find...2 (e.g. VLAN ‘

Policy Groups Health

Select Health

®

Rules

@ C  ACTIONS v

®

Enforcers

El > E ﬁadmmv ?

NETWORK DISTRIBUTED SERVICES

Distributed Services Setup

Perform the following steps to initialize and confit
distributed services.

o PENSANDO PSM
Configure the Distributed Services Manager
CONFIGURE VRFS
Configure VRFs to sync with PSM
Selected VRF:
CX10000/Synergy

CONFIGURE NETWORKS
Configure Networks for Selected VRF

CONFIGURE POLICY
Configure Policies.

®

Summary

Name * Synergy

Any non-empty string, example: Policy-1
Description

Example: Policy-1 Description

(* = Required)

CANCEL

NEXT
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Select “Distributed Firewall” and then click “NEXT”.

Policy
Name Settings Rules

Enforcers Summary
Select a required type. The Policy type will determine the applicable Rules and Enforcers.

Type Distributed Firewall

(* = Required) CANCEL BACK NEXT

Select “ACTIONS” > “Add” > “New”

@ Policy X
) e— ) e— ) ©, ©,
Name Settings Rules Enforcers Summary
Set one or more Rules on the Policy. Z
$ ACTIONS v
0 ! Existing Remove =
Move
-
(* =Required)  Scroll for more options CANCEL BACK
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This example permits RDP traffic from Web Tier to App Tier, e.g. VM (10.10.200.3/32) to VM (10.10.202.2/32). Click “NEXT".

B Rule

()

Name

®

Action

®

Endpoint Groups

Enter a required Name and an optional Description.

®

Applications and Service
Qualifiers

®

Summary

Name * RDP-permit
Any non-empty string, example: Rule-1
Description
Example: Rule-1 Description
* = Required) CANCEL
Select the desired action and click “NEXT”.
B Rule
o () m— () ®@ @ ®
Name Action Endpoint Groups Applications and Service Summary
Qualifiers
Select the required Action.
Action Allow -
(* = Required) CANCEL BACK
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Select “ADD” to add new source endpoint group.

B Rule
() e— ) —(/)
Name Action Endpoint Groups

Select one or more Source and Destination Endpoint Groups.

Source Endpoint Group Select

Destination Endpoint Group Select

(* = Required)

Enter the desired name and click next.

g Endpoint Group

Name Endpoints

Enter a required Name and an optional Description.

®

®

Applications and Service Summary

Qualifiers

; m

CANCEL BACK NEXT

®

Summary

Name * ‘ Wed'ﬁer

Any non-empty string, example: EndpointGroup-1

Description

Example: EndpointGroup-1 Description

(* = Required)

CANCEL NEXT
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Select, “ADD” desired VM, click “NEXT” and then “APPLY".

gy Endpoint Group

e— ) O ©)

Name Endpoints Summary
VNIC

(O Manual Endpoint entry

IPv4 Network Address M

Arange of IPv4 Addresses defined as a hyphenated range or subnet using CIDR notation. Examples: 192.168.1.100-192.168.1.200, 192.168.10.0/24

IPv4 Network Address VM/VNIC/VMKernel
10.10.200.3/32 Win_10.10.200.3_CX10000 (10.10.100.2) - Network &

adapter 1 =
(" = Required)  Scroll for more options CANCEL BACK NEXT

Click “ADD” on the destination endpoint group.
B Rule

Name Action Endpoint Groups Applications and Service Summary
Qualifiers

Select one or more Source and Destination Endpoint Groups.

Source Endpoint Group x WebTier X v m

Destination Endpoint Group Select -

(" = Required) CANCEL BACK NEXT
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Name the endpoint group and then click “NEXT".

iy Endpoint Group

— ) ©) ©)

Name Endpoints Summary

Enter a required Name and an optional Description.

Name * AppTier

Any non-empty string, example: EndpointGroup-1

Description

Example: EndpointGroup-1 Description

(* = Required) CANCEL NEXT

Select, add desired VM (this example shows you can add multiple endpoints), click “NEXT” and then “APPLY”.

iy Endpoint Group

—) © ®
Name Endpoints Summary
O Manual Endpoint entry -

IPv4 Network Address

Arange of IPv4 Addresses defined as a hyphenated range or subnet using CIDR notation. Examples: 192.168.1.100-192.168.1.200, 192.168.10.0/24

IPv4 Network Address VM/VNIC/VMKermnel

10.10.202.2/32 Win_10.10.202.2_CX10000 (10.10.100.1) - Network B&r
adapter 1

10.10.202.3/32 Win_10.10.202.3_CX10000 (10.10.100.2) - Network &
adapter 1

4

(" =Required)  Scroll for more options CANCEL BACK NEXT




HPE Synergy and Aruba CX 10000 Networking Deployment Guide

Click “NEXT” once both desired source and destination endpoint groups are added.

B Rule
Name Action Endpoint Groups Applications and Service Summary
Qualifiers

Select one or more Source and Destination Endpoint Groups.

Source Endpoint Group x  WebTier X v

Destination Endpoint Group x AppTier X v m

(* = Required) CANCEL BACK NEXT

Select existing “Service Qualifier” if applicable, or click “ADD” to add a new service qualifier and then click “NEXT”.

Bl Rule
Name Action Endpoint Groups Applications and Service Summary
Qualifiers

Select or add either Applications or Service Qualifiers.

Applications

Service Qualifiers % rdp X w m

(* = Required) CANCEL BACK
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Review and click “APPLY”.
Bl Rule

Name Action Endpoint Groups Applications and Service Summary
Qualifiers
Name RDP-permit
Description
Type Layer 3
Action Allow
Source Endpoint Groups WebTier
Destination Endpoint Groups AppTier
Service Qualifiers rdp

CANCEL BACK APPLY

Take note there is an implicit deny at the end of the policy. You can add more rules to permit traffic by clicking on “Actions” >
“Add” > “New”.

Policy
e () — () m— (/) @ ®
Name Settings Rules Enforcers Summary

Set one or more Rules on the Policy.
%5 ACTIONS v

- = e R <~

0 . . SelectAc...¥ : Existing Remove

=

O 1 RDP-permit Allow WebTier ol
Move

CANCEL BACK NEXT

(' = Required) Scroll for more options
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B Rule

() ® )

Name Action Endpoint Groups

Enter a required Name and an optional Description.

®

Applications and Service
Qualifiers

HPE Synergy and Aruba CX 10000 Networking Deployment Guide

®

Summary

Name * ICMP-permit

Any non-empty string, example: Rule-1

Description

Example: Rule-1 Description

(" = Required)

Select the desired action and then click “NEXT”.

B Rule
() m— ) O,
Name Action Endpoint Groups

Select the required Action.

Action Allow

(* = Required)

®

Applications and Service
Qualifiers

®

Summary

CANCEL BACK
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Leave the endpoint groups empty to match on “any”, and then click “NEXT”.

Bl Rule
Name Action Endpoint Groups Applications and Service Summary
Qualifiers

Select or add one or more Source and Destination Endpoint Groups. No specified Endpoint Groups implies any IP Addresses.

Source Endpoint Groups Select an Endpoint Group or leave empty for any. - m

Destination Endpoint Groups Select an Endpoint Group or leave empty for any. -

(* = Required) CANCEL BACK NEXT

Select the desired service qualifier, click “NEXT”, review and then click “APPLY”.

B Rule
—) e— ) e— ) e— /) @
Name Action Endpoint Groups Applications and Service Summary
Qualifiers

Select or add either Applications or Service Qualifiers.

Applications

Service Qualifiers % icmp X v m

(* = Required) CANCEL BACK
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Review, add additional rules, e.g. allow Web to App desired traffic and then click “NEXT".

@ Policy

® O

Rules
Set one or more Rules on the Policy.
£ ACTIONS v
Index Name Action Source Endpoint Groups Source Endpoint Gro Sou
0 -
v O 1 RDP-permit Allow WebTier 10.10.200.3/32
N O 2 ICMP-permit Allow Any

v

(* = Required) Scroll for more options CANCEL BACK m

Take note the policy is applied to the entire network fabric (all Aruba CX 10000 switches), you will not be able to select only
specific CX 10000s.

Select

- Desired Fabric
- Desired direction
o Egress refers to policy applied from workload perspective, we are trying to permit outbound traffic egress
from Web Tier to App Tier, e.g. VM (10.10.200.3/32) to VM (10.10.202.2/32)
- Desired VRF
- Desired Networks

Click on “ADD”.
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Policy

Name Settings Rules Enforcers Summary
Fabric ’ €X10000 x v ‘ =
Direction Egress
VRF ’ Synergy X v ‘
Netars | - I
=
‘ Network Direction

[

There is no data to disnlav

4

(" = Required)  Scroll for more options

CANCEL BACK

Click “NEXT” and then “APPLY”.
Policy

Name Settings Rules Enforcers Summary
Direction ’ Select... v
VRF
Networks
Network Direction
VLAN200 - VLAN: 200 Egress &
VLAN202 - VLAN: 202 Egress & -
(" =Required)  Scroll for more options CANCEL BACK NEXT

The configured policy should be seen as healthy.
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Configuration / Policy / Policies

£ C  ACTIONS v
2 | Policy Groups Health Type Enforcer Direction Enforcer Type Enforcer
EALT! Distributed Firewall Egress Network VLAN202 - VLAN: 202
Egress Network VLAN200 - VLAN: 200

You can validate the security policy is pushed down to PSM and CX 10000 DPUs in PSM GUI > “Tenants” > “Security
Policies” > policy name

Search v O

Dashboard Network Security Policies > Synergy
@ System Security Policy
{3 Cluster . . .
Security Policy Details
& Dss
Policy Name:  Synergy
Tenants Tenant: default Attach-tenant:  true
; Created on: 2022-01-27 01:28:50 GMT+00:00 Last Modified:  2022-01-27
L2 Overview
Propagation: ~ Propagation Complete. Updated on 2 DSSs.
& VRF
Networks +
« (g Security Policies Policy Rules (2) Search: | Rule Name Source IP Destination IP <Protocol>/<Port>
Apps O Number Rule Name Source IPs Destination IPs Action Protocol Port Applic:
=0 Synergy..RDP-permit 10.10.200.3/32 10.10.202.2/32,10.10.20 Permit tcp/3389
Firewall Export Policies
=03 2 Synergy..ICMP-permit any any Permit icmp
And the policy is attached to desired networks in PSM > “Tenants” > “Networks”
Q X &  Search v« O
B3 Dashboard Networks
@ System Networks Overview
{3 Cluster
Networks (2) 7Columns \/ | && | Search
& Dss
O Name VRF VLAN Ingress Policy Egress Policy Propagation Status
Tenants O VLAN202 yner 202 el Propagation Complete. Updated

€2 Overview O VLAN200 Syne 200 1erg Propagation Complete. Updated .




VMs on the same isolated PVLAN normally do not have network connectivity between each other.

However, with local proxy arp enabled on VLAN 200, traffic between VMs on the same isolated PVLAN can be subjected to a
security policy for traffic to be allowed or denied.

With the security policy in place, we can verify 10.10.200.3 VM in WebTier is able to ping to VMs in the same subnet
(10.10.200.0/24) and in the AppTier (10.10.202.0/24) subnet due to the “ICMP-permit” rule. It is also able to connect via RDP
to the 10.10.202.2 VM due to the “RDP-permit” rule.

Connection-specific DNS Suffix
Description . . . . . . . . . . . : Intel(R) 82574L Gigabit Network Connection
Physical Address. . . . . . . . . : ©0-50-56-8E-84-7A

DHCP Enabled. . . . . . . . . . . No

Autoconfiguration Enabled . . . . Yes

IPv4 Address. . . . . . . . . . . 10.10.200.3(Preferred)

Subnet Mask . . . . . . . . . .. 255.255.255.0

Default Gateway . . . . . . . . . 10.10.200.254

NetBIOS over Tcpip. . . . . . . . : Enabled Remote Desktop

1<) Connection

C:\>ping 10.10.200.2

Pinging 10.10.200.2 with 32 bytes of data: 10.10.202.2
Reply from 10.10.200.2: bytes=32 time=4ms TTL=127
Reply from 10.10.200.2: bytes=32 time<ims TTL=127 Username: None specified

Ping statistics for 10.10.200.2:
Packets: Sent = 2, Received = 2, Lost = @ (0% loss), )
Approximate round trip times in milli-seconds: Enter your credentials
Minimum = @ms, Maximum = 4ms, Average = 2ms
Control-C

Windows Security

These credentials will be used to connect to 10.10.202.2.

\>ping 10.10.202.2

Pinging 10.10.202.2 with 32 bytes of data: ’l
Reply from 10.10.202.2: bytes=32 time=4ms TTL=127
Reply from 10.10.202.2: bytes=32 time<lms TTL=127

Due to the implicit deny rule, RDP between VMs on the same subnet are denied as expected.

c:.

Connection-specific DNS Suffix B
Description . . . . . . . . . . . : Intel(R) 82574L Gigabit Network Connection
Physical Address. . . . . . . . . : ©00-50-56-8E-84-7A
DHCP Enabled. . . . . . . . . . . : No
Autoconfiguration Enabled . . . . : Yes
IPv4 Address. . . . . . . . . . . : 10.10.200.3(Preferred)
Subnet Mask . . . . . . . . . . . ! 255.255.255.0
uay . 10 )
Default Gateway . . . . . . . . . : 10.10.200.254 . Remote Desktop

NetBIOS over Tcpip. . . . . . . . : Enabled C ct_
12¢) Lonnection

:\>ping 10.10.200.2

Pinging 10.10.200.2 with 32 bytes of data:
eply from 10.10.200.2: bytes=32 time=4ms TTL=127
eply from 10.10.200.2: bytes=32 time<ims TTL=127 Username: None specified

Computer:  [10.10.2002 v

Ping statistics for 10.10.200.2: Remote Desktop Connection A

Packets: Sent = 2, Received = 2, Lost = @ (8% loss
Approximate round trip times in milli-seconds: Q Remote Desktop can't connect to the remote computer for one of these reasons:
Minimum = ©ms, Maximum = 4ms, Average = 2ms
ontrol-C 1) Remote access to the server is not enabled
C 2) The remote computer is turned off
>ping 10.10.202.2 3) The remote computer is not available on the network

Make sure the remote computer is turned on and connected to the network, and that remote
access is enabled.

Pinging 10.10.202.2 with 32 bytes of data:
eply from 10.10.202.2: bytes=32 time=4ms TTL=127
eply from 10.10.202.2: bytes=32 time<ims TTL=127

Help
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You can view hitcounts towards each rule in Aruba Fabric Composer by clicking on “Configurations” > “Policy” > “Policies” >
“..”>"Rules”

aruba

Fabric Composer

Dashboard ~Configurations v

Maintenance v

Visualizations v

£ Where can | find...? (e.g. VLAN

B3 Policy Groups
Policies

Bl Rules

Mg Endpoint Groups

88 Applications

g

Service Qualifiers

Configuration / Policy / Policies

Name : | Policy Groups 1= | Health
0 Ent ame En gex for Policy Groups ‘ Select Health.
O synergy

Expand each rule out to view hitcount.

arubQ | Fabric Composer

Dashboard Configurations v  Maintenance v  Visualizations v | £ Where can | find...? (€.g. VLAN

B3 Policy Groups
Policies

Bl Rules

Ifg Endpoint Groups
B8 Applications

Service Qualifiers

Configuration / Policy / Policies / Synergy

vk

Name = | Policy Groups 1= | Health

= 1= | Type
Enter Regex for Name Enter Regex for Policy Group: Select Health v ‘ Select Type
Synergy Distributed Firewall
« I——_—_—_—
RULES
/A Any active rule modifications may temporarily disrupt the policy enforcement operation. i
0 ‘ ‘ E e ‘ ‘ Enter Regex for Name ‘ ‘ Enter Re Total Hits
e v O 1 RDP-permit 1
Time < | Hits
January 26, 2022 @ 5:47:54 pm PST 1
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N

s & ICMP-permit 2

Time 1= | Hits

January 26, 2022 @ 5:47-54 pm PST 2

You can view hitcounts towards each rule in PSM by clicking on “Tenants” > “Security Policies” > “Policy” > hover over a rule.

This example shows 2 hits to RDP-permit in DSM 1/2.

Q X = | Search v O @3 @!

B3 Dashboard Network Security Policies > Synergy
System Security Policy
{3 Cluster . . )
Security Policy Details
& Dss
Policy Name: ~ Synergy
Tenants Tenant: default Attach-tenant:  true
- Created on: 2022-01-27 01:28:50 GMT+00:00 Last Modified: ~ 2022-01-27 01:28:54 GMT+00:00
£2 Overview
Propagation: ~ Propagation Complete. Updated on 2 DSSs.
& VRF
~# Networks +
R G Po ; Policy Rules (2) Search: | Rule Name Source IP Destination IP <Protocol>/<Port> App X Vv Action X v 9 Columns \v
e Apps O~ Number Rule Name Source IPs Destination IPs Action Protocol Port Applications Description Total Connection Hits
=0 Synergy..RDP-permit 10.10.200.3/32 0.10.202.2/32,10.10.  Permit tcp/3389 10000-RU33-SW1 DSM 1/1 0,+
(=% Firewall Export Policies 202.3/32 10000-RU33-SW1 DSM 1/2: 2
=0 2 Synergy..ICMP-permit any any Permit icmp 10000-RU33-SW1 DSM 1/1: 0 101

To enable Firewall logging, from withing Aruba Fabric Composer, click on Configuration >System >Firewall Log

Then select “ACTIONS”, and then click “Add”. The Firewall Log Configuration wizard will open up.
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Provide a name for the new Firewall Log Policy and then click “NEXT”.

& Firewall Log Configuration

® ® ® ®

Name
Enter a required Name

Name * Log1

(* = Required) CANCEL m

You can now either choose to deploy this Firewall Log Policy to the whole fabric, or if desired, you can select specific switches
to apply the Firewall Log Policy. Click “NEXT”.

& Firewall Log Configuration

Application
Select the Fabric or Switches in which to apply this configuration. A Fabric implies all Switches contained within it

Fabrics x CX10000 | X v

Switches

(" = Required) CANCEL BACK m

Next you can now choose the Site Facility, the Severity (All, Allow, Deny), and the preferred Format. When desired
parameters have been chosen click “NEXT”, and then “Apply”.
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& Firewall Log Configuration

Settings sur
Speciy the Settings options

Facility * SYSLOG o
Severity * Al X w
Format * Syslog-RFC5424 X w

Enable PSM Target

(" = Required) CANCEL m

& Firewall Log Configuration

Summary
Name Logt
Fabrics CX10000
Switches
Facility SYSLOG
Severity all
Format syslog-ic5424
Enable PSM Target Yes

CANCEL BACK APPLY

If you log into the PSM GUI directly and click on Tenants > Firewall Export Policies, you will now see the new logging policy
that was just created.

§ Dashboard Firewall Log Export Policies
@ System Firewall Log Export Policies
Tenants ] o
Firewall Log Export Policies (&)
L2 Overview
Name Enabled PSM Targets Exports Facility Override Format Targets
Log1 true All Logs Syslog RFC5424
AFC true All Logs User BSD
G Security Policies New true All Logs User BSD
g SE Synergy true All Logs Syslog RFC5424

(-4 Firewall Export Poli
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Appendix

CX10000-1 Configs and Verification Commands
You can use these commands to verify desired VLANSs are redirected to DSM, LACP is functional and MACs, ARPs are learnt
as expected, full configs are provided for reference.

10000-RU33-SW1# sh dsm 1/1 redirect
Distributed Services Modules 1/1

Filter information
No VLAN redirect configured to Distributed Services module

10000-RU33-SW1# sh dsm 1/2 redirect
Distributed Services Modules 1/2

Filter information
VLANs: 200-202

10000-RU33-SW1l# sh lacp int

State abbreviations

A - Active P - Passive F - Aggregable I - Individual
S - Short-timeout L - Long-timeout N - InSync O - OutofSync
C - Collecting D - Distributing

X - State m/c expired E - Default neighbor state

Actor details of all interfaces:

Intf Aggr Port Port State System-ID System Aggr Forwarding
Name Id Pri Pri Key State

1/1/49 laglO(mc) 1049 1 ALFNCD 02:00:00:00:01:00 65534 10 up

1/1/48 lag256 49 1 ALFNCD 04:90:81:00:36:56 65534 256 up

Partner details of all interfaces:

Intf Aggr Port Port State System-ID System Aggr
Name Id Pri Pri Key

1/1/49 laglO(mc) 250 128 ASFNCD f4:03:43:60:a4:d8 32768 21

1/1/48 lag256 49 1 ALFNCD 04:90:81:00:33:4a 65534 256

10000-RU33-SW1l# sh mac-ad
MAC age-time : 300 seconds
Number of MAC addresses : 14

MAC Address VLAN Type Port

00:50:56:8e:30:05 10 dynamic 1/1/17
00:50:56:a22:10:a8 20 dynamic lag256
00:50:56:8e:d0:4f 20 dynamic lag256
00:50:56:8e:1le:cb 20 dynamic 1/1/17
00:50:56:8e:92:30 20 dynamic lag256
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04:90:81:00:33:4a 200 dynamic lag256
00:50:56:8e:7c:e7 200 dynamic pv laglo
00:50:56:8e:84:7a 200 dynamic pv laglo
04:90:81:00:33:4a 201 dynamic lag256
00:50:56:8e:7c:e7 201 dynamic laglo
00:50:56:8e:84:7a 201 dynamic laglo
04:90:81:00:33:4a 202 dynamic lag256
00:50:56:8e:b9:48 202 dynamic laglo
00:50:56:8e:36:8f 202 dynamic laglo

10000-RU-33-SW1# show arp vrf Synergy

IPv4 Address MAC Port Physical Port State VRF

10.10.202.2 00:50:56:8e:09:48 vlan202 lagloO reachable Synergy
10.10.202.3 00:50:56:8e:36:8f vlan202 lagloO reachable Synergy
10.10.200.240 04:90:81:00:33:4a vl1an200 lag256 reachable Synergy
10.10.202.240 04:90:81:00:33:4a vlan202 lag256 reachable Synergy
10.10.200.3 00:50:56:8e:84:7a v1an200 laglo0 reachable Synergy
10.10.200.2 00:50:56:8e:7c:e7 v1an200 lagloO reachable Synergy

Total Number Of ARP Entries Listed: 6.

10000-RU33-SW1l# sh run

Current configuration:

|

!Version ArubaOS-CX DL.10.09.0010

lexport-password: default

hostname 10000-RU-33-SW1

user admin group administrators password ciphertext
AQBapYY¥xwdkONC4Sev+y+b04FdOcjpymGagnlCM3LhbDcWe3gYgAAABX19SsYxXNtZG+srlgp3cbE1DSoow9j3gCfvJIDEHB
hrvHMipUH9e1Hg01G9JdpqzZksDdVrMOPjolzikAKATKOWTAST+bvBiD2+4GQHge fUJwlP1Zkh557kFEea+geJIwN63d
user afc_admin group administrators password ciphertext
AQBapTpF3DW4Dzf95Cn2ycp7t0OxBzppatgqV12DYzpB3py+hKYgAAAOUKA2gWHrCe3KclLIleiPzyeZR7eWEaZf0ZwImpP
SmINdAJIDz9kKcTc)ZpZgK6/u0IAn8gnid+iBgE/3xgMPXn0yEJXCQO07LFJ2R+UsVgxLsbWvE6LCEtGVPrvLhfnYX3UJv
no ip icmp redirect

profile leaf

vrf Synergy
!

ssh server vrf mgmt
psm
host 10.10.10.150 vrf mgmt
vlan 1,10,20
vlan 200
private-vlan primary
vlan 201
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private-vlan isolated primary-vlan 200

vlian 202
interface mgmt
no shutdown

ip static 10.10.10.
default-gateway 10.

system interface-group
!interface group 1
system interface-group
!interface group 5
system interface-group

213/24

10.10.254

1 speed 10g

contains ports 1/1/1-1/1/4

5 speed 10g

contains ports 1/1/17-1/1/20
10 speed 10g

!interface group 10 contains ports 1/1/37-1/1/40

system interface-group

12 speed 10g

!interface group 12 contains ports 1/1/45-1/1/48

interface lag 10 multi-

no shutdown

chassis

description provisioned

no routing

vlan trunk native 1

vlan trunk allowed

lacp mode active

lacp fallback

lacp rate slow
interface lag 256

no shutdown

description ISL

no routing

vlan trunk native 1

1,200-202

vlan trunk allowed all

lacp mode active

lacp rate slow

gqos trust cos
interface 1/1/1

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/2

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/3

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/4

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/5

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/6

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/7

no shutdown

mtu 9198

ip mtu 9198
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interface 1/1/8

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/9

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/10

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/11

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/12

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/13

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/14

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/15

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/16

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/17

no shutdown

mtu 9198

no routing

vlan trunk native 1 tag
vlan trunk allowed 10,20

interface 1/1/18
no shutdown
mtu 9198
ip mtu 9198
interface 1/1/19
no shutdown
mtu 9198
ip mtu 9198
interface 1/1/20
no shutdown
mtu 9198
ip mtu 9198
interface 1/1/21
no shutdown
mtu 9198
ip mtu 9198
interface 1/1/22
no shutdown
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mtu 9198

ip mtu 9198
interface 1/1/23

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/24

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/25

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/26

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/27

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/28

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/29

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/30

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/31

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/32

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/33

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/34

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/35

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/36

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/37

no shutdown
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mtu 9198

ip mtu 9198
interface 1/1/38

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/39

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/40

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/41

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/42

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/43

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/44

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/45

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/46

no shutdown

persona access

mtu 9198

qos trust cos

ip mtu 9198

ip address 192
interface 1/1/47

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/48

no shutdown

persona access

mtu 9198

lag 256
interface 1/1/49

no shutdown

persona access

mtu 9198

lag 10
interface 1/1/50

no shutdown

persona uplink

mtu 9198

ip mtu 9198

.168.10.2/31
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interface 1/1/51
no shutdown
persona uplink
mtu 9198
ip mtu 9198
interface 1/1/52
no shutdown
persona uplink
mtu 9198
ip mtu 9198
interface 1/1/53
no shutdown
persona uplink
mtu 9198
ip mtu 9198
interface 1/1/54
no shutdown
persona uplink
mtu 9198
ip mtu 9198
interface vlan 200
vrf attach Synergy
ip mtu 9198
ip address 10.10.200.241/24
active-gateway ip mac 00:00:00:00:00:01
active-gateway ip 10.10.200.254
ip local-proxy-arp
interface vlan 202
vrf attach Synergy
ip mtu 9198
ip address 10.10.202.241/24
active-gateway ip mac 00:00:00:00:00:02
active-gateway ip 10.10.202.254
ip local-proxy-arp
VSX
system-mac 02:00:00:00:01:00
inter-switch-1link lag 256
role secondary
keepalive peer 192.168.10.3 source 192.168.10.2
no split-recovery
vsx-sync vsx-global

https-server vrf mgmt
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CX10000-2 Configs and Verification Commands
You can use these commands to verify desired VLANSs are redirected to DSM, LACP is functional and MACs, ARPs are learnt
as expected, full configs are provided for reference.

10000-RU34-SW2# sh dsm 1/1 redirect
Distributed Services Modules 1/1

Filter information
No VLAN redirect configured to Distributed Services module

10000-RU34-SW2# sh dsm 1/2 redirect
Distributed Services Modules 1/2

Filter information
VLANs: 200-202

10000-RU34-SW2# sh lacp int

State abbreviations

A - Active P - Passive F - Aggregable I - Individual
S - Short-timeout L - Long-timeout N - InSync O - OutofSync
C - Collecting D - Distributing

X - State m/c expired E - Default neighbor state

Actor details of all interfaces:

Intf Aggr Port Port State System—-ID System Aggr Forwarding
Name Id Pri Pri Key State

1/1/49 laglO(mc) 49 1 ALFNCD 02:00:00:00:01:00 65534 10 up

1/1/48 lag256 49 1 ALFNCD 04:90:81:00:33:4a 65534 256 up

Partner details of all interfaces:

Intf Aggr Port Port State System-ID System Aggr
Name Id Pri Pri Key

1/1/49 laglO(mc) 112 128 ASFNCD f4:03:43:60:a4:d8 32768 21

1/1/48 lag256 49 1 ALFNCD 04:90:81:00:36:56 65534 256

10000-RU34-SW2# sh mac-ad
MAC age-time : 300 seconds
Number of MAC addresses : 13

MAC Address VLAN Type Port
00:50:56:a2:10:a8 20 dynamic 1/1/18
00:50:56:8e:d0:4f 20 dynamic 1/1/17
00:50:56:8e:1le:cb 20 dynamic lag256
00:50:56:8e:92:30 20 dynamic 1/1/17
04:90:81:00:36:56 200 dynamic lag256
00:50:56:8e:7c:e7 200 dynamic pv laglo
00:50:56:8e:84:7a 200 dynamic pv laglo
04:90:81:00:36:56 201 dynamic lag256
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00:50:56:8e:7c:e7 201 dynamic laglo
00:50:56:8e:84:7a 201 dynamic laglo
04:90:81:00:36:56 202 dynamic lag256
00:50:56:8e:36:8f 202 dynamic laglo
00:50:56:8e:b9:48 202 dynamic laglo

10000-RU34-SW2# sh arp vrf Synergy

IPv4 Address MAC Port Physical Port State VRF
10.10.202.3 00:50:56:8e:36:8f vlan202 laglo reachable Synergy
10.10.200.251 04:90:81:00:36:56 v1an200 lag256 reachable Synergy

Total Number Of ARP Entries Listed: 2.

10000-RU34-SW2# sh run

Current configuration:

|

!Version ArubaOS-CX DL.10.09.0010

lexport-password: default

hostname 10000-RU34-SW2

user admin group administrators password ciphertext
AQBapfGrz5kgbhebykpcx4YR1IK1Jh13fWgVDCSdybQvHESUhYgARAESu3cuwvp8FBs8yTviLEDGTBi5uGjrQo22ur /4G5
7yjX6K5yhmcK33PG/g+hLs1NqozFFRx+S5520zvyKegnCXjs3piV4D/D5EKA01P8YeEZbv9200GcoXPLaubWs8MiFKgk
user afc_admin group administrators password ciphertext
AQBapS0Y4qS+NoaDC7C/qqGXB832EdF1A3/pSbsyx9RVIIhYYgAAAKHMMI1XZ0JTwal 8hvnFzMn52Wt 10GsBO+wRQNEF +
1Fz04nnJuvGUy5zDtm/ 9dBLgg3ExgKxJIn4N1cHHHVWDyY/7+upkCgY70LgGE7/mMEVFEC4wCqh596BZiN1HMTUQ661vZo
no ip icmp redirect

profile leaf

vrf Synergy
!

ssh server vrf mgmt
psm
host 10.10.10.150 vrf mgmt
vlan 1,10,20-21
vlian 200
private-vlan primary
vlan 201
private-vlan isolated primary-vlan 200
vlan 202
interface mgmt
no shutdown

ip static 10.10.10.
default-gateway 10.

system interface-group
!interface group 1
system interface-group
!interface group 5
system interface-group

212/24

10.10.254

1 speed 10g

contains ports 1/1/1-1/1/4

5 speed 10g

contains ports 1/1/17-1/1/20
10 speed 10g

!interface group 10 contains ports 1/1/37-1/1/40
system interface-group 12 speed 10g
linterface group 12 contains ports 1/1/45-1/1/48
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interface lag 10 multi-chassis

no shutdown

description provisioned

no routing

vlan trunk native 1
vlan trunk allowed 1,200-202

lacp mode active
lacp fallback
lacp rate slow

interface lag 256

no shutdown
description ISL
no routing

vlan trunk native 1
vlan trunk allowed all

lacp mode active
lacp rate slow
qos trust cos

interface 1/1/1
no shutdown
mtu 9198
ip mtu 9198

interface 1/1/2
no shutdown
mtu 9198
ip mtu 9198

interface 1/1/3
no shutdown
mtu 9198
ip mtu 9198

interface 1/1/4
no shutdown
mtu 9198
ip mtu 9198

interface 1/1/5
no shutdown
mtu 9198
ip mtu 9198

interface 1/1/6
no shutdown
mtu 9198
ip mtu 9198

interface 1/1/7
no shutdown
mtu 9198
ip mtu 9198

interface 1/1/8
no shutdown
mtu 9198
ip mtu 9198

interface 1/1/9
no shutdown
mtu 9198
ip mtu 9198

interface 1/1/10
no shutdown
mtu 9198
ip mtu 9198

interface 1/1/11
no shutdown
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mtu 9198

ip mtu 9198
interface 1/1/12

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/13

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/14

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/15

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/16

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/17

no shutdown

mtu 9198

no routing

vlan trunk native 1 tag

vlan trunk allowed 10,20
interface 1/1/18

no shutdown

mtu 9198

no routing

vlan trunk native 1 tag

vlan trunk allowed 20-21
interface 1/1/19

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/20

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/21

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/22

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/23

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/24

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/25

no shutdown
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mtu 9198

ip mtu 9198
interface 1/1/26

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/27

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/28

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/29

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/30

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/31

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/32

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/33

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/34

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/35

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/36

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/37

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/38

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/39

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/40

no shutdown
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mtu 9198

ip mtu 9198
interface 1/1/41

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/42

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/43

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/44

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/45

no shutdown

mtu 9198

ip mtu 9198
interface 1/1/46

no shutdown

mtu 9198

gqos trust cos

description Keep alive Interface 10000-RU34-SW2

ip mtu 9198

ip address 192.168.10.3/31

interface 1/1/47
no shutdown
mtu 9198
ip mtu 9198
interface 1/1/48
no shutdown
mtu 9198
lag 256
interface 1/1/49
no shutdown
persona access
mtu 9198
lag 10
interface 1/1/50
no shutdown
persona uplink
mtu 9198
ip mtu 9198
interface 1/1/51
no shutdown
persona uplink
mtu 9198
ip mtu 9198
interface 1/1/52
no shutdown
persona uplink
mtu 9198
ip mtu 9198
interface 1/1/53
no shutdown
persona uplink
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mtu 9198
ip mtu 9198
interface 1/1/54
no shutdown
persona uplink
mtu 9198
ip mtu 9198
interface vlan 200
vrf attach Synergy
ip mtu 9198
ip address 10.10.200.240/24
active-gateway ip mac 00:00:00:00:00:01
active-gateway ip 10.10.200.254
ip local-proxy-arp
interface vlan 202
vrf attach Synergy
ip mtu 9198
ip address 10.10.202.240/24
active-gateway ip mac 00:00:00:00:00:02
active-gateway ip 10.10.202.254
ip local-proxy-arp
VSX
system-mac 02:00:00:00:01:00
inter-switch-1link lag 256
role primary
keepalive peer 192.168.10.2 source 192.168.10.3
no split-recovery
vsx-sync vsx-global

https-server vrf mgmt
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