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Bandwidth Management of
Site to Site VPN Traffic (Pre
SonicOS5.8.1 firmware)

DESCRIPTION:

SonicOS Enhanced offers an integrated traffic
shaping mechanism through its Egress
(outbound) and Ingress (inbound) bandwidth
management (BWM) interfaces. Outbound BWM
can be applied to traffic sourced from Trusted and
Public Zones (such as LAN and DMZ) destined to
Untrusted and Encrypted Zones (such as WAN
and VPN). Inbound BWM can be applied to traffic
sourced from Untrusted and Encrypted Zones
destined to Trusted and Public Zones.

This scenario based article describes how to
configure bandwidth management on a site-to-
site VPN Policy. In this scenario, the site-to-site
VPN has been configured on both sides and the
tunnel is up.
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Crypto Suite

1 WAN GroupVen fHMAC SHAL (IKE)

2 WLAN GroupVPN SHAL (IKE)

s i |

3 ToSiteaA & 192.168.168,0 - 192.168.168.255 SHaL (IKE)

4 ToMan Office 3333 @ 10.10.10.15- 10.10.10.15

<

AC SHA1 (IKE)

RESOLUTION:

Enabling Bandwidth Management Settings on the
WAN Interface | Advancedtab

Note: Once BWM has been enabled on an
interface, and a link speed has been defined,
traffic traversing that link will be throttled—both
inbound and outbound—to the declared values,
evenifnoAccessRulesare configured with BWM
settings.

BWM configurations begin by enabling BWM on
the relevant WAN interface, and declaring the
interface’s available bandwidth in Kbps (Kilobits
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per second). This is performed from the Network |
Interfaces page by selecting the Configureicon for

the WAN interface, and navigating to
the Advanced tab:
Figure 1. Network | (WAN) Interface |
Advanced Tab
General I Advanced
Advanced Settings
Link Speed: Auto Negotiate v

(®) Use Default MAC Address: 00:17:-C5 27:82:0D
O Override Default MAC Address:
[] Enzble Multicast Support
Enzhle 802.1p taggng
Interface MTU: 1500
[C] Fragment non-YPN cutbound packets larger than this Interface's M
Ignore Don't Fragment (DF) Bit

["] Do not send ICMP Fragmentation Needed for outhound packets ov
Interface MTU

Bandwidth Management

[¥] Enable Egress Bandwidth Management

Avalable Interface Egress Bandwidth

n
(Kbps): 1500 003000

[¥] Enzble Tngress Bandwidth Management

Avalable Interface Ingress Bandwidth

{(Kbps): 1000.000000

Egress and Ingress BWM can be enabled jointly or separately
on WAN interfaces. Different bandwidth values may be
entered for outbound and inbound bandwidth to support
asymmetriclinks. Link rates up to 100,000 Kbps (100Mbit)
may be declared on Fast Ethernet interfaces, while Gigabit
Ethernet interfaces will support link rates up to 1,000,000
Kbps(Gigabit). The speeddeclared should reflect theactual
bandwidth available for the link. Oversubscribing the link (i.e.
declaring a value greater than the available bandwidth) is not
recommended.

Note: Once BWM has been enabled on an interface, and a link
speed has been defined, traffic traversing that link will be
throttled—both inbound and outbound—to the declared
values, even if no Access Rules are configured with BWM
settings.

Once one or both BWM settings are enabled on the WAN
interface and the available bandwidth has been declared, a
Bandwidth tab will appear on Access Rules.
The Bandwidth tab will present
either Inbound settings, Outbound settings, or both,
depending on what was enabled on the WAN interface:
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Bandwidth Management on a Site to Site VPN Policy General Advanced | QoS I Ethernet BWM
When asite to site VPN policy is created, a number of rules Ethernet Bandwidth Management
are created depending on the zones in the Local Network
specified in the VPN Policy. For example, if the Local ¥ Enable Outbound Bandwidth Management ( ‘dlow’ ruies only)
Networks consist of the LAN & DMZ zones, the following four Guaranteed Bandwidth: [40 [% =
rules are created:1) LAN | VPN 2) DMZ | VPN 3) VPN | LAN 4)
VPN | DMZ. Maximum Bardwidth I?D I% :I
Bandwidth Priority: W
Bandwidth Management can be configured on these rules
dEPending on the direction of the traffic: ¥ Enzble Inbound Bandwidth Management ( 'dlow’ ruies only)
. Guaranteed Bandwidth [40 I% El
For traffic initiated from the LAN / DMZ to the VPN Tunnel
e Navigate to the Firewall | Access Rules page Maxdmum Banchwidth |70 % =l
e Select LAN|VPN (or DMZ | VPN as the case may be) Bandwidth Priority: 0 highest -|
e Click on the edit button on the following auto-
created VPN rule and configure BWM. ¥ Ensbie Tracking Bandwidth Usags

|Ready
B

Add Close Help

Settings Inthe above access rule, any traffic from the LAN (Trusted)
Zone’s LAN Subnets destined to the remote VPN subnet

i # Alow @ Deny @ Discard (Encrypted) will be guaranteed 40% of the declared
From Zcne: [Lan 2 bandwidth (40% of 1500Kbps =600Kbps), but it will not be
S [V 7 permitted to exceed 70% (70% of 1500 Kbps =1050Kbps).
Src Service: [ Any = HereisaBWMusage status whenafileis beingdownloaded
Dst Service: [Any ] from a remote site FTP Server ovre VPN.
Source [0 Subinet [Z Access Rules
Destination: l iteEVPNNetwork ;I Rastore Detouls
Users Allowed: [AII E] i , e', !
Schedule: [AJways on :] . vewoierl  Canle S ' Clowdton : »
Comment [Auto added for outbound VPN - To S o R T T T o o : :D
Address Objects i = L/—.
¥ Ensble Loggng RS Myl  osuret  sresvemetwork any A ow Al — 4 o Z
Emal Addr Objcts W22 09 A An A ] o 7
¥ AMlow Fragmented Packets » B3 Frowat sattngs
4 -6 PSS LEE ~ J 0
[ Enzble flaw reporting - .
03 Enale siackisk incvitcr Fortrafficinitiated fromthe other side ofthe
I™" Enable Management * VPN Tunnel )
™ Don't invoke Sir gle Sign On to Authenticate Users d Na\”gate tOthe FI rewa” | ACCGSS RU I €s

e Select VPN |LAN
e Clickonthe editbutton on the following
oK Cancel Helo auto-created VPNruleand configure BWM.
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Settings

Action: ® slow © Deny © Discard
From Zone: lﬁ
To Zone: l LAN _']
Src Service: [Any :]
Dst Service: l Any _;_I
Source: | SiteBVENNetwark 2|
Destnation: | X0 Subriet =l
Users Allowead: IAII Ei
Schedue: [ Aways on =
Comment: {Auto added for inbound VPN - To Site

¥ Enzble Logaing

¥ alow Fragmented Packets

I Ensble flow reparting

I Ensble packet monitor

I™ Ensble Management *

T Den't invoke Single Sign On to Authenticate Users

[Ready
oK Cancal Help

Ethernet Bandwidth Management

7 Enable Outhound Bandwidth Management ( ‘alow' rues anly)
Guarantsed Bandwidth: [40 [ =
Maximum Bandwidth: ITU I% ﬂ
Bandwidth Priority: |0 highest "I

¥ Enable Inbound Bardwidth Management ( ‘dlow ruies only)
Guartanteed Bandwidth: [40 % =l
Maximum Bandwidth: |70 [ =l
Bandwidth Priority: |El highest 'l

¥ Enable Tracking Bandwidth Usage
Ready
Add Cloze Help
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