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Internal Network Breaches Occur at an Alarming Hillstone
Rate
Zero-Days o _
o -~ ‘ APTs Traditional signature defenses can
# only stop old “amateur” attacks
~ |/

New, sophisticated attacks
- - breach every network.
/ “In 60% of cases,

msider Theft ~ @ttackers are able to compromise an
organization within minutes.”
BYOD — Verizon 2015 DBIR
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Threat Spreads Easily in Flat Internal Networks... Hillstone

Internal Network @

Threat Actors

06_,0_06¢6
O e 0O

“...regardless of their motivation, should adversaries gain a foothold on your internal network, they can pivot
through and access anything on your internal network. This is a primary reason modern breaches are so
devastating in terms of the amount of data lost and the dwell time spent on an organization's network before being
discovered. As a result, lateral movement detection/prevention has become an area of considerable focus”

-Source: Gartner (September 2016)
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Interrupts Critical Servers and Business

Continuity

* Phishing C&C Fake internal

occurs when Hacker email and

staff surf the completely attachment

internet controls the propagates

host damage
internally
More hosts are
compromised
L J J

Hillstone
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* Host loses
control

* Launches
DDoS from
inside

Results in
server, firewall
break-down

Ultimately,
network and
business are
down

J

N
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Breaches Sensitive Data Through Compromised Hillstane

Host

l@%

)

« Phishing * Inject malware Antivirus C&C Database server
occurs when with fake or software fails Downloads PE is breached
staff surf the expired to detect file through the
internet antivirus malware Hacker compromised
software Malware is completely host
signatures executed controls the
host
L L J
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Hillstone BDS
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Hillstone NDR Product BDS Hillstone

Hillstone NDR product detects and responds to
Advanced Network Threats

e a

ABD/ATDWEB | | I0Cs | { Attack Chain | [ Admin Actions
NTA/Decepton | |~ Dashboards | | MITREATT&CK | |  Blackiist/ Whitelist |
Threat Correlation Risk/Threat/Traffic [ Rich Forensic 1 ( Block with Firewall |
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ML-based Analytics for Abnormal Behaviors Hillstane

ML-based behavior analytics for URL, UEBA, threat correlations etc.
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Detection: Advanced Threat Detection (ATD) Hillstone

Unknown Malware
Detected by ATD

Machine Clustering

Threat Severity

Behavior Botnet connect to external
category

Known malware

. H )
Learning Modeling f ! —_— P—
Samples i 1
1 1
: 1 MITRE ATT&CK® Tactic Details ATT&CK™ Technique Details History Threat >
! e
1
H
1 -
| Teaures Deadnation
Endpoint Name/IP  192.168.1.37 Endpoint Name/IP 86665
ot - Part o
Intortace othemetort Interface othometort
Zone R Zone
prov, Log Oniy
Details >
B Name it rypt Variant Behavior Botnet connect to external Severty
N Category
Critical will
ST T8 Admin Action Type Mahware - Trojan
< T Knowledge Base MITRE ATT&CK® Tactic Details ATT&CK® Technique Details History Threat N

Hillstone BDS

n/Protocol DNS/UDP

Endpoint Name/IP  192.168.1.37 m=ssas

Port 53608 53

Interface sthernsto/1

stherneto/1

She @pBAS e tapbas

e i& Known Malware

Unknown Malware Unknown Malware Behavior Identify Malware Information
Malware Behavior Learning Patterns Variants
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Detection: WEB Attacks Detection Hillstone

WAF rules

Detect and analyze
""""’ threats for WEB servers

and applications

WEB Attacks Detection

DDoS Attack Injection Attack Cross-site Attack
Abnormal HTTP Special Vulnerability Attack

Information Leakage Malicious software
lllegal Access to resources
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Detection: VxLAN Frame Detection Hillstone
P ();

Ransomeware Intrusion ~ Worm

) Core Switching
Torjan Horse  Botnet

VXLAN Frame

» Detect VXLAN frame with UDP port 4789 as the destination port

* Do NOT detect non-VXLAN traffic whose destination port is UDP 4789
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Detection: Deception Technology

Unauthorized HTTP
access detected by
Deception engine

Details X
Seventy
Name Unauthorized HTTP access Sehavior Botnet cannect to extemal
Categary h
lCritieal wll,
Admin Action  Unconfirmed ¢ Type Malware - Trojan
Threat Analysis Knowledge Base MITRE ATT&CK® Tactic Details ATTECK® Technique Details History Threat Topology
Application/Protocol DNS/UDP
1
: Source Destination
1
| Endpoint NameAlP 192 188.1.37 Endpoint NemelP  H§8638.8
1
| Port 53508 Port 53
| Interface ethermetdr Interface ethernet0/1
1
| zone Deception Zone Deception
L
Action Log Only
Start Time 2023/04i21 075708
£ Tme o020t 075728 Configured HTTP/TCP
Altack 1 i i i
nacs Service in Deception zone
Duration 10seconds
Profile predef_1

14 | Integrative Cyber Security
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Exploit / Attack

Internal network

Simulate services in Deception zone, when a hacker visits these

services, the attack will be detected
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Detection: Sysmon Endpoint Service Integration Hillstane

E T WOR K S

Sysmon Architecture

" Sysmon Client - MSI

<SS~ Software Agent
Sysmon (Cmd) = = e Sysmon (Service) :

User Mode - | / . -

Kernel Mode i

A——
8

Sysmon Server -
Endpoint Log
Collection Server

B® Microsoft

BDS
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Detection: Detection Efficacy and Lower Hillstone
False Positive e s

Details X
A : - Severity
Name Ransomare Activity: TeslaCrypt/AlphaCrypt Variant () Behavior Botnet connect to external
.onion Proxy Domain Category h
Critical gl
Admin Action Unconfirmed &2 Type Malware - Trojan
et 1
Threat Analysis Knowledge Base MITRE ATT&CK® Taclic Details ATT&CK® Technique Details |~ History fhreat Topology
IS T T T T T
Source * Source Zone = Source Interface + Destination + Destination Zone = Detected at =
1 % 192.168.1.37 tap-bds ethemet0/1 E5888 tap-bds 2023/04/21 07:57:28

Threat Correlation Analytics
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Detection
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Visibility: Indicator of Compromises (IOCs) Hillstone

Threats

Threat Detection

N ETWORK §

ST
r

..
—Q

Ransomware Spread

Malicious Mining

C&C Connection

Internal Scan Attack

Suspicious File Transfer

A0

Botnet Connection

A e
T I T
e )

P
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Visibility: Global View of Intranet Threat

Sysiem Monilor Log & Report

Hillstone
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Configuration Management

Last 14 Days 2022105111 15:20-15 to 2022/0525 15:20:15

Refresh Interval
Overview of
Critical Servers — S ——
H #  Server NamelP Threat Tag
and risk level -
B R B testi(10:230.1.108)
& = fest1{30.290 1 49) =)
& i O oz ian [ ]
2 = s @ ez
OVGFVIeW of Endpoint Risk Monitor
internal host e T — I ——
. k.| Gt e b o
and risk level - B s o B omesarna
A B swosanc.sz0 2301 200 =3
ki B x#ouNYESZ0230177) ]
2574
B NoRisk ) DESKTOP-NTORQQN(10.230.1.100} /EI
o pi po=s peia = ez s @ w3
Threat Monitor Geo_locatlon
et Thret Gecgaptia Dbt threat
Threat type,
ot S - JE— tscen - I— L . istri i
statistic e 1 istribution an
Y 56917 71287 ] 32780 484 2610 o
S top threat
historical oo p
distribution etc. ~ $ o
s - — e i o = i 123566 M6 1359 e 928 wm 219 W@ 166 Ofher 307
fr— Top Tt Tags o 5 Tveat Evers
[ 484 Spring core Remote Code Execution | [Hadaop Yam RPC Unautherized Remote Code Executon | B P — Semer Endgnt Threat
[ bt Prescovie [ AexNET Professonat Deseriaizs Remo G | - ?
Hot events that sl e e G || e bty P Read ity VE202 127 [ (W e o esten .| @ E 2 =
need attention | e e e | (B ’ ) .
H—l | Apache ShenYu JWT Authentication Bypass Vuinerability (CVE-20... | [a] el 1 %
VIV ‘Center Client Remote Code Execulio...
I A:;a::w;;mwm = Kj‘__ ] [ rhitrary File Read Vuinerabiily (CVE-2021-43798) | | Aliassian Confluence Server Remote Core Exe... | @ Rarsomiarz 1 L i
S —— S— ; " )

[JOceurred ] Not Oecured
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Visibility: Intranet Risk Monitoring Projection

Hil

W B s &S [1850

Risk Index ¢ aphical Distribution

Risk Level

Threal Level

B Hig
W Medium

i Low:

= China 2066 SN United States

Trend of Risk Servers

Risk Endpoint Trend of Risk Endpoinis

19 | Integrative Cyber Security

Risk Situation Monitor

668 [ Japan 448 Y Republc

0419

narz1 043

10.230.1.156)

0.1.108)

Top Risk Endpoints

010110

er Abnomal Traffc

Number of I0C Threats

215710 19166

Trend of |OC Events
100k

Real-time Thre

Saverily

Hillstone
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1.73 GB

Total Tramc

Extranel

Intranat
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Visibility: Server Threat Monitoring Hillstone

- e
i
i
o Server Detail x
. Risk Ingex
Intranet Assel (IP) 182 168 87 10{192 168 87 10) Active stale « Inactive
Theeat Tag | Botnat: ‘ ﬂ\
Threat Event Highiights “Traffic Monitor -
Btomaistacts & Sima | it Detection Period ~ Last 30 Days v Bohavir Categoy Al v
somsconmetsomioma G } T i Clean up senver treal events
cac =} ;sm:a"an [ i
G5 intemal attacks
File transter =]
Detocton Porod Lt 14 Days * Boavior Catogary AR T Behavior .. 5 ThealTag  Types Sev. & Soures Destination & Defected at 5 Adm 4
c # - Tok h L ik
: mm“ I N — L. EOEOCO.  Eoetomer. ‘wm| v -Tejn SO0 SNSH HAWOBENA o
® 1 BenelCACdo.  Boinetconnect Botnet o -t [ER <+ re2resrio £,1088991 20230410 187
R, v Q) 8 s ., RasnaAl.  iendaas e - Ton LB LNEN  BWOESE  lan
PR SO —— e o [ 4wwmn ausen wmos:
T Iy g 1o, ROSIERAL.  Wendatas vneton  [BN) Awemn  Gusw Amo0sss e
5 RansomareAd Inemal anacks Mataare - Tiojan m 2 1921685710 51055991 202304110 151 —
BelCiCho.  Boelommed. ‘g\m| Vel SIMMEN  SUBHI ADMOBNY Lo
_J

RansomareAct. - Inéemal atiacks Malware- Troan £ 101088710 1055991 23041015094 Uneonfi

Server threat topology for intranet servers: attack direction, severity, relationships

Threat analysis for individual server: 6 types of attack chain
Threat events list
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Visibility: Server Traffic Monitoring

Threst

=ema

Tatic

Server Detail

Intranet Asset (IP)  10.65.99.1(10.55.99.1) Active state

Threat Tag [(Botnet
Thieat  EventHighights Trafic Monitor

Detection Period  Last 14 Days ~  Abnormal Trafic Type ~ Abnormal

Inactive

- Exme

102300 101008 10(10. fest2(10.2300.

=90

1020061010

Risk Index

o

Traffic From 10.231.x.x to test2(10.230.0.207)

Detection Period  Last 14 Lays

Source *

+ 10231383

+ 10231384

+ 10.231.3.90

+ 102313103

+ 102313120

+ 102313123

+ 102313124

+ 109313135

+ 102313137

+ 10231341

102313189

+ 102012157

+ 109313189

+ 102313208

Displaying 1 - 21 of 21

= Abnormal Irafic lype Al

Destination &

10.230.0.207

10.230.0.207

10.230.0.207

10.230.0.207

10.230.0.207

10.230.0.207

10.230.0.207

102300207

10.230.0.207

10.230.0.207

10.230.0.20¢

10.200.0.207

102300207

102300207

Destination P¢

7680

7680

7680

56622

7620

7680

7680

7680

57215

7680

51216

57217

56665

7880

Service ¢
TCPA..
TCPA..
TCPA..

TCP-A...

TCP-AL

TCPA..

TCPA

TCP-A

TCP-A..

TCP-A..

1CP-A

TCPA..

TOP-A

TeP-A

Server traffic topology for all intranet servers: all traffic relations among all intranet servers

Server traffic diagram for individual server: traffic in/out of an individual server
Traffic activity list: all traffic activities between servers

Hillstone
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-

Upstream Traf Downstream T Connections 2+ Abnormal Traffic Type

o8 o8 185
1324 K8 865KB 174
198 B 180 B 45
o8 o8 1
1099 k8 7218 £
1764 K8 116KB 102
o8 o8 51
om on 1
o8 o8 1
302k8 21698 119
o8 0B 2
oo oo 2
om on 1
iaKR  ARaRkR o
< Page| 1 M s s G |50 v Perpage
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Visibility: Threat Topology Hillstone

Detalls x
Name Rarisomare Adtiviy: TesiaCrypUAlphaCrypl Vanant ) Behavior Botne connect to extemal SR
oion Proxy Gemain Category
Crvcal gl
AdminAction  Unconfirmed €2 Type Malware - Trojan
Details X
Theant Anatysis Knowledge Base MITRE ATT&CK® ATTACK® Histe
Name illegal downloading Behavior File transfer i
AppiicationProtocol DNSUDP Category f\
P Dest AdminAction  Unconfimed £2 High
Type Attack - Suspicious File Operation
Endpaint Name/lP 182,168,137 Endpont NameP  BE8888 Endpoint Detall 5
Port 53608 Poit 5 ThreatAnalysis  KnowledgeBase  MITREATTACK® Tactic Details  ATTACK® Technique Details  History  Threat Topol
Intetace athometors Intetface ethernetort Endpoint 192.168.1.37 Active state “* Inactive Riskingex
Detection Period  Last 141+ First Detection Time  2022/05/17 15:21:30 Totel Sources 214 Tob  Name/iP
Zone top-bds Zone tapbds |
Last Detection Time  2022/05/25 18:47:03 Total Destinations 5 T — p————
Action Log Only - T
a
start Time 202304721 07.57.08 T — @ exemal | intemal
End Time 202304721 O 5T 28 » B Jomamscome
sanetcomecttoexenal @ —
Aftacks 1 3
cac 2 192168.1.37
Duration 1050c0nds B intemal atacks
e vanser |
Prafie predet 1
Detection Period  Last 14 Days ~ Behavior Category  Bolnet connect fo exten
Clean up endpoint threat events
Name ¢ Behavior.. : ThreatTag  Types Sev.. s Sources Destination Detected at 3 Adm... ¢
1 RansomareAct.  Boinet comect vavare-Topn  [(CHE 5 1s21es 197 =888 2023/04210757:28  Uncont.
2 RansomareAct.  Botnet connect vavare-Topn (IR o 192168197 8588 20230418 16:15:36  Uncon
3 RansomareAct.  Boinet comect vavare-Topn  [CHIEY 5 1e21e8 197 =888 20230418 1611526 Uncont.
4 RansomareAct.  Botnet connect Malware - Trojan 5.192168.1.37 =888 20230418 161422 Unconl.
5 RansomareAcl.  Boinet comect vavare-Topn  [CHEY 5 1e21es 107 =888 202300415 1337:18 Uncont.

Details of a threat

Threat topology that shows the interactions between assets involved in this threat event
View of the detailed activities of a specific IP in this threat topology
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Visibility: Intranet Application Analysis Hillstone

Application Usage Source IP Activity 5 G @ Destnation P Actiity

E===]

2C 7

Byt | Sessions

» Application Usage/Ranking
Appication Risk Trafhc New Sessions Source P Tric New Sessions. Destnaton P New Sessions ° S O r / D t' n t' n I P tr ff'
UDRANY n T ieceeaw) Eyery | fo2004 I sy 2005 1828020 070035 u Ce es | a IO a IC
ROPS n srouee sl 138002%) 0z [ e 168003%)| 00 o0 0|
svstos [-] e | 02005%) 1023007 sstatme o] e | 021010 P | 00| ran k| n
DatauDP n as05uB2 165 8001%)] 1020023 sts7emgrsof 3000%) 02178 stssoue ool anmooss)| g
e [: ] 26208 m80125%] 40001%)] 102301268 2048025 a01Ko6%] 02610 20sous 254 sessocl]
Inactup 146,98 18(0.75%] 20000% 02012 105 44080 55%] s000%) 1020173 10856 1B055%] 0001 ° I nt e rfa ce Traffl c Ra n kl n
HTTPS [ ] 14557 M8 75%] 430 K239 02152 osan0s2] 209K081%] 020155 swrvB051] 000w g
BauDisk 5] 1355 48(0.70%) 3650 06%)| 021218 ous0] 30005 10216 s71ve0] sta00es)
P B 10817 w80 55%) g nim B0 o | wmi rosrusosrs] s00s) ° T h re at G eo- I Ocati on
st a 25280 4850 77 00 S 102301108 Tenesn] amsKosT| 1088204134 [ . oo
oner i ) | o G T )
Interface 009 Destination Regions £ G W SourceRegions 80 @
o
: Intanet L seesmmy | oKy Intranet Lo mmessey | senKsew)
8 Chinese Mainland 304 65 MB(1. 57%' “ 8 Chinese Mainiand 23.36 MB(0.12%)| 763K, msl
L : . - = Unted States 1320 MB007%) 3501 kis S - enezuela 4416 KB000%) awoors)
o . > E T : : . Py 2sms00%) 2010315  Unied Sttes 3saK@000%) soos)
 HongKeng 194MB001%) 302K046%] = Singapore 202KB000%) 50.00%)
+ Updream Tfle = Daersrai Trafic Er— Py FE | =y P e
Inferface Trafic New Sessione = Gemany 563,19 KB(0.00%) 1.43K022%)] « lapn 10158000%) 150.00%)
i France 266,07 KB(0.00%) 6380.10%) 8 Hong Kong 2008000%) 2000%
elhemet0i = inda 15376 KB(0.00%) 95001%) = Russian Federation 2528(000%) 1(0.00%)
Oer 57588 KB(0.00%) 418K084%] Other 08(000%) 11000%)
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Visibility: Centralized Security Management Hillstone

s T EEEEEEEEEEEEEEEEEEEEEEEEEEEEEmEEm-- ~
| Centralized Security Management Platform and Analytics Service | * HSM- Register devices to centralized
: T I Security Management Platform
1
I E‘J & ; ¢ CloudView - Monitor multiple devices status,
[
' g I ~ = ThirParty : traffic and threat via cloud with 24/7 access
g : HSM Clou_dVIew Threat Intelligence : from web or mobile application
0 'S o \\ 1 A Support third-party threat Intelligence for
[;} REN < : detecting malicious files, URL and IP
~
o : addresses
~
S < I
S o Iternet
~ /
= =~ N - 7
Intranet Intranet Intranet

I.- 'h ly I.' I‘. l" | I '
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DFIR: Rich Forensics Enables Risk Assessment Hillstone

Knowledge

Base

25 | Integrative Cyber Security

Restore the
Attack Chain
and Mapping to
MITRE ATT&CK

PCAP
Forensic

Threat
Analysis
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DFIR: MITRE ATT&CK Framework Mapping

Details

Name Ransomare Activity: Possible WannaCry DNS
Lookup 4

Admin Action

Threat Analysis

Unconfirmed <2

Hillstone

N ETWORK §

Stands for Adversarial Tactics, Techniques, and Common Knowledge, is a globally recognized
framework developed by the MITRE Corporation to classify and describe the potential threat behaviors.

[ =

Internal attacks

Malware - Trojan

Knowledge Base MITRE ATT&ACK® Tactic Details

ATT&CK® Technique Details History Threat Topology

ATT&CK ID

Name

Create Time

Source

Official Link

Description

Last Modified Time

TAD042 [EEiER]

Resource Development

2020/09/30 16:11:59

2020/09/30 16:31:36

ATT&CK

hitps://attack mitre_ org/tactics/TA0042

The adversary is trying to establish resources they can use to support operations. Resource Development consists of techniques that involve
adversaries cr

ing, purchasing, or compromising/stealing resources that can be used to support targeting. Such resources include infrastructure
ities. These resources can be le

accounts, or capa ged by the adversary to aid in other phases of the adversary lifec

le, such as using
purchased dor to support Command and Control,

help with Defense Evasion

mail accounts for phishing as a part of Initial Access, or stealing code signing certificates to

« ATT&CK tactic details of threat events

26 | Integrative Cyber Security

Threat Analysis Knowledge Base MITRE ATT&CK? Tactic Details ALTEC 5 History Threat Topology

ATTECKID T1580 002
ATT&CK Version 12
Name Malware

202010/01 01:33.01

2 2022/01/14 17:14:27

Source ATTECK

System

Requirement

Network
Requirement

+ ATT&CK technique details of threat events

© 2023 Hillstone Networks | All Rights Reserved.



DFIR: Threat Behavior Details

Details X
Severity
Name Ransomare Activity: TeslaCrypt/AlphaCrypt Variant Behavior Botnet connect to external ey
.onion Proxy Domain Category 3
Critical g}
Admin Action Unconfirmed €2 Type Malware - Trojan

Threat Analysis Knowledge Base MITRE ATT&CK® Tactic Details ATT&CK® Technique Details Threat Topology

Source 7 Source Zone 3 Source Interface & Destination % Destination Zone = Detected at 5
1 5% 192.168.1.37 tap-bds ethemet0/1 Egss8 tap-bds 2023/04/21 07:57-28
2 52.192168.1.37 tap-bds ethemeto/ Esps8 tap-bds 2023/04/18 16:15:36
3 o 192.168.1.37 tap-bds ethemet0/1 EE g8 tap-bds 2023/04/18 16:15:26
4 5% 192.168.1.37 tap-bds ethemet0/1 E 5583 tap-bas 2023/04/18 16:14:22
5 i 192.168.1.37 tap-bds ethemeto/1 E 8588 tap-bds 2023/04/15 13:37:18
6  afp 192.168.1.37 tap-bds ethemnet0/1 BEgsss tap-bds 2023/04/10 15:29:41
7 & 192:168.1.37 tap-bds ethemeto/1 Egss8 tap-bds 2023/04/10 15:09:35
D P & r Page

27 | Integrative Cyber Security
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Information tracking for threat events:

* |IP, port scanning

» Brute-force cracking of common services
such as FTP, LDAP, and MySQL

* Abnormal HTTP access response

» C&C connection

© 2023 Hillstone Networks | All Rights Reserved.



Mitigation: Mitigate/Block Attacks in Conjunction Hijstone
with NGFWs

» Detect and identify threat
» Configure Linkage with Hillstone Firewall
» Add the confirmed attacks to Block list

Hillstone BDS
I Detect L. 3 Block J_J Prevent
— . A « Linked with Hillstone BDS
_ + Synchronize Block list from Hillstone BDS
Hillstone NGFW « Block the attacks
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Mitigation: Detect and Respond to Threats and  Hijstone
Attacks with Integration of iSource TeTmem

]
=4

Data Detection
Response

»

Hillstone BDS Collection and Analysis

Under the scenario of integrating with iSource:

« BDS uploads data* (threat log/ evidential packets/ metadata/

“ netflow) to iSource

‘ » BDS can perform active assets scanning task delivered by
iSource, and uploads the results to iSource

» Support various types of detection and analysis for advance

Hillstone iSource

I threats and attacks, including signature based detection,
correlation analysis, NTA, etc.
‘ » Provide full visibility and automated response to the

— S integrated security products like NGFWs

Hillstone NGFW

*Note: Threat log, metadata, and netflow can be uploaded to iSouce V2.0R4-R8; Threat log, evidential packets, and netflow
can be uploaded to iSource V2.0R9 or later

29 | Integrative Cyber Security © 2023 Hillstone Networks | All Rights Reserved.



Report: Host Risk Assessment

Server Detail

Intranet Asset (IP) 192 .168.87.10(192 168.87.10)

Threat Tag [ Botnet

Threat Event Highlights Traffic Monitor

Endpoint Detail

Endpoint 192.168.1.37
Name/IP

Threat Event Highlights

[test1(10.230.1.165)]

Server Security Assessment Report

Active state

Active state

Inactive

Inactive

30 | Integrative Cyber Security

s

Risk Index

@
[ 2
‘ Export Report

Hillstone

N ETWORK §

On the risk server or risk endpoint page, the
threat and traffic information matching the
current interface filtering conditions are exported.
A PDF report is generated, which includes the
following information:

» Server/endpoint information

» Security status assessment

» Threat event

* Abnormal traffic

« Analytical and disposal recommendations

© 2023 Hillstone Networks | All Rights Reserved.



Closed Cycle: Network Detection and Response Hilstone

Suspicious Threat Events Identification

N

Model Installation, Rule Distribution . .\

Threats and Abnormality Discovery

Machine Learning , Modelling, Sample Analysis @ . e Forensic Evidence Collection
Hillstone
/\ NDR Solution
Analysis Results, Threat Intelligences, 5(?7 Risk Assessment Indexing and Rating
Cloud Upload \ /
@ Threat Assertion, Visibility, Mitigation Action
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Hillstone

N E T W OR K S

Hillstone BDS Portfolio
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BDS Product Portfolio Hillstone

Breach Detection

Throughput
N 2U,dual AC  1U, dual AC
..................................................................................................................................................... N R
10G 1-5860-IN (10G)
1U, dual AC
................................................................................................................................. IR R N e R o mmimmmimm
5G 1-3860-IN (5G)
3G _._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._\./i'.'t_l.‘_a,".zed BDSI.V_oé-I_N ______________________________________________________________
1U, dual AC (Up to 3G)
___________________________________________________________________________________ | e e e e e e e e e
2G 1-2860-IN (2G)
15G .._._._._._._._._._._._._._._._._._._. .............. V ]r{ual]z@;&éﬁgi\foi_m ...................................................................................................................
1U, single AC 1U, single AC (Up to 1.5G)
1 e — T T BT R L\ o\ e -
G I-1850-IN (1G)  1-1870-IN (1G)
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1-1850 Hardware Specification Hillstone

e
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1-1870 Hardware Specification Hillstone

N ETWORK §

. 2*10GE (SFP+)
2*USB MGT 1*MGT Port Ports
Ports

. ERTNGRTT 1 ,‘ - o0 o 04 L
Hillstone » 3 R o R R R ORI TON
= — l Uss

8 0 1, L
o e o
Z
<« | | A
N S Mer )
a > v A A
©PWR © ALM © PSO 3 i == ;
.(‘) PUR o sTA @550 / ’ i A (SO (SO e
e g et i <077 il -

: . 8*GE (RJ45) 8*GE (SFP)
LED Light 1*RJ45 MGT Ports Ports
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1-2860 Hardware Specification Hillstone

2*USB MGT 8*GE (SFP)
Ports 2*MGT Ports Ports

1*RJ45 MGT 16*GE (RJ45) 2*10GE (SFP+)
Ports Ports

LED Light

36 | Integrative Cyber Security © 2023 Hillstone Networks | All Rights Reserved.



1-3860 Hardware Specification Hillstone

2*USB MGT 3*MGT Ports
Ports

16*GE (SFP)
Ports

Va¥a¥a¥a¥a¥a

Hillstoie -2 T

usa CON MGTO
. . ) 2 YA VA i
I O PWR @AM @ PSD a‘h\ﬁ { 1
O @ s1A eps1 @350 N Ty . |
— — —_— ——— 3

_J 1 1|
L0AYT 24Vl \{avs) (avi ) LAY 0

8*GE (RJ45) 6*10GE (SFP+)
1*RJ45 MGT Ports Ports

LED Light
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1-5850 Hardware Specification Hillstone

2*USB MGT 2*GE MGT 4 Generic

Ports Ports i SRR Expansion Slot

1*RJ45 MGT LED Light
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1-5860 Hardware Specification Hillstone

2*USB MGT
Ports 16*10GE (SFP+)

Ports
2*MGT Ports

AANRAARARARRARRARRARAARARAARARRARARARARARAARRARRRAARANS
IR iy == : v v v v v v v v v v P

8*GE (RJ45) 2*40GE (QSFP+)

LED Light 1*RJ45 MGT Ports Ports
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BDS Hardware Specification
[ Wodd | bamon | Lo | lzson | s | bsson | o |

Breach

Detection 1 Gbps
Throughput
Sessions/s
Maximum
Concurrent 750,000
Sessions
I
[ Storage __[EEEERTLY
Management 2 x USB port
Ports 1 x RJ45 port

EVCLRTON T 4 (2 Pairs) GE ports

Available Slots
for Expansion 1
Modules

Expansion
Module Option

I0C-S-4SFP-L-IN

40 | Integrative Cyber Security

1 Gbps

32,000

750,000

1U

1T SSD
2 x USB port
1 x RJ45 port
1xMGT

2% 10GE (SFP+)
8 X GE (SFP)
8 X GE (RJ45)

N/A

N/A

2 Gbps

75,000

1,500,000

1U

1T SSD
2 x USB port
1 x RJ45 port
2xMGT

2% 10GE (SFP+)
8 X GE (SFP)
16 X GE (RJ45)

I0C-A-4SFP+-IN

5 Gbps

210,000

3,000,000

1U

1T SSD
2 x USB port
1 x RJ45 port
3 x MGT

6x10GE (SFP+)
16xGE (SFP)
8xGE (RJ45)

IOC-A-4SFP+-IN

10 Gbps

250,000

6,000,000

2U

1T HDD
2 x USB port
1 x RJ45 port
2xMGT

N/A

I0C-BDS-8GE-H-IN,
I0C-BDS-8SFP-H-IN,
I0C-BDS-4SFP+-H-IN

Hillstone

N ETWORK §

10 Gbps
500,000
6,000,000

1U

2T SSD
2 x USB port
1 x RJ45 port
2xMGT

8xGE (RJ45)
16x10GE (SFP+)
2x40GE (QSFP+)

I0C-A-4SFP+-IN
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Virtualized BDS Specification & Configuration Hillstane

Specification and minimum hardware configuration:

1V04-IN 1V08-IN

Breach Detection Throughput * Up to 1.5 Gbps Up to 3 Gbps

CPU Support 4 Core 8 Core

Memory 8G 16G

Storage 100G 100G

System Requirement KVM / Vmware ESXi version 6.5 or above
* The breach detection throughput data is depends on the hardware configuration

Network interface card supported:

SR-IOV All NICs except SR-IOV

KVM v (only SR-IOV X710 can be supported) \

VMware X ~
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Expansion Modules Hillstone

I0C-BDS-8GE- | I0C-BDS-8SFP- I0C-BDS-

4 x SFP+, SFP+

1/0 Ports 4 x SFP Ports 4 x GE Ports 8 x GE Ports 8 x SFP Ports 4 x SFP+ Ports module not
included
1U (Occupies 1 1U (Occupies 1 1U (Occupies 1 1U (Occupies 1 1U (Occupies 1 1U

generic slot) generic slot) generic slot) generic slot) generic slot)

0.22.1b (0.1kg) 0.331b (0.15kg) 0.55Ib (0.25kg) 0.55Ib (0.25kg)  0.441b (0.2kg)  2.09 Ib (0.96 kg)
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Sysmon Configuration Hillstane
\

CPU core*4

Memory 16G 1G
Storage 1T HDD, extendable 40G HDD
LBl OVF Mirror MSI Service Program
Package
VMware ESXi Windows 7 / Windows Server 2007 or above

» The default configuration supports log storage of 1000 PCs.
» Sysmon server stores up to 90 days of data. Data will be

automatically deleted (cleaned up) after 90 days. When the disk Two installation methods are available:

(/data) usage exceeds 85%, the system will automatically delete the » direct installation by user
oldest data + batch installation via Windows Active Directory domain
' distribution software

Others

» Sysmon Server system has enabled the Log Receiving Service

(Logstash) and the Query service (Elasticsearch), using ports 5044

and 9200 respectively.

Sysmon Client - Installed on user's computer; used to record the process creation and termination initiated by the computer, as well as network
connection information; send the information to the Sysmon Server.

Sysmon Server - Receive and store the process information log sent by the client software for BDS device query and display.

43 | Integrative Cyber Security © 2023 Hillstone Networks | All Rights Reserved.



Hillstone

NNNNNNNN

Deployment Scenarios
& Winning Cases
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Hillstone NDR Deployment Scenarios- Hillstone
BDS and NGFW

N ETWORK §

Aggregation
Switch

\ Access ‘:
5 Switch

|

1

1

L 1

1

1
eHE &R

Servers Servers Hosts Hosts

___________________________________________________
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Hillstone BDS and iSource Deployment Scenario- Hillstone
Single Node -

TWORK S

Internet

Single Node
Deployment

_hgggw - BDS deployed in
<8tho/> . TAP mode
N iSource
A * iSource deployment
b has little impact on
1 . .
P the existing network
1 ! .
of s environment
,‘\(\( ~ o 7 g,’ . .
et & YAS Y « Economic solution
BDS ) A f

Linux

Windows

Servers Endpoints

Internal Network
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Hillstone BDS and iSource Deployment Scenario- Cluster Hillstone

Virtual IP: 10.180.0.10

O th0:10.180.0.4

“ Master
"eth0:10.180.0.5

‘ Master
"eth0:10.180.0.6

“ Master
"ethO:lO.lS0.0. ‘

iSource Cluster

Windows Linux

e e e e e e e e e e e e e e e -

Terminals

Servers

e e mm mm m mm e e e  mm m mm M mm mm mm mm m mm m mm m mm m mm M mm Mm mm m mm m m mm m mm  mm m mm m mm m mm mm mm m mm mm m mm m mm m mm

N ETWORK §

Cluster Deployment

BDS deployed in
TAP mode

Clusterup to 5
nodes

iSource deployment
has little impact on
the existing network
environment

Highly scalable
solution
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Winning Case 1: Protect Critical Information for Hillstone
Large University

Challenges

» There are significant number of users connecting or accessing the
networks from various devices, often compromising the perimeter

4 R security, and generating breaches that could put critical
information at risk.
BDS _
L T D * The potential cyber attacks could impact business continuity,
G halting access to University web properties.
T g / \‘=
P E |:;| == i Hillstone Solution
Ell : i eee . E
M oo i o o A Endpoints / +  The customer deployed Hillstone BDS in conjunction with
P ) Ced By Hillstone T-Series intelligent next generation firewalls (iNGFW).
\ Servers

» The intelligence security features of Hillstone BDS and iINGFW —
ML-based detection of behavior and threats, helped achieve
detection and prevention from the perimeter to the internal

Customer Profile network.

*  Alarge private university with an enroliment of more + Acritical attack was detected by this solution deployed, which
than 10.000 students. located in South America would have caused an enormous breach in internal services, as
! ! well as compromised data.
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Winning Case 2: Secure Critical Assets for Hillstone

Government

* Organizations constantly conduct operations and procedures
online, managing a massive flow of information as well as money.
There is a great need to protect these information and assets due
to the ever growing wave of cyber-attacks in the world.

The customer needs to minimize the threat to the services it
provides, as well as to guarantee the availability of the
applications used by the personnel.

Hillstone Solution

* The customer deployed Hillstone BDS to fully protect their internal
network. It can effectively identify advanced threats that lurk within
an internal network, and affected from BYOD (bring your own
device) of the organization employees.

Customer Profile

The deployed solution protected the customer from threats by

detecting the use of devices and access to data that appear

economic autonomy in South America abnormal in their network. And also allowed the customer to adopt
measures to avoid attacks.

*  Aregional government with administrative, political and
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Winning Case 3: Detect Locky Ransomware for Hijiistone
a Pharmaceutical Company S

Customer Profile:

*  Alarge Pharmaceutical Company has 2000+ employees in 5 countries

. The IT team host and manage all servers in their own facilities cross several sites.

. Customer’s R&D site was attacked by Locky ransomware via malicious email attachment

Why did the existing solutions fail? Why did the Hillstone solution win?

*  The customer deployed viable security solutions including +  Customer deployed Hillstone NDR product in front of servers
ransomware variants in early stage and protect their servers NGFW and IPS in the network exit.

from being locked.
. Hillstone NDR product leverage its layered detection engines

*  The customer was also trying to hire security professionals (ABD/ATD/IPS/AV) to detect and identify the Locky ransomware
to disinfect their locked systems. but the process takes days, and other advanced attack and alarm the IT team to take
at a much higher cost even than the ransom. promptly actions to block these blocks.
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Winning Case 3: How Did We Win? Hillstone

f i A\
iINGFW’s AV engine detects and recognizes the iINGFW Reputation detection engine can recognize the
ransomware payload and quarantines it. C&C server domain and block it.

- o

If Locky ransomware pass through AV and Reputation Detection, INGFW ABD and ATD engine can still detect them by machine learning
and behavior modeling. For example, ABD engine can detects and recognizes domain names generated by Domain Generation

Algorithms (DGA), which are used by Locky and many other ransomware attacks
© 2023 Hillstone Networks | All Rights Reserved.
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Winning Case 4:

Protect Critical Servers for a Large University

ISP 1 ISP 2 ISP 3 ISP 4
N w /’ /
o R

Firewall

<

Traffic Control

>

m == ﬁ 12708-1 12708-25
g% =g .
¥ == :
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Hillstone

TWORK

Customer Profile:

A top university with 25,000 students accessing
the campus network and resource

Flat network with perimeter NGFW, 4 Internet
links, 3Gbps bandwidth (1Gbps internal network)

The Challenges:

Can’t identify and detect the compromised
internal host

No dedicate solution for critical servers in the
data center

The current NGFW and IPS couldn’t detect
advanced unknown threat
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Winning Case 4: How Did We Win? Hillstane

e i g L E e L]

a068a03!

Detect the risky host in internal network identify the threat/attack from the risky host Real-time monitoring for the critical
business servers

The customer has a flat network without a dedicated internal network breach detection solution and a network/security operation
specialist — Effective customer education on insider threat

The customer’s internal network was compromised, but couldn’t identify the compromised host, the critical servers are exposed to
threats and attacks. — A successful PoC. detect risky host quickly.

Higher and stricter compliance requirement on the high education vertical. — NDR product is dedicated breach detection solution
meeting the compliance requirement
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Customer References

Computer Network Information Center
Government,
China

-

WOORI BANK

Woori Bank
Finance,
S.Korea

Xiangnan University
Education,
China
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Chinaunicom

China Telecom
ISP,
China

Bangkok Metropolitan Administration
Government,
Thailand

Nanjing City Vocational College
Education,
China

O
e .
datatell %

SPG

Datatell Shaanxi Regional Electric Power
Communication, Group
Costa Rica Energy,
China

2

SRIG

CAMEL

Camel Sichuan Railway Industry Investment Group
Manufacturing, Finance,
China China

Jiangsu Agri-animal Husbandry Changchun Institute of Technology
Vocational College Education,

Education, China
China

Hillstone

N ETWORK §

Gobierna Regional De Amazonas
Government,
Peru

ll

Credimalic

Credimatic
Finance,
Ecuador
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