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How to configure wireless services for a guest
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How to configure wireless services for a guest

1. Introduction

This document describes how to configure wireless services for a guest.

Scenario: A dedicated WLAN and a guest group are reserved for visitors. The receptionist has access to the Wireless
Edge Services Module (WESM) and the rights to create temporary accounts for visitors. A new visitor is on site for one
day. An account is created for the visitor, and he connects to the network and gains access to the Internet.

2. Prerequisites

You already have a wireless network and a WESM, managed with PCM+,

3. Network diagram

Figure 1 shows the system configuration. This example uses a ProCurve Switch 5406zl.

Windows 2003 RADIUS
Server: 1011010
Domain: procurve
GuestClient
Windows, Linux,.)

ProCurve .

Radio Ports 230
s S )
iﬂlﬂ'lmnlu;
. GuestClient
ProCurve Switch 5406201:10.1.10.1 Windows, Linux,..)

Wireless Edge Services Module:10.1.105

Figure 1. System configuration

Using this topology, you will create a Guests group on RADIUS, perform VLAN and DHCP configuration for the group,
create a web admin account, then create an account and a WLAN for the guest. You will also test the guest login.
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4. Enabling access for wireless guests

This section explains how to enable access.

4.1 Create the Guests group in the Local Radius Server on the WESM
1. Go to Network Setup > Local Radius Server and choose the Groups tab.

2. Add a new Group, named Guests. Define it as a Guest Group, and allocate VLAN ID 60. Configure the time
parameters as follows:

Time of access start; 0900

Time of access end: 1800

Enable access days from Monday to Friday.

Metwork Setup > Local RADIUS Server = EDIT x|
EDIT
Marre |G uests

¥ Guest Group

WLAN ID | 6P
Time of Access Start | 0900 ¢ HHMA )
Time of Access End | 1300 ¢ HHMA )

Time of Access in days

¥ monday W Tuesday W wWednesday W Thursday
¥ Friday [ Saturday [~ Sunday

[T Select Al

Status:

] Cancel Help

3. Restart the RADIUS server for the changes to take effect.
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4. From the Configuration tab of the Local RADIUS Server, add the Wireless Edge Services Module as a client
with the Shared Secret procurve.

{~ ProCurve Wireless Network Management - Windaws Internet E

=la =]
——
@.\-_7_/‘ + e hupiitonios =] | #2 ]| %] [oive search R~
UF 4 @ Procurve Wiskess Network Management | ! Ky~ ) - o= o~ hPage - (GhTook -
W. | E d S - -Username: —manager
Ireless ge oervices >
Refreshic | Support | Save | Logoff
Network Setup > Local RADIUS Server
Configuration | authentication | Users | Groups | Accounting Logs |
. Fthernet ~ | -Global Settings
Internet Protocol Stop the RADIUS server.
----- Radic
----- Radio Adoption Defaults Timeout 5 (5- 10 seconds)
WLAN Setup
_____ Réchiridaricy GroUD Retries 36-8 Network Setup > Local RADIUS Server = ADD x|
----- Layer 3 Mohility ADD
Local RADIUS Server (2 FISE
_____ GrERE IP Addressiask [ 10 . 1 .10 . 8 i | 24
Clirts | Domain Proscy Servers Shared Secret pracurve
Status:
QK I Cancel | Help
Message -
Delete | Add Help
H
pene [T T T T e [Hioe - 4
Wrart| | (3 @ | EFnance-Pro... | BN Telet 10.1.10.1| B CommandPro... | 5 nternet Auth.., | € Tntemet nfor... | 2 dnsmamt - [0... | @ Intemet Auth... | B2 oHp |[ & eroturvewn.. | @ % | = wosem

4.2 Configure VLAN and DHCP for the Guests group
1. On the 5406zl create VLAN 60 and tag it on port FUP:

ProCurve Switch 5406z1# conf t

ProCurve Switch 5406z1(config)# vlan 60

ProCurve Switch 5406z1(vlan-60)# ip address 10.1.60.1 255.255.255.0
ProCurve Switch 5406z1(vlan-60)# ip helper-address 10.1.10.1
ProCurve Switch 5406z1(vlan-60)# tagged FUP

2. Create a new DHCP scope for VLAN 60. (See the Self-Build Guide for details.)

HP ProCurve Networking




How to configure wireless services for a guest

4.3 Create the web-admin account
1. Go to Management > Web Users.

2. Add a new user with login name web-admin and password procurve.

3. For Associated Roles, associate only the role WebUser Administrator. This user will not be able to manage

the WESM. He or she will only be allowed to create guest accounts.

Management > Web Users > Configuration = x|
Configuration Add User
User Mame |weh-admin
Fasswaord |********

Confirm Password |********

Associated Roles

[ wonitor [T HelpDesk Manager

[T Metwork Administrator [ Systerm Administrator

¥ ¥iehlser Administrataf [T SuperlUser

Status:

2k cancel Help
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4.4 Create the Guest account
1. Log off the WESM by clicking on the Logoff link at the top of the page.

2. Refresh the screen to obtain the login fields again, and log in as web-admin. You have access to the Guest
Registration Page:

Refresh Print Logoff
Guest Registration
Ize thiz page to register guests and grant them temporary access to your company's netwark;,
to the internet, or allow them entry to only specific areas on your wireless networl,
Add Guest | YiewDelete Guests |
Guest
zer Mame I Create Click the Create button
—— Tip to auto populate the username
Passward I Create and password fields.
Group Access
ser Group IGueatS LI
Access Period
Start Date & Time |1 0/3002007-16:24 rmmdddiasss-hihsmmy
{* End Date & Time |1DIS1IEDDT-1E:24 (mmiddisan-hhcmm)
i Access Periods |1 Diay LI
Subimit Clear

3. Create a new guest: Either enter the login and password manually, or click Create to automatically generate
the login and password. Assign the user to the Guests group.
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4. Configure the access period for 2 days. Leave the start date and time as the default. (That is, starting now).

Guest Registration
Ilze this page to register guests and grant them temporary access o your compan's network,
to the internet, or allow them entry to only specific areas onyourwireless nebawork.
Add Guest | Yiew/Delete Guests
Guest
UserMame  |andrew Create Click the Create button
— Tip to auto populate the username
Password hp Create and password fields.
Group Access
User Group  |Guests LI
Arcess Period
Start Date & Tirme  [12/07/2007-14:43 mimiddinan-hhzmm)
i End Date & Time 12/092007-14:43 (rrmiddiassa- i)
* Access Periods 2 Days LI
Submit Clear

5. Click the View/Delete Guests tab to check that the user has been created.
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4.5 Create the Guest WLAN

1. Log back on as Manager. From the Network Setup > WLAN Setup window create a new WLAN called Guests,
with Web Authentication and no encryption.

MNetwork Setup = WLAN Setup = Edit x|
Edit

For Guests access

Configuration

% YLAN D IEI:I ¥ Dynamic Assignment
351D |Guests
Description IFanueatS access
Authentication Encryption
i~ B02.1% EAP Zonfig... [~ WEP G4 Eanfi...
[~ wWEP 128 i)
= YWeh-Auth Config... _—

= MAC Authentication
[T WPAVPAZ-TKIP

Eanfi... |
i~ Mo Authentication

[~ WPAZ-AES
Advanced
Accounting Mode Off - Inter-station Traffic |Allnw Fackets LI
W Answer Broadcast ESS Inactivity Tirneout I 1800 Seconds
[T UseVaoice Prioritization g e |N|:|rmal LI

[T Enahle gvP

MCast Addr 1 |nn-nn-un-nu-nn-nn
[T Closed System

MCast Addr 2 |nn -00-00-00-00-00

Status:

Radius Config... Sslon Confid.. ] Cancel

Help
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2. Enter the Radius Configuration window and use 10.1.10.5 as the RADIUS Server Address to direct the requests
to the Local Radius.

Network Setup = WLAN Setup = Edit > Radius Configuration 5[
Radius Configuration
Server
Primary Secondary
RADIUS Server Address [10.1.10.5 Jo.o0.o0.0
RADIUS Part | 1812 | 1812
RADIUS Shared Secret s P

Server Timeout | A (1-300 zecs)
Server Retries I 3 (1-100 retries)

Accounting i
Primary Secondarny
Accounting Server Address | o.o0.0.40 | n.o.0.0
Accounting Fort | 1813 | 1813
Accounting Shared Secret s P
Accounting Timeaout 7 (1-300 secs)
Accounting Retries 6 (1-100 retries)

Accounting Mode |513n.5mp -] Interval | Rl

[T Re-authentication
Fe-authentication Period ABN0 (30-65535 =er)

Advanced
Authentication Protocol & PAP & CHAP DECRMTOS | 1]

Status:

0] Cancel Help
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3. Enable the new WLAN: From Network Setup > Ethernet > Configuration, configure the interface on VLAN 60.

Network Setup = Ethernet = Configuraktion

X

Configuration

Add New

VLAM 1D I GO

Description |

~IP Settings

[T Use DHCP to obtain IP Address automatically

IF Address | 10

G0

g

Subnet Mask I 255 . 255 | 455 .

0l

Caonfiguration tah.

4.6 Guest logon

[ Set as Management Interface

Tao secure this VLARM, click on the Secure
Management WLAMN button located an the

Test your configuration by logging on as a guest.

1. From the client PC, connect to the Guests network.

Network Tasks

@ Refresh network list

_—_'_’-; Set up a wireless network
for a home aor small office
Related Tasks

_LJ Learn about wirgless
networking

¢ Change the order of

preferred networks

"-'3&1 Change advanced
settings

HP ProCurve Networking

157 Wireless Network Connection

]
Choose a wireless network
Click an item in the list below to connect to a wireless network in range or to get mare
information.
':':?)) Guests Connected ﬂf
Unsecured wireless network I“!!
HPB10 private Manual ﬂf

(t1l>)
('fi))
('fi))
('!i))
(t1l>)

Unsecured wireless network

Finance

"f Security-enabled wireless network (WPAZ)
Marketing

"f Security-enabled wireless network (WPAZ)
HP Intel Hotspot

Unsecured wireless network

HPIMSHPISC

Unsecured wireless network

anll]

Automatic ifg

Automatic ifg

anill
Manual ifg

anll]

allll

10
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2. Check that you obtain an IP address of 10.1.60.x.

C:~Documents and Settings“johnXipconfig

Windows IP Configuration

Ethernet adapter Wireless Network Connection:

Connection—specific DNS Suffix
IP Address. . . . . 18.1.68.16A4

Subnet Mask . . . . 255 255 .255.08
Default Gateway . . 18.1.68.1

3. Now open a web browser and try to reach an internal address (e.g. 10.1.10.10). You are redirected to the
secure Network Login page on the WESM.

File  Edit v Favorites  Tools  Help i
O Back - .ﬂ ﬂ o y | Search Favorites 404 - T 3:1 :%
Address 4] https: /10, 1.40.5:444/wlan3login. html w a Go Links **

Network Login

Please enter vour username and password

Username |sophie

Password |ee
Lagin

Contact the network administrator if you do not have an account

4. Enter your username and password. Confirm that you are authenticated.

HP ProCurve Networking
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5. Web page customization

On the Authentication setup page, you can click the Config button if you want to customize the Web authentication
page:

Network Setup = WLAN Setup > Edit > Web-Auth

Weh-Auth

This WLANS Web Pages are ofthe Ilnternal il l type.

Internal (Generated) Weh Page Infarmation

Login I Welcnmel Failedl

A simple auto-generated set ofweh pages
are created based on the provided fields.
Title Text Ingin Page
Three separate weh pages are provided
Header Text |HF' Intel Hatspot Login for 1) logging the userin,
Zywelcoming the user after logaing in
Footer Text |Cnntactthe infrastructure team if you do ne successfully, and 33 informing the user of
Srall Logo URL a failed login attermpt.
|h’rtp:Ihmw.hpintelcn.netfimageSIIngusilngn_hpintelcn.gif
hain Logo URL
I Allowy List
Descriptive Text 0.0.0.0 (5
Flease enter wyour usernstne and password 0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0 ]
0.0.0.0 [

Status:

0K | Cancel Help
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The web page will now include the corporate logo:

on... | € Login Page | @8 Login Page X |

HP Intel Hotspot Login

Please enter vour username and password

Username

Password

solution
T eenles

Contact the tnfrastructure team if yvou de net have an accaumnt

This concludes the procedure for enabling a wireless guest. If you have questions, additional information can be found
in these sources:

e ProCurve Wireless Edge Services Management and Configuration Guide:
http://cdn.procurve.com/training/Manuals/WE SM-zI-MgmtCfg-Feb2008-59918626.pdf

Other manuals for the ProCurve Wireless Edge Services Module: www.hp.com/rnd/support/manuals/wireless zl.htm

Firmware versions used:
- K.13.09 on ProCurve Switch 5406zl
- WT.01.15 on ProCurve Wireless Edge Services Module zl

Network management software versions:
- ProCurve Manager Plus (PCM+) 2.3
- ProCurve Mobility Manager (PMM) 2.0

Operating systems:

- On server machine: Microsoft® Windows® Server 2003 Enterprise Edition with latest service packs and
updates

- On client machine: Windows XP Service Pack 3 with latest updates

For further information, please visit www.procurve.eu
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