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Traffic monitoring with sFlow and ProCurve Manager Plus

1. Introduction

This application note presents the advantages of the sFlow protocol and its implementation for traffic monitoring on
ProCurve switches and ProCurve Manager Plus.

2. Prerequisites

This procedure assumes you have a network containing ProCurve switches and monitored by ProCurve Manager
Plus.

3. Network diagram

Figure 1 details the hardware configuration referenced in this section.
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Figure 1. Setup for monitoring traffic flow with PCM+ and sFlow

The platform used to illustrate traffic monitoring consists of:
¢ One or more servers with the following services: Active Directory, DHCP, DNS, Certificate Authority, IAS
e ProCurve Manager Plus, latest version. Version used here is PCM+ 2.3
e ProCurve switches: 5406zl, 3500yl, 2610-PWR

4. About the sFlow protocol

As defined in RFC 3176 written by InMon, sFlow is a technology for monitoring traffic in data networks containing
switches and routers. In particular, it defines the sampling mechanisms implemented in an sFlow Agent for monitoring
traffic, the sFlow MIB for controlling the sFlow Agent, and the format of sample data used by the sFlow Agent when
forwarding data to a central data collector.

4.1 sFlow history

Packet sampling has been used to monitor network traffic for over 10 years. HP first demonstrated network-wide
monitoring using packet sampling at the University of Geneva and CERN at Telecom 91. This was followed by the
introduction of networking products with embedded packet sampling capability—HP Extended RMON—in 1993. Other
vendors then either implemented sFlow or chose to develop proprietary packet sampling methods (e.g. Cisco
Netflow). Today sFlow has been accepted as a standard in the network industry.
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Figure 2. History of the sFlow protocol
Source: www.sFlow.org

4.2 Protocol description
sFlow operates as a combination of packet sampling and counter polling on the network equipment.

e Sampling: Each network switch contains an sFlow agent, which reports to an sFlow collector. A sampling
rate, N, is defined, either for the complete agent or for a single interface. One packet out of N is captured and
sent to the collector.

e Polling: A polling interval defines how often the sFlow counters for a specific interface are sent to the
collector, but an sFlow agent is free to schedule polling in order maximize internal efficiency. If the regular
schedule is chosen, each counter start time will be chosen differently to smooth performance.

The sampled data is sent as a UDP packet to the specified host and port on the sFlow collector. The default port is
6343. If counter samples are lost, new values will be sent when the next polling interval has passed. The loss of
packet flow samples is a slight reduction in the effective sampling rate.

The UDP payload contains the sFlow datagram. Each datagram provides information about the sFlow version, its
originating agent’s IP address, a sequence number, how many samples it contains, and usually up to 10 flow samples
or counter samples.

4.3 Benefits of using sFlow
The advantages of using sFlow include:

e Accuracy: sFlow can be implemented in hardware (ASICs) at wire speed. Users can obtain detailed analysis
of information about layer 3 though layer 7.

e Scalability: sFlow can monitor all speeds of links, up to 10 Gbps and more. Thousands of devices can be
monitored.

e Low cost: sFlow is already implemented in most switches and routers, and can be used easily in conjunction
with management platforms such as ProCurve Manager Plus and InMon.

e Minimal network load: sFlow adds only a minimal amount to network overhead.
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4.4 sFlow applications
Some typical sFlow applications include:

e Traffic monitoring: sFlow provides a minute-by-minute view of the traffic on the network: bandwidth used,
protocols, connections, and more.

e Intrusion detection: sFlow can help recognize network-based attacks (for example, in conjunction with the
NBAD engine in ProCurve Network Immunity Manager).

e Route profiling: sFlow can help to see the most active routes on the network.

e Accounting and billing: For billing purposes, sFlow can provide detailed information about applications in
use on the network.

5. sFlow configuration on ProCurve switches

This section provides command syntax for configuring sFlow on a ProCurve switch.

5.1 Configure destination collectors
On each switch, three destinations (collectors) can be configured:

For example, to configure destination 1 to be 10.3.108.36:

The default UDP port used for sFlow is 6343.

5.2 View destination information
To view information about a destination:

For example:
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5.3 Activate sampling and polling
To activate sampling on a set of switch ports, use:

Where 1/N is the number of sampled packets. N can vary between 0 (sampling disabled) and 16441700.

For example:

To activate polling on a set of switch ports:

Where P is the interval in seconds between two polls of counters. P can vary between 0 (polling disabled) and
16777215.

5.4 View sampling and polling statistics
To view sampling and polling statistics:
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6. Using the PCM+ Traffic Monitor

You can use the ProCurve Manager Plus Traffic Manager, with its built-in Traffic Monitor, to monitor network traffic.
Traffic monitoring is set to run automatically, with the capability for simultaneously performing statistics polling and

sFlow sampling.

6.1 View the Traffic Monitor

The ProCurve Manager Plus Traffic Monitor is accessed from the Traffic tab when clicking on a network equipment or

on a group of network equipment:

I Metwork Management Home [~ Interconnect Device
= (3 Inkerconnect Devices Dashboard  Traffic | policy Activity | Device Sysiog | Events | Configuration | C History | Security Activity | Port List |
Bl 10.3.108.206 (10.3,108.206) || &2
B 10.3.108.211 (10.3,108.211) || Top Overview
5 3 3500y = Summary (0 Critical, 0 Warning) h 10.3.108.204
Bl 10.3.108.203 (10.3.108,203) = == Utilization (0 Critical, 0 Warning) PortA23
11 10.3.108.210 (10.3.108.210) S 103.106-204 10,3106, 200) - AZS
- 5 sa0ea = 10.3.108.204 (10.3.108.204) : A24
= 10.3.108.204 (10.3.108.204) : DOP
| [~ 10.3.106.204 (10.3,108.204) “ = Frames/Sec (0 Critical, 0 Warning)
-1 82002l = 10.3.108.204 (10.3.108.204) : A23
1) APS30 = 10.3.108,204 (10,3.108.204) : A24
(#1123 ProCurve Network Access Controll - 103,108,204 (10,3.108.204) : DOP
1= I ProCurve Wireless Services = == Broadcasts,Sec (0 Critical, 0 Warning)
- [ 10.3.108.205 (10.3.108.205) = 10.3.108,204 (10.3.108.204) : Al
Strarot S s
" - 3 B e o H
- Mr:“m. = = Multicasts/Sec (0 Critical, D Warning)
V—?'U‘"' Devices = 10.3.108.204 (10.3.108.204) : AZ3
-1 Network Map = 10.3.108,204 (10,3.108.204) ; AZ4
- I Custom Groups =n 10.3,108.204 (10.3.108.204) : Al
= == Errors/Sec {0 Critical, D Warning)
= 10.3.108.204 (10.3.108.204) : Al
= 10.3.106.204 (10.3.108.204) : AZ3
= 10.3,108.204 (10.3.108.204) : A24 0.1 % Rx- Summary
Overview - | [ Show Inacl
DiS P Port el Fis B[S Mis EfS cfg Status MsgTime
10.3.108.204 10.3.108.204 Al Bl Dk BZ EBI BIZ gL de.a o7jozosodzzss
10.3.108.204 10.3.108.204 A2 LyE o
10.3.108.204 10.3.108.204 A3 Sy il
10.3.108.204 10.3.108.204 A4 i
10.3.108.204 10.3.108.204 45 i
10.3.108.204 10.3.108.204 A6 il i
10.3.108.204 10.3.108.204 A7 Syl o
10.3.108.204 10.3.108.204 A8 2 &

In the Traffic tab on the left side, the top ports are listed for different categories:

Broadcasts/Sec, Multicasts/Sec, and Errors/Sec.
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6.2 Specify the global port display

To set the number of top X ports you want to list for each category, go to Preferences > Traffic. You see the Global
Traffic window:

™ Preferences

153

= Glabal

Audit Logging

Autarnatic Updates
Configuration Management
Device Access

Discovery

- Excluded Devices
+ Skatus

.. Subnets Default Port Data Logging
[#}- Events
Identity Management Default Threshold Settings
[l Mability -
- Network Settings 9 Bt e

- Palicy Management
- Reports
-~ Security Monitoring

SMTP Profiles
Syslog Events

LUSE Management
User Authentication

[=I--Licensing and Suppart

icensing

Glohal: Traffic

Traffic Monitoring

' Enable " Disable

Default Port Monitoring

= Automnatic sampling Automatic skatistics

and statistics polling palling only " Disabled

* On critical violations ' On warning viclations (" Disabled

" Ewent off

¥Yiew Settings
Changes ko the view seltings will take effact on the next traffic daks update,

Row kable limit: I 1 ,DDDE
Mazx rows for Top Utilization: I 33:

Max rows For Top Frames/Sec: I 33:
Max rows For Top Broadcasts/Sec: I 33:
Max rows For Top MulticastsiSec: I 33:
| 33:

Max rows for Top Errars)Sec:

Registration and Support

0K I Cancel Ay Help

This window lets you can also enable/disable traffic monitoring, choose the monitoring mode (sampling and polling, or
polling only), and control logging (on critical or warning violations).

6.3 View port metrics

Clicking on a port in the traffic view displays metrics (for example, utilization) for that port on the right side of the
window. You have two charts: Rx and Tx, indicating received and transmitted traffic on the port.

Top Overview

= Summary {0 Critical, 0 Warning)
[=l-=m Utilization (0 Critical, 0 Warning)
----- = 10,3,105.204 {10,3.108.204) : AZ3

----- == 10,3,108.204 (10.3,108.204) : DOP

Frames,;/Sec {0 Critical, 0 Warning)

- mm 10,3,108,204 {10.3.108.204) : AZ4
10,3.108.204 {10,3,108.204) : AZ3

- =@ 10,3,108,204 {10,3,105,204) : DDP

- = Broadcasts/Sec {D Critical, D Warning)
----- == 10,3,105.204 {10.3.108.204) : Al

----- == 10,3,108,204 {10,3.108.204) : DUP

----- = 10,3,105.204 {10.3.108.204) : AZ3
Multicasts/Sec {0 Critical, 0 Warning)
----- = 10,3,108.204 (10,3.108,.204) : AZ3

----- = 10,3,105.204 {10.3.108.204) : AZ4

----- == 10,3,105.204 {10.3.108.204) : Al

[ == Errors/Sec {D Critical, 0 Warning)

----- == 10,3,105.204 {10.3.108.204) : Al

----- = 10,3,105.204 {10.3.108.204) : AZ3

----- = 10,3,105.204 {10.3.108.204) : AZ4

10,3.108.204 (10.3.108.204): A24
Rz

07/0308 01:27:37a
0.1%

0.00
12:05:37a 01:45:37a 03:25:36a 05:05:37 3 054537 a 05:25:37a 10:05:36a 11:45:37a
i3, Al
Tx

12:05:37a 01:45:37a 03:25:36a 05:05:37 2 06:45:37 a 08:25:37a 10:05:36a 11:45:37 a3
2t

~o00
~0.05
Al

The bottom part of the traffic view lists all the ports of the chosen device or group, even the inactive ones. To view
only active ports, click to disable Show Inactive Ports.
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6.3 Other port views
If you right-click on a port in the left or bottom pane you can choose between several views:

Il:lverview vl [~ show Inactive Ports  Total Rows: S (Limik: 1000)

DNS P Fart LIl FlS B/S s E/S Cfg Skatus Msg) Time

o 07J03/08 11:54:38
il Pork Top Tal
10.3.108.204 10.3.108.204  AZ3 Rx Tx . 07/03/08 11:54:35a

[ - ] 1 -
10,3,108.204 10,3,108.204  A24 [ [E It i ;j_“ 2 il aa1l 070308 11:54:38a
10.3.108.204 10,3.108.204 DDP [ ] el TS LUE Ml 070308 11:54:38s
10,3, 108,204 10,3.108.204  DUP Bk & Manual PE S _J i a1 070308 11:54:38a
L Butomnatic (]
| Logging 3
Device (]

The views include:

e Port Top Talkers: Gives a view of the protocols and connections that generate the most traffic on the port at

a given time. You can obtain the view by connections, destinations, sources or protocols:

¥ 10.3.108.204: A1 - Port Top Talkers - Traffic M= E3
Il == ?
IMetric: IUtiIization LI IConnectionsLI [¥ Auto select newest [~ Combine Rax/Tx
Connections
Rx-10.3.108.204 - A1 - Top Talkers for07/03i040estinations Bwest selected)
M P 10.3.108.1:¥RRP(112) -= VRRP Multicast 50““95' RP{112)
Ethernet 10.3.108.1(00:00:52:00;01:6c):ARPA o0l Je:7abbi 3:38:ARP(0X0B06)
TCP10.3.108.36:2271 -= 10.3.108.204 . Telnet{2 3}
Others
b
0.0010
| I-0.0005
J |
0.0000
12:28:38a 02:08:38a3 03:43:38a 05:28:38a 07:08:38a 02:43:38a 10:28:38a3 12:08:38p
i3
Tx-10.3.108.204 - A1 - Top Talkers for:07/03/08 12:08:38p - (newest selected)
Others
F% 4
0.0010
0.0005

e Port summary: Gives more precise figures on port statistics, threshold violations, and other information about

the port or device:
¥ 10.3.108.204: A1 - Port Summary - Traffic I T ]
Il o =m ?

Statistics | Threshald Violationsl Portl Devicel Logl

Rx (ingress) —— Tx {egress)
Metric Measured Warning Critical Measured Warning Critical
Type ¥alue Threshold Threshold ¥alue Threshold Threshold

uriization> [ RS )
Frames|Sec
BrastsiSec
Mcasts/Sec
ErrorsfSec

| ___ 0|

Last Update: 07/03/08 12:09:26p Lask Update: 07/03/08 12;

Last Sampling Update: 0703/08 12:09:358p

07/03f08 12:10:28p {next update 33 sec) Data Collector: 10,3,108.36 Ports:53, Active:5, Sampled:5, Stats:5
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e Configure thresholds: Enables you to set the limits for warning and critical thresholds for the different
metrics:

¥ 10.3.108.204: Al - Threshold Configuration - Traffic

Utilization %o

R [0 ¥ wWarning 750= [¥ Critical a0.0-=
I - — i

T=[o [ | ¥ warming 750 ¥ Critical a0.0=
. HF |

Frames/Sec

R |43 [¥ Warning | 1116071 .53: [V Critical | 1339235.83:
. B |

T |z 4 v Warning Im [v Critical Im
I - — -

Broadcasts,/Sec

Rxloe [T ] ¥ warming | 1116071 .53: [¥ Critical | 1339285.832
. EgF |

T3 [¥ Warning | 1116071 .53: [V Critical | 1339235.83:
. B |

Multicasts,/Sec

Rec[1.8 ¥ warning | 1116071 .53: ¥ Critical | 1339285.83:

B |

Txa 1 [T ] ¥ warming | 1116071 .53: [ Critical | 1339285.832
I A

Errors/Sec

R v Warning I ?SD.DE [w Critical I 900.03:
I

Tx ¥ wWarning IW [V Critical Im
e

Line Speeds af
Selected Pork(s)

Max Frames|Sec Max Errors/Sec

1,000 -|

e I FaF ik Thraskalds I i ameal I Halr I

Other options allow you to:
e Manually or automatically enable/disable sampling or polling-only.
o Enable/disable automatic data logging for warning or critical data.
e Gain access to the Device menu.
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6. Reference documents

This concludes the procedure for traffic flow monitoring using ProCurve Manager Plus and sFlow.

For further information about how to configure ProCurve switches and ProCurve Manager to support security, please

refer to the following links:

e For PCM+ and IDM manuals:

http://www.hp.com/rnd/support/manuals/ProCurve-Manager.htm

http://www.hp.com/rnd/support/manuals/IDM.htm

e For user manuals for ProCurve 3500yl-5400zI-8212zl switches:
http://www.hp.com/rnd/support/manuals/3500-6200-5400-ChapterFiles.htm

e For ProCurve Switch 2610 series manuals:
http://www.hp.com/rnd/support/manuals/2610.htm

e For information on sFlow:
http://sFlow.org/

For further information, please visit www.procurve.eu
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