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How to configure 802.1X authentication with a
Windows XP or Vista supplicant
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How to configure 802.1X authentication with a Windows XP or Vista supplicant

1. Introduction

This document describes how to configure an 802.1X supplicant for Windows XP SP2/SP3 or Vista. The switch used
in this example is a ProCurve Switch 5400z] but most ProCurve switches can be configured in the same manner.

2. Prerequisites

This procedure assumes you have an already configured PCM/IDM server and a ProCurve Switch 5400zl, both of
them configured for 802.1X, and that the client PC is connected to a port authenticator.

3. Network diagram

Figure 1 details the configuration referenced in this section.

PCM/IDM Server

Client computer

ProCurve Switch 5412z
Figure 1. Setup for configuring 802.1X authentication on Windows XP or Vista

Using this topology, you will configure the client, running either Windows Vista or XP SP2, to use 802.1X
authentication.

4. Configuring a Windows XP supplicant

This section explains how to configure 802.1X authentication on a PC running Windows XP.

4.1 Configure authentication on the supplicant machine

1. Onthe PC, in Control Panel | Network Connections, right-click on the Local Area Connection and choose
Properties.

2. In Local Area Connection Properties, go to the Authentication tab.
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3. Inthe Authentication tab, check Enable IEEE 802.1x authentication for this network, and for EAP type choose
Protected EAP (PEAP):

<% Local Area Connection Properties

General | Authentication |Advanced

Select this option to provide authenticated network access for
Ethemet networls.

Enable IEEE 802.1x authentication for this netwark

EAP type: | Protected EAP (PEAP) lv]

[ Autherticate as computer when computer information is available

[] Autherticate as guest when user or computer information is
unavailable

[ ok || cance |

4. Click on Properties to configure PEAP settings.

5. Inthe Protected EAP Properties window, de-select Validate server certificate; and under Select Authentication
Method, choose Secure password (EAP-MSCHAP v2). Then click on Configure.

Protected EAP Properties @

Trusted Rook Certification suthorities:

[] ABAECOM Root CA !E’
[] acsamseE2006

[] Auteridad Certificadora de la Asociadon Naconal del Motaria
[] auteridad Certificadora del Colegio Nadonal de Correduria P

[] Baltimore EZ by DST

D Belgacom E-Trust Primary CA

] c&W HKT SecureNet CA Class A [s]

(%] I N

Select Authentication Method:

|Secured password (EAP-MSCHAP vI) M

[]Enable Fast Reconnect

[ Ok H Cancel ]
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6. Inthe EAP MSCHAPV2 Properties window, de-select Automatically use my Windows logon name and
password (and domain if any).

-,

EAP MSCHAPv2 Properties

When connecting:

Automatically use my Windows lagon name and
password (and domain i ary).

I OK |[ Cancel ]

7. Click on OK in all the windows.

8. Connect the PC to a port where 802.1X has been enabled. After a few seconds, a dialog box appears asking
you for credentials.

4.2 Specifics for Windows XP SP3

Before being able to configure authentication on Windows XP service pack 3, ensure the Wired Autoconfig service is
started. This will enable access to the Authentication tab of the network connection.

In the Authentication settings window, you can also check the box to Enable quarantine checks, which will ensure that
these checks will be done before attempting to log onto the domain.

5. Configuring a Windows Vista supplicant

To configure a 802.1X authentication on a PC running Windows Vista:
1. Select the LAN Connection from the Control Panel and open it.

2. If the authentication tab does not appear, open the Services window and start the Wired AutoConfig service:

Serveces = e |
e Actign  Wiew  Help
& wp | [ s < | Bl mnw
Serare [Lecal) © . Geroes fLedal)

Wired Auielonfig Hame : Pencriphion Statui SRartup Typu Leg On s
Wi Drover P Wlanages o Plarual Liziad Sysbe

,mﬂ:::‘g“ Windows Dreos B, Allows wron..  Started  dadomasic Lozl Syate
il Evenit C T, Byl Flanual Fatmork 5
Wedows Evertlog Thasersce . Sterted  Automats Lol Sereice

?:::::c::tﬂcmuﬁila}ﬂ-ﬁ Winadows Firewall  Windowet Fi.  Stamted  Satomatic Locsl Saraice

i atic et Pi i mfaai Wimdwn Irnige & Pagdet en Pelanual Lecal Sarvca
Wtk ItaBe  Addh, ek Pelanuial Lzl Syste.
Windows Munsge.. Poovides st Shated  Automatic Lol Tyute
Wirsdcwvy Windha P Thaees Wie Felanual Matwork 5.
‘Wil Modube..  Enalbes ol Started Plarual Lt Syte.
Wirchyws Prinends.. Optimines p Migniil Lol Tervice
Wirdcwi Remate Winsdemwri R Felanual Hatwork 5
‘Wi Seanh P £ Starbed PafDimai Lesil Tyabe
Wizt Teme Mentenad.  Steted  Automate Lol Sarvice
Windows Updats  Enableithe . Staded  Scfomess (0. Local fyte
W TR Wk Pr WrHTTF o Sared FMarnual Letal Terwiin

4 Weed AuteConlig  Tha cenvace Srarted Msnual Lical Syste.

WLAN AutoConfg  Thi penvce Flanual Loscal Syste—. |
W Performmance_.  Paovided pe Plarrual Ll Syabe.
WrEERA Cresbes snd..  Stemed  Bamomat Lecal Sereice
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3. Open the Authentication tab, check Enable IEEE 802.1X authentication for this network and choose EAP type
Protected EAP (PEAP):

= Local Area Connection Properties =

Salert this option to provide suthenticated netwod access for
this Ethesmest adapler

[ Enabie IEEE 802 1X authentication
Chooas a network authentication method:

[Protected EAP (PEAR) -] Settngs...

r Cache user information for subsequent connections
b b mestwncek

ok J[ concd |

4. In the Protected PEAP Properties window de-select Validate server certificate and select EAP-MSCHAPV2 as
the authentication method:

Pictected EAP Properties =
Vi conreCng
[ Wishdate perver cortficate
r

[ Clacs 3 Puble: Primary Cerification suthority |
I GTE CyberTrst Gobal Reat

[ Miromartt Root Authenty

[yt Root Certificate Autharty

[ Thawie Timestampang C&

Sefnct Aathenboaton Method:

[secwed passweord (EaF 5CHAR w21 =] cmng.,:e...l

¥ Ensile Fast Recorrec
[T Enable Quarantne dheda
™ Disconnect i senver does rot present cryplobirdieg TLV
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5. Inthe EAP MSCHAPV2 Properties window, de-select Automatically use my Windows logon name and
password (and domain if any):

EAP MSCHAPV2 Properties e

¥hen connecting

r Automaticaly use my Windows logon name and
password (and domain f ary)

6. Then connect the Vista PC to a port authenticator. When prompted, enter your username and password.
(Domain information is not necessary.)

[ 5]

" Enter Credentials ]

User name:
Password:

Logon domain:

174

ave this user name and password for future use

o ] [ concel |

HP ProCurve Networking



How to configure 802.1X authentication with a Windows XP or Vista supplicant

7. Reference documents

This concludes the procedure for configuring 802.1X authentication.

For further information about how to configure ProCurve switches to support security, please refer to the following

links:

e For user manuals for ProCurve 3500yl-5400zI-8212z| switches:
http://www.hp.com/rnd/support/manuals/3500-6200-5400-ChapterFiles.htm

e For ProCurve Switch 2610 series manuals:
http://www.hp.com/rnd/support/manuals/2610.htm

e For PCM+ and IDM manuals:
http://www.hp.com/rnd/support/manuals/ProCurve-Manager.htm

http://www.hp.com/rnd/support/manuals/IDM.htm

For further information, please visit www.procurve.eu

21 ProCurve

.
-t

Networking by HP

© 2008 Hewlett-Packard Development Company, L.P. The information
contained herein is subject to change without notice. The only warranties
for HP products and services are set forth in the express warranty
statements accompanying such products and services. Nothing herein
should be construed as constituting an additional warranty. HP shall not
be liable for technical or editorial errors or omissions contained herein.

Microsoft, Windows, and Vista are U.S. registered trademarks of
Microsoft Corporation.

4AA2-1531EEE, July 2008



