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How to Configure Web Authentication on a ProCurve Switch

1. Introduction

This document describes how to configure Web authentication using a ProCurve switch and a RADIUS server
(Microsoft IAS). The switch used in this example is an HP ProCurve Switch 5400zl, but most ProCurve switches can
be configured in the same manner.

2. Prerequisites

This procedure assumes you have an already configured RADIUS server (Microsoft IAS, on Windows Server 2003),
and have created the necessary users and groups.

3. Network diagram

Figure 1 details the configuration referenced in this section.

Windows 2003 RADIUS Server
Domain: Procurve
10.24.3.10

Web-authentication-
enabledports (Vid = 2,

w— ' = Client (Windows, Linux...)
ProCurve Switch 5400z
10.24.3.80

Figure 1. Setup for Web authentication

Using this topology, you will configure the clients, switch, and RADIUS server to allow access to the network via Web
authentication. You will use two VLANSs to separate traffic between authorized and unauthorized users.

4. Configuring the ProCurve Switch 5400zl

As stated in the previous section, to keep the unauthorized and authorized traffic separate and secure, you will divide
them into two separate VLANSs. The first VLAN, ID=2, will be used to hold the unauthorized traffic. The second VLAN,
ID=3, will be used to hold the authorized traffic.

4.1 Configure the VLANS

In order to support the authorized and unauthorized VLANs on the HP ProCurve Switch 5400z, you need to create
the VLANs and assign the uplink ports to the designated VLANSs.

Connect to the 5400zl switch and enter the following commands:

5400z1> en

5400z1# config term
5400zl (vlian-1)# vlan 2
5400z1
5400z1

( ) # name "unauth"
( )
5400z1 (vlan—-2)
( )
( )

vlan-2
vlan-2 untag all
vlan 3

5400z1

5400z1

name "auth"
ip addr 10.24.3.80/24

vlan-3

vlan-3

#
#
#
#
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How to Configure Web Authentication on a ProCurve Switch

4.2 Configure access to the RADIUS server

Now that you have created the VLANS, you need to tell the HP ProCurve Switch 5400zl how to authorize clients and
how to handle client traffic. Connect to the 5400z| switch and enter the following commands to tell the switch to access
a RADIUS server:

4.3 Configure the ProCurve switch for Web authentication

After the 5400zl switch knows the address of the RADIUS server, you next restrict the security on the switch and
enable Web authentication. Restricting the access to the switch and specifying secure communication to it is
necessary to create a secure environment.

The following steps create local usernames, set up SSL communications, and set the Web authentication parameters
to the switch:

HP ProCurve Networking 3
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5. Configuring the RADIUS server
With the switch configured, the next step is to configure the Windows 2003 IAS RADIUS server.

5.1 Configure the policy
You first need to define a policy to allow Web authentication to work. To configure the policy:
1. InlAS, right-click Remote Access Policies and choose New Remote Access Policy. The New Remote Access
Policy Wizard pops up:

¥ Internet Authentication Service {Local)
(] RADIUS Clients
(] Remote Access Logging

#
w5

i

RS
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New Remote Access Policy Wizard x|

Welcome to the New Remote
Access Policy Wizard

This wizard helps you set up a remote access policy,
which iz a zet of conditions that determine which
connection requests are granted access by this server.
To continue, click Next.

2. Click Next. You see the Policy Configuration Method screen:

New Remote Access Policy Wizard x|

Policy Configuration Method
The wizard can create a typical policy, or you can create a custom policy.

Cancel

How do you want to set up this policy?

(" Use the wizard to set up a typical policy for a common scenario

% Set up a custom policy

Type a name that describes this policy.

Policy name:  fy/eb and 802.1X
Example; Authenticate all PN connections.

Cancel

HP ProCurve Networking
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3. Click the button Set up a custom policy, and enter a name in the Policy name field. Then click Next. You see
the Policy Conditions window:

New Remote Access Policy Wizard X

Policy Conditions g
To be authenticated, connection requests must match the conditions you specify.

Specify the conditions that connection requests must match to be granted or denied
access.

Policy conditions:

Back | Newt> |  Cancel

Policy conditions are used to determine whether connection requests should be handled by this policy. It is
best to choose something that can be easily controlled.

4. In the Policy Conditions window, click Add to see the options. You see a list of names and attributes:

2]
Select the type of attiibute to add, and then click the Add button.
Attiibute types:
Name [ Desciiption Al
Called-Station-Id Specifies the phone number dialed by the us:

Calling-Station-1d
Chent-Friendly-Name
ChentlP-Address
Clientendor
Day-&nd-Time-Restrc...
Framed-Protocal
MS-RAS-Vendor
MNAS-|dentifier
MAS-IP-Address
MNaS-Port-Type
Service-Type
Tunnel-Type

Windows-Groups

Specifies the phone number from which the ¢
Specifies the friendly name for the RADIUS ¢
Specifies the |P address of the RADIUS clier
Specifies the manufacturer of the RADIUS m
Specifies the time periods and days of week
Specifies the protocol that is used.
Description not yet defined

Specifies the string that identifies the NAS th.
Specifies the IP addiess of the NAS where th
Specifies the type of physical port that is uses
Specifies the type of service that the user ha
Specifies the tunneling protocols used.
Specifies the Windows groups that the user t:

| sk

Add. Cancel |

HP ProCurve Networking
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You will use Windows-Groups, since it allows you to select everyone at once and does not restrict the
connection request to one device (type).

5. In the Select Attributes window, click select Windows-Groups, and click Add. You see the Groups windows,
which allows you to choose which Windows Groups will be handled by this remote access policy:

Mcroups 2| x|
The following groups are currently in this condition.
Groups:
Mame ]
Add... Hemove
0K Cancel

6. Inthe Groups window, no groups are selected yet, so click Add. You see the Select Groups window that
allows you to enter object names:

seiectorops 2]

Select this object type:

lGrm.ps Object Types...
FErom this location:
|ProCulve.derm Locations... I

Enter the object names to select (examples)
domain userg Check Names

&dvanced..,l [ ok | conce |

/4

7. Inthe Select Groups window, type in Domain users and click Check Names. This should verify the group. By
default, every user in the domain is a member of domain users.

HP ProCurve Networking
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8. After checking the name, in the Select Groups window click OK. You see the Groups window with the new
group added:

MGrovps 2|
The following groups are currently in this condition.

Groups:

Mame ]
PROCURVE\Domain Users

Add... I Bemove

9. After confirming that the group has been added to the Groups window, click OK. You see the Permissions
window, showing the policy condition:

New Remote Access Policy Wizard x|

Permissions

A remote access policy can either grant or deny access to users who match the
specified conditions.

If a connection request matches the specified conditions:
" Deny remote access peimission

(¥ Grant remote access permission

< Back

HP ProCurve Networking
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10. Since you will only use this one, click Next.

This determines whether connection requests are granted or denied. Since you raised the functional level of
the domain, this is the only setting that determines whether or not users are authorized. If you had not raised
the functional level, it would be necessary for each user to have the Remote Access Permission set to Allow
access in the user properties.

Instead, choose Grant remote access permission, then click Next. You see the Profile window for this policy:

New Remote Access Policy Wizard x|

Profile
You can make changes to the profile for this policy.

A profile is a collection of settings applied to connection requests that have been
authenticated. To review or change the default profile for this policy, click Edit Profile.

< Back Next > Cancel

HP ProCurve Networking
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11. Next, you will edit the profile of the remote access policy so that it suits your needs. Click Edit Profile. You see

the Edit Profile window:

2]
Dialin Constraints | IP | Multiink
Authenticaion | Encyption | Advanced

Select the authentication methods you want to allow for this connection.

EAP Methods

v Microsoft Encrypted Authentication version 2 (MS-CHAP v2)
I~ User can change password after it has expired
[~ Microsoft Encrypted Authentication (MS-CHAP)

I | liser can change password after it has expied
W Encrypted authentication [CHAP)
¥ Unencrypted authentication (PAP, SPAP)
- Unauthenticated access

] Aﬂogniierﬂs to connect without negotiating an authentication
=

oK Cancel Apply

12. In the Edit Profile window, choose the Authentication tab. Make sure at least Encrypted authentication (CHAP)

is checked. This means that Web authentication from the ProCurve switch will use CHAP.
13. You have finished configuring the profile. Click OK to return to the wizard.

14. This completes the New Remote Access Policy Wizard and the IAS configuration. Click Finish.

HP ProCurve Networking
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5.2 Configure IAS clients

You now need to configure the IAS server to recognize the RADIUS client and users making the requests. This means
that you need to identify the ProCurve Switch 5400zl as a RADIUS client. To do this in a Windows 2003 environment,

you add the switch to the IAS client table, as follows:

1. To load the IAS management console on the IAS server, go to Start > Programs > Administrative Tools >
Internet Authentication Service. You see the Welcome page:

" Internet Authentication Service = a4 __._Lu!_)sl
Uaton wou || ¢ » |Bl@|FRPDG |
Tree I -3
@In! ermet Authentication Service (Local) (1 Welcome to Internet Authentication

=S Service
Internet Authentication Service (IAS) performs
centralized authentication, authorization, and
accounting of users who connect to a network
using virtual private network (VPN) and dial-up
technology. 1AS implements the IETF standard
Remote Authentication Dial-in User Service

(RADIUS) protocol.

To enable the [AS server to read the remote
access properties of user accounts in the Active
Directory, on the Action merw, click Register
Service in Active Directory. 5

For more information about setting up 1AS, see
"Checklist: Configuring 1AS for dial-up and VPN
access" and "Checklist: Configuring 14S to
outsource dial-up access” in anline Help.

For more information on [AS deployment ~|

I | |
2. Right-click on RADIUS Clients and select New Client. You see the Add Client window:

nadcien

Name and Protocol
Assign a name and protocol for the client.

Type a friendly name and protocol for the client.

Friendly name: I5400$talic

Protocok |RADIUS

HP ProCurve Networking
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3. Inthe Add Client window, enter a name for the HP ProCurve 5400zl (for example, 5400Static) in the Friendly
name text box and click Next. You see the Add RADIUS Client window:

Add RADIUS Client _ x|

Client Information
Specify information regarding the client.

Client address (IP or DNS):

|1u,24,3,80 Verify... |
Client-Vendor:

|RADIUS Standard ~|

[ Client must always send the signature attribute in the request

Ixxx:xxx:

Shared secret:

Corﬂ"m sha[ed secret: Ixxx:xxxx

< Back I Finish I Cancel

4. Inthe Add RADIUS Client window:

Enter the IP Address or DNS Name of the HP ProCurve Switch 5400z| (for example, 10.24.3.80).
Select RADIUS Standard as the Client—Vendor.
Enter a secret (for example, hpsecret) in the Shared secret field.

And make sure the check box next to Client must always send the signature attribute in the request is
not selected.

5. Then click Finish to complete adding the RADIUS client.

o O O O

6. Configuring users

When using Web authentication, no detailed changes or detailed configuration need to be performed on any of the
clients. If you followed the instructions in "5. Configuring the RADIUS server " you have the user defined, with a
remote access policy also defined.

For proper operation of the client during the authorization step, the client's Web browser proxy setting should be off.
After the client has been authorized, you can reinstate the proxy setting to allow for accessing a firewall or proxy
server.

HP ProCurve Networking 12
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7. Reference documents

This concludes the procedure for configuring Web authentication.

For further information about how to configure ProCurve switches to support security, please refer to the following
links:

e For user manuals for ProCurve 3500yl-5400zI-8212z| switches:
http://www.hp.com/rnd/support/manuals/3500-6200-5400-ChapterFiles.htm

e For ProCurve Switch 2610 series manuals:
http://www.hp.com/rnd/support/manuals/2610.htm

e For PCM+ and IDM manuals:
http://www.hp.com/rnd/support/manuals/ProCurve-Manager.htm

http://www.hp.com/rnd/support/manuals/IDM.htm

For further information, please visit www.procurve.eu
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