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Cliente CLINICA MEDILASER S.A.S

Contacto Ing. Alberto Mora Bahos, Ing. Michael Brayan Rojas

Realizar el mantenimiento de un Directorio Activo y del rol de DNS para seis controladore de
dominio.
Migrar este Directorio activo a servidores con Windows Server 2019.

INFORMACION

Se levanta informacion de cada controlador de dominio
Se levanta informacion del estado de salud del dominio

Informe de Diagndstico

TAREAS

Solucién de problemas de replicacion

Configuracion de interfaces de red

Configuracion de las propiedades de servidor DNS

Uso de herramientas de terceros para elaborar un diagnostico
Limpieza de METADATA con NTDSUTIL

Forzar la transferencia de Roles a un DC seleccionado

Iniciar proceso de recuperacion del AD

Informe de Remediaciéon

Preparacioén de los nuevos servidores virtuales

Instalacidn de roles y promover a Controladores de dominio
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Migracion de los Roles AD DS y DNS

Transferencia de Roles Maestros

Configurar la topologia de replicacién con la consola de Sitios y servicios

Instalar y configurar la tarea de copia de seguridad de System State

Informe final de migracién de controladores de dominio

SOLUCION

Se entregan seis (6) controladores de dominio sobre servidores virtuales Windows Server 2019, con los roles
AD DS y DNS, funcionando correctamente segun la ejecucién del BPA de estos dos roles.

Se entrega el presente informe.

ELABORADO PARA CLINICA MEDILASER S.A.S POR

I.T.CORPORATION SAS A LOS 13 DIAS DEL MES DE JUNIO SEGUN CONTRATO No 1-2024-0225

CONTRATO DE SERVICIOS PARA REPARACION CONTROLADOR DE DOMINIO: REPARACION, RECUPERACION Y

MIGRACION DE DANO DEL SERVIDOR DE DOMINIO DE CLINICA MEDILASER SAS
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FASE 1: MANTENIMIENTO DEL DIRECTORIO ACTIVO

Esta fase tiene como objetivo levantar la informacién de cada controlador de dominio y asi mismo conocer su
estado de salud.

Esta informacion nos permite trazar la ruta de remediacidn para llevar el Directorio activo el estado saludable.
Las siguientes tareas se ejecutaron en cada uno de los 6 Controladores de dominio, relacionados asi.

e Dos (2) controladores de dominio en Neiva: NVAADO1 Y NVAADO2

e Dos (2) controladores de dominio en Tunja: TIADO1 Y TJAD02

e Dos (2) controladores de dominio en Florencia: FLAADO1 Y FLAADO2
LEVANTAMIENTO DE INFORMACION DE CADA CONTROLADOR DE DOMINIO

En cada controlador de dominio se cred en el disco C, la carpeta DoclT, en esta carpeta reposan los archivos
.TXT generados y otros archivos generados con los comandos el Dxdiag y MSInfo32.

Comandos para levantar la informacién de cada servidor:

Comando Descripcion Ejecutar
desde...
Hostname Nombre del Servidor CMD,
PowerShell
Ipconfig -all Configuracion IP del Servidor CMD,
PowerShell
Dxdiag Herramienta de diagnéstico, muestra la informacién del sistema. CMD,
PowerShell
MSInfo32 Muestra una vision general del hardware, los componentes del | CMD,
sistema y el entorno de software PowerShell
Get- Muestra los roles y caracteristicas disponibles e instalados en el | PowerShell
Windowsfeature servidor
Get-Services Muestra los servicios del servidor y su estado PowerShell

Tener en cuenta que el estado anterior de los servidores debe obtenerse de la carpeta DoclT, ubicada en el
disco C en aquellos Controladores de Domino que tenian Sistema operativo Windows Server 2012 R2, los
cuales fueron renombrados y des promovidos como controladores de dominio.

ESTADO DE SALUD DE CADA CONTROLADOR DE DOMINIO

Dominio: cm.local

Controladores de Dominio: Seis (6)
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Comandos para verificar el estado de salud:
Comando Descripcion Ejecutar desde...
Dcdiag -e -v Diagndstico de Directorio | CMD, PowerShell
Activo

Comando para diagnosticar | CMD, PowerShell
problemas de replicacion de

AD

Repadmin /showreps
Repadmin /kcc
Repadmin /syncall
Repadmin /replsum

Netdom query fsmo Comando para administrar | CMD, PowerShell
cuentas y contrasefias de
magquinas.

Consolas usadas para verificar el AD y su estado de salud

Consola
Active Directory Users and Computers

Descripcion
Administra los objetos de AD: usuarios,
computadores, grupos, Unidades organizacionales

Administra las relaciones de confianza con otros
dominios

Active Directory Domains and Trusts

Active Directory Sites and Services

Administra los Sitios, Subredes, Servidores, Rol de
Catalogo Global y objetos de replicacidn entre sitios

Server Manager
e BPA - Analizador de Procedimientos
recomendados para cada rol instalado en el

Herramienta que presenta instrucciones que se
consideran ideales, en circunstancias tipicas, para
configurar un servidor sin errores y advertencias

servidor
Visor de eventos

Otras herramientas
Portquery
ADReplication Tool
PSLoggedOn

Comando para obtener la version del esquema de AD

Get-ItemProperty 'AD:\CN=Schema, CN=Configuration, DC=cm, DC=local'’ -Name

objectVersion

INFORMACION DEL SERVIDOR NVAADO?2
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RESULTADOS DE BPA AD DS
BEST PRACTICES ANALYZER

Wamings or Errors | 10 of 43 total

Filter

NVAADO2
NVAADO2
NVAADO2
NVAADO2
NVAADO2
NVAADO2
NVAADO2
NVAADO2
NVAADO2
NVAADO2

Error

Error

Error

Warning
Warning
Warning
Warning
Warning
Warning
Warning

p B~ @

(@
«

Filter applied. X Clear All

S
Server Name Severity Title

This domain controller must advertise as a PDC for the domain

The domain controller NVAADO2.cm.local must be able to connect to the RID master in this domain

CN=medifaca.co,CN=System,DC=cm,DC=local should not be configured for DES only

The RID master role and the PDC emulator master role should be owned by the same domain controller in the domain

All QUs in this domain should be protected from accidental deletion

The directory partition DC=cm DC=local on the domain controller NVAADO2.cm.local should have been backed up within the last 8 days

The directory partition CN=Configuration,DC=cm, DC=local on the domain controller NVAADO2.cm.local should have been backed up within the last 8 days

The directory partition CN=Schema,CN=Configuration DC=cm,DC=local on the domain controller NVAAD02.cm.local should have been backed up within the last 8 days
The directory partition DC=DomainDnsZones,DC=cm,DC=local on the domain controller NVAADO2.cm.local should have been backed up within the last 8 days

The directory partition DC=ForestDnsZones DC=cm,DC=local on the domain controller NVAADO2.cm.local should have been backed up within the last 8 days

RESULTADOS BPA DNS

BEST PRACTICES ANALYZER
Wamnings or Errors | 20 of 84 total

Filter

MVAADDZ
MAADD2
MVAADOZ
MAADD2
MVaaDoz
MAADD2
MVAADOz2
mAADO2
MVAADOZ
MAADO2

Filter applied. X Clear All

Server Name Seu;rit:,r Title

Error DN3: At least one name server in the list of root hints must respond to quenes for the root zone,
Error DiN5S: Zone medilaser.sa master servers must respond to queries for the zone.

Warning DN5: Root hint server 202.12.27.33 must respond to NS queries for the root zone.

Warning DINS: Root hint server 199.7.83 42 must respond to N5 quernies for the root zone,

Warning DN5: Root hint server 182.228.79.201 must respond to NS queries fior the root zone.

Warning DNS: Root hint server 192.203.230.10 must respond to NS queries for the root zone.

Warning DMNS: Root hint server 199.7.91.13 must respond to NS gueries for the root zone,

Warning DN5: Root hint server 192.32.4.12 must respond to N5 queries for the root zone,

Warning DN5: Root hint server 1802.5.5.241 must respond to NS queries for the root zone,

Warning DN5: Root hint server 192.58.128.30 must respond to N5 queries for the root zone.

RESULTADOS DE LA CONSOLA DE VISOR DE EVENTOS
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El Errer - - - 72 1.109 7.445
4 Security-Kerbe... System 22 420 2916
38 Kerberos-Key-...  System 0 0 6
1M TerminalServic... Microsoft... 13 197 1072
131 ActiveDirector... Directory ... 16 112 112
1254 ActiveDirector...  Directory ... 0 5 5
2087 ActiveDirector.., Directory .., 0 2 2
4321 NetBT System 6 144 1679
5002 DFSR DFS Repli... 2 18 126
5008 DFSR DFS Repli... 1 42
5722 NETLOGON System 0 5 37
5723 NETLOGON System 1 15 73
574 NETLOGON System 1 6 42
5774 NETLOGON System 7 150 1051
5805 NETLOGON System 2 15 75
7050 DNS-Server-Se... DNS Server 0 0 1
8001 Sophos Manag... Application 0 7 56
12294 Directory-Servi... System 1 7 150
INFORMACION DE SITIOS Y SERVICIOS
4 ﬁ qu:e_nc'la
B Active Directory Sites and Services [MVAADO2.cm local] a [ Servers
4[] Sites b 5 FLAADOT
[ Inter-Site Transports E ﬂ FLAADDZ
B Subnets 4 @
4 E Bogota [:- ] Edge&yncﬁemce
4 Servers 4 [ Servers
b 3 BOGADO! b 5 NVAADOI
4 E Facatativa B ﬂ MVAADD2
[ Servens] 4 [ Tunja
b 5 FACAADOT 4 [ Servers
b 5 FACAADOZ b 3§ TIALDDT
b 3 Facapm b 5 TImaDDZ
p, g Ac,a,[mg [ ﬂ TJADO

INFORMACION DE DOMINIOS Y CONFIANZAS
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cm.local Properties ?| X

General | Trusts | Managed By |
Domains trusted by this domain {outgoing trusts):

Domain Mame Trust Type | Transtive

medifaca co reaim Yes

General

medifacaco Properties |2 [

Domairy This Domain |

Doma Otiver Domain: [rnedfaca_co
Trust type: |TBE‘T|
Direction of trust:

Outgeing: Users in the specfied domain can authenticate in the local
domain, but users in the local domain cannct authenticate in the specified
domain.

Iil

Tramaitivity of trust

(®) Trangtive: users from ndrectly trusted domaing wihin the enterpriss
may suthenticate in the tnesting domain

() Morransilive: onlly users from the direclly trusted domain may

mthenticate in the trusting domain

[ ok ][ camest ][ meon Help

INFORMACION DE LOS ROLES FSMO

INFORMACION DEL SERVIDOR FLAADO1

RESULTADOS DEL BPA AD DS
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BEST PRACTICES ANALYZER
Wamings or Errors | 7 of 13 tota

Filter L B @

Filter applied. 3 Clear All

=
Server Name  Severity  Title

FLAADDT Warning The directory partition DC=cm,DC=local on the domain controller FLAADO1.cm.local should have been backed up within the last & days

FLAADDT Warning The directory partition CN=5chema CN=Configuration, DC=cm,DC=local on the domain controller FLAADO.cm.local should have been backed up within the last 8 days
FLAADO Warning The domain controller FLAADO1.cm.local should comply with the recommended best practices guidelines because it is running on a ¥M

FLAADDT Warning The directory partition DC=ForestOnsZones, DC=cm,DC=local on the domain contreller FLAADO.cmulocal should have besn backsd up within the last & days

FLAADDT Warning The directory partition DC=DomainDnsZones,DC =cm, DC=local on the domain controller FLAADO1.cm.local should have been backed up within the last 8 days
FLAADOT Warning The directory partition CN=Configuration, DC=cm,DC=local on the domain controller FLAADD1.cm.local should have been backed up within the last 8 days

FLAADOT Errar The Active Directory module for Windows PowerShell must be installed and functioning properly on the domain controller FLAADOT.cm.local

RESULTADOS DE BPA DE DNS

BEST PRACTICES ANALYZER
Wamings or Errors | 9 of 73 total

Filter 2 :E,J hdl {.ﬁ“ -

Filter applied. % Clear Al

Server Name Severity Title

FLAADDT Warning DMN5: The DMS server should have scavenging enabled.

FLAADDT Error DNS: The DNS server 192.168.20.36 on Ethernet must reschve Kerberos resource records for the domain controller
FLAADOT Error DNS: The DNS server 192.186820.36 on the Ethemet must resobve PDC resource records for the domain contraller
FLAADOT Errar DMS: The DNS server 192.168.20.36 on Ethernet must reschve names in the primary DNS domain zone

FLAADOT Error DNS: The DNS server 192.168.20.36 on Ethernet must resolve names in the forest root domain name zone

FLAADDT Error DMS: The DNS server 192.168.20.36 on Ethernet must reschve LDAP rescurce records for the domain controller
FLAADOT Error DM5: The DNS server 192,1868.20.36 on Ethernet must reschve Global Catalog resource records for the domain controlle
FLAADOT Error DMS: The DNS server must have root hints or forwarders configured.

FLAADDT Error DM5: DMS servers on Ethernet should include the loopback address, but not as the first entry,

INFORMACION DE SITIOS Y SERVICIOS

SUBREDES CREADAS
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Mame Site L.  Type Description

|[EZ17217.00/16  Neiva Subnet ip dhecp pocl POOL_ROUTER-TP-1 - default-router 172.17.0:1

1172180016 Neiva Subnet ip dhep pocl POOL_ROUTER_TP-1 - default-rowter 172,12.0.1

I..U 172190016  Meiva Subnet ip dhcp pool POOL_ROUTER_TC - default-router 172.19.0.1 - UTM Sophes

|Em172.23.0.0/16  Florencia Subnet IP DHCP POOL_ROUTER_FLOREMCIA - default-router 172.23.0.1

|[EZ172.24.0.0/24  Facatativa Subnet ip dhcp pocl POOL_ROUTER_TC_PRUEBA - default-router 172.24.01

[E2172.24.1.0/24  Facatativa Subnet

[E3172.26.00/24  Florencia aubnet IP DHCP POOL_ROUTER_FLOREMCIA - default-router 172.26.0.1

IEZF'I?E.E'SI'.I],{J.-"“IE Florencia Subinet IP DHCP POOL_ROUTER_FLOREMCIA - default-router 172.29.0.1

|E3192,168.10.0/23 Neiva Subnet Segmento distribuide manualmente para los servidores

|E192.168.20.0/23 Florencia Subnet Segmento distribuide por el DHCP de Windows en el servidor

[21192.168.40.0/23 Tunja Subnet Segmento distribuido por &l DHCP de Windows en &l servidor

IEZF 192.168.50.0/24 Bogota Subnet El zervicie de DHCP lo da un router inaldmbrico (Temparal)

|E192.168.8.0/22  Meiva Subnet Segmento distribuide por el DHCP de Windows en e senvide

INFORMACION DEL SERVIDOR TJADO1

RESULTADOS DEL BPA AD DS

BEST PRACTICES ANALYZER

Warnings or Errors | 7 of 43 total

Filter o G) - {-E ] -

Filter appliad. X Clear All

Server Name Sevzri‘-.)r Title

TIADDN Errar The domain controller TIDM.cmulocal must be able to connect to the RID master in this domain

TIAD Errar The domain controller TIADO1.em.local must be able ta connect to the POC emulatar master in this domain

TIADON Error CN=medifaca.co,CN=System, DC=cm,DC=local should not be configured for DES only

TIAD0 Errar The Default Domain Controllers Policy in the domain cm.local should be applied to the OU OU=Domain Controllers, 2C=cm,DC=loca
TIAD Warning The RID master role and the PDC emulator master role should be owned by the same domain controller in the domain

TIAD Warmning All OUs in this domain should be protected from accidental deletion

TIAD Warning The domain controller TIADO.cm.local should comply with the recommendead best practices guidelines because it is running on a Vb

RESULTADOS DEL BPA DE DNS
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Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: . Vigencia:
OP-FOR-03 Version: 01 19/04/2021

BEST PRACTICES AMALYZER
Warnings or Errars | 11 of 86 total

Fitter Fal S H -

Filter applied. X Clear All

server Name Sefu;rhy Title

TIADN Error DMS: DMS servers on Ethernet 2 should include the loopback address, but not as the first entry.

TIaDo Error DMS: The DNS server 182.168.40.12 on Ethemet 2 must resolve Global Catalog resource records for the domain controller
TIADO Error DMS5: The DNS server 192.16840.12 on Ethernet 2 must resolve Kerberos resource records for the domain controller
TIADO Error DME: The DMS server 192.168.40.12 on Ethemet 2 must resolve LDAP resource records for the domain controller
TIAD Error DMS: The DNS server 192.16840.12 on the Ethernet 2 must resalve PDC resource records for the domain controller
TIADOM Error DMS: The DNS server 182.168.40.12 an Ethemnet 2 must reschve names in the forest root domain name zone

TIaDo Error DMS: The DNS server 192,168.40.12 on Ethemet 2 must resclve names in the primary DNS domain zone

TIAD0 Waming DMNS: The DNS server should have scavenging enabled.

TIADN Warning DN5: Root hint senver 128.63.2.53 must respond to N5 queries for the root zone.

TIADO Waming DMNS: Root hint senver 202.12.27.33 must respond to N5 queries for the root zone.
| TIADD Warning DM5: Root hint server 193.0.14.129 must respond to N3 queries for the roat zone.

RESULTADOS DE LA CONSOLA VISOR DE EVENTOS

B Error - - - )| 2.260 7217
4 Security-Kerbe... System 13 265 1788
38 Kerberos-Key-... System 0 0 1
) AppModel-Ru... Microsoft... 0 - -
131 DeviceSetupM... Microsoft... 0 129 581
201 User Device Re... Microsoft... 0 1 1
23 User Device Re... Microsoft... 0 1 1
233 User Device Re...  Micresoft... 0 1 1
304 User Device Re...  Microsoft... 0 1 1
309 User Device Re... Microsoft... 0 1 1
mmm TerminalServic... Microsoft... 0 40 180
13N ActiveDirector...  Directory ... 18 313 313
1864 ActiveDirector...  Directory ... 0 5 5
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1864
4015
3002
=AY
5722
5723
T4

2128

12284
16642
16631

ITCORPORATION - Informe Técnico del Servicio

Caddigo: - Vigencia:

OP-FOR 03 version: 01 15/04/2091
ActveDirector... Directory .. H 5 5
DMS-Server-5e..  DMS Server 59 1413 3802
DFSR DF% Repli... H] 14 50
METLOGOM System 1 ] 42
METLOGOM Systemn ] 1 24
METLOGOM System ] 15 25
METLOGOM System H] ) &b
METLOGOM System 1 13 a7
Security-5PP Application 0 Fi i
Directory-5envi.  Systern L} )] 4
Direcbory-5ena.  Systemn h] i 4
Directory-3eni... System 1 24 1T
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Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

CONCLUSIONES DE LAS TAREAS DE LEVANTAMIENTO DE INFORMACION

Con la prueba de creacidn de un usuario en cada controlador de dominio, se evidencia que cada controlador
estd trabajando de manera independiente uno con otro, el usuario creado en cada uno de los DCs no se replicé

a los demas.

dominio y validar su replicaciéon

Crear un usuario en cada controlador de | Error creando el usuario en el DC de Tunja TJADO1

Generd | Address | Account | F'|:|:-ﬁle |

; Credtein:  cmlocal/Buitin n
ud

When you click Finish, the folowing object wil be created:

Full name: u tjzs(l 40.11

User lagon name: uljad01401 1@em Jocal

Active Directory Domain Services

? U rvaad0l 10070
Wi d
Firet name: |LI nvaad(i
Last mame: | 10,70
Display name: |U rwaadD1 10.70

‘Windows cannot create the object u tjasl 40011 because

The directory service was unable to allocate a relative
identifier.

[ <Back || Fnsh Cancel |

También se evidencid que los usuarios existentes al restablecer la contrasefia este proceso se realizaba en
cada controlador de dominio de manera independiente.

Se toma la decision de evaluar cual controlador tiene mayor nimero de objetos y proceder a hacer una
recuperacion del Directorio Activo a partir del controlador de dominio NVAADO?2.

Contar los objetos: Usuarios, Grupos y computadores (equipos).

10635
NVAADO1 | ly¥d

NVAADO2

PS C:\Users\Administrator> (Get-ADUser -Filter *).Count Objeto Cuenta
PS C:\Users\Administrator> (Get-ADGroup -Filter *).Count Usuarios | 10635

PS C:\Users\Administrator> (Get-ADComputer -Filter *).Count Grupos 1027
3807

PSBC}\UserS\Hdminis1rat0r.[:HZ::=- (Get-ADUser -Filter =).Count Objeto Cuenta
Users\Administrator.CH> (Get-ADGroup -Filter =).Count Usuarios | 10876
:\Users\Administrator .CH> (Get-ADComputer -Filter =).Count Grupos 1029

Equipos | 3807

Equipos | 3849

Calle 140 11-45 Of. 818

PBX: 3680290

Celular: 3157868258

Bogota - Colombia

www.itclatam.com

Pagina 15



LownN e

vii.
viii.

T o w

IT CORPORATION

Focus. Learn. Succeed.

ITCORPORATION - Informe Técnico del Servicio

Cddigo: - Vigencia:
g Version: 01 9
OP-FOR-03 19/04/2021
PS C:\Users\Administrator.CM> (Get-ADUser -Fil ) .Count Objeto Cuenta
18666 "
PS C:\Users\Administrator.CM> (Get-ADGroup -F ) .Count Usuarios | 10660
TIADO1 1026 Grupos 1026
:212: ‘\Users\Administrator.CM> (Get-ADComputer -Filter *).Count Equipos 3810

Todos los demas controladores de dominio deben eliminarse desde las consolas de AD y usando la
herramienta NTDSUTIL.

ACTIVIDADES DE REMEDIACION Y PROMOCION DE NUEVOS DCs

Renombrar cada DC para liberar el nombre. Comando: Netdom computername
Cambiar la direccion IP al DC, para liberar la direccién IP
Configurar la tarjeta de red de cada controlador se corrige la configuracion IP

Servidores DNS

NVAADO1
IP: 192.168.10.70

NDAADO02
1P: 192.168.10.71

FLAADO1
I1P: 192.168.20.36

FLAADO2
IP: 192.168.20.37

TIADO1
1P: 192.168.40.11

DNS 1:192.168.10.71
DNS 2:192.168.40.11
DNS 3:192.168.20.36
DNS 4:192.168.10.70

DNS 1: 192.168.10.70
DNS 2:192.168.40.11
DNS 3:192.168.20.36
DNS 4:192.168.10.71

DNS 3:192.168.20.37
DNS 2: 192.168.10.70
DNS 3:192.168.10.71
DNS 4:192.168.20.36

DNS 3:192.168.20.36
DNS 2: 192.168.10.70
DNS 3:192.168.10.71
DNS 4:192.168.20.37

DNS 2:192.168.40.12
DNS 4:192.168.10.70
DNS 1:192.168.10.71
DNS 3:192.168.40.11

Corregir las advertencias y errores en cada DC, roles AD DS y DNS — Resultados de BPA

NVAADO2

FLAADO1

TJADO1

Revisar el DC segun BPA AD DS
Revisar el DC segin BPA DNS
Revisar Interfaces, Reenviadores, Root Hints

Revisar cada zona directa e inversa — Name servers. Eliminar todo lo obsoleto.
Actualizar los Servidores Root hints — Se solicito revisar el FW, permitir el puerto 53 hacia estos servidores
Habilitar el borrado de registros obsoletos, para todas las zonas del AD
Revisar que la GPO Default Domain Controllers este aplicada a la OU
Transferir rol RID Master al PDC
Proteger OUs contra borrado accidental
Hacer copia de seguridad del Directorio activo
Instalar la caracteristica Windows Server Backup — en un DC es suficiente
Programar la tarea de Copia de seguridad del System State (Base de datos de AD)
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ITCORPORATION - Informe Técnico del Servicio

Cddigo: . Vigencia:
Version: 01
OP-FOR-03 19/04/2021
EVIDENCIAS DE LAS ACTIVIDADES DE REMEDIACION
Instalar la herramienta WSB
Ejecutar una copia de seguridad de System State
Configurar la tarjeta de red del servidor
NVAADO1 NVAADO2
Advanced TCP/IP Settings Advanced TCP/IP Settings
[ 1P Setiings | DNS | WINS [ 1P Settings | DNS | WINS
DS server addresses, in order of use: DS server addresses, in order of use:
92.158.10.7 192, 156.10.70
192. 168.2'0.31; E 192, 168.40, 11 E
192, 168.40. 11 192, 168.20,36 |
[ mgd.. |[ Edt. || Remove | | add. || ear. || remove |

enabled. For resolution of unqualified names:

() Append these DMS suffixes (in order):

The folowing three settings are apphed to all connections with TCRJTP

(®) Append primary and connection specific ONS suffives
[+ Append parent suffixes of the primary DNS suffix

DMS suffix for this connection:

Add.. | Eait...

o ocal|

[aa] o]

| Remove

[+ Register this conmection's addresses in TS
[ Lise this connection's DS suffic in DMS registration

The folowing three settings are applied to al connections with TCR /TP
enabled. For resalution of unqualified names:

(®) Append primary and connection spedfic DNS suffces
[+ Append parent suffixes of the primary DNS suffic
{_) Append these DMNS suffixes (in order):

Add.. | Edit... Remove

DS suffix for this connecton: | am.local ]

[+ Register this connection's addresses in CHS

[ Use this conmection’s DS suffic in DNS registration

Configurar la tarjeta de red del servidor

| FLAADO1

| FLAADO2
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I CORPORATION
Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 19/04/2021

IP Setiings | ONS | WINs | IP Settings | DNS | WING |
DS server addresses, in arder of use: DMS server addresses, in arder of use:
192.158.20.37 |: 192.156.20.36 E
192.168.10.70 192.168.10.70
192,168, 10,71 192.168.10.71
192, 1568, 20. 36 |_ 192,168, 20,37 |_
[ Add.. || Edt. || Remove | | add. || Edt. || Remove |
The fallowing three settings are applisd to 8l connections with TCR/TP The following three settings are applied to al connectians with TCRJTP
enabled. For resolution of unqualified names: enabled, For resolution of unqualified names:
(®) Append primary and connection specific DNS suffies i#) Append primary and connection specific DNG suffoces
[+ Append parent suffixes of the primary DNS suffix [+ Append parent suffixes of the primary DNS suffix
() Append these DS suffoces (in order): () Append these DNS suffices {in order):

!
il

RN

add.. || Edt. || remove | add... | [ Edt.. |[ Remove |
DINS sutfix for this connection: | o lacall | DS suffix for this conmection: |l'.'l1'lbﬁ|| |
[+ Register this connection's addresses in DS [+ Register this connection's addresses in DS
[ Use this conmection's DNS suffix in DMS registration [ Use this connection's DNS suffix in DS registration

Deshabilitar IPV6 en tarjeta del servidor TIAD02

Networking Networking

Connect using: Connect usng:
? Microsoft Hyper-V Network Adapter 72 q Microsoft Hyper-V/ Network Adapter 2

This connection uses the following items: This connection uses the following items:

| ¥ T3Q0S Packet Scheduler A v TBQoS Packet Scheduler "
W 4 Intemet Protocol Version 4 (TCP/IPv4) VI . Intemet Protocol Version 4 (TCP/IPv4)
[] s Microsoft Network Adapter Muttiplexor Protocol L1 g Microsoft Network Adapter Multiplexor Protocol
V| s Microsoft LLDP Protocol Driver ) _a Microsoft LLDP Protocol Driver
V] 4 Intemet Protocol Version & (TCP/IPv6) Y Intemet Protocol Version 6 (TCP/IPv6)
W 4 Link-Layer Topology Discovery Responder ¥ 4 Link-Layer Topology Discovery Responder
[ 4 Link-Layer Topology Discovery Mapper /O Driver v

Configurar la tarjeta de red del servidor TJAD02
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IT CORPORATION
Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: . Vigencia:
OP-FOR-03 Version: 01 10/04/2021

Advanced TCP/IP Settings

IP Ssttings | DNS  WINS

DMS server addresses, in order of use:

[+] Reegister this connection's addresses in DS
[+] Use this conmection's DNS suffix in DNS registration

Revision completa del Rol DNS en NVAADO1

192.168.10.70 |
192, 165. 10,71 t |
1
| Add... | | Edit... | | Remaove
The following three settngs are applsd to all connections with TCR(TP
enabled, For resolution of ungqualified names:
(@) Append primary and connection specific DNS suffives
[+#] Append parent suffixes of the primary DNS suffix
i) Append these DNS suffices (in order):
3
3
Add... Edit... Remowve
DS suffix for this conmection: | o, local| l

Interfaces, seleccionar las direcciones IP validas para responder solicitudes

Reenviadores de NVAADO1

NVAADO1 Properties ?

NVAADO1 Properties

Debug Loggin Event Logging | Mignitonng | Securiy
| tedaces Forwarders Advanced | Floot Hints

Ferwarders are DMNS servers that this server can use to resolve DNS
queries for records that this server cannot reschve

IP Address Server FODMN

B2a8s dns.google

B844 dns.google
1521881D25nva-peﬁmeh‘almlncd'

Debug Loggin Event Logging Monitonng
| tedaces Forwarders Advanced

Forwarders are DNS servers that this server can use to res
queres for records that this server cannot reschve.

IP Adidress
gga8
BBdd

Sarver FQDM
dng.google
dnz google

Configurar el borrado de registros obsoletos
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[ Scavenge stale resource records

Morefresh interval

The time betwesn the most recent refresh of a record tmestamp
and the mament when the bmnestamp may be refreshed sgain,

Noefresh interval: | 7 | |days v

Refresh interval

The tme between the earliest moment when a record timestamp
can be refreshed and the eariiest moment when the record can be
scavenged. The refresh interval must be longer than the maximum
record refresh period,

Refreshinterval: |7 | |days v

[ Scavenge stale resource records

Mo-refresh interval

The time between the most recent refresh of a record timestamp
and the moment when the timestamp may be refreshed again,

No-efresh interval: | 7 | |days v

Refresh interval

The tme between the sarliest moment when a record timestamp
can be refreshed and the earliest moment when the record can be
scavenged. The refresh interval must be longer than the maxmum
record refresh period,

Refreshinterval: |7 | |days v/

d. Activar para todos

Default settings for new Active Directory-integrated zones:

Seavenge stale resouree records: Enabled

[ Apply these settings to the existing Active Directory-integrated zones

e. Habilitar en propiedades de servidor DNS
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Caodigo: o Vigencia:
OP-FOR-03 Version: 01 19/04/2021

Debug logging | Eventloggng | Montorng |  Secury

Fledaces | Fowarders | Advanced Roct Hints

Server verson number:

6.3 5600 (2580

Server options;
[ Disable recursion (akso dsables forwarders) ~
[ |Enzble BIND secondaries

[[JFail on load # bad zore data

v Enable round robin

v Enabie netmask ordadng

[ Secure cache again=t polution

h# Frishle NINSSF validaton for remate resnnngss

T

Name checking: [ Mutioyte (UTFS) v|
Load zone data on startup: |From Active Directory and registry |

[T Enable automatic scavenging of stale reconds

SCcavenaing penad |? | |da:.'$

btefaces | Fowarders | Advanced | |

Server version number:

6.3 9600 (Bx2583)

Server options:

["1Disable recursion (also dsables forwarders)

| Enzble BIND secondaries

[TIFail on load # bad zone data

[ Enable round robin

v Enzble netmask ordering

[ Secure cache against polition

I Fnabie NNSSEC validation far remote resnonsss

Name checking: [ Muttote (UTFS)
Load zone data on starttup: IﬁmvaeDredowmdre

[ Enable automatic scavengng of stale records
Scavenging perod: [7 | [days

f.  Agregar reenviadores al servidor DNS FLAADO1
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Vigencia:

Version: 01 19/04/2021

Caodigo:
OP-FOR-03
Debug Logg Event Logging Monitoring
tefaces Forwarders Advaniced

Forwarders are DNS servers that this server can use to resoh
guenes for reconds that this server cannol resche.

IP Address Senver FQDM
88838 dns google
BEd4 dnz google

Habilitar borrado automatico de registros obsoletos al servidor DNS FLAADO1

Debugloggng | Evertlogong | Montomg | | Debugloggng | Evertlogong | Montomg |
btefaces | Fowarders | Advanced tedaces | Fowardes |  Advanced Re
Server version number: Server version number:
[6.3 5600 (b2520) |6.3 9600 (©x2520)
[ Disable recursion (@lso dsables forwarders) [ IDisable recursion (also dsables forwarders)
| 1Enable BIND secondaries |_|Enzble BIND secondaries
[IFail on load # bad zone data [IFail on load # bad zone data
| Enable round robin [ Enable round robin
v Enable netmask ordering | Enzble netmask ordering
[V Secure cache against polition [v/ Secure cache against polition
[ Frahle NNSSFEL validation for remate resnonsas i Fnahle DNSSFEC validation far emote msnonsas
Name checking: [ Mutioyte (UTFS) Name checking: | Mtyte (UTFS)
Load zone data on stattup: IHWMveDkectwmdre Load zone data on startup: |FromActiveDkedorymdre¢
[T Enable automatic scavengng of stae records [ Enable automatic scavenging of stale records
Scavenaing penod [3 I Idays Scavenging period: |7 | |days

Habilitar el borrado de registros obsoletos servidor D

NS FLAADO1
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Server Aging/Scavenging Properties

[} 8cavenge stale resource records

No-refresh interval

The time betwesn the most recant refresh of a record tmestamp
and the moment when the timestamp may be refreshed again,

No-sefresh interval: | 7 | |da,.5 ”

Refresh interval

The time between the earliest moment when a record timestamp
can be refreshed and the earliest moment when the record can be
scavenged. The refresh interval must be longer than the maximum
record refresh period,

Refreshinterval: |7 | |davs v

Habilitar para todas las zonas integradas al AD

Server Aging/Scavenging Confirmation -

Default settings for new Active Directory-integrated zones:

[+ Apply these settings to the existing Active Directory-integrated zones

Habilitar borrado automatico de registros obsoletos al servidor DNS TJADO1

TIADO! Properties | TIADO! Properties
Debug Logging Event Logging Monitoring Debug Logging Event Logging Montonng
Ftedaces Forwarders Advanced Iterdfaces Forwarders Advanced |

Server version number: Sesver version number:

10.0 17763 ([4563) 10.0 17763 (4563
SRV DO, e ——— Server options:

[Disable recursion fakso deables forwanders) [ Disable recursion (also dsables forwarders)

[ Enzable BIND secondaries [1Enable BIND secondaries

[[IFail on load # bad zone data [IFail on load # bad zone data

v Enalble round robin v Enable round robin

v Enable netmask ordesing v Enable netmask orderng

[v Secure cache against polution [V Secure cache against polition
Mame checking: | Muttibyte (UTF3) Name checking [W&Me (UTF8)
Load zone data on statup: | From Active Directory and re Load zone data on startup: Ime Active Diectory and re
] Enable automatic scavenging of stale records [ Enable automatic scavenging of stale records

Scavenaing periad 0 days Scavengng period: |7 | ]days

Habilitar el borrado de registros obsoletos servidor DNS TJADO1
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Server Aging/Scavenging Properties
[_]Scavenge stale resource records

MNo-refresh interval

The time betwesn the most recent refresh of a recond timestamp
and the moment when the timestamp may be refreshed again,

No-efreshinterval: | 7 \days v

Refresh interval

The time between the sarliest moment when a record timestamp
can be refreshed and the earliest moment when the record can be
scavenged. The refresh interval must be longer than the maxmum
record refresh period,

Refreshinterval: |7 | |days ~

Server Aging/Scavenging Properties
[+ Scavenge stale resource records

Norefresh interval

The time betwesn the most recent refresh of a record timestamp
and the moment when the timestamp may be refreshed again,

No-sefresh interval; | 7 | |dav= v:

Refresh interval

The tme between the earliest moment when a record timestamp
can be refreshed and the earliest moment when the record can be
scavenged. The refresh interval must be longer than the maximum
record refresh period,

Refreshinterval: |7 | |days ~

Habilitar para todas las zonas integradas al AD

Server Aging/Scavenging Confirmation

Default settings for mew Active Directory-integrated zones:

Scavenge stale resource records: Enabled

[+] Apply these settings to the existing Active Directory integrated zones

Ejecutar los comandos para proteger las OUs contra borrado accidental

Ous NO protegidas
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Get-ADOrganizationalUnit -filter {name -like "*"} -Properties ProtectedFromAccidentalDeletion | format-table
Name,ProtectedFromAccidentalDeletion

Proteger Ous contra borrado accidental
Get-ADOrganizationalUnit -filter {name -like "*"} -Properties ProtectedFromAccidentalDeletion | where
{S_.ProtectedFromAccidentalDeletion -eq Sfalse} | Set-ADOrganizationalUnit -
ProtectedFromAccidentalDeletion Strue

10. Ejecutar en cada DC repadmin
a. /showreps
b. /kcc
c. /syncall
d. /replsum
11. Revisar los Name Servers en cada zona de los seis (6) servidores DNS
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FASE 2: MIGRACION DE DIRECTORIO ACTIVO

Desde el momento en el cual se toma la decisién de recuperar el Directorio Activo del servidor NVAADO2, las
tareas son repetitivas y se realizan y/o revisan en cada controlador de dominio:
a. Elsabado se solicita preparar las maquinas virtuales para cada una de las sedes

Preparar la maquina virtual (Nombre y Direccidn IP liberados del antiguo DC)

Instalar los Roles de AD Domain Services y DNS server

Promover el Servidor como Controlador de Dominio

Revisar cada servidor DNS: Interfaces, Reeenviadores, Root Hints

Revisar y editar los Name servers, de cada zona en los servidores DNS

Configurar en cada zona el borrado registros obsoletos

Eliminar de cada zona los registros obsoletos

i.  Revisar la configuracion TCP/IP de cada tarjeta

j.  Seindica que todo PC/Servidor que pierda la relacién de confianza debe sacarse del dominio
y volverlo a unir

k. Seven los primeros resultados promoviendo el nuevo servidor en Neiva y en Tunja

I.  Se envia enlace de lineamientos para configurar el cliente antivirus en Controladores de
Dominio

m. Se envia enlace con el listado de puertos requeridos en un controlador de dominio para
poder comunicarse con otros controladores de dominio y los clientes en la red

n. Se recomienda separar la configuracion de sincronizacion de la hora en el dominio incluida
en la GPO de Default Domain Policy, esta configuracién debe establecerse en una nueva
GPO

Sm o o0 T
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IT CORPORATION

Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

INFORME FINAL — DOMINIO: CM.LOCAL

En esta seccién de Informe se encuentra la informacion de cada controlador de dominio en servidores
virtuales ejecutando el sistema operativo Windows Server 2019 y se evidencia el estado de salud del Directorio
Activo.

El objetivo general trazado es cumplido, se entregan seis (6) controladores de dominio, cumplen con los
lineamientos dados por el Analizador de Procedimientos Recomendados.

TOPOLOGIA DE REPLICACION

NVAADO2

Dominio:
cm.local

S
°
NS

=7\

TIADO1

Sitio
Florencia

TJADO2

SERVIDOR NVAADO1 - 192.168.10.70

NOMBRE DEL SERVIDOR Y CONFIGURACION |IP

Calle 140 11-45 Of. 818
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IT CORPORATION

Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

NVAADS1
Windows IP Configuration

Host Name . . .
Primary Dns Suffix
Node Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled.
DNS Suffix Search List.

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Emabled. - o o«
MAutoconfiguration Enabled .
IPv4 Address.

Subnet Mask .

Default Gateway .

DNS Serwvers .

NetBIOS owver Tcpip.

INFORMACION DEL SISTEMA (DXDIAG)

: NVAADB1
: cm.local
: Hybrid

: No

: No

: cm.local

: cm.local

: Nutanix VirtIO Ethernet Adapter
: 58-6B-8D-9D-6B-8C

: No

: Yes
: 192,
1 255.
: 192,
: 192,

Preferred)

(%3]
oa
et |

192.
192.
192.
132,
192.

o o
00 00 0O 00
Wl e
S S T

= = = = = = =2 R e
(93]

(93]
20
|
=

: Disabled
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IT

CORPORATION

Focus. Learn. Succeed.

ITCORPORATION - Informe Técnico del Servicio

Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

Time of this report:
Machine name:
Machine Id:
Operating System:
Language:

System Manufacturer:
System Model:

BIOS:

Processor:

Memory:

Available 0S5 Memory:
Page File:

Windows Dir:

DirectX Version:

DX Setup Parameters:
User DPI Setting:
System DPI Setting:
DWM DPI Scaling:
Miracast:

Microsoft Graphics Hybrid:
DxDiag Version:

6/11/2824, 15:57:58

NVAADBS1

143C1BASH-BB4A-A58F-9A25-A932DAAFECE}

Windows Server 2819 Standard 64-bit (18.8, Build 17763) (17
Spanish (Regional Setting: Spanish)

Mutanix

ARV

Intel IGD BDSM enabled at @x%08x, size ¥11dMB, dev 00:82.0
Intel(R) Xeon{R) Gold 6126 CPU @ 2.68GHz (4 CPUs), ~2.6GHz

16384ME RAM

16384ME RAM

13371MB used, S5444MB available
C:\Windows

DirectX 12

Mot found

96 DPI (188 percent)

96 DPI (188 percent)

Disabled

Mot Awvailable

Mot Supported

18.88.17763.3113 64bit Unicode

Discos DEL SERVIDOR Y UNIDADES DE CD/DVD (MsINFO32)

Local Fixed Disk

119.46 GB (128,271,249 408 bytes)

ltem Value
Drive C:
Description

Compressed Mo
File System MNTFS
Size

Free Space

Yolume Mame

87.44 GB (93,892,362,240 bytes)

Yolume Serial Mumber  C49ABSAG
Drive D:
Description CO-ROM Disc

MEMORIA RAM Y ARCHIVO DE PAGINACION (MSINFO32)
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IT CORPORATION

Focus. Learn. Succeed.

ITCORPORATION - Informe Técnico del Servicio

Cddigo:

OP-EOR-03 Version: 01

Vigencia:
19/04/2021

Installed Physical Memaory (RAN)
Total Physical Memaory

Available Physical Memory

Total Virtual Memory

Available Virtual Memory

Page File Space

Page File

16.0 GEB
16.0 GE
5.62 GB
18.4 GE
5.40 GE
2.38 GB
Chpagefile.sys

ADMINISTRADOR DE REPLICACION: RESUMEN DE LA REPLICACION
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IT CORPORATION

Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

Source DSA largest delta fails/total %% error

FLAADB1 BS9m: 8/ 8
FLAADB2 B6m:
NVAADB1 B7m:
NVAADS2 B9m:
TJADE1 16m:

TJADB2 B7m:

Destination DSA largest delta
FLAADB1 B6m: 8/ @
FLAADB?Z B7m::
NVAADB1 B9m:
NVAADB2 B6m:
TJADB1 B87m:

TJADB2 18m:

ADMINISTRADOR DE REPLICACION: SINCRONIZAR TODO

Calle 140 11-45 Of. 818
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IT CORPORATION
Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

kﬂLLBﬂEH MESSAGE: The following replication is in progress:

From: 395787b7-7874-A+74-93F0-b8827f3e/dab. msdcs.cm.local

To : 25eBd951-c2bc-4elc-8c22-Baifedd8b92e. msdcs.cm. local
CALLBACK MESSAGE: The following replication completed successfully:

From: 395787b7-7874-4F74-9310-b8827f3eidab. msdcs.cm.local

To : 25e8d951-c2bc-4e2c-8c22-Ba3feBd8b92e. msdcs.com.local
CALLBACK MESSAGE: SyncAll Finished.

SyncAll terminated with no errors.

ADMINISTRADOR DE REPLICACION: MOSTRAR LA REPLICACION CON OTROS DCs
Neiva\NVAADO1

DSA Options: IS_GC
Site Options: (none)
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e

DSA invocationID: al34baba-7e84-4000-80a6-1c0a328281d0

==== INBOUND NEIGHBORS

DC=cm,DC=local
Florencia\FLAADO1 via RPC
DSA object GUID: e62d5e5d-8897-4788-a693-0cf71751be7a
Last attempt @ 2024-06-11 15:57:07 was successful.

Neiva\NVAADO2 via RPC
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IT CORPORATION
Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

DSA object GUID: 395707b7-7874-4f74-93f0-b8827f3e7dab

Last attempt @ 2024-06-11 15:57:31 was successful.
Tunja\TJADO1 via RPC

DSA object GUID: 7812a183-fb59-4aa2-82e9-53760d63d04f

Last attempt @ 2024-06-11 15:57:33 was successful.

CN=Configuration,DC=cm,DC=local
Tunja\TJADO1 via RPC
DSA object GUID: 7812a183-fb59-4aa2-82e9-53760d63d04f
Last attempt @ 2024-06-11 15:48:22 was successful.
Florencia\FLAADO1 via RPC
DSA object GUID: e62d5e5d-8897-4788-a693-0cf71751be7a
Last attempt @ 2024-06-11 15:56:31 was successful.
Neiva\NVAADO2 via RPC
DSA object GUID: 395707b7-7874-4f74-93f0-b8827f3e7da6

Last attempt @ 2024-06-11 15:57:38 was successful.

CN=Schema,CN=Configuration,DC=cm,DC=local
Neiva\NVAADO2 via RPC
DSA object GUID: 395707b7-7874-4f74-93f0-b8827f3e7dab
Last attempt @ 2024-06-11 15:48:22 was successful.
Tunja\TJADO1 via RPC

DSA object GUID: 7812a183-fb59-4aa2-82e9-53760d63d04f
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IT CORPORATION
Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

Last attempt @ 2024-06-11 15:48:22 was successful.
Florencia\FLAADO1 via RPC
DSA object GUID: e62d5e5d-8897-4788-a693-0cf71751be7a

Last attempt @ 2024-06-11 15:48:22 was successful.

DC=DomainDnsZones,DC=cm,DC=local
Tunja\TJADO1 via RPC
DSA object GUID: 7812a183-fb59-4aa2-82e9-53760d63d04f
Last attempt @ 2024-06-11 15:56:38 was successful.
Florencia\FLAADO1 via RPC
DSA object GUID: e62d5e5d-8897-4788-a693-0cf71751be7a
Last attempt @ 2024-06-11 15:56:41 was successful.
Neiva\NVAADO2 via RPC
DSA object GUID: 395707b7-7874-4f74-93f0-b8827f3e7da6

Last attempt @ 2024-06-11 15:56:46 was successful.

DC=ForestDnsZones,DC=cm,DC=local
Neiva\NVAADO2 via RPC
DSA object GUID: 395707b7-7874-4f74-93f0-b8827f3e7da6
Last attempt @ 2024-06-11 15:48:22 was successful.
Florencia\FLAADO1 via RPC
DSA object GUID: e62d5e5d-8897-4788-a693-0cf71751be7a

Last attempt @ 2024-06-11 15:48:22 was successful.
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IT CORPORATION

Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

Tunja\TJADO1 via RPC

DSA object GUID: 7812a183-fb59-4aa2-82e9-53760d63d04f

Last attempt @ 2024-06-11 15:48:22 was successful.

SERVIDOR NVAADO2 —192.168.10.71
NOMBRE DEL SERVIDOR Y CONFIGURACION IP

NVAADB2

Windows IP Configuration

Host Name . . .
Primary Dns Suffix
Node Type .

IP Routing Enabled
WINS Proxy Enabled.

DNS Suffix Search List.

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. .
Autoconfiguration Enabled .
IPvd Address.

Subnet Mask .

Default Gateway .

DNS Servers

NetBIOS owver Tcpip.

INFORMACION DEL SISTEMA (DXDIAG)

: NVAADB2
: cm.local
: Hybrid

: No

: No

: cm.local

: cm.local
: Nutanix VirtI0 Ethernet Adapter

58-6B-8D-AB-CB-Bb

: No

: Yes
: 192,
: 255,
=
: 192,

]

1(Preferred)

LA CD

[

[ -._J
(¥ ] I—"

LA
2 23 WA 2a

e pa e
(ag]
B pa e
@ =
]

]
e

|
P 22

192.:
192.:
192.168
Enabled

=
(w3

(wa]

i
=
(HT,

= e
o Ch
o o
[
o
]

=

= N
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CORPORATION

Focus. Learn. Succeed.

IT

ITCORPORATION - Informe Técnico del Servicio

Cddigo:
OP-FOR-03

Version: 01

Vigencia:
19/04/2021

System Information

Time of this report:
Machine name:
Machine Id:
Operating System:
Language:

System Manufacturer:
System Model:

BIOS:

Processor:

Memory:

Available 05 Memory:
Page File:

Windows Dir:
DirectX Version:

DX Setup Parameters:
User DPI Setting:
System DPI Setting:
DM DPT Scaling:
Miracast:

Microsoft Graphics Hybrid:
DxDiag Version:

6/11/2624, 15:55:19
NVAADB2

{E7EE7A94-BA72-4806-ABIC-2BABA3DFA7ER}
Windows Server 20819 Standard 64-bit (16.8, Build 177
Spanish (Regional Setting: Spanish)

Nutanix
AHV

Intel IGD BDSM enabled at @x’

X

, 5ize ¥11dMB, dev ©00:02.8

Intel(R) Xeon(R) Gold 6126 CPU @ 2.6BGHz (8 CPUs), ~2.6GHz

16384ME RAM
16384ME RAM
18493ME used
C:\Windows
DirectX 12
Mot found

96 DPI (18@ percent)
96 DPI (18@ percent)
Disabled

Not Available

Not Supported

, 8833MB available

18.88.17763.3113 64bit Unicode

Discos DEL SERVIDOR Y UNIDADES DE CD/DVD (MsINFO32)

ltem Walue
Drive i
Description

Compressed Mo
File System MNTFS
Size

Free Space

Yolume Mame

Local Fixed Disk

YVolume Serial Mumber  1ESCB997
Drive D:
Description CO-ROM Disc

MEMORIA RAM Y ARCHIVO DE PAGINACION (MsINFO32)

Calle 140 11-45 Of
PBX: 3680290

119,46 GB (128.271.249.408 bytes)
89,50 GB (96.101.613.568 bytes)
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IT CORPORATION

Focus. Learn. Succeed.

ITCORPORATION - Informe Técnico del Servicio

Cddigo:
OP-FOR-03

Version: 01

Vigencia:
19/04/2021

Total Physical Memory
Available Physical Memaory
Total Virtual Memory
Available Virtual Memaory
Page File Space

Page File

ADMINISTRADOR DE REPLICACION

Installed Physical Memory (RANM) 16,0 GB

16,0 GE
7,01 GE
18,9 GB
8,58 GB
2,88 GB
Chpagefile.sys

: RESUMEN DE LA REPLICACION

Calle 140 11-45 Of.

PBX: 3680290
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IT CORPORATION

Focus. Learn. Succeed.

Source DSA

FLAADS1

FLAADBSZ

NVAADESL

NVAADB2

TIADB1

TIADB2

Destination DSA

FLAADS1

FLAADBSZ

NVAADEL

NVAADB2

TJADE1

TIADB2

ITCORPORATION - Informe Técnico del Servicio

Cddigo:

OP-EOR-03 Version: 01

Vigencia:
19/04/2021

largest delta fails/total ¥X%

8

largest delta tails/total %
83m:49s e / 16 5
B4m:
B6m:
B4m:18
B5m: .

B7m:

ADMINISTRADOR DE REPLICACION: SINCRONIZAR TODO
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IT CORPORATION
Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

kﬁLLBﬁEH MESSAGE: The following replication is in progress:

From: 25e8d951-c2bc-4de2c-8c22-Ba3ftebBd8b92e. msdcs.com. local

To : 3957@7b7-7874-4174-93f8-bB8827f3e7dab._msdcs.cm.local

CALLBACK MESSAGE: The following replication completed successfully:

From: 25e8d951-c2bc-4e2c-8c22-Ba3febd8b92e. msdcs.om. local

To @ 395787b7-7874-A+74-9318-b8827f3e7dab._msdcs.cm. local

CALLBACK MESSAGE: SyncAll Finished.

S5vncAll terminated with no errors.

ADMINISTRADOR DE REPLICACION: MOSTRAR LA REPLICACION CON OTROS DCs
Neiva\NVAADO2

DSA Options: IS_GC
Site Options: (none)
DSA object GUID: 395707b7-7874-4f74-93f0-b8827f3e7dab

DSA invocationlID: 8cc7130e-0117-4f50-b29¢-591034335b17

==== INBOUND NEIGHBORS

DC=cm,DC=local
Neiva\NVAADOL1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e

Last attempt @ 2024-06-11 15:55:00 was successful.
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IT CORPORATION

Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

CN=Configuration,DC=cm,DC=local
Neiva\NVAADO1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e

Last attempt @ 2024-06-11 15:55:02 was successful.

CN=Schema,CN=Configuration,DC=cm,DC=local
Neiva\NVAADO1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e

Last attempt @ 2024-06-11 15:50:44 was successful.

DC=DomainDnsZones,DC=cm,DC=local
Neiva\NVAADO1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e

Last attempt @ 2024-06-11 15:54:07 was successful.

DC=ForestDnsZones,DC=cm,DC=local
Neiva\NVAADOL1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e

Last attempt @ 2024-06-11 15:50:45 was successful.

SERVIDOR FLAADO1 - 192.168.20.36

NOMBRE DEL SERVIDOR Y CONFIGURACION |P
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IT CORPORATION

Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

FLAADB1
Windows IP Configuration

Host MName . ..
Primary Dns Suffix
Node Type .

IP Routing Enabled
WINS Proxy Enabled.

DNS Suffix Search List.

Ethernet adapter Ethernet:

Connection-specific DN5 Suffix
Description .

Physical Address

DHCP Enabled. .
Autoconfiguration Enabled .

IPv4d Addres

Subnet Hask .
Default Gateway .
DNS Servers

NetBIOS over Tcpip.

INFORMACION DEL SISTEMA (DXDIAG)

FLAADBL

: cm.local
: Hybrid

: No

: No

: cm.local

: cm.local
: Microsoft Hyper-V Network Adapter
: B88-15-5D-14-21-0E
: No

! Yes
: 192,
: 255.
1 192,
: 192,

6(Preferred)

[ =
L

, P
L B =
N oo

192,
192.
127.

== =2k e

ooy o O N

22 0 00 00 N oo
I—"' = 2 R B B

=R ®

e e |

= =

I:EI
I:EI

: Dl:abled
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IT CORPORATION

Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

System Information

Time of this report: 6/11/2024, 17:25:39
Machine name: FLAADB1
Machine Id: {2989B3E8-8325-48AC-A930-3F12888ADA9E}
Operating System: Windows Server 2019 Standard 64-bit (16.8, Build 1
Language: Spanish (Regional Setting: Spanish)
System Manufacturer: Microsoft Corporation
System Model: Virtual Machine
BIOS: Hyper-V UEFI Release vd4.1 (type: UEFI)
Processor: Intel(R) Xeon(R) Gold 6226 CPU @ 2.78GHz, ~2.7GHz
Memory: 15998MB RAM
Available 05 Memory: 15998ME RAM
Page File: 7830MB used, 11112MB awvailable
Windows Dir: C:ZWindows
DirectX Version: DirectX 12
DX Setup Parameters: Not found
User DPI Setting: 96 DPI (188 percent)
System DPI Setting: 96 DPI (188 percent)
DM DPI Scaling: Disabled
Miracast: Not Available
Microsoft Graphics Hybrid: Not Supported
DxDiag Version: 18.80.17763.3113 64bit Unicode

Discos DEL SERVIDOR Y UNIDADES DE CD/DVD (MsINFO32)

ltem Value

Drive C:

Description Local Fixed Disk

Compressed Mo

File System MTFS

Size 126,40 GB (135.719.284.736 bytes)
Free Space 109,78 GB (117.872.246.784 bytes)

Volume Mame
Volume Serial Mumber  FEDS535E

Dirive D:
Description CD-ROM Disc
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| T CORPORATION
Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 version: 01 19/04/2021

MEMORIA RAM Y ARCHIVO DE PAGINACION (MSINFO32)

Installed Physical Memory (RAM) 13,6 GB

Total Physical Memary 15,6 GB

Available Physical Memory 8,46 GB

Total Virtual Memary 18,5 GB

Available Virtual Memaory 10,8 GB

Page File Space 2,88 GB

Page File Chpagefile.sys

ADMINISTRADOR DE REPLICACION: RESUMEN DE LA REPLICACION
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IT CORPORATION

Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

Source DSA largest delta fails/total X% error

FLAADB1 35m: 88 [ @
FLAADB2 34m:11s

NVAADS1 34m:

NVAADS?2 37m: @

TJADE1 B8m:

TJADB2 B5m: 4.

Destination DSA largest delta fails/total %X
FLAADB1 3dm: 1 @/ @
FLAADB?Z 35m:

NVAADB1 37m:0@1s
NVAADB2 34m:

TJADE1 B5m:

TJADB2 B8m: .

ADMINISTRADOR DE REPLICACION: SINCRONIZAR TODO
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IT CORPORATION
Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

kﬁLLBAEH MESSAGE: The following replication is in progress:

From: caf39d78-cc2b-49d5-9bcb-15268bd63588. msdcs.com. local

To : eb2d5e5d-88 8E 175: a. msdcs.cm.local
CALLBACK MESSAGE: The following replication completed successfully:

From: caft39d78-cc2b-49d5-9bcb-15268bdb3588. msdcs.cm. local

To : eb2d5e5d-8897-4788-a693-0cf71751be7a. msdcs.cm. local
CALLBACK MESSAGE: 5yncAll Finished.

SyncAll terminated with no errors.

ADMINISTRADOR DE REPLICACION: MOSTRAR LA REPLICACION CON OTROS DCs
Florencia\FLAADO1

DSA Options: IS_GC
Site Options: (none)
DSA object GUID: e62d5e5d-8897-4788-a693-0cf71751be7a

DSA invocationID: 2c¢235451-31f5-4be8-a8b1-a22567295b55

==== INBOUND NEIGHBORS

DC=cm,DC=local
Neiva\NVAADO1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e
Last attempt @ 2024-06-11 17:25:08 was successful.

Florencia\FLAADO2 via RPC
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Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

DSA object GUID: caf39d78-cc2b-49d5-9bcb-15268bd63500

Last attempt @ 2024-06-11 17:25:21 was successful.

CN=Configuration,DC=cm,DC=local
Neiva\NVAADO1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e
Last attempt @ 2024-06-11 17:21:12 was successful.
Florencia\FLAADO2 via RPC
DSA object GUID: caf39d78-cc2b-49d5-9bcb-15268bd63500

Last attempt @ 2024-06-11 17:25:24 was successful.

CN=Schema,CN=Configuration,DC=cm,DC=local
Florencia\FLAADO2 via RPC
DSA object GUID: caf39d78-cc2b-49d5-9bcb-15268bd63500
Last attempt @ 2024-06-11 16:51:12 was successful.
Neiva\NVAADO1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e

Last attempt @ 2024-06-11 17:21:12 was successful.

DC=DomainDnsZones,DC=cm,DC=local
Florencia\FLAADO2 via RPC
DSA object GUID: caf39d78-cc2b-49d5-9bcb-15268bd63500

Last attempt @ 2024-06-11 17:24:34 was successful.
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Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

Neiva\NVAADO1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e

Last attempt @ 2024-06-11 17:25:01 was successful.

DC=ForestDnsZones,DC=cm,DC=local
Florencia\FLAADO?2 via RPC
DSA object GUID: caf39d78-cc2b-49d5-9bcb-15268bd63500
Last attempt @ 2024-06-11 16:51:12 was successful.
Neiva\NVAADO1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e

Last attempt @ 2024-06-11 17:21:12 was successful.

SERVIDOR FLAADQO2 — 192.168.20.37

NOMBRE DEL SERVIDOR Y CONFIGURACION IP
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Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

FLAADBZ

Windows IP Configuration

Host Name . ..
Primary Dns Suffix

Node Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled.
DN5 Suffix Search List.

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. . . .
Autoconfiguration Enabled .
IPv4d Address.

Subnet Mask .

Default Gateway .

DNS Servers .

NetBIOS over Tcpip.

INFORMACION DEL SISTEMA (DXDIAG)

FLAADBZ

: cm.local
: Hybrid

: No

: No

: cm.local

: cm.local
: Microsoft Hyper-V Network Adapter
: BB-15-5D-14-21-8F
: No

: Yes
1 192,
: 255.
: 192.
: 192,

.37(Preferred)

Y g
L

Lid B2 .

o oh

192.
192.
192.:
Enabled

-

[ e el b

[#3]
~

e N S e o T v

oy
¥ 00 50 S0 00 LA o

=
o
20
L
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IT CORPORATION

Focus. Learn. Succeed.

ITCORPORATION - Informe Técnico del Servicio

Cddigo:
OP-FOR-03

Vigencia:

Version: 01 19/04/2021

Time of this report:
Machine name:
Machine Id:
Operating System:
Language:

System Manufacturer:
System Model:

BIOS:

Processor:

Memory :

Available 05 Memory:
Page File:

Windows Dir:

DirectX Version:

DX Setup Parameters:
User DPI Setting:
System DPI Setting:

6/11/20824, 17:37:29

FLAADB2
{F7768787-5D34-4953-8389-B16528
Windows Server 2819 Standard 6
Spanish (Regional Setting: Spanish)
Microsoft Corporation

Virtual Machine

Hyper-V UEFI Release v4.1 (type: UEFI)

Intel(R) Xeon(R) Gold 6226 CPU @ 2.78GHz, ~2.7GHz

8846MB RAM

8846MB RAM

5423ME used, 4543MB available
C:\Windows

DirectX 12

Mot found

96 DPI (180 percent)

96 DPI (188 percent)

DM DPI Scaling: Disabled
Miracast: Not Available
Microsoft Graphics Hybrid: Mot Supported
DxDiag Version: 18.80.17763.3113 64bit Unicode

Discos DEL SERVIDOR Y UNIDADES DE CD/DVD (MsINFO32)

ltem Walue

Drive i

Description Local Fixed Disk

Compressed Mo

File System MTFS

Size 126,40 GBE (135.719.284.736 bytes)
Free Space 111,18 GB (119.383.617.536 bytes)

Volume Mame
Volume Serial Mumber  CeOABCC4A

Drive D:
CD-ROM Disc

Description
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IT CORPORATION
Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 version: 01 19/04/2021

MEMORIA RAM Y ARCHIVO DE PAGINACION (MSINFO32)

Installed Physical Memory (RAk) 7,86 GB

Total Physical Memary 7,86 GB

Available Physical Memory 3,23 GB

Total Virtual Memary 9,73 GB

Available Virtual Memaory 4,44 GB

Page File Space 1,88 GB

Page File Chpagefile.sys

ADMINISTRADOR DE REPLICACION: RESUMEN DE LA REPLICACION
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Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

Source DSA largest delta fails/total X% error

FLAADB1 46m:45s [ @
FLAADB2 ASm: 43

NVAADS1 4bm::

NVAADS?2 ABm:

TJADE1 B4m:

TJADB2 B82m: .

Destination DSA largest delta fails/total %X
FLAADB1 45m: 485 @/ 1@ @
FLAADBZ Abm:46s
NVAADB1 48m: 38
NVAADB2 Abm:’

TJADBE1 B2m::

TJADB2 84m:

ADMINISTRADOR DE REPLICACION: SINCRONIZAR TODO
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IT CORPORATION
Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

CALLBACK MESSAGE: The following replication is in progress:
From: : 8897-4788-ab693-8ct71751be/a._msdcs.com. local

To : caf39d78-cc2b-49d5-9bcb-15268bd63588. msdcs.cm. local

CALLBACK MESSAGE: The following replication completed successfully:

From: e62d5e5d-8897-4788-a693-8cf71751be7a. msdcs.com. local
To : caf39d78-cc2b-49d5-9bcb-15268bd63508. msdcs.cm. local
CALLBACK MESSAGE: SyncAll Finished.

S5vncAll terminated with no errors.

ADMINISTRADOR DE REPLICACION: MOSTRAR LA REPLICACION CON OTROS DCs
Florencia\FLAADO2

DSA Options: IS_GC
Site Options: (none)
DSA object GUID: caf39d78-cc2b-49d5-9bcb-15268bd63500

DSA invocationID: d5e7e2af-b243-4297-ad31-396086255e71

==== INBOUND NEIGHBORS

DC=cm,DC=local
Florencia\FLAADO1 via RPC
DSA object GUID: e62d5e5d-8897-4788-a693-0cf71751be7a

Last attempt @ 2024-06-11 17:36:59 was successful.
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Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

CN=Configuration,DC=cm,DC=local
Florencia\FLAADO1 via RPC
DSA object GUID: e62d5e5d-8897-4788-a693-0cf71751be7a

Last attempt @ 2024-06-11 17:37:01 was successful.

CN=Schema,CN=Configuration,DC=cm,DC=local
Florencia\FLAADO1 via RPC
DSA object GUID: e62d5e5d-8897-4788-a693-0cf71751be7a

Last attempt @ 2024-06-11 16:50:15 was successful.

DC=DomainDnsZones,DC=cm,DC=local
Florencia\FLAADO1 via RPC
DSA object GUID: e62d5e5d-8897-4788-a693-0cf71751be7a

Last attempt @ 2024-06-11 17:35:24 was successful.

DC=ForestDnsZones,DC=cm,DC=local
Florencia\FLAADO1 via RPC
DSA object GUID: e62d5e5d-8897-4788-a693-0cf71751be7a

Last attempt @ 2024-06-11 16:50:15 was successful.

SERVIDOR TJADO1 —192.168.40.11

NOMBRE DEL SERVIDOR Y CONFIGURACION |P
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IT CORPORATION

Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

TJADE1
Windows IP Configuration

Host Name . . .
Primary Dns Suffix
Node Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled.
DNS Suffix Search List.

Ethernet adapter Ethernet:

Connection-specific DN5S Suffix
Description .

Physical Address.

DHCP Enabled. . . .
Autoconfiguration Enabled .
IPwvd Address.

Subnet Mask .

Default Gateway .

DNS Servers .

NetBIOS owver Tcpip.

INFORMACION DEL SISTEMA (DXDIAG)

: TJAaDa1

: cm.local
: Hybrid

: No

: No

: cm.local

: cm.local
: Microsoft Hyper-V Network Adapter
: 88-15-5D-28-2C-14
: No

! Yes
: 192,
: 255,
: 192,
: 192,

.48.11(Preferred)
.254.8

.A8. 28

LA8.12

192. .18.78

192. 18.71
192.168.48.11

Enabled

™LA Oh

(%3]

sy
20 00 00 00 LA GO

= = 2 R
23]

[
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CORPORATION

Focus. Learn. Succeed.

ITCORPORATION - Informe Técnico del Servicio

Cddigo:
OP-FOR-03

Vigencia:

Version: 01 19/04/2021

Time of this report:
Machine name:
Machine Id:
Operating System:
Language:

System Manufacturer:
System Model:

BIOS:

Processor:

Memory :

Available 05 Memory:
Page File:

Windows Dir:

DirectX Version:

DX Setup Parameters:
User DPI Setting:
System DPI Setting:
DWM DPI Scaling:
Miracast:

Microsoft Graphics Hybrid:
DxDiag Version:

T1ADB1

{1CE@B9B5-A521-A48E-AADE-AASTBFA7344B}

Windows Server 2819 Standard 64-bit (16.8, Build 17763) (17
Spanish (Regional Setting: Spanish)

Microsoft Corporation

Virtual Machine

Hyper-V UEFI Release w4.1 (type: UEFI)

Intel(R) Xeon(R) Gold 6226 CPU @ 2.78GHz (3 CPUs), ~2.7GHz
S846ME RAM

8046ME RAM

AAA3ME used, 5523MB available

C:\Windows

DirectX 12

Not found

96 DPI (1@ percent)

896 DPI (1868 percent)

Disabled

Not Awvailable

Not Supported

18.88.17763.3113 64bit Unicode

Discos DEL SERVIDOR Y UNIDADES DE CD/DVD (MsINF032)

ltem Value
Drive i
Description

Compressed Mo
File System MNTFS
Size

Free Space

Local Fixed Disk

126,40 GB (135.719.284.736 bytes)

Yolume Mame

111,22 GB (119.421.493.248 bytes)

YVolume Serial Mumber  7ES4COFGE
Drive D:
Description CO-ROM Disc

MEMORIA RAM Y ARCHIVO DE PAGINACION (MSsINFO32)
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Focus. Learn. Succeed.

ITCORPORATION - Informe Técnico del Servicio

Cddigo:

OP-EOR-03 Version: 01

Vigencia:
19/04/2021

Installed Physical Memory (RAR)
Total Physical Memaory

Available Physical Memory

Total Virtual Memaory

Available Virtual Memory

Page File Space

Page File

7,86 GB
7.6 GB
3,80 GE
9,73 GE
5,36 GB
1,88 GB
Chpagefile.sys

ADMINISTRADOR DE REPLICACION: RESUMEN DE LA REPLICACION
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Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

Source DSA largest delta fails/total X error
FLAADB1 B9m: . 8/ e

FLAADBZ B6m:

NVAADEB1 B8m: @

NVAADB2 B9m:

TJADB1 18m:

TJADB2 B8m: e

Destination DSA largest delta

FLAADES1 B6m: 3: 8/ e

FLAADB2 B@7m: 28

NVAADE1 B9m: .

NVAADBE2 B6m:

TJADB1 B8m: &

TJADB2 18m: 4.

ADMINISTRADOR DE REPLICACION: SINCRONIZAR TODO
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Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

CALLBACK MESSAGE: The following replication is in progress:

From: d3cB2ae2-57b9-4712-9319-153e825748eBe. msdcs.cm. local

To : 7812al83-fb59-4aa2-82e9-53768d63dB4F. _msdcs.cm. local

CALLBACK MESSAGE: The following replication completed successfully:

From: d3cB2ae2-57b9-47f2-9319-13e825748eBe. msdcs.cm. local

To @ 7812al183-fb59-4a332-82e9-53760d63d04Af. msdcs.cm. local

CALLBACK MESSAGE: SyncAll Finished.

SyncAll terminated with no errors.

ADMINISTRADOR DE REPLICACION: MOSTRAR LA REPLICACION CON OTROS DCs
Tunja\TJADO1

DSA Options: IS_GC
Site Options: (none)
DSA object GUID: 7812a183-fb59-4aa2-82e9-53760d63d04f

DSA invocationID: b8c23484-0c72-4716-b36d-3d27513d33b0

==== INBOUND NEIGHBORS

DC=cm,DC=local
Neiva\NVAADO1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e
Last attempt @ 2024-06-11 15:57:30 was successful.

Tunja\TJADO?2 via RPC
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Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

DSA object GUID: d3c02ae2-57b9-47f2-93f9-1ae825740e0e

Last attempt @ 2024-06-11 15:57:32 was successful.

CN=Configuration,DC=cm,DC=local
Neiva\NVAADO1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e
Last attempt @ 2024-06-11 15:49:41 was successful.
Tunja\TJADO2 via RPC
DSA object GUID: d3c02ae2-57b9-47f2-93f9-1ae825740e0e

Last attempt @ 2024-06-11 15:57:44 was successful.

CN=Schema,CN=Configuration,DC=cm,DC=local
Neiva\NVAADO1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e
Last attempt @ 2024-06-11 15:49:41 was successful.
Tunja\TJADO2 via RPC
DSA object GUID: d3c02ae2-57b9-47f2-93f9-1ae825740e0e

Last attempt @ 2024-06-11 15:49:41 was successful.

DC=DomainDnsZones,DC=cm,DC=local
Neiva\NVAADO1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e

Last attempt @ 2024-06-11 15:56:23 was successful.
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Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

Tunja\TJADO2 via RPC
DSA object GUID: d3c02ae2-57b9-47f2-93f9-1ae825740e0e

Last attempt @ 2024-06-11 15:56:56 was successful.

DC=ForestDnsZones,DC=cm,DC=local
Neiva\NVAADO1 via RPC
DSA object GUID: 25e0d951-c2bc-4e2c-8c22-0a3fe048b92e
Last attempt @ 2024-06-11 15:49:41 was successful.
Tunja\TJADO2 via RPC
DSA object GUID: d3c02ae2-57b9-47f2-93f9-1ae825740e0e

Last attempt @ 2024-06-11 15:49:41 was successful.

SERVIDOR TJADO2 —192.168.40.12

NOMBRE DEL SERVIDOR Y CONFIGURACION IP
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Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

TJADB2

Windows IP Configuration

Host Name . . .
Primary Dns Suffix
Mode Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled.
DNS5 Suffix Search List.

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. . . .
Autoconfiguration Enabled .
IPv4d Address.

Subnet Mask .

Default Gateway .

DN5 Servers .

NetBIOS over Tcpip.

INFORMACION DEL SISTEMA (DXDIAG)

: T1AD@2

: om.local
: Hybrid

: No

: No

: om.local

: cm.local
: Microsoft Hyper-V Network Adapter #2
: 8@-15-5D-28-2C-13

: No

: Yes

: 192.168.408.12(Preferred)
: 255.255.254.09

: 192.168.48.20

: 192.168.48.11

192.168.10.70
192.168.10.71
192.168.40.12
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IT CORPORATION

Focus. Learn. Succeed. ITCORPORATION - Informe Técnico del Servicio
Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

Time of this report: 6/11/2824, 16:85:45
Machine name: TJADB2
Machine Id: {F5866251-@FCC-41FB-8CF5-B3E51C8252EB}
Operating System: Windows Server 2019 Standard 64-bit (10.8, Build
Language: Spanish (Regional Setting: Spanish)
System Manufacturer: Microsoft Corporation
System Model: Virtual Machine
BIOS: Hyper-V UEFI Release v4.1 (type: UEFI)
Processor: Intel(R) Xeon(R) Gold 6226 CPU @ 2.78GHz, ~2.7GHz
Memory: 8046MB RAM
Available 05 Memory: S©46ME RAM
Page File: 6489MB used, 2917MB available
Windows Dir: C:\Windows
DirectX Version: DirectX 12
DX Setup Parameters: Not found
User DPI Setting: 96 DPI (188 percent)
System DPI Setting: 96 DPI (188 percent)
DWM DPI Scaling: Disabled
Miracast: Not Available
Microsoft Graphics Hybrid: Not Supported
DxDiag Version: 18.88.17763.3113 64bit Unicode

Discos DEL SERVIDOR Y UNIDADES DE CD/DVD (MsINFO32)

lterm Value

Drive C

Description Local Fixed Disk

Compressed Mo

File System MNTFS

Size 126,40 GB (135.718.236.160 bytes)
Free Space 111,62 GB (119.856.287.744 bytes)
Volume Mame

Volume Serial Mumber  S2BEDSES

MEMORIA RAM Y ARCHIVO DE PAGINACION (MSINFO32)
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Cddigo: - Vigencia:

OP-FOR.03 version: 01 1/0412021

Installed Physical Memory (RAM) 7,86 GEB

Total Physical Memaory 7.86 GB

Available Physical Memory 2,73 GB

Total Virtual Memory 9,11 GB

Available Virtual Memory 2,81 GB

Page File Space 1,25 GB

Page File Chpagefile.sys

ADMINISTRADOR DE REPLICACION: RESUMEN DE LA REPLICACION
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Focus. Learn. Succeed.

ITCORPORATION - Informe Técnico del Servicio

Cddigo: o Vigencia:
OP-FOR-03 Version: 01 10/04/2021

Source DSA largest delta fails/total %% error

FLAADBL

FLAADBZ

NVAADS1L

NVAADB2

TJAD@1

TJADB2

14m:18s M 8
11m:.
12m: 5!
14m::
14m:’

12m: 5!

Destination DSA largest delta fails/total %% error

FLAADB1

FLAADBZ

NVAADBL

NVAADB2

TJADB1

TJADB2

11m:28s 8/ &

12m: 18

14m::

11m:

12m: 5!

ADMINISTRADOR DE REPLICACION: SINCRONIZAR TODO
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CALLBACK MESSAGE: The following replication is in progress:
From: 7812318 2-8. ._msdcs.cm. local

9-4712-9319-1ae8257480ebe. msdcs.cm.local

CALLBACK MESSAGE: The following replication completed successfully:

From: 7812al183-fb59-4daal-8. 760d63dBdf. msdcs.cm. local
To : d3cB2ae: : 1a3e825748eBe. msdcs.cm.local
CALLBACK MESSAGE: S5yncAll Finished.

SyncAll terminated with no errors.

ADMINISTRADOR DE REPLICACION: MIOSTRAR LA REPLICACION CON OTROS DCs
Tunja\TJADO2

DSA Options: IS_GC
Site Options: (none)
DSA object GUID: d3c02ae2-57b9-47f2-93f9-1ae825740e0e

DSA invocationID: 4d8eacae-9371-4d95-8958-d0a828196015

==== INBOUND NEIGHBORS

DC=cm,DC=local
Tunja\TJADO1 via RPC
DSA object GUID: 7812a183-fb59-4aa2-82e9-53760d63d04f

Last attempt @ 2024-06-11 16:02:28 was successful.
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CN=Configuration,DC=cm,DC=local
Tunja\TJADO1 via RPC
DSA object GUID: 7812a183-fb59-4aa2-82e9-53760d63d04f

Last attempt @ 2024-06-11 16:02:33 was successful.

CN=Schema,CN=Configuration,DC=cm,DC=local
Tunja\TJADO1 via RPC
DSA object GUID: 7812a183-fb59-4aa2-82e9-53760d63d04f

Last attempt @ 2024-06-11 16:02:02 was successful.

DC=DomainDnsZones,DC=cm,DC=local
Tunja\TJADO1 via RPC
DSA object GUID: 7812a183-fb59-4aa2-82e9-53760d63d04f

Last attempt @ 2024-06-11 16:02:02 was successful.

DC=ForestDnsZones,DC=cm,DC=local
Tunja\TJADO1 via RPC
DSA object GUID: 7812a183-fb59-4aa2-82e9-53760d63d04f

Last attempt @ 2024-06-11 16:02:02 was successful.
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WEBGRAFIA

20 comandos de red mas importantes en Windows

https://openwebinars.net/blog/20-comandos-de-red-mas-importantes-en-windows/

Comando DCdiag

https://masrobeznoquenunca.wordpress.com/2010/02/25/diagnostico-de-directorio-activo-%E2%80%93-

dcdiag/

Comando repadmin

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-
2012/cc770963(v=ws.11)

Comando Netdom

https://comandoreferencia.com/netdom-exe-en-cmd/

Roles Maestros de AD

https://learn.microsoft.com/es-es/troubleshoot/windows-server/active-directory/fsmo-roles

Herramienta PortQry

https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/portgry-command-line-port-

scanner-v2?ranMID=42431&ranEAID=je6NUbpObpQ&ranSitelD=je6NUbpObpQ-
9xasBPMGHJd2Wj0scE4sKw&epi=je6NUbpObpQ-

9xasBPMGHJd2Wj0scE4sKw&irgwc=1&OCID=AIDcmm549zy227 aff 7803 1243925&tduid=(ir _gmO00ykhkd

Okfagotpovo?2jbsyf2xdbar9vd 1kvgv00)(7803)(1243925)(je6NUbpObpQ-
9xasBPMGHJd2Wij0scE4sKw)()&irclickid= gm00ykhkdOkfagotpovo2jbsyf2xdbar9vd1kvgv00

Herramienta PortQryUl

https://www.elsate.com/viewtopic.php?t=2447

Herramienta PsLoggedOn

https://learn.microsoft.com/es-es/sysinternals/downloads/psloggedon

Herramienta Replication Status Tool

https://blog.workinghardinit.work/2023/07/31/active-directory-replication-status-tools-rise-fall-and-

rebirth/v
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Herramienta NTDSUTIL

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-
2003/cc736378(v=ws.10)?redirectedfrom=MSDN

LINK DE CADA SESION VINCULO

I.Primera sesion 2024-05-30 / 19:01 UTC

http://technologieshealth-
my.sharepoint.com/:v:/g/personal/mbrojasb_medilaser com co/EWxN90Xj2bBLssoeapdilXAB8 GJtj3kt-
8NyFI7BOnJrw?e=8EIll0z

I1.Segunda sesion 2024-05-31 / 02:34 UTC

https://technologieshealth-my.sharepoint.com/:v:/g/personal/mbrojasb _medilaser com co/EVGseCFd sJOjMz-
6Rc_yGcBcVdfBI6m1mttChCpkWcKuQ?e=mY7Lvr

Ill.Tercera sesion 2024-05-31 / 19:11 UTC

https://technologieshealth-
my.sharepoint.com/:v:/g/personal/mbrojasb_medilaser com co/EW7ea0hC7eFFunkbydsB4qYBjFv_fZNNmJjtlM vdel7

yw?e=p9YHaM
IV.Cuarta sesion 2024-05-31 / 23:11 UTC

https://technologieshealth-my.sharepoint.com/:v:/g/personal/mbrojasb_medilaser com co/ES1ERXQWX-
NIoFE8 KUB4gwBL4zwHH HnINDHiIQT2ycmWw?e=KSF8sm

V.Quinta sesion 2024-06-01/ 20:17 UTC

https://technologieshealth-
my.sharepoint.com/:v:/g/personal/jaosorios_medilaser com co/EYA fg0oDglDjO0zxxnUX5eAB-70jP-ZXTRfBIjkDn-

j55Q?e=7QSwWNXx

VI- sexta sesion 2024-06-02 / 00:17 UTC

https://technologieshealth-my.sharepoint.com/:v:/g/personal/jaosorios medilaser com co/EYcCRNJ4WS8b1LhNulzSozN-
cBVVwapATCik1ljMokUMO02DSg?e=hm52vU

VII. Septima sesion 2024-06-04 / 19:09 UTC
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https://technologieshealth-
my.sharepoint.com/:v:/g/personal/jaosorios medilaser com co/ERg ByAEFmM9lub442mmDo24BRbOJo1FN8ZWJBGy3M

D4YxQ?e=Yhgc3D

VIII- Octava sesion 2024-06-05 / 19:07 UTC

https://technologieshealth-
my.sharepoint.com/:v:/g/personal/mbrojasb_medilaser com co/EcGWLU4qzIBOhh9Q8d1o6doBea5Mp3IKBccXedPocO

u8 g?e=8VTyfy

IX.Novena sesion 2024-06-06 20:09 UTC

https://technologieshealth-my.sharepoint.com/:v:/g/personal/jaosorios_medilaser _com_co/EWcleYxhIVIHigG-

XUTT _GcBxqgl6gisZeKZDoi268gNc8A?e=xnYA7G&xsdata=MDV8MDJ8fGY0ZDg3ZjQ5ZDgzMjQxNTJiN2M2MDhkYzhiMjlm
MTYXxfGM1MWNKYjhiN2RmNjQwZjE4ODIjYWJIY2UxOTUwYTMzfDB8MHwW2Mzg1MzgyNTkOMzkOMDQ50Th8VW5rbm93
bnxWR1ZoYIhOVFpXTjFibWwwZVZObGNuWNBZMIY4ZXIKVOIgb2INQzR3TGpBdO1EQWIMQOpRSWpvaVYybHVNekIpTENK
QIRpSTZlazkwYUdWeUlpd2IWMVFpT2pFeGZRPT18MXxMMk5vWVhSekx6RTVPakIST1dNelIXRXdMV1kOTXpNdESEVmM1Ze

TALITURRMkxUQmIaVOptTWpobE1ESTJORjIrT1d0aVpETMtOQzFgTWIFMEXUUmINVFFOWVR]NES5MDRaakUzWkRabU1
6azNaRFJBZFcleExtZGliQzV6Y0dGalpYTXZiV1Z6YzJGblpYTXZNVGNATORJeUSURTBNamN3TXc9PXxhMRiIMGE1MmViOTU
00GR|YzdiNjA4ZGM4YjI5ZE2MXw2MzMzZTBIYmMM2MTMONMRhOWIwODMzYzZNmOTRIMTUwWOA%3D%3D&sdata=Vk5I
UjE3ckFiUVVwWMGZtdkg3VDdLYkZXSk9uK2lydU96b1hNUK5MdmIgTT0%3D&ovuser=c51cdb8c-7df6-40f1-889c-
abece1950a33%2CMBROJASB%40medilaser.com.co

X.Decima sesion 2024-06-11 / 19:09 UTC

https://technologieshealth-
my.sharepoint.com/:v:/g/personal/jaosorios medilaser com co/EYgmD26MEchIv55LAU9obwMBoJHXrXtja98rVR3XNHJ

4HQ?e=rQiWfs

Xl.Undecima sesion 2024-06-11 / 16:04 UTC

https://technologieshealth-
my.sharepoint.com/:v:/g/personal/mbrojasb _medilaser com co/ESbAafoA8M1ErweKnAgVwdcBrzz CXkX3s9gk27LtEbr
5A?e=xaVa8d
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