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Abstract

This guide provides a rigorous yet practical blueprint for integrating Zigbee networks
with Aruba Networks using three IoT Transport paths: MQTT, REST API, and
Internal Integration with Aruba Central/ESP. We cover Zigbee stack theory, addressing
and security, channel planning and coexistence with Wi-Fi/BLE, reference architectures,
minimal and reproducible CLI, JSON data models, middleware patterns for IFTTT,
monitoring, and troubleshooting.
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1 Executive Summary
• Use a single AP as Zigbee Coordinator per PAN; additional APs act as forwarders.

• Choose MQTT for real-time push, REST for simple polling, or Internal to leverage
Aruba-native policy/analytics and export selectively.

• Plan channels to avoid Wi-Fi overlap (Zigbee ch. 15–20 typically safest with 2.4 GHz
Wi-Fi ch. 1/6/11).

• Enforce AES-128 CCM* security, Trust Center policies, and per-topic ACLs on
MQTT.

2 Network Security and Firewall Recommendations

LAN Segmentation and Design

• Place Aruba APs in a dedicated management VLAN, isolated from user traffic.

• Zigbee traffic never traverses the LAN directly; it is always encapsulated in the AP–
Controller tunnel.

• Restrict SSH/HTTPS access to controllers only from trusted management subnets or
jump hosts.

• Apply role-based firewall policies to separate IoT data flows from enterprise Wi-Fi
clients.

Minimum Firewall Rules

Third-Party Integrations (Cloud Brokers / IFTTT)

• Allow outbound TCP–443 (HTTPS) only to trusted domains (e.g., maker.ifttt.com,
MQTT cloud brokers).

• Permit outbound TCP–8883 for MQTTS; block plain MQTT (1883) on the WAN.

• If supported, use FQDN-based ACLs instead of broad Internet access.

• Inspect outbound IoT traffic at the firewall to detect anomalies (rate, size, topic leaks).
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Port / Protocol Direction Purpose
443 / TCP LAN → Controller / Central HTTPS management, REST API,

Aruba Central communication
8883 / TCP Controller → MQTT Broker Secure MQTT (MQTTS) publish / sub-

scribe
1883 / TCP Controller → MQTT Broker Plain MQTT (lab only; not recom-

mended in production)
1812 / 1813 / UDP AP / Controller → RADIUS AAA authentication and accounting

(ClearPass or external NAC)
123 / UDP All devices ↔ NTP Time synchronization (mandatory for

TLS certificates)
22 / TCP Admin → Controller / AP SSH administration (limit to bastion

IPs only)
53 / UDP/TCP LAN → DNS DNS resolution for brokers, cloud APIs,

IFTTT

Table 1: Baseline firewall openings for Zigbee integration with Aruba IoT Transport.

Controller / Aruba Central Considerations

• For Aruba Central: allow HTTPS (TCP–443) to *.hpecloud.org and official Aruba
cloud domains.

• For on-prem controllers: expose REST API only via VPN or behind a reverse
proxy/bastion host.

• Enforce IP-based restrictions and TLS certificates for any northbound API traffic.

Additional Security Measures

1. Enforce mutual TLS (client and server certificates) for MQTT where supported.

2. Deploy ACLs at the switch or firewall so that only authorized APs can reach the MQTT
broker.

3. Enable logging on all firewall rules related to IoT transport for audit and anomaly
detection.

4. Segment IoT VLANs from enterprise VLANs; never bridge Zigbee flows directly into
production LANs.
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3 Zigbee Theory & Stack Overview

3.1 Layered Model

Zigbee builds on IEEE 802.15.4:

1. PHY (2.4 GHz O-QPSK DSSS; 16 channels, 250 kbps).

2. MAC (CSMA/CA, beacons/association).

3. NWK (routing, addressing, PAN formation, mesh).

4. APS (Application Support Sublayer: binding, groups, fragmentation).

5. ZDO (Zigbee Device Objects: roles, discovery).

6. Application Profiles & Clusters (e.g., Home Automation; clusters like on/off,
temperature).

3.2 Devices and Roles

Coordinator (ZC) creates the PAN, manages security keys; Routers (ZR) relay and
extend mesh; End Devices (ZED) are sleepy and attach to a parent. Only one Coordinator
per PAN.

3.3 Addressing

Each node has a 64-bit IEEE address (EUI-64) and a 16-bit short address assigned by the
ZC/ZR. Group addressing enables efficient multicast at APS.

3.4 Security

Zigbee uses AES-128 CCM*. Typical keys: Network Key (shared), Link Keys (per-pair),
and Trust Center Link Key with the Coordinator as Trust Center. Join policies: install
code, pre-shared key, or touchlink/BCS (discouraged in enterprise).

3.5 Channel Planning & Coexistence

In 2.4 GHz the Zigbee channels 11–26 overlap with Wi-Fi 1/6/11. Practical guidance:

• Prefer Zigbee ch. 15, 20, or 25 when Wi-Fi uses 1/6/11.
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• Keep at least 5 MHz guard between Zigbee center frequency and the nearest Wi-Fi
lobe.

• Measure RSSI/LQI and packet error rate; relocate Coordinator away from high-density
client APs.

3.6 Back-of-the-Envelope Link Budget

SNR ≈ Ptx − Lpath(d) − N0B

A stable link typically needs SNR ≳ 6 dB at 250 kbps. Use this to reason about range vs.
placement.

4 Aruba Integration Concepts

4.1 Roles and IoT Profiles

An Aruba AP can be configured as Zigbee Coordinator. Other APs are forwarders.
Zigbee parameters live in IoT profiles; transport/export lives in IoT transport objects.

4.2 Deployment Models

• Controller/Central-managed: APs feed events to Controller or Aruba Central/ESP.

• Controllerless (Instant/AP-only): where supported, AP exports directly via MQT-
T/REST.

5 Reference Architectures

6 Configuration (Minimal, Reproducible)

Coordinator & Forwarders

Listing 1: Define the Zigbee Coordinator profile
(ArubaController)# configure terminal

(config)# iot

(IoT Profile "zigbee -coord")# zigbee enable

(IoT Profile "zigbee -coord")# zigbee role coordinator

(IoT Profile "zigbee -coord")# zigbee pan -id 0x1234
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Zigbee End
Device(s)

Aruba AP
(Zigbee Coordinator)

Aruba Controller
/Central

MQTT Broker
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(REST Client)

802.15.4 IoT Transport

Publish

GET/POSTAdditional APs act as forwarders.

Figure 1: Aruba Zigbee integration options.

(IoT Profile "zigbee -coord")# zigbee channel 20

(IoT Profile "zigbee -coord")# exit

Listing 2: Attach to the coordinator AP
(config)# ap-name AP-LAB -01

(AP-LAB -01)# iot -profile "zigbee -coord"

Listing 3: Forwarder profile and assignment
(config)# iot

(IoT Profile "zigbee -fwd")# zigbee enable

(IoT Profile "zigbee -fwd")# zigbee role forwarder

(IoT Profile "zigbee -fwd")# exit

(config)# ap-name AP-LAB -02

(AP-LAB -02)# iot -profile "zigbee -fwd"

(config)# ap-name AP-LAB -03

(AP-LAB -03)# iot -profile "zigbee -fwd"

Verification

Listing 4: Runtime status
# show iot zigbee

Zigbee: Enabled PAN: 0x1234 Channel: 20
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Coordinator AP: AP-LAB -01

Forwarders : AP-LAB -02, AP-LAB -03

Devices : 18

7 Transport Path #1 — MQTT (Push, Real-Time)
Logic. End devices → AP (ZC) → Controller/Central → MQTT broker (publish). Apps
subscribe to topics.

MQTT Transport (Illustrative)

Listing 5: Secure MQTT transport
(config)# iot -transport mqtt 1

(iot -transport -mqtt 1)# server -url mqtts :// mqtt.mycompany.com :8883

(iot -transport -mqtt 1)# username zigbee -client

(iot -transport -mqtt 1)# password ********

(iot -transport -mqtt 1)# topic zigbee/building1 /#

(iot -transport -mqtt 1)# tls enable

(iot -transport -mqtt 1)# ca-cert myca.pem

Published JSON

Listing 6: Example MQTT payload
{

"device_id ": "zigbee_0x45AF",

"cluster ": "temperature",

"value": 25.8,

"unit": "C",

"rssi": -68,

"timestamp ": "2025 -08 -19 T14 :30:00Z"

}

IFTTT Bridge (Python)

Listing 7: MQTT -> IFTTT Webhook
import json , requests
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import paho.mqtt.client as mqtt

BROKER = "mqtt.mycompany.com"

PORT = 8883

TOPIC = "zigbee/building1 /#"

IFTTT_URL = "https :// maker.ifttt.com/trigger/zigbee_event/with/key/

YOUR_KEY"

def on_message(client , userdata , msg):

data = json.loads(msg.payload.decode ())

if data.get("cluster") == "motion" and data.get("value") == "

detected":

requests.post(IFTTT_URL , json={"value1": data})

if data.get("cluster") == "temperature" and data.get("value", 0) >

30:

requests.post(IFTTT_URL , json={"value1": data})

c = mqtt.Client ()

c.tls_set () # load CA if needed

c.connect(BROKER , PORT , 60)

c.subscribe(TOPIC)

c.on_message = on_message

c.loop_forever ()

Security. Use MQTTS (8883), per-topic ACLs, rotated credentials, and device certificates
when available.

8 Transport Path #2 — REST API (Pull, Simple)
Logic. Controller exposes HTTPS endpoints; apps poll at sensible intervals.

Polling

Listing 8: Client polls controller
curl -s -H "Authorization: Bearer eyJhbGciOi ..." \

https :// controller.mycompany.com/api/v1/iot/zigbee/devices /0x45AF
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Response JSON

Listing 9: REST response
{

"device_id ": "zigbee_0x45AF",

"cluster ": "humidity",

"value": 61,

"unit": "%",

"last_seen ": "2025 -08 -19 T14 :31:00Z"

}

REST → IFTTT (Shell Relay)

Listing 10: Simple relay
DATA=$(curl -s -H "Authorization: Bearer TOKEN" \

https :// controller.mycompany.com/api/v1/iot/zigbee/events)

echo "$DATA" | grep -q "motion_detected" && \

curl -X POST https :// maker.ifttt.com/trigger/motion_detected/with/key

/YOUR_KEY

9 Transport Path #3 — Internal Integration (Aruba
ESP)

Logic. APs forward frames to Controller/Central; you use native dashboards/policy, and
export (API/webhooks) only when needed.

10 Monitoring, Operations, and Troubleshooting

Operational KPIs

Join success rate, average LQI/RSSI by cluster, packet retry rate, event latency (AP →
broker/app), and battery life estimates.
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Aruba Central / ESP
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Figure 2: Internal path with optional export.

Common Issues & Fixes

• High PER / low LQI: relocate Coordinator; change channel; verify antenna orienta-
tion.

• Join failures: Trust Center policy, key mismatch, PAN ID/channel drift.

• REST lag: reduce polling interval, enable delta endpoints, verify TLS offload/MTU.

• MQTT disconnects: check keep-alive, TLS cipher suite compatibility, broker ACLs.

11 Security Checklist (Enterprise)
1. Enforce AES-128, pre-provision install codes or link keys; disable insecure joins.

2. Broker on TLS with CA rotation; per-topic ACLs; least-privilege credentials.

3. Controller API behind HTTPS, OAuth/JWT, IP allow-lists, and WAF if exposed.

4. Audit logs for joins/leaves/config changes; SIEM forwarding.
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Option Pros Cons
Local Server (Raspberry Pi) Low latency; full control; can

host broker and scripts.
On-prem maintenance; pow-
er/network reliability.

Cloud VM/Container High availability; scalable;
easy reachability.

Broker exposure; hardening
required.

IoT Hub + Serverless No servers; event-driven;
cloud ecosystem.

Higher initial complexity; per-
event cost.

Node-RED (Local/Cloud) Low-code; MQTT/Webhook
nodes; fast prototyping.

Extra runtime to secure; tun-
ing for scale.

Table 2: Middleware choices for bridging to IFTTT.

12 Middleware Options (IFTTT Bridge)

13 Glossary

APS Application Support Sublayer. Binding, groups, fragmentation.
CCM* AES mode used by Zigbee for confidentiality and integrity.
LQI Link Quality Indicator (PHY/MAC metric).
PAN Personal Area Network (Zigbee network instance).
Trust Center Security authority (usually the Coordinator).

14 Appendix A — Data Models (JSON)

Listing 11: Generic sensor event
{

"device_id ": "zigbee_0xE2F1",

"ieee": "00:12:4b:00:19: aa:bb:cc",

"cluster ": "illuminance",

"value": 321,

"unit": "lx",

"lqi": 192,

"rssi": -63,

"battery ": 86,

"timestamp ": "2025 -08 -19 T15 :07:00Z"

}
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