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transmission, translation or commercial use of this document or any portion of this document, in any form or by any
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Audience

This manual is intended for:
® Network engineers
® Technical support and servicing engineers

® Network administrators

Obtaining Technical Assistance

Ruijie Networks Website: https://www.ruijienetworks.com/
Technical Support Website: https://ruijienetworks.com/support
Case Portal: https://caseportal.ruijienetworks.com
Community: https://community.ruijienetworks.com

Technical Support Email: service_rj@ruijienetworks.com

Skype: service_rj@ruijienetworks.com

Symbols

&) Important information. Contains helpful suggestions or references.

A Use caution. Could result in equipment damage or data loss.
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User Guide Summary

1 Summary

Ruijie Cloud Service is Ruijie's easy and efficient cloud solutions for chain stores, small and medium-sized businesses
and boutique hotels. The solutions include equipment deployment, monitoring, network optimization and operational
lifecycle management; enabling customers with simple plug and play deployment and operation and maintenance.
Meeting the needs for automatic cloud RF planning and user experience monitoring, it also supports mobile monitoring
and alert, and fast provisioning by QR-Code scanning. At the same time it provides flexible wireless user access control
features, including high security “One person, one machine and one password” PPSK, built-in cloud Portal and Facebook

certification.

KEY FEATURES

® Unified Device Management

Fast Provisioning by Mobile APP
Secure PPSK Authentication for Staff

Captive Portal & Social Authentication for Guest

Mobile APP Monitoring & Alarm

Cloud Management Simplified Security

 Unified Device Management » PPSK Staff Authentication
» Flexible Group Configuration

+ Portal Authentication (Social Login)
Mobile Operation
» Seamless Provisioning D

» Mobile Monitoring & Alert
Notifications

Ruijie L)

Pawernd by MACE

» Automated WiFi Optimization
» WiFi Experience Analysis

@ Cloud Analytics

|
Small Office Boutique Hotel Retait Chain

29

Ruijie Cloud Solution Highlights
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Supported Browser

2 Supported Browser

For browser, it is recommended to use the following versions or above.

Supported Browser
Chrome
Safari

Firefox

Version
57.0.2987.133
10.1

52.0.2
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3 Addresses & Ports to be Permitted

Device using

Source IP  Destination IP  Src. port Dst. port Protocol Description _
this rule
Your Ruijie  Cloud login
35.241.25.95 Any 80, 443 TCP Browser
network server
Your 35.197.150.240,
Any 80, 443 TCP Ruijie Cloud server Browser
network 35.234.108.108
Ruijie Cloud server
Your 35.197.150.240, establishes the tunnel
Any 10000-12000 TCP ) ) Gateway
network 35.234.108.108 connection with the
gateway
Ruijie Cloud server
Your 35.197.150.240, delivers the CLI | AP, Switch,
Any 3478, 3479, UDP
network 35.234.108.108 commands to the Gateway
device
Your 35.190.54.251, Ruijie Cloud
Any 80, 443 TCP o STA
network 35.186.215.129 authentication server
Your 35.201.94.110, AP, Switch,
Any 80, 443 TCP Ruijie Cloud DNS

network 35.190.93.193 Gateway
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4 Register and Login

4.1 Register

1. Visit https://cloud.ruijienetworks.com.

Ruijie Cloud Service

Ruijie >

Poriered by MACT:

©2014-2020 Ruijie Networks Co.Ltd | GDPR | Privacy Policy | Contact Us

2. Click Sign up to open the Register page.

Register
©

GMT+8:00)Asla/Hong_Kong

3

©2014-2020 Ruijie Networks Co.Ltd | GDPR | Privacy Policy | Contact Us

&S cloud.ruijienetworks.com BIBAL...

3. Select your country or region.

Note: The Server Hosting is determined by country. Please choose your country correctly, or the device may fail to go
online. When the selected country or region does not match the current server, the page will automatically refresh

without affecting the registration.


https://cloud.ruijienetworks.com/
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Rufie &5
Register
@ ®
*

Albania

Algeria *
American Samoa
Andorra

Angola

Eﬂ B
HEGE.

| agree to the User License Agreement and Privacy Policy

Already have an account?

®

4.  Select your time zone.

Ruiie (
Register
(5  (GMT+8-00)AsialHong_Kong *
(GMT+8:00)Asia/Chongqging
(GMT+8:00)Asia/Harbin N
(GMT+8:00)Asia/Hong_Kong o
(GMT+8:00)Asia/Irkutsk .
(GMT+8:00)Asia/Kuala_Lump
(GMT+8:00)Asia/Kuching
T 000 *
HEOE. -

| agres o the User License Agreement and Privacy Policy

Already have an account?
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5.  Enter your Email address, and an activation Email will be sent after registration.

Note: One email address can be registered once only.

Ruijie /_)

Register

€ -
@ (GMT+8:00)Asia/Hong_Kong *
= .
o =
o *
2 *
A -
1Y -
@ K9gM -

| agree to the User License Agreement and Privacy Policy

Already have an account?

6. Enter and confirm the password.

Note: The password should be a combination of two or more items among numbers, letters and special characters in the

length of 5 to 12 characters. Space is not supported.
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Ru:jfelf)
Register
@ B

@ (GMT+8:00)Asia/Hong_Kong *

#

<]

=]

Be

= K99M -

| agree to the User License Agreement and Privacy Policy

Already have an account?

7.  Fill'in the rest required information and click Sign up.

8.  Open the activation Email in your mailbox and click the link to activate your Ruijie account.

Dear

Welcome to Ruijie Official Website and Ruijie Cloud!

To activate your account, please click the following link.

r account

The activation link will expire after 15 day.
Follow Ruijie Partner Group on Facebook, to learn more on how to use/sell Ruijie products, and share your experience with thousands of other Ruijie partners.

Join Ruijie Partner Group

***This is an automated Email. Please do not reply to this****

Best Regards,
Ruijie Official Website & Ruijie Cloud Team

info@mail.ruijie.com.cn

If your information is verified and saved, the registration succeeds.
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Congratulations!

Your activation has been successfull Click here to log in to Ruijie Cloud.

4.2 Login

1.  Visit https://cloud.ruijienetworks.com.

Ruijie Cloud Service rugie £

Poniered by MACT.

©2014-2020 Ruijie Networks Co.Ltd | GDPR | Privacy Policy | Contact Us



https://cloud.ruijienetworks.com/
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2. Enter your username and password, and click Login. After the information is verified, you can access the system.

4.3 Forgot Password

1. Click Forgot password? to open the Forgot password page

Ruijie Cloud Service

Ruijie >

Poriered by MACT:

Forgot password?

©2014-2020 Ruijie Networks Co.Ltd | GDPR | Privacy Policy | Contact Us

2. Enter your Email address, click Send Code, and enter the security code contained in the Email into the

Verification Code box.

Rugie 5
Forgot password?

©2014-2019 Ruijie Networks Co.Ltd | GDPR | Privacy Policy | Contact Us

3. Enter and confirm the new password.

Note: The password should be a combination of two or more items among numbers, letters and special characters in the

length of 5 to 12 characters. Space is not supported.

4.  Click Save. If your information is verified and saved, you can use the new password to log into the system.
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5 Monitoring

This part enables you to monitor the following items:
® DASHBOARD

® TOPOLOGY

® ALARM

® REPORT

® DEVICE

® CLIENT

5.1 DASHBOARD

After logging in, the Dashboard appears, or you can click Dashboard in the menu to open the page.

MONITORING CONFIGURATION MAINTENANCE

FR, | 1653454930...
ALL v Search Netwark Q. (GMT+8:00)Asia/Hong_Kong Manage Network | Unbind Device
1 DASHBOARD
i
3 3 i
55 TOPOLOGY | Overview | Registered Device Distribution i Search the location you need I E
X y
I ALARM . N b
B 1 0 \
= \
REPORT AP SinTotal | Swilch 0in Total : J
7
Network Russis 5
;
= 7
Vaucher 1 @& 0 ; z y i
= pevice Gateway 3in Total Home Router . s ™, e -
fongali }
™ i =
¥ ¥ ! .
AP = = 5" | North United States
S i, vt orea | Pacific N
e oy gy Otz { ‘ocean Doe
Paidstan A 1
Wireless Bridge Fin Tok Ciient o e g
Switch ’ et i droia - i s
! g 1 -
H
Gateway ae ! Venszuea @
1y CE
Home Router S \ ="
I Alarms - Indonesia 'nguxmeu -
e ihes e
ri &
’ indien (
tdagasear
€ CAMERA 1 5 0 3 § Ocean Ausratia i south .
f Pacific e =
Uncleared Today This Week | Ocean
cameras B y Google - I Mep det 82021 _ Term of Us Bt
NVR ..} =
SR CLIENT | 2.4G/5G Clients | Channel Distribution and Usage @ =)

N\ ”

® Overview

| Overview
B 1 1
Lite ]
AP 1in Total Switch 1in Total

1 0

Gateway 1 in Total WiFi Router 1 in Total

&l 0 A 0

Wireless Bridge 1 in Tofal Client




User Guide

Monitoring

Overview displays the statistics of APs, switches, gateways and clients. The upper number indicates the number of
online devices, and the lower number indicates the total number of devices.

® Alarms

| Alarms

3

Lincleared

9

Today

9

This Week

Alarms displays the number of uncleared alarms, new alarms today and total alarms generated this week

Registered Device Distribution

| Registered Device Distribution

Search the location you need ]m
Greenland \\
A
A

., \

Y

Finland ]

Iceland Sweden > 7%

. d
K 7
@ |
o 7
United 4 7
Kingdom b3 2 ,
Poland > ’\
o S ~,
G!n:nany i sine Kazakhstan 5 b
France ™ = Mongolia :
o Italy : {
North i Turkey % A chi Qou\ Japan : Nao {t h @
Atl N Sty h Korea i Pacific
antic iraq ghanistan | Ocean
Ocean o |
Algeria | |jhys  EQYPL Pakistan :
Saudi Arabia India A 2 | .
Thailand |
Mall  Niger Sudan e | +
=
J Nigeria Ethiopia [ :
| t=
-Go gle““““““‘"”“"T)ﬁc““"e"” ““““““““““““““““““““““ = R e e ] Map data ©2019 ! Terms of Use

The map displays the device distribution by default. Devices are displayed in network, and the number on icon indicates
the device number. Point to the icon, and the device and alarm number are displayed.

e

fE
| Binding Network Location

©
BACK QINJIA ) FENITE
E Unbound Network List (22)

Nature2

gy Nature_Test
5

Venus_Test
"
Jack_Test
-
HOUHE|
=
TestNetwork
NORTH
1k
By Win
°
Rd ~ Jinsh
gy 24Tranning
v g
2 |
2
g k1
s
DIJAZHAI
Googles=

ENGYICUN

3 amy o
YUZHAOZHAI 3 DISTRICT &
pos o Search the location you need } m
MUXI 108/ W BAOSHAN ROAD
RESIDENCE SHANGWAXINCUN RESIDENTIAL
AT kit DISTRICT
FlgE Sheraton ¢ ai
4Rd 5 i L@
YICHUAN ROAD ang BV H : Haily,
SHIQUAN ROAD YICHLAN ROS! e z ® 1%
RESIDENTIAL 2 s
DISTRICT §
DISTRICT 2 ® &
gRs e s108 3
n RS e % EHER
™" GOUYANGXINCUN % Q anEnAR
M . o
d
Y & TIANMU ™
%, = WEST ROAD ZHAPU ROAD
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® DISTRICT DISTRICT
s MEESRL Q REEE R
5 [ LigAtitid d
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RICT JIANGNING BEIZHAN
CHANGSHOU o RESIDENTIAL WAITAN  Oriental Pearl TV
s e RESIDENTIAL RES'DENTIAL DISTRICT RESIDENTIAL bia ]
DISTRICT DISTRICT B e DISTRICT
KA ATR EN b3 SUDQI’EFBP’
UOSICUN 2N=X0AD o Nanjing Road ;
LA RESIDENTIAL Pedesmlan Sveet Q wumcxEQ
e DISTRICT ‘ i
% ® e BMAZH, u¥ %JSEF‘UQ %
o 2, Q Tower books o e %,
AH
AXINCUN. o CAOJIA FERRY Sha n g ha LAOBHMEN “)
5 83
: R STRICT - 1BFE" 17 @) S 2 Em b0
ERE Shopping mall ES YuG
& 2 PEOPLE'S MO LOaN .
JING'AN TEMPLE z SQUARE u oplm
RESIDENTIAL & RESIDENTIAL O s RESIDENTIAL =
DISTRICT JING'AN DISTRICT DISTRICT s
£ BEX AN i
N ) a

Map data €2019  Terms of Use
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Click to bind the network. In the Unbound Network List, you can drag a device to the map to bind the location;

on map, you can drag a network to change its location, or click Unbind to unbind the location.

® 2.4G/5G Clients

| 24G/5G Clients

W 24G
W sG

The chart displays the statistics of clients using 2.4G and 5G.

® Channel Distribution and Usage
| Channel Distribution and Usage

2.4G |
1

5G .
124

H (die Busy [ Overload

The chart displays the channel statistics.

Channel 124
Device (1)
[ 4 mige 1 |age
Busy 0
M Overload 0
Client (0)
5G ||

124

H (die Busy [ Overload

For more information, point to a channel. The channel usage is graded as:
Idle: 0% to 59%

Busy: 60% to 79%
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Overload: 80% to 100%
®  WiFi Client Summary
Network Metrics Last 24 Hours =
| WiFi Client Summary

Clients

10

B

6

4

é_ﬁ_/} j\-\—\ Y — S

01-06 16:50:00  01-06 19:40:00  01-062230:00  01-07 01:20:00  01-07 04:10:00  01-07 07:00:00 ~ 01-07 09:50:00  01-07 12:40:00  01-07 15:30:00

The chart displays the trend of recent clients.
® Top 10 Networks by Traffic

| Top 10 Networks by Traffic

Ranking Network Traffic Clients

The table displays the top 10 networks ranked by traffic.

® Top 10 WiFi Clients by Traffic

| Top 10 WiFi Clients by Traffic

W 3450.46c9.bibd

The chart displays the top 10 clients ranked by traffic.

® Top 10 APs by Traffic
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| Top 10 APs by Traffic

Ranking AP Traffic Clients
1 G1KDOHHO02861E wiozv [ 11
2 G1KQBTFO1872A 267K | 1

The table displays the top 10 APs ranked by traffic.

® Top 10 SSIDs by Traffic
| Top 10 SSIDs by Traffic

W 551D testDatad
Mature Cloudtest
W MNature2 Cloudtest
939.78G M Guogiang
W 015_Mew _Portal_SSID_015
W 551D testDatas

— e —

ARY

Total

The chart displays the top 10 SSIDs ranked by traffic.

5.2TOPOLOGY

Topology displays the network topology and device status, and offers the project report.
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User Guide
EG3250 2% petect New Device & Management Password Project Stalus Online Clients Alarms
“ Creation Time:2021-01-21 11:29:14 Uptime:0Days Not Deliver- 0 0
| Topology Update Time: 2021-01-21 11:29:24 (Complete) Details Device

Gateway” 1/1
‘Wireless Bridge: 0/0

Switch: 1/1
Instruction

® EG3250
SNH1MT722K000263

5.2.1 Data Monitoring

® Basic Information

Bl AP 11 gtac oo 3 wiFi Router 010

To avoid risks, please start the diagnosis.

Start Diagnosis

1]
Status

Connectiyity  13:00 17:00 21:00 1:00 5:00  9:00
O Uplink Downlink
Speed . w0
A s 8
T 0.03MBDS 9t i Dottt o
2 2
L 0.01mbps 4 T

B xcellont. () Good () Poor

Display the creation time, uptime, quantity of online clients and alarms.

EG3250 £%Detect New Device & Management Password

® Network Topology

The topology displays the device connection and status. Click a device, and its detailed information will be displayed on

the right.

| Topology

9

[ Search

Gateway: 1/1 Switch: 171 [F]| APz /1
Wireless Bridge: 0/0  Instruction

+
100%

= Gil/B

@) AC: 010 @ WiFi Router: 0/0

Online Clients

0

Project Status

Not Deliver~

Creation Time:2021-01-21 11:29:14 Uptime:0Days

Update Time: 2021-01-21 11:29:24 (Complete)

Update Topology Vertical

]

® EG3250

SNH1MT22K000263

® NBES3100-8GT25..

Alarms
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When the topology is abnormal, a note is displayed as shown below

Ruifie MONITORING  CONFIGURATION  MAINTENANCE ®n 0 8 ©
FA, | ruok@chacu... v
Secen_V320_1210 Search Network (GMT+9:00)Asia/Tokyo Manage Network | Unbind Device
1} DASHBOARD
& TOPOLOGY . N N
Secen_V320_1210 & Management Password Project Status Online Clients Alarms
& ALARM -
Creation Time:2021-01-07 11:22:46 Uptime:5Days In PI’Og ress 0 3

H REPORT

Network

Voucher | Topology Update Time: 2021-01-07 11:22:54 (Complete) Details  Device

Diagnase again
AP Gateway: 0/0 Swich 0/0  [F| AP 01 [*AC: 00 () WiFiRouter 010 [T Wireless Last Record: Pass View More
Bridge: 0/0  Instruction

AC Status

Switeh [ The topology is abnormal. Please click here for details.

Gateway

WiFi Router .25 Connectivity

Bridge
S CLIENT

Ru;ﬁ_e.‘ b} MONITORING  CONFIGURATION _ MAINTENANCE
S T\p

| Abnormal Topology
Devices in the network, Gateway: 0, Switch: 0, AP- 1, AC: 0, WiFi Router: 0, Bridge: 0
Devices in the topology, Gateway: 0 , Switch: 0, AP: 0 ,AC: 0, WiFi Router: 0 , Bridge: 0

Possible Causes

&% There are only Ruijie APs in the network. No topology can be displayed.

® Details and Device
Details displays connectivity, network speed, WiFi experience, and number of online/active clients.

Device displays the information of different kinds of devices.
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Details Device

To avoid risks, please start the diagnosis.

Status

Connectivity 13:00 17:00 21:00 1:00 5:00 S:00
(" Uplink Downlink
Speed 10 ¥
A >
T 0.03Mbps oo B - 0-0-0-00-000 - B
2 Z
+ 0.01mbps 4 =

B Excellent [ Good -2 Poor

WiFi Experience 1.5 -
- 1 &
0.5 %
0
2
O
15 =
Online Clients g

1

Details  Device

(o) () (2]

® Ruijie eWeb
G1INWC1TO00066
Model: NBS3100-8GT2SFP-PIP: 192.168.1.3

5.2.2 Report

To view the network report, point to Project Status, and click View Report.

% default & wmanagement Password Project Status Online Clients Alarms
Creation Time: Uptime:Days In Progress~ 0 0
® Delivery
| Topology Update 2020-12-09 02:14:01

Update Topology Horizontal

tart the diagnosis.
Gateway: 0/0 swich: 00 [F| AP 00 [ AC: 010 @ WIFi Router: 0/0 @ Add Project
Wireless Bridge: 0/0  Instruction 2019-03-11 12:32:56

The project delivery report can be exported into multi-languages.
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| Preview Language:  English v Edit | Download Report | Back

Rugie | tReyee

Perf
Project Report

Report Time: 2021-02:01

| lem | -

To edit the report, click Edit on the upper right corner to customize the report.
| Preview Language:  English v | Download Report | Back
Ruijie | tReyee =
Perf
Project Report
]
L
L

You can edit:
® Title
® Cover

® Basic information
® Configuration

® Diagnosis data

®  Deuvice list

® Topology
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default -~ Search Network  Q

| Edit

(GMT+0:00)Africa/Abidjan  Manage Metwork | Unbind Device

‘ZRefresh | Preview | Download Config File | Download Report | Back

1. Cover

default
Project Repart

2. Basic Information

LOGO:

defaultReport .#"

Itis recommended to uplead the image in the ratio of 4:3.

Only support png, jpg, jpeg and bmp.

5.2.3 New Device

5.2.3.1 Add New Device

1. Cover
2. Basic Information
3. Configuration
4. Diagnosis
5. Device
6. Topology

When you add a new device, Cloud will refresh the topology automatically. If Cloud fails to detect the new device, you

can click Detect New Device to manually update the topology.

EG3250| 5 Detect New Device | & tManagement Password

“ Creation Time-2024-01-21 11-29:14 Uptime:0Days

Update Time: 2021-01-21 11:29:24 (Complete)

| Topology

Search

D

Gateway: 1/1 Switch: 1/1

Wireless Bridge: 0/0

Instruction

Update Topology Vertical

Bl AP 11 @ Ac:00 (3 WiFi Router: 0/0

Gil/6

® EG3250
SN:H1IM722K000263

The new device can be added to the current network.

1]
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1 new device of other network is detected
Detection Time: 2020-06-25 13:59:42
Secen_egw_eap_245 Add to Network

EG105G-P SNMACCEG 1689832 MAC: 00d0.7815.0844

5.2.3.2 Device Information

Click a device in the topology to check its configuration.

| Topology Update Time: 2021-01-21 11:29:24 (Complete) o Ruje & *

I Searen -\{] e - @ Instruction Device Information |eWeb Telnet

Gateway: 1/1 Switch: 111 [ AP 111 [ AC 040 @W\Fi Router 010 [
Wireless Bridge: /0 Instruction

UMGMT 1

2z 3 4 H & 7

+
100% SN Type Model

_ H1M722K000263 Gateway EG3250
MAC Management |P

= S0 0074.9cb5.1a75 192.168.118.59

Port Configuration
® EG3250
SN:H1M722K000263 <]
I’ Port Access Type ——

GiD/D - E
Gio/e dhcp @

5.2.4 Diagnosis

The function diagnoses the network connectivity and link status. Click Start Diagnosis or Diagnose again on the right to

start diagnosis.

Details Device

To avoid risks, please start the diagnosis.

Status

Comnectyiy  14:00 18:00 22:00 2:00 6:00  10:00
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Diagnosing...15%

Layer 2 and 3 Connectivity ~
Address pool and VLAN test...checked.
Link Status ~

Port flow monitoring... 1/1 devices checked

Port negotiation rate and duplex test... 1/1 devices checked

Click View More to check the previous diagnosis results.

Details Device

Diagnosis

Last Record: Pass

@ Layer 2 and 3 Connectivity v

Q Link Status v

5.2.5 Virtual Device Complete on Topology

Select MONITORING > TOPOLOGY, and select a project to check its topology. When some device models can not be

recognized, they will not be displayed on the topology. In this case, you can add the device manually.
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MONITORING CONFIGURATION MAINTENANCE

A | renestas00.. v
Secen_eg32_test Search Network  Q (GMT+9:00)Asia/Tokyo

Y DASHBOARD

Topology Advanced
&2 TOPOLOGY

I ALARM -
REPORT

Network

Voucher
S DEVICE

AP

AC

Switch

Gateway

Home Router

Bridge GD)
4 CAMERA D

Cameras B -

v Foon] apizso
S8 CLIENT

Click More > Manual Add on the upper right corner of topology.

Secen_eg32_test v Search Network ~ Q (GMT+9:00)Asia/Tokyo  Manage Project | Conflict Netw

@ Network > Manual Add
P nstruction

Configure Virtual Device

1. Point to the virtual de

Gor Upport

2. Select the device typ
Select Device Type

Unmanaged Switch

GD
N ES05
A
ES056
=
CD) (@)
T
- =
Apaio 5 sccnToes

Select a device in the topology to add a downlink device.

GD)

'«._'_.f'
GEdit Alias
FRRR SRR e e @ Add Downlink Device
MESS200
1

5.3ALARM

5.3.1 Alarm List

By default, Alarm List displays the uncleared alarms. You can select alarm type, level and cleared status to filter alarms.
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Alarm List supports the search based on AP serial number, alarm type, alarm source (network/device), and alarm

generation time.

| Alarm List @

0 Selected

Network SN Type

Nature1 G1LQT0P053785

Nature G1MQBKN105764

Nature G1LQCKH013824

Device goes offine Major No
Device goes offline Major No

Device goes offine Major No

Level 4 Cleared 4 Content

You can configure thresholds in Alarm Settings.

The following describes the conditions for generating alarms.

Type
Device goes offline

Device goes online and

offline continually

All devices are offline

High channel usage on AP

System
usage(CPU/memory

usage) above threshold

Switch RLDP
Abnormal network access

on gateway

High packet loss rate on

gateway

Uplink rate above threshold

on gateway

Downlink rate above

threshold on gateway

Condition

An AP goes offline.

The online/offline change times of an
AP exceeds the default threshold
within two hours.

All APs in a network go offline.

The RF channel utilization exceeds
80%.

The CPU or memory usage of

AP/switch/gateway exceeds the

threshold.

A loop occurs on the switch.

The gateway port fails to ping the
specified domain or IP for several
times.

The packet loss rate of gateway

exceeds the threshold.

The uplink rate exceeds the specified
percentage of threshold for several
times.

The downlink rate exceeds the
specified percentage of threshold for

several times.

‘Generated at

2019-08-26 19:26:00

2019-08-22 20:58.00

2019-08-21 13:58:00

< e - "

SN Q| Advanced Search

Cleared on Updated at Action

2019-08-26 19:25:59

2019-08-22 20.57.59

2019-08-21 13:57:59

10 & 3 in total

Description
The AP is disconnected from the Cloud Service,
or the AP is powered off.

The connection between the AP and the system
is unstable or the AP has a firmware or
hardware fault.

N/A

RF channel utilization is high and interference
is strong. It is recommended to change the
channel.

For AP, the default threshold for CUP usage is
85% and for memory usage is 85%.

For switch, the default threshold for CUP usage
is 50% and for memory usage is 65%.

For gateway, the default threshold for CUP
usage is 50% and for memory usage is 65%.
Custom values are not supported.

N/A

When the Ping test failed for the specified times,
the alarm is sent. The times and domain/IP
address can be configured manually.

When the packet loss rate exceeds the
specified percentage of threshold for several
times in 5 minutes, the alarm is sent. The times
and threshold can be configured manually.
When the uplink rate exceeds the specified
percentage of threshold for several times, the
alarm is sent. The threshold, times and
percentage can be configured manually.

When the downlink rate exceeds the specified
percentage of threshold for several times, the
The threshold,

percentage can be configured manually.

alarm is sent. times and
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SIM card traffic exceeds
limit

GPS signal is not found
CPU usage is high

Memory usage is high

Disk space usage is high

Flash usage is high

CPU temperature is high

5.3.2 Ignore Alarm

SIM card traffic exceeds a default
threshold.

GPS signal is not found.

CPU usage exceeds a default
threshold.

Memory usage exceeds a default
threshold.

Disk space usage exceeds a default
threshold.

Flash usage exceeds a default
threshold.

CPU temperature exceeds a default

threshold.

Only MTFi devices support this alarm.

Only MTFi devices support this alarm.

Only MTFi devices support this alarm.

Only MTFi devices support this alarm.

Only MTFi devices support this alarm.

Only MTFi devices support this alarm.

Only MTFi devices support this alarm.

Select the alarm you want to ignore in the Alarm List, and click Ignore Alarm.

5.4 REPORT

5.4.1 Network

Network is divided into 3 parts: Summary, Device and Client. All charts support searching data in the last 94 days with
the same query conditions, except the statistical charts with that display real-time data and Client > Experience
chart that only displays data in the last 7 days. All charts automatically refresh every minute. Reports can be exported into
CSV or PDF files, or sent by Email.

5.4.1.1 Summary

® Summary > WiFi Traffic Summary

| WiFi Traffic Summary

Uplink Downlink

Traffic (MB)

(N . N A N )
JRESNE e S, S S

©% @ e

) SR R e B A T
& o oT o @ P @ @ e @t a°

e F o o

o o gl [\
The uplink/downlink traffic summaries of the selected network during the specific period.

Uplink: Traffic directed from internal network to external network.

Downlink: Traffic directed from external network to internal network.

® Summary > Channel Distribution and Usage
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| Channel Distribution and Usage @

24G

5G L

The channel distribution and usage of the selected network.

Channel 153

Device (1)

| s

Client (2)

5G |

For more details, point to a channel. The channel usage is graded as:
Idle: 0% to 59%

Busy: 60% to 79%

Overload: 80% to 100%

® Summary > SSIDs by Client

| SSIDs by Client

Ranking SSID Clients Traffic
1 Nature_Cloudtest 1 N 770.35M
2 A_oneclick 9 - 21.48M
3 nature1 [ | 18 69K
4 A_voucher 7 . 2.55M
5 wang1 7 . 49.51K
] A_oneclick123 | 23.38K
7 nateure2 + 20.68K

The SSIDs ranked by client number of the selected network during the specific period.

® Summary > SSIDs by Traffic

| SSIDs by Traffic

Ranking SSID Traffic Clients
1 Nature_Cloudtest T70.35M _ 10
2 Venus_Cloudtest 181.04M - 1
3 A_oneclick 2148m | 9
4 A_voucher 2.55M | 7
5 wang1 4951K | 7
6 A_oneclick123 2338k | 6
7 nateure2 068K | 4

The SSIDs ranked by traffic of the selected network during the specific period.

® Summary > RSSI Statistics
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| RSSI Statistics @

Strength Clients Proportion
W Strong 1 100%
Medium 0 0%
H Weak 0 0%

The wireless signal strength of the selected network during the specific period. The signal intensity is defined below:
Weak: RSSI| < -80dB
Medium: -80dB < RSSI < -70dB.

Strong: RSSI > -70dB
5.4.1.2 Device
® Device > Device Summary

| Device Summary

Device Total Online Offline  Not Online Yet

m AP 2 1 1 0

7
r Switch 3 0 2 1
B Gateway 2 0 1 1

The online status of devices of the selected network during the specific period.

® Device > AP Activity

| AP Activity @

Inactive [l) Medium ([l Active

Ap
2

1.5 |
1

0.5 |
0

20190407 20190425 20190512 20190531 2019.0618  2019-07-06

The AP activity of the selected network during the specific period. The chart does not support searching data in the last
24 hours.

AP activity is evaluated based on the number of active clients accessing the AP in a day. APs not associated with any

clients are not calculated.

Inactive: <5 active clients
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Medium: 5-9 active clients
Active: 210 active clients.

® Device > Top 10 APs by Client

| Top 10 APs by Client

Ranking AP Alias Clients Traffic
1 G1KDOHHO2861B 52002 7 794.53M
2 G1KQETFO1872A  Ruijied1 1] 181.04M

The top 10 APs ranked by client number of the selected network during the specific period.

® Device > Top 10 APs by Traffic

| Top 10 APs by Traffic

Ranking ap Aias Traffic Clients
1 G1KDIHHO2861B 520W2 IR 0 | 37
2 GIKQB7FD1872A  Ruijiedd s1.0am [l 1

The top 10 APs ranked by traffic of the selected network during the specific period.

® Device > Firmware Version

| Firmware Version

W AP_RGOS 11.1(5)B40P6...

AP_RGOS 11.1(5)B40P9...
W 519 RGOS 11.4(1)B42P...
W EG_RGOS 11.9(1)B11S1...

W Unknown Firmware Version

The proportion of firmware versions of the selected network during the specific period.

® Device > Hardware Version
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| Hardware Version

W APS20(W2) 1.00
AP740-11.20

W EG3000UE 1.00

W %5-51960-10GT25FP-P-...

W H5-51060-48GT4SFP-H ...

B Unknown Hardware Version

The proportion of hardware versions of the selected network during the specific period.

5.4.1.3 Client

® Client > WiFi Client Summary
| WiFi Client Summary

Clients
12

10
:

6
4
2
[
U C I TIIC B GG S I S LIPS U C S CRSE: SRS, (2, S T AR A N < S CI IR LR AT | S AR LR\ R
T N N oM T T N T T O o o Y o T T T T o o o g g T T o T gl dl

The client summary of the selected network during the specific period.

® Client > WiFi Client Activity

| WiFi Client Activity @

Inactive Minimal Low () Medium () Hich [l Extreme

10 l

: ||
6

L
0

2019‘704—07 2019-04-15 2019-04-23 2019-05-01 2019-05-09 2019-05-17 2019-05-25 2019-06-02 2019-06-10 2019-06-18 2019-06-26 2019-07-04

The client activity of the selected network during the specific period. The chart does not support searching data in the last
24 hours.

Client activity is evaluated based on online duration and traffic volume (from highest to lowest):
Inactive: <100KB traffic

Minimal: Any time and 100KB traffic

Low: 1h/d and 500K traffic

Medium: 2h/d time and 2M traffic

High: 4h/d time and 5MB traffic

Extreme: 8h/d time and 10MB traffic

® Client>2.4G/5G Clients
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| 2.4G/5G Clients

W 240G
M 5G

The proportion of STAs using 2.4G/5G of the selected network during the specific period.
® Client > Top 10 WiFi Clients by Traffic

| Top 10 WiFi Clients by Traffic

Ranking MAC Alias Traffic Uptime
1 64D0.2695.1ee4  Venus arz7om [ 5h 32m 335
2 a057.632a.9203 - seseav [N 11h 59m 12s
3 3045.9609.0557  Nature ssszm 4n 57m 0s
4 8c0d.7677.127d - 11.96M | 28h 4m 535
5 012.9884.c16d - agm | 1h 16m 4s
§ 8c85.9090.0eTb - 20 | 0h 40m 465
7 12f0.e4eb Gebh Venus 24047 | 0h 49m 525

The top 10 clients ranked by traffic of the selected network during the specific period.

® Client > Captive Portal

| Captive Portal

Type Total Proportion
B One-click L] 0%
0
Clients Voucher L] 0%
B Account Q 0%
B Facebook 0 0%

The proportion of authentication types of the selected network during the specific period.

® Client > Experience

| Experience @ Al 246 56 || 2019-07-08 5

B ccellent [ Good Poor Inactive () Score
Number Score

e
| |1

IIIMI i I‘III

R A A R A A R AR A EEAA R RO

0:05 01:10 02:15 03:20 04:25 05:30 06:35 07:40 08:45 09:50 10:55 12:00 13:05 140 1

—_— 100
‘ 80

|

| %
[T TR o
HANEHH R 20
LR AR TRRARRAN AR

16:20 17:25 18:30 19:35

bo W e

Client MAC Reported at Band AP MAC Experience Type Reason Channel Usage Noise Floor Pkt Loss Rate Delay
54b0.3695 Teed 2019-07-08 16:57 56 5860.6000.085 Good - a7% -103 0 589
2057.6322.0203 2019-07-08 16:57 56 5860.6000.085 Good - a7% 103 53 il
1810.e4eb 6cbb 2019-07-08 16:57 56 5860.6000.085 Excellent - a7% -103 0 08 H
8c0d.7677.187d 2018-07-08 16:57 56 5860.6099.0875 Excellent - 87% -103 (i 05 J
decf.9631.79c3 2018-07-08 16:57 56 5860.6099.0875 Excellent - 87% -103 i 6 |

Page | 1 of 1 Next Last 10« 5 in total
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The experience status during the specified time and collects data every 5 minutes. You can switch between 2.4GHz and
5 GHz.

Client information: Click an indicator bar to display more information.

Excellent: HDV and internet game are available.

Good: communication application, Web page and VolP are available.

Poor: go offline frequently or hard to go online.

Inactive: check whether a client is inactive according to the traffic and power usage.

Score: Take the parameters of client delay, client packet loss, signal strength and so on as the reference, and then use

the SVM algorithm to get the score.

5.4.1.4 Export

® Export to CSV/PDF

Summary Device Client Last 24 Hours ~ =

Exportto CSV

| WiFi Traffic Summary Export to PDF

Uplink Downlink
Traffic (MB)
1
0.8
0.6
0.4
0.2
0
12-14 16:40:00 12-1419:10:00 12-14 21:40:00 12-15 00:10:00 12-15 02:40:00 12-15 05:10:00 12-15 07:40:00 12-1510:10:00 12-15 12:40:00 12-1515:10:00
- ©
Point to , and select Export to CSV/PDF.
® Mail
Send Email
Send as ®csv (JPDF
Email I l ]
| o

Click ™, select the file type, enter Email addresses, and click OK.

5.4.1.5 Monthly Report

The monthly report displays the network monitoring data, including user and flow summaries.
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Ruifie (> MONITORING ~ CONFIGURATION ~ MAINTENANCE
ER. | 1653454930.. v )
ReyeeEG ~ | Search Network (GMT+6:00)Antarctica/Vostok  Manage Network | Conflict Network | Unbind Device
{t DASHBOARD
bata
£ TOPOLOGY Summary Device Client Last 24 Hours Ve = S Monthly Report
& ALARM
' PEPGAT | WiFi Traffic Summary
Network
Uplink Downlink
Voucher Traffic (MB)
015
& DEVICE 012
. 009
" 0.06 =
AC 003 g
Switch 03-2916:50:00  03-2019:50:00  03-20 2250:00  03-3001:50:00  03-30 04:50:00  03-300750:00  03-30 10:5000  03-30 13:50:00 ' E
Gateway e |

Hama Reidar

You can send the report immediately to receivers, or enable Scheduled Report so that Cloud will send the report on the

first day of each month automatically (beta function for partial users).

Ru:/’fe b MONITORING ~ CONFIGURATION ~ MAINTENANCE Pne oo

ER | 1653454930

ReyeeEG v Search Network O (GMT+6:00)Antarctica/Vostok Manage Network | Conflict Network | Unbind Device

@ DASHBOARD
& TOPOLOGY | Monthly Network Report (Reports are retained for one year) ‘ 2021 vl ‘ 02 vl B Download Report | BSend Report | “Back
& ALARM i
REPORT
Network
Voucher
& DEVICE

AP Monthly
AC etwork Report

Switch
Gateway

Home Router

Bridge
@ CAMERA
Cameras 2B @
NVR = a
R CLIENT T

4

You can send the report in the format of PDF or CSV to the specified Emails. The report can be sent at fixed period.

Send Report x

Note: The report of the last month will be sent before 6 am on the 1st day of each month

Send Report to [ Email +
Send type pdf csv
Scheduled Report [ & |

n Close

5.4.2 Voucher

The Voucher Report records the sales of voucher during the specified period.
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| Voucher Report Last1Day Last7Days Last30Days Custom |

No. Package Name Description Price Qty Activated Accounts Total Price

Total 1] 1] 0.00

Click L to export the Voucher Report in PDF format.

Qty: Number of vouchers generated by each package in the specified period.
Activated Accounts: Number of vouchers activated by each package in the specified period.
Total Price: Total price of vouchers activated by each package in the specified period.

Total: Number of vouchers generated by all packages, number of vouchers activated by all packages and total amount of

vouchers activated by all packages.

5.5DEVICE

Select MONITORING > DEVICE to display the Devices page, and select a network on the top to filter devices.
551 AP

5.5.1.1 AP List

| APList New firmware available for 2 devices AutoRefresh: @) O 2 2 - 52
[ Add H Web CLI H More ~ ] 0 Selected SN, Alias, Description Q
Status y SN Config Status 4 MAC Alias MGMT IP Egress IP Clients Network Firmware Version Offline Time Model Des

@ online G1PD38G025082  Syn 300d.9¢23.4b93 Ruijie 192.168.110.249  218.85.80.138 - egtest AP _3.0(1)B11P30,Release(07211302) = RAP1200(F)

(1
300d.9e56.bfe9 Ruijie 192.168.110.10  218.85.80.138 = Reyee03 AP 3.0(1]

@ onine  G1POSAM03222A )B11P30 Release(07222401) - RAP2200(E)
© Onine  MACCRIZET6715 5 0000 fBbd acs  Ruiie1608013570483 192166 118168 2188580138 - 1608013519762 RGOS 10 4(2B17)-5P2 - APB20-L(V2) Ruilia_Autg
First Previous page | 1 of 1 Next Last [0« Jaintotal

The AP List displays basic device information, including the online/offline status, SN, config status, MAC, alias,

management IP & public IP, clients, network, firmware version, offline time, model and description.
The AP List automatically refreshes every minute. Click *°"=" ® g enable/disable the auto refresh function.

Above the list is the Add function. Click to display the Move to, Delete, and Reboot functions. For more
information, refer to Basic AP Operations.

The Search function supports fuzzy queries based on the serial number, alias and description, and also supports queries

based on online/offline status.

Click the record in the Config Status column to open the Config Status page. On this page, you can deliver one or all

configurations.
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Config Status(G1PD58H089284)

To synchronize all configurations to the AP, please click Manually Deliver If a configuration fails to be synchronized, please click 2 in the Action column to deliver it again

[3 Manually Deliver ‘*Refresh

Config Status Action
+ Wireless Blacklist\Whitelist Settings Based on SSID; Synchronized [n“)
+ Diagnosis Logging Setfings; Synchronized Fn
+ Indicator config; Synchronized R
+ Network management password configuration; Synchronized &
+ Time Zone Setfings; Synchronized D
+ Device Name Settings; 3
=+ RF Power Seftings; I
+ Wireless Signal Settings; D3
+ CWMP Interval Settings; 3
+ SSID Settings; &
+ Log Settings; B
+ Custom CLI Settings; Synchronized &

The number of devices which have available firmware for upgrade is displayed on the upper-left corner of the AP List page.

Click New Firmware to display the New Firmware List. Then click Go To Upgrade to enter the MAINTENANCE >
UPGRADE > Upgrade page.

New Firmware List

Model Current Version Hardware Version Devices Recommended Version Action
AP520(W2) AP_RGOS 11.1(5)B9, Release(03221722) 1.00 1 AP_RGOS 11.1(5)B40P9 Go To Upgrade
RAP2200(E) AP_3.0{1)B11P30,Release(07222401) 1.00 1 AP_3.0(1)B11P26,Release(07172301) Go To Upgrade
RAP1200(F) AP_3.0{1)B11P32 Release(07240215) 1.00 1 AP_3.0(1)B11P26, Release(07172302) Go To Upgrade

First Previous Page | 1 of 1 Next Last 3 in total

For more information, refer to Device Details.

5.5.1.2 Device Details

Click the SN in the AP List to open the details page for a single device. The page displays detailed device information,

including basic information, performance data, traffic data, client data, online/offline status, RF information, and device

logs.

The AP information is described as:

® APInfo
| AP Info
Alias . # SN . G1KQAJ7016315 MAC : 3c802a00.1978
MGMT IP: 192.168.110.229 Model - AP520(W2) Config Status - Synchronized

Hardware Version. 1.00
Firmware Version - AP_RGOS 11.1(5)B9, Release(03221722)
Description = #

SSID Binnyuuu, Kkgff, Hrllo

The basic information includes serial number, MAC address, management IP address, device model, configuration status,

firmware version, hardware version, alias, and description.
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[ J Status

| Status

@ Online Memory Usage CPU Usage Alarms 1 0
Online Clients: 0 @ @
@ Clients with \Weak Signal - 0

The performance data includes the AP connection status, number of online clients, CPU usage, and memory usage.

® Connectivity

| Connectivity Last24 Hours  Last 7 Days
22:00 2:00 6:00 10:00 14:00 18:00

AP connectivity refers to the connectivity (online status) between AP and Cloud Service within a period (1 day or 7 days).
® Traffic Summary

| Traffic Summary @ Last24 Hours  Last7 Days

O Uplink - Downlink
Traffic(MB)
130

120

22:10:00 234000 01:1000 024000 0410:00 054000 07:10:00 084000 10:1000 11:40:00 13:10:00 144000 16:10.00 17:40:00 19:10:00 20:40:00

You can view the AP traffic statistics in the last 24 hours or the last 1 week.

® Radio List

| Radio List O3 e -
RF Type Channel Power Channel Width (MHz) Channel Usage
56 149 100% 20 32%
246 1 100% 20 90%

The Radio List page displays the RF information, including the RF type, current channel, power (percentage), frequency
bandwidth, and channel usage.

® Client List
| Client List o 2 -
P MAC sSID RSSI  APAlas  Band  Traffic (MB) Manufacturer online Time offiine Time
19216813 deef 9631 79¢3 Test_shared -64 5G 0382 Samsung 2021-01-15 105757
F Previous Page | 1 |of1 Next Last - Jtiniotal

The client list displays information about clients currently associated with the APs, including the IP address, MAC address,
SSID, RSSI, traffic, online/offline status, and terminal type.

® Adjacent RF Signal
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| Adjacent RF Signal

as
Scan Adjacent RF < e+ v

Start Time: 2021-01-1515:51:49 End Time: 2021-01-15 16:08:12  Status: Complete

BSSID Radio 4 Adjacent 531D Adjacent Channel R351 Adjacent SN Adjacent MAC Uploaded at
0674.9c61_bfdf Radio1(2.4G) ZHONGYIPENGAO-HOTEL 1 23 Unidentified Unidentified 2021-01-15 16:08:13
0614.4b7c 2186 Radio2(5G) ruijie-&02.1x 157 19 Unidentified Unidentified 2021-01-15 16:08:13
dcfe. 18b3.4c09 Radiol(2.4G) yb 1 18 Unidentified Unidentified 2021-01-15 16:08:13
0al4.4b7c aldd Radio2(5G) ruijie-guest 157 18 Unidentified Unidentified 2021-01-15 16:08:13
a008.6f99.13f0 Radio2{5G) 56 18 Unidentified Unidentified 2021-01-15 16:08:13
0a74.9c61.8767 Radio1(2.4G) ZHONGYIPENGAO-HOTEL [ 18 Unidentified Unidentified 2021-01-15 16:08:13
Oe14.4b7c al186 Radio2(5G) rj-network 157 7 Unidentified Unidentified 2021-01-15 16:08:13
0674.9¢61.c713 Radio1(2.4G) ZHONGYIPENGAD-HOTEL [ 7 Unidentified Unidentified 2021-01-15 16:08:13
2008.6/9.1313 Radio2(5G) WLAN-61 56 7 Unidentified Unidentified 2021-01-15 16:08:13
2008.6/99. 1374 Radio2(5G) WLAN-31 56 7 Unidentified Unidentified 2021-01-15 16:08:13

First Previous Page 5 of 10 MNext Last 99 in total

The Adjacent RF Signal page displays the RF signals (scanned BSSID) emitted by adjacent APs. The Radio, Adjacent
Channel, and RSSI in the list are scanned information. If a signal comes from the AP managed by the cloud controller, the
adjacent AP SN and adjacent MAC address will be identified and displayed; otherwise, these two items are in an

unidentified state.
® Scan Adjacent RF

The system provides the function of triggering APs to scan adjacent RF signals. With this function, identified and

unidentified RF signals can be observed. There are two known scenarios:

1. Testing the number and strength of RF signals emitted by neighboring APs that are not managed by the system to

predict a degree of RF interference.

2. Identifying RF signals emitted by neighboring APs managed by the system to diagnose the RF functions and powered-

on status of neighboring APs.

On the device details page, an AP may be triggered to perform scanning and display the scanning result. The following

steps describe the method for scanning the adjacent RF signals:

Click Scan Adjacent RF to trigger an AP to scan adjacent RF signals.

| Adjacent RF Signal

an
I Scan Adjacent RF O e T

Start Time: 2021-01-15 15:51:49 End Time: 2021-01-15 16:08:12 Status: Complete

BSSID Radio d Adjacent SSID Adjacent Channel RSSI Adjacent SN Adjacent MAC Uploaded at
0674.9¢61 bfdf Radio1(2.4G) ZHONGYIPE identified Unidentified 2021-01-15 16:08:13
Message
0614.4b7c.a186 Radio2(5G) uiji identified Unidentified 2021-01-15 16:08:13
defe. 1803 4c09 Radio1(2.4G) ¥l Are you sure you want to scan the neighboring identified Unidentified 2021-01-15 16:08:13
0a14.4b7c.a186 Radio2(5G) Tuiji devica? identified Unidentified 2021-01-15 16:08:13
a0083 639 1310 Radin2(5G) identified Unidentified 2021-01-15 16:08:13
0a74.9¢c61.8767 Radio1(2.4G) ZHONGYIPE “ identified Unidentified 2021-01-15 16:08:13
0e14.4b7c.a186 Radio2(5G) rj-ni identified Unidentified 2021-01-15 16:08:13
0674.9c61.c713 Radio1(2.4G) ZHONGYIPENGAC-HOTEL [ 17 Unidentified Unidentified 2021-01-15 16:08:13
a003.6f29.1313 Radio2(5G) WLAN-61 56 17 Unidentified Unidentified 2021-01-15 16:08:13
a0083 629 1314 Radin2(5G) WLAN-31 56 17 Unidentified Unidentified 2021-01-15 16:08:13
First Previous Page 5 of 10 Next Last 991n total

After the AP is triggered, the trigger time, expected completion time, and status are displayed in the status bar. Then wait

for the AP to finish scanning and send the results to the cloud controller.
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| Adjacent RF Signal

an
Scan Adjacent RF o w7

I Start ﬁme: 2021-01-1516:30:4%  Expected Completion Time: 2021-01-15 16:50:49  Status: Initialization I

BSSID Radio 4 Adjacent SSID Adjacent Channel RSSI Adjacent SN Adjacent MAC Uploaded at
0674.9c6 1 bidf Radio1(2.4G) ZHONGYIPENGAO-HOTEL 1 23 Unidentified Unidentified 2021-01-15 16:08:13
0614.4b7c 2136 Radio2(5G) ruijie-502.1x 157 19 Unidentified Unidentified 2021-01-15 16:08:13
defe 18b3.4c09 Radio1(2.4G) yhe 1 186 Unidenfified Unidentified 2021-01-15 16:08:13
Da14.4bTc.ald6 Radio2(5G) ruijie-guest 157 18 Unidentified Unidentified 2021-01-15 16:08:13
a003.6f99.13f0 Radio2(5G) 56 18 Unidenfified Unidentified 2021-01-15 16:08:13
0a74.9c61.8767 Radio1(2.4G) ZHONGYIPENGAOQ-HOTEL [} 13 Unidentified Unidentified 2021-01-15 16:08:13
0e14.4b7c 23136 Radio2(5G) rj-network 157 17 Unidenfified Unidentified 2021-01-15 16:08:13
0674.9c61.c7T13 Radio1(2.4G) ZHONGYIPENGAO-HOTEL 6 17 Unidentified Unidentified 2021-01-15 16:08:13
2003 6/39.1313 Radio2(5G) WLAN-61 56 17 Unidenfified Unidentified 2021-01-15 16:08:13
a003.6/9. 1374 Radio2(5G) WLAN-31 56 17 Unidenified Unidentified 2021-01-15 16:08:13

First Previous Page 5 of 10 Next Last 99 in total

A list of RF signals scanned by the AP is displayed after the scanning. The list supports a filtering function based on the
RF type (2.4 GHz/5 GHz).

| Adjacent RF Signal

an
Scan Adjacent RF 3 e T

Start Time: 2021-01-15 16:30:49 Expected Completion Time: 2021-01-15 16:50:49  Status: Initialization

BSSID Radio 4 Adjacent SSID Adjacent Channel RSSI Adjacent SN Adjacent MAC Uploaded at
0674.9c61 bidf Radio1(2.4G) ZHOMGYIPENGAC-HOTEL 1 23 Unidentified Unidentified 2021-01-15 16:08:13
0614.4b7c. 2136 Radio2(5G) ruijie-802.1x 157 19 Unidentified Unidentified 2021-01-15 16:08:13
decfie. 18b3.4c09 Radio1(2.4G) yhe 1 18 Unidentified Unidentified 2021-01-15 16:08:13
0a14.4bTc.a186 Radio2(5G) rujjie-guest 157 18 Unidentified Unidentified 2021-01-15 16:08:13
al08.6f39.13f0 Radio2(5G) 56 18 Unidentified Unidentified 2021-01-15 16:08:13
0a74.9c61.8767 Radio1(2.4G) ZHOMGYIPENGAC-HOTEL [ 18 Unidentified Unidentified 2021-01-15 16:08:13
D0e14.4b7c 3136 Radio2(5G) rj-network 157 17 Unidentified Unidentified 2021-01-15 16:08:13
0674 9c61.c713 Radio1(2 4G) ZHOMGYIPENGAC-HOTEL [ 17 Unidentified Unidentified 2021-01-15 16:08:13
al08 6/89.133 Radio2(5G) WLAN-51 56 17 Unidentified Unidentified 2021-01-15 16:08:13
al08 639 1314 Radio2(5G) WLAN-31 56 17 Unidentified Unidentified 2021-01-15 16:08:13

First Previous Page | 5 of 10 Next Last 99 in total

&) The system stores the latest scanning results, which overwrites earlier data.

) |f the adjacent AP SN and MAC address are unidentified, it indicates that the RF source is not managed by the

system; otherwise, the RF signal is emitted by an AP.

It displays the RSSI of SIM card by time. Green indicates a high RSSI, yellow indicates a medium RSSI, and red indicates
a low RSSI. You can export the RSSI data.

® Device Log
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| Device Log o -

All b4l CQ Search
=3

Type 4 Updated at Content
Online/Offline 2021-01-05 19:14:56 Device goes online for the first time
Online/Offline 2021-01-03 21:45:44 Device online
Online/Offline 2021-01-03 21:41:07 Device offline. The final time when it sends packets to MACC is: 2021-01-03 21:41:07(It is an estimated value. The deviation is 1 minute_)
Online/Offline 2020-12-30 10:55:30 Device online
Online/Offline 2020-12-30 10:54:07  Device offline. The final time when it sends packets to MACC is: 2020-12-30 10:54:07(It is an estimated value. The deviation is 1 minute.)

Online/Offline 2020-12-30 10:49:15 Device goes online for the first time

First Previous Page | 1 of1 Next Last B in total

The device log records the historical operations, and currently supports the online/offline records, restart records, and

upgrade records, and supports queries based on the log type and period.

5.5.1.3 Basic AP Operations

® Add

| AP List New firmware available for 2 devices

[ Add l l Web CLI l l More = ] 0 Selected
Status 4 SN Config Status 4 MAC
@ online G1PD33G02508; Synchronized  300d.9e23.4b93

& Online G1PQ5AMO03222A  Synchronized — 300d.9e56.bfe9

& Online MACCR12676715 Synchronized 00d0.f8bd.acsf

Select the network, and click Add. Both batch import and manual add are supported.

Click Download Template to download the template, enter AP information, and click ‘.xIs’ File to import the template.

Add

Download and fill in the template.Up to 500 records can be imported

Add a Device

Click Add a Device, enter SN and alias of the AP, and click OK. Click + to add multiple APs.
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Add

18N l Alias I

Batch Import

® Moveto

| AP List New firmware available for 1 devices

l Add H Web CLI l 0 Selected

Move to
Config Status 4
@ ( Dekete 16997  Synchronized
@ Rebool 913C  Synchronizing

Select one or multiple devices in the AP List, click More > Move to, select the new network and click OK.

Select Network

&%

default

eg_test

egtest

&

1608010968081

&

[ Unfold ][ Fold ] Search -

® Delete

| APList New firmware available for 1 devices

l Add H Web CLI ] 0 Selected

Move to

Config Status

4
® 16997  Synchronized

[ X Reboot 913C  Synchronizing

n Ceneel
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Select one or multiple devices in the AP List, click More > Delete and click OK.

® Reboot

| AP List New firmware available for 1 devices

‘ Adc H Web CL H More - ‘ 0 Selected

Move to )
Config Status

Delete

d )
y | Repoot 913C  Synchronizing

Select one or multiple devices in the AP List, and click Reboot.

5.5.1.4 Web CLI

Select one or multiple devices in the AP List, and click Web CLI. The Web CLI dialog box is displayed, and device

information can be queried via the menus in this dialog box. The menus vary with the products.

| AP List  New firmware available for 1 devices

| Add | | Web CL | | Mare « | 1 Selected
Status SN Config Status MAC
Online G1KQAJT016315 Synchronize Failed  3c80.aa00.1978

In the command entry box, the TAB key and question mark (?) both can complete a command.

Web CLI

Background color: [l [l (] | clear

SN:GTKQAJT7016315 ‘

Please select the target operation on the left

Version
Connectivity > Running Config
Running Status >  Startup Config
Client -~ Log
WLAN . Current Mode

Current Time
Wireless Secu... >

Web CLI >

To kick off clients or add clients to blacklist, enter the MAC address in the format of “H.H.H” n Client.
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Web CLI
SN:GIKQAJT016315 Background color: [N Il [ | cieer |
General = Associated Client Please select the target operation on the left

Connectivity > Client IP(DHCP Server)

Running Status >  Client IP(DHCP Snooping)

o - [

Wireless Secu... > Dackist
Web CLI - Traffic Usage
5.5.2 AC

5.5.2.1 AC List

*
)
]

| AC List Auto Refresh:

0 Selected Q

| Add ‘ | Weh CL ‘ | eileb | | Upgrade | | More ~

Status SN MAC Alias  AP/STA  Management URL Egress IP Offline Time Network Model Firmware Vi

Cnline GIMLA1LO00045 9cB5.eeeeeel0 Test AP/STALIst 1722045177 218.104.234210 2021-01-08 07.03:37 AC Nafure office 'WSB812 AC_RGOS 11.9(5)B1, Releas

[ 0. Jtintotal
The AC List displays basic device information, including online/offline status, SN, alias, management IP, MAC, public IP,

network, firmware version, offline time, model and description.

The AC List automatically refreshes every minute. Click *“° 7" & g enable/disable the auto refresh function.

Above the list are the Add, Web CLI, eWeb and Upgrade functions. Click |#| to display Reboot, Export and Delete
functions. For more information, refer to Basic AC Operations.

The Search function supports fuzzy queries based on the serial number, alias and description.

5.5.2.2 Device Details
Click the serial number in the device list to open the details page for a single device.

® WebCLI

| even | [ usgrase | [ more -+ | 0 Selected

Click Web CLI, and the Web CLI page is displayed. The Web CLI page provides commonly-used CLI commands on the

left. Click the command, or manually enter the command and click Send.
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Web CLI

SN:G1ML11L000045

Please select the target operation on the left

General >
Connectivity >
Running Status =

Client >

Background color: [l Il (] | Clear |

Command:

‘ | Send

eVveb || Upgrade || More - |

I
o
9]
r

Click eWeb to open the eWeb system in a new window.

® More > Reboot

| Add ‘ | Meb CL! | | eWeb | | Upgrade | m 0 Selected
Status SN mac snagement URL

Export

Delete

Click More > Reboot to reboot the AC.

® Refresh
=]

Click to refresh all data in the page.

® Port Panel

& L]
Connected Disconnected Disabled

PPPoE Static IP DH

(V)

ICP PoE Power Emor Copper SFP

T

The port panel imitates the actual AC panel, displaying the port type and status.

® Basic
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Basic
Alias: aci’? »
MGMT Password: wwanEs
Model: WSE812
SN: G1ML11L000045
MAC: Sch5.eeee.cefl
Firmvrare Version: AC_RGOS 11.9(5)B1, Release(06240613)
MGMT IP: 1722845177
Description: ’

Basic information displays the alias, model, SN and other information. Alias, MGMT password and description can be
edited.

® Overview > CPU & Memory Usage

| CPU & Memory Usage

CPU Memory

0.3%

CPU & memory usage are displayed here.

® Overview > Device Status

| Device Status

Online Status Online
Online Clients 0
Active Clients 0

Device status displays online status, online clients and active clients.
® Overview > Connectivity

| Connectivity Last 24 Hours  Last 7 Days

21:00 1:00 5:00 2:00 13:00 17:00

Connectivity refers to the connectivity (online status) between AC and Cloud Service within a period (1 day or 7 days).

® Overview > CPU/Memory Summary
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Today~
2021-01-11 CPU/Memory Summary
Percentage (%) () CPU - Memory
30
1 N .
20
10
0= S —esm= e aoscenmms = = = S Em— = Hour
16 18 20 22 0 2 4 ]

CPU/memory summary over the 24 hours are displayed.

® Overview > Device Log

| Log Record Device Log | Config Log

All V]

Q Search l LS

Type 4 Updated at Content
Online/Offline 2021-01-08 07:10:36 Device onling
Reboot 2021-01-08 07:10:36 Device restart
Online/Offline 2021-01-08 07-:03:37 Device offline by user restart
VLAN Change 2021-01-08 06:17:09 VLAN 120 is added to the device.;
Online/Offling 2020-12-28 02:21:54 Device online
Online/Offline 2020-12-27 02:47:07 Device offline. The final time when it sends packets to MACC is: 2020-12-27 02:47:07(It is an estimated value. The deviation is 1 minute.)
Online/Offline 2020-12-21 03:24:36 Device onling
Online/Offline 2020-12-21 01:29:07 Device offline. The final time when it sends packets to MACC is: 2020-12-21 01:29:07(It is an estimated value. The deviation is 1 minute )
Online/Offline 2020-12-16 12:09:46 Device goes online for the first time

Onling/Offline 2020-12-16 12.06:23 Device goes online for the first time

First Previous Page | 1 of 2 Next Last 11 in total

The device log records the historical operations, including online/offline, restart, upgrade and VLAN change, and supports

queries based on log type and time.

® Overview > Config Log

I Log Record Device Log | Config Log
= H o l (] Search I <N
Operation Type Started at Ended at Status 4 Description Details

4  Batch deliver CLI command ~ 2020-12-29 06:10  2020-12-29 06:10 Succeeded

+ Baich deliver CLI command ~ 2020-12-28 02:22  2020-12-28 02:22 Succeeded

revious Page | 1 of 1 Next Last [ 0. ]2intolal

The Config log records the historical configuration delivery, and supports queries based on status and time.

® Port > Speed Summary

| Speed Summary [Giliiii v|@
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Uplink & downlink speed of port are displayed. This page supports queries based on day, week and month. Click “ to
refresh the summary.

® Port > Port Status

| Port
Port Name Admin Status 4 Status Duplex Mode Port Type VLAN PoE Status
Gi1/0M1 Enabled Connected(1000M) Full-duplex ACCess 1 Unsupported
Tel/0M Enabled Disconnected Disconnected Access 1 Unsupported
Gi1/0/2 Enabled Disconnected Disconnected Access 1 Unsupported
Tel/or2 Enabled Disconnected Disconnected Access 1 Unsupperted
Gil/0/3 Enabled Connected(1000M) Full-duplex Access 120 Unsupported
Gi1/0/4 Enabled Disconnected Disconnected Access 1 Unsupported
Gil/o/5 Enabled Disconnected Disconnected Access 1 Unsupported
Gi1/0/6 Enabled Disconnected Disconnected Access 1 Unsupported
Gil/o7 Enabled Disconnected Disconnected - - Unsupported
Gil/os Enabled Disconnected Disconnected - - Unsupported
First Previous Page | 1 |of1 Next 10 in total
Port information displays port name, VLAN etc.
® Config > AC Configuration Backup List
| Backup List
AC AR
[ Current I Back up Download l Restore l Delete [ Compare 0 Selected
C -
File Name File Size  Time Mode MD5 Description Action
G1ML11L000045_1610031963762 0t 6272 Auto 159724bfa5513232222997 3e97d6Th 84 Add Details
G1ML11L000045_1609945564050 bt 6272 Auto 159f24bfa5513232222997 3e9fd6b84 Add Details
G1ML11L000045_1609859163852 1t 6251 Auto Te40d24a4c611319fa426b17c3856210 Add Details
G1ML11L000045_1609772764216 bt 6251 Auto fed0d24a4c6f1319fa426b17c3856210 Add Details
G1ML11L000045_1609686363746.bxt 6251 Auto Te40d24a4c6113197a426b17c3856210 Add Details
G1ML11L000045_1609539964496 txt 6251 Auto fed40d24a4c6113197a426b17c3856210 Add Details
G1ML11L000045_1609513562642 bxt 6251 Auto Te40d24a4c6113197a426b17c3856210 Add Details
G1ML11L000045_1609427163763 0t 6251 Auto Te40d24a4c6113197a426b17c3856210 Add Details
G1ML11L000045_1609340765127 bxt 6251 Auto Te40d24a4c6113197a426b17c3856210 Add Details
G1ML11L000045_1609254363562 txt 6251 Auto Te40d24a4c6113197a426b17c3856210 Add Details
First | |Previous Page [ 1 |of3 Next Last 21 in total

The backup records include configuration file name, size, time, mode and MD5.

Click Current to display the current configuration. Click Back up in the Config Details page to back up the current

configuration.
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Config Details

Building configuration...

Current configuration: 5378 bytes

version AC_RGOS 11.9(5)B1, Releass(06240613)
hostname ac177

I

wlan-config 1 ACtest1

ssid-code utf-8

wlan-based per-user-limit up-streams average-data-rate 200 burst-data-rate 200

wlan-based per-user-limit down-streams average-data-rate 200 burst-data-rate 200

Click Back up and then click OK in the message box to back up the current configuration.

Message

Are you sure you want to back up the curent
configuration?

Select one record, and click Download to download the configuration file.
Select one record, and click Restore to restore the current configuration.
Select one or multiple records, and click Delete to delete the backup record.

Select two records, and click Compare to compare the differences

Compare

GIMLTILODODAS_1585751262845.txt GIMLITLD0DO45_ 1586012511307 txt

fidog_1 wifidog

T hitp: //cloudtest-as .rul jienstuarks. com/service/acs/GIALL1L000045
form interval 65

® Config > AP Configuration Backup List
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| Backup List
AC AP
l Download H Delete H Compare 0 Selected
o "
File Name File Size Time  Mode MD5 Description Action
G1ML11L000045_1610031966206 txt 933 Auto bcs2ebd3aede675b0dc 1bedad 158745 Add Details
GIML11L000045_1609945565681 txt a3 Auto bc52eb43aedet75b0dc 1bedad 158f4b5 Add Details
G1ML11L000045_1609859166618.txt 983 Auto bch2eb43aede675b0dc1bedad 1587405 Add Details
G1ML11L000045_1609772765789 bxt 983 Auto bch2eb43aededT5b0dc1bedad 15874b5 Add Details
G1ML11L000045_1609686365273 txt 933 Auto bcs2ebd3aede675b0dc 1bedad 158745 Add Details
G1ML11L000045_1609599969361 bt 983 Auto bch2eb43aededT5b0dc1bedad 15874b5 Add Details
GIML11L000045_1609513564367 txt a83 Auto bc52eb43aeded75b0dc 1bedad 158f4b5 Add Details
G1ML11L000045_1609427 165702 tit 983 Auto bch2eb43aede675b0dc1bedad 1587405 Add Details
GIML11L000045_1609340765495 txt 983 Auto bc52eb43aedetT75b0dc 1bedad 158f4b5 Add Details
G1ML11L000045_1609254364964 txt 933 Auto bcs2ebd3aede675b0dc 1bedad 15874b5 Add Details
F Previous Page | 1 |of3 Next Last 23 in total
The backup records include configuration file name, size, time, mode and MD5.
Select one record, and click Download to download the configuration file.
Select one or multiple records, and click Delete to delete the backup record.
Select two records, and click Compare to compare the differences
Compare
GIMLTILODOD4S_15857 53262845 txt GIML11LO00045_1586012511307 txt
‘H’ - T http://cloudtest -as . ruijienetworks. com/service/acs/G1ML11L00004S
® Tunnel > Create Tunnel
| Create Tunnel
Type: [ Telnet ¥ | | Create Tunnel
Select the tunnel type and click Create Tunnel. The tunnel types include Telnet, eWeb and SSH.
® Tunnel > Tunnel List
Tunnel List
Type L Port Destination Device Expired at Status Action
e = o oo =
= ST T = SR ormmng P
1 - _J2intoml

Tunnel information includes tunnel type, host, port, destination device, expiration time and status. Click Re-create in the

Action column to re-create a tunnel. Click Telnet/eWeb in the Action column to open the corresponding page.
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5.5.2.3 Basic AC Operations

® Add AC Network

Add Network———+Add Network

| Basic
T~
B bt
Enterprise / Office Villa / Home Hotel
K. 4 g
CCTV Factory / Warehouse Retail Chain
ﬁ =
Education Shopping Center Other
Time Zone | (GMT+8:00)Asia/Shanghai v|
. G
000 Cloud + AP [- ] AC + Fit AP
B oL
e
® Add
I AC List (clicksn details Auto Refresh: o Hm-A
[ Add l Web CLI H eWeb H Upgrade H More ~ l 0 Selected SN, Name, Description Q
Status 4 SN MAC Alias AP/STA  Management URL Egress IP Offline Time Network Model Firmware Vi
@ oniine GIML11L000045 9c65.eeeceefd Test APISTALISt 172.29.45177  218.104.234.210 2021-01-08 07:03:37 AC Nature office WS6812 AC_RGOS 11.9(5)B1, Relea:
First Previous Page 1 of 1

Next Last 1in total

Click Add, enter the SN and Alias, and click OK to add an AC to the network. Only one AC can be added to a network.

Add

SN| 1234567891111 ‘ Alias | test001 ‘

| AC List cciick “si to vie

Fl
2
&

Auto Refresh: <o - H

I Add H Web CLI H eWeb H Upgrade

I More + l 0 Selected

SN, Name, Description Q

Status 4 SN MAC  Alias APISTA Management URL Egress IP Offline Time Network Model Firmware Version Description Action
€ Not Online Yet 1234567891111 1estood APISTA List = AChotel Add o

® Web CLI
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| AC List Auto Refresh: La -
| Add | Web CL | | e\Web | | Upgrade | | More ~ | 1 Selected Q
Status SN MAC Alias  AP/STA  Management URL Egress IP Offline Time Network Model Firmware \i
Online  GIML11L000045 OcA5.eeeeeefd Test AP/STAList 1722045177 212104234210 2021-01-08 07:03:37 AC Mature office

W56812 AC_RGOS 11.9(5)B1, Releas

|1 in total

Select the device to be managed by CLI command, click Web CLI. The Web CLI page provides commonly-used CLI

commands on the left. Click the command, or manually enter the command and click Send. Only one AC can be

configured at a time.
Web CLI

SN:G1ML11L000045

General
Connectivity

Running Status

Background color: |l (] | Clear |

Please select the target operation on the left

Client
Command: l | Send |
® eWeb
| AC List Auto Refresh: A -
‘ Add | ‘ eb CL | | eweb ‘ | Upgrade | ‘ More | 0 Selected Q,
Status SN MAC Alias  AP/STA  ManagementURL  EgressIP Offline Time Network Model Firmware Vi
online GIML11L000045 9c65.eeeeeeld Test AP/STAList 1722045177  218.104.234210 2021-01-08 07:03:37 AC Nature office WS6812 AC_RGOS 11.9(5)B1, Relea:

1 -

|1 in total

Select the device and click eWeb. The system will connect to AC and automatically open the eWeb page in a new

window.
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—_— = 1
Ruy’e AC = & Config  Diagnosis 3% Maintenance RISl = ConfigWizad & 0
"% Favarites (0]
| AP Status
& AC
& AC B Model: WS6812  SN: GIML111L000045

AC Overview Location: AC_LOCATION 3
Virtual AC ] ress: 9c65.ecee.cef0

AC RGOS 11.9(5)B1, Release(06240613)

S AP v
e APs: 7
2021-01-13 16:35:18
A STA v
11d20h19min27 s
B DHCP ' 2021-01-25 12:54:45 © Online: 1 o
Total 6400 / Used 1.0
@ Security ’
| STA Summary | §SID Summary

®24G @56

! 0
/\ / Current STAs v

If a tunnel is created successfully but the eWeb page does not automatically open, a message is displayed as below.

The user can manually click the link to open the page.

Tip

) Succeeded to create the tunnel. eWeb
system is connected.

If the browser can not access the eWeb system:

1. please allow the browser to pop up
windows.

2. please check if the proxy is turned on.
3. If the web configuration page does not
open automatically, please here to config.

® Reboot

| AC List (Click "SN" to view details) Auto Refresh | SE - Jeie

m 0 Selected SN, Name, Description Q

Status SN AP/STA  Management URL

4
@ Oniine G1ML11L000045

() e

eVed H Upgrade

Egress IP Offline Time Network Model Firmware Vi

Export BSTALIst 1722045177  218104.234210  2021-01-08 07:03:37 AC Nalure ofice WS6812 AC_RGOS 11.9(5)B1, Releas

Delete

First Previous Page | 1 of1 Mext Last 1 in total

Select the device in the AC List, click More > Reboot and click OK.

® Delete
| AC List (Click "SN" to view details) Auto Refresh: LS
I Add H Web CLI H eWieb H Upgrade m 0 Selected SN, Name, Description Q
Reboot o )
Status 4 SN AP/STA  Management URL Egress IP Offline Time MNetwork Model Firmware Wi

Export

| Delete I

First Previous Page 1 of 1 Mext Last 1in total

@ online G1ML11L000045 HSTA LISt 1722045177  218.104.234210  2021-01-08 07:03:37  AC Nature office WS6812 AC_RGOS 11.9(5)B1, Relea:

Select the device in the AC List, click More > Delete and click OK.
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5.5.2.4 AP /STA List
Click AP/STA List to display the AP and STA list.
| AG List (Ciick "SN" to view details Auto Refresh: <o 24
I Add ] [ Web CLI ] eWweb l I Upgrade I More ~ ] 1 Selected SN, Name, Description Q
Status SN MAC Alias  AP/STA  Management URL  Egress IP Offline Time Network Model Firmware Vi
@ Online GIML11L000045 9cB5.eeee.eefl Test | AP/STAList] 172.20.45177  218.104.234.210 2021-01-08 07:03:37 AC Nalure office WS6812 AC_RGOS 11.9(5)B1, Releas
F Previous Page 1 of1 Next La 1 in total
| FitAP List P
o= ==
Status 4 MAC SN P Alias Firmware Version Madel Network Description
@ offine 0074.8cal.2d3a 0074.9ca8.2d3a
& Offiine 0074.8cal.2e32 0074.9caB 2e32
@ offine 0074.8cbd 3d76 0074.9cbd ad78
@ offiine 2005.2808 f0cf £005.8808.f0c5
@ offine 8005 8817 df1c 8005.8817.df1c.
Pre Page | 1 o - L 5in total
0 Selected
| STAList o -
[ o =
P Client MAC SSID Online Time Uplink Speed Downlink Spesd Speed Uplink Traffic Downlink Traffic Traffic Band RSSI Auth Mode Access Type Channel Uptime
Mo Data |
Pre Page [ 0 o o L Oinlotal_[
|
0 Selected
5.5.3 Switch
5.5.3.1 Switch List
| Switch List  New firmware available for 1 devices Auto Refresn @ O 2 21 - 37
[ Add l l Web CLI l l More ] 0 Selected SN, Alias, Description Q
Status SN MAC Alias MGMT IP Egress [P Offline Time MNetwork Model Firmware Version
@ Online CAPTOCADOD54C  300d 9ed0b7c2 EsA 192.168.110.57 125.77.81.217 - Binnyuuu ES209GC-P ESW 1.0(1)B1P3 Release{07200415
@ Online G1MV35M000029 5869 6ccbeb86  52910cx 192.168.118.43 125.77.81.217 Binnyuuu 52910C-24GT2X5-P-E  529_RGOS 11.4(1)E74P1, Release((
@ oOnline GINWCAT000066 5869.6cb.22¢5  Ruijie 192.168.110.175  125.77.81.217 - Binnyuuu MBS3100-8GT2SFP-P  SWITCH_3.0(1)B11P30 Release(072 _
@ Not Online Yet ~ CANL437000138 Empty, - Binnygogg  ES205GC-P

4intotal

The Switch List displays basic device information, including the online/offline status, SN, MAC, alias, management IP &

public IP, offline time, network, model, firmware version and description.

The Switch List automatically refreshes every minute. Click

Auto Refresn: @l

to enable/disable the auto refresh function.

Above the list is the Add function. Click to display the Move to, Delete, and Reboot functions. For more information,

refer to Basic Switch Operations.
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The Search function supports fuzzy queries based on the serial number, alias and description, and also supports queries
based on online/offline status.

5.5.3.2 Device Details

Click the SN in the Switch List to open the details page of a single device. The page displays detailed device information,

including the port panel, basic information, overview, ports, config, POE and diagnosis.

® Port Panel
[ | | ] ¥ 5
1GM0G/20G  10M/100M Disconnected Disabled Abnormal PoE Power Emmor Blocking Uplink Copper SFP
1 3 5 7 911 1315171921 23 25
HilEE E REREEEER B
TYYYYE FwEYEN v ]
2 4 6 8 1012 14 16 18 20 22 24 26 27 28

2] Uplink and downlink ports can not be selected at th

o

me t

]
3
]

]

Select Downlink Ports | | Deselect |

The port panel imitates the actual switch panel, displaying the port type, status and speed.

3 57 9 1

1 1:
el 1 1 W

Port 1D: 1
Status: Up
L 1000M
Traffic

Throughput:

Copper

When you point to a port, the traffic, speed and other information of the port will be displayed.

® Switch Info

Switch Info

Alias: S5TS0C-28GT4XS-H #
Model: S5750C-285FP4XS-H

SM: GIMQ4UTOO0044

MAC: 0074.9c77.ab71

Firmware S5T00H_RGOS 11.4(1)B42P1,
Version: Release(05172516)

MGMT IP: 172.17.126.6

Description: S5TS0C-285FP4XS-H #

Switch information includes the alias, model, SN and other information. Alias and Description can be edited.
® Overview > CPU & Memory Usage

| CPU & Memory Usage

CPU Memory
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® Overview > Connectivity

I Connectivity Last 1 Day  Last7 Days
22:00 2:00 6:00 10:00 14:00 18:00

Connectivity refers to the connectivity (online status) between Switch and Cloud Service within a period (1 day or 7 days).

® Overview > Uplink

| Uplink
Port Gion
Speed 1000M
Duplex Full-duplex
Uplink/Downlink 1.11Kbps-T 5.56Kbps-4-
Speed@
Uplink/Downlink 41.52KBT 208.65KB+
Traffic@

Uplink information includes the port, speed, duplex, uplink/downlink speed and uplink/downlink traffic.

® Overview > Speed Summary

| Speed Summary e <

Avg Speed(Mbps) Uplink Downlink
0.012

0.009 1
0.006 | L
0.003

0 > : ; : Q ; v : i o
162512 184%:14 210515 232516 01:4517 040520 06:2520 084521 11:0%23 132524 154523

Speed summary includes the uplink/downlink speed summary over the past 24 hours.

® Overview > Device Log

| Log Record ConfigLog  Port Log

Type 4 Updated at Content

Online/Offline 2021-01-05 19:42:15  Device goes onling for the first time

Online/Cifline 2021-01-04 173516 Device online

Online/Offline 2021-01-04 17:35:07 Device offline. The final time when it sends packets to MACC is: 2021-01-04 17:35:07(It is an estimated value. The deviation is 1 minute.)
Online/Offline 2020-12-28 10:19:00 Device online

Online/Offline 2020-12-27 10:48:07  Device offline. The final time when it sends packets to MACC is: 2020-12-27 10:48:07(It is an estimated value. The deviation is 1 minute.)
Online/Offline 2020-12-21 16:38:06 Device goes online for the first time

Online/Cifline 2020-12-21 11:24:35 Device online

Online/Offline 2020-12-21 09:29:07 Device offline. The final time when it sends packets to MACC is: 2020-12-21 09:29:07(It is an estimated value. The deviation is 1 minute.)

VLAN Change 2020-12-16 11:25:58 VLAN 3 is deleted from the device.;

VLAN Change 2020-12-16 11:23:53 VLAN 3 is added to the device.;

First Previous Page | 1 of 2 Next Last 10« 17 in total
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The device log records the historical operations, including online/offline, restart, upgrade, and VLAN change, and supports

queries based on log type and time.

® Overview > Config Log

| Log Record Device Log Port Log

Operation Type Started at Ended at Status P Description Details
+ Switch config 2021-01-08 15:07 2021-01-08 15.07 Succeeded Device: G1MV35M000029;Port ID: [Gi0/13];W...
+ Switch config 2021-01-08 14:54 2021-01-08 14:54 Succeeded Device: GIMV35M000029;Port ID: [Gi0/15];P...
+ Switch config 2021-01-08 14:46 2021-01-08 1446 Succeeded Device: G1MV35M000029;Port ID: [Gi0/13],P...
+ Switch config 2021-01-08 14:37 2021-01-08 1437 Succeeded Device: G1MV35M000029;Port ID: [Gil/24] P
+ Switch config 2021-01-08 14:04 2021-01-08 14:04 Succeeded Device: G1MV35M000029;Port ID: [GiV2];Wh
== Switch config 2021-01-08 14:02 2021-01-08 14:03 Succeeded Device: GIMV35M000029;Port ID: [Gi0/2];Wh..
+ Switch config 2021-01-08 14:02 2021-01-08 14:02 Succeeded Device: GIMV35M000029;Port ID: [Gi0/2];Por...
+ Switch device group 2021-01-08 13:57 2021-01-08 13:57 Succeeded Device: GIMV35MO000029; Group is changed ...
+ Configure device name 2021-01-08 13:57 2021-01-08 13.57 Succeeded Device name is set to [s2810cx]
+ Switch config 2021-01-08 09:32 2021-01-08 09:32 Succeeded Device: GIMV35M000029;Port ID: [Gi0/11];Po..

First Previous Page | 1 of 3 Next Last 104 27 in total

The config log records the historical configuration delivery, and supports queries based on status and time.

® Overview > Port Log

| Log Record Device Log  Config Log
T b

Port Updated at Content

Gio3 2021-01-08 16:09:15 The neighboring device of port Gi0/3 is changed.
Gow s e oo s or
GioNs 2021-01-08 14:54:54 The L3 interface switch of port Gi0/15 is changed to Power On
GinM3 2021-01-08 14:46:36 The L3 interface switch of port Gi0/13 is changed to Power On
Gi/24 2021-01-08 14:37:12 The L3 interface switch of port Gi0/24 is changed to Power On

Gi0/2 2021-01-08 14.05:00 The L3 interface switch of port Gi0/2 is changed to Power Off.

Gili2 2021-01-08 14:04:51 The VLAN of port Gi0/2 is changed from Null to 1

Ginf2 2021-01-08 14:03:13 The L3 IP of port Gi/2 is changed from none/0.0.0.0/0.0.0.0 to dhcp/0.0.0.0/0.0.0.0

Gin2 2021-01-08 14:03:03 The L3 IP of port Gi0/2 is changed from static/1.1.1.1/255.255.255.0 to none/0.0.0.0/0.0.0.0
Gin2 2021-01-08 14:02:21 The L3 IP of port Gi0/2 is changed from none/0.0.0.0/0.0.0.0 to static/1.1.1.1/255.255.255.0

First Previous Page | 1 of 2 Next Last 10 13 in tofal

The port log records the changes of port configuration, and supports queries based on port ID and time.

® Ports > Port Settings

| Port Settings Port: Gio/5)

Admin Status | Enabled v| Routed Port

Duplex Mode | Auto-negotiation v| Type | Access v|
Speed | Auto v| VLAN ID K |
Description | |

PoE-Capable [ on v

Media Type Unsupported
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Select one or multiple ports in the port panel to display and edit the port configuration, including admin status, duplex mode

and speed.

® Ports > Port List

| Port List
<
Port Admin Status 4 Status Duplex Mode Port Type 4 VLAN ID POE Status. 4
Gion Enabled Connected(1000M) Full-duplex Access 1 off
Gior2 Enabled Disconnected Disconnected Access 1 off
Giol3 — @ Enabled Connected(1000M) Full-duplex Access 1 off
Gior4 Enabled Disconnected Disconnected Access 1 of
Gil/5 —— Q Enabled Connected(100M) Full-duplex Access 1 on
Gi0/e Enabled Disconnected Disconnected Access 1 of
Gior7 Enabled Connected(1000M) Full-duplex Access 1 of
Giorg Disabled Disconnected Disconnected Access 1 on
Gior9 Disabled Disconnected Disconnected Access 1 Unsupported
Gi0/10 Enabled Disconnected Disconnected Access 1 Unsupported
Firs Previous Page | 1 Next Las 10 10 in total

Port list includes the information of all ports, including port ID, admin status, port status, duplex mode, port type, VLAN ID

and PoE status, and support queries based on admin status, port type and PoE status.

® Config > VLAN List

| VLAN List
Add O -
VLAN ID Port Action

1 Gil/1, GiD/2, Gib/3, Gilva, Gi0/S, Gi0/7, Gil/s, Gi/9, GiD/M0, Gi012, Gilr4, Gid/16, GiDM7, Gi0/18, GiD/19, GiD/i20, Gidf21, Gii22, Gil/23, TeD/25, Teld/26

2 G0/ I

10 G0 i
108 GioM I
150 GiDi m
164 GiO/ I
171 Gioi i
21 GiM i
3191 Gi0NM

4094 Gil/1, GiDfe

First Previous Page | 1 of 1 Next Last 10 in total

VLAN list includes the VLAN ID and the correspondingly ports.

® Config> SVI & DHCP

| SVI&DHCP
Add <
VLAN ID svi DHCP Pool Name Action
150 192.168.150.1 vlan150 Edit Delete SW1 Delete DHCP
164 192.165.164.1 - Edit Delete SV1
171 192.168.171.1 - Edit Delete SV1
_ - Page | 1 " - - [ 0. J3intotal

SVI & DHCP information includes VLAN ID, SVI and DHCP pool name. You can add, edit or delete the SVI or DHCP

configuration.
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SVI&DHCP Configuration

VLAN ID l l

P l l

Subnet Mask l l :

DHCP Service

Name

IP Segment

|
|
Subnet Mask l
|

Gateway

Advanced ~

porier I o

DNS Server

P

Save Cancel

Click Add to configure the IP and subnet mask of a VLAN, and configure the name, IP segment, subnet mask and gateway
of DHCP service.

® Config > DHCP

| DHCP Snooping

DHCP Snooping Status «

Trust the selected ports (The uplink port is selected by default)

L
Selected Unselected Non-configurable Uplink Copper SFP

13 57 91 131171921 23

2 4 6 & 1012 1416 18 20 22 24 23 24 25 26

Tip: The uplink port is selected by default if if is not a layer-3 interface. If the port connecting to the DHCP server is not an uplink port, please select it manually.
Click to select or deselect the port

Please click Save after configuration.

[ Select All H Deselect H Refresh l

Enable DHCP Snooping Status, select ports and click Save. The uplink port is selected by default if it is not routed port.

If the port connecting to the DHCP server is not an uplink port, please select it manually.

® Config> RLDP
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| RLDP
status @
] ] & ]

Waming Warning and Block. Warning and Shutdown Shutdown SVI Unavailable Detection Disabled = Uplink Copper SFP

1 3/5 7 9 11 13151719 21 23

[T 11

Lo L Ll L L L Lale ol

2 4 6 81012 1416 18 20 22 24 23 24 25 26

Tip: Click to select or deselect the port. [ Select All ] [ Deselect l [ Refresh l

Config Port Gio/5

Type: | Loop Detection ~ Troubleshooting: | Warming ~

Save

Enable Status, select one or multiple ports, choose the troubleshooting method for a loop, and click Save. The
troubleshooting methods include Detection Disabled, Warning, Block, Shutdown-port and Shutdown-SVI. If Warning

is chosen, the Switch loop alarm should be enabled in the Alarm Settings page.

| Alarm Settings

Type Status
Device offline alarm
Device goes online/offline frequently
All device offline
Channel ufilization
Device configuration changes

System indicator {CPU, memory usage, efc.) beyond threshold

Switch loop

Switch port status

Click Auto Config to enable the default configuration.

Message

The uplink ports of this switch is Gi0M

Recommended Config: Detect the loop on all
ports except uplink and non-configurable
ports. The troubleshooting policy is warning
(for aggregate port: shutdown-port).

® Config > Service List

| Service List
Service Admin Status Value

First Previous Page | 1 of 1 ext Last 1 in total

Configure the admin status and login password of the eWeb service.
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® Config > Configuration Backup List

| Configuration Backup List

l Current l l Back up l l Download ] l Restore ] l Delete l l Compare I 0 Selected O -

File Name File Size Time Mode MD5 Description Action
G1MV35M000029_1610118364316 2.58K 2021-01-08 23:06:02 Auto d470e977e30197b45540557b344d 16ab Empty, Details
G1MV35M000029_1609859164904 250K 2021-01-05 23:06:02 Auto d448504104254da8c64cc363b3514907 Empty Details
GIMV3SMO000029_1608649563277 250K 2020-12-22 23:06:02 Auto 690d6cch6fb248575570c28d0542a85 Empty Details
G1MV35M000029_1608563182184 248K 2020-12-21 23:06:01 Auto 385e8abeb7TabeblaGa45c5349bb1d96 Empty, Details
G1MV3SMO000029_1608131166475 249K 2020-12-16 23:06:02 Auto 501814a12fla9d07712e1a3113df92b4 Empty Details
G1MV35M000029_1608044763338 2.07K 2020-12-15 23:06:02 Auto Geibcd79eb8cce3fiddecchc533eTied Empty Details
G1MV35M000029_1607958370750 1.99K 2020-12-14 23:06:01 Auto 6f2d6791d6581a180178e13a02655654 Empty Details

First Previous Page | 1 of 1 Next Last T\nlolal

The backup records include configuration file name, size, time, mode and MD5.

Click Current to display the current configuration. Click Backup in the Config Details page to back up the current

configuration.

Config Details

Building configuration...
Current configuration: 2913 bytes

version $19_RGOS 11.4(1)B41P2, Release(05241922)
hostname XS-51920-26GT2SFP-LP-E

1
ridp enable

ip dhcp snooping
1

cwmp

acs url hitp://35.234.108.108/service/r069serviet
cpe inform interval 180

timer cpe-timeout 90

Select one record, and click Download to download the configuration file.

Select one record, and click Restore to restore the current configuration.

Select one or multiple records, and click Delete to delete the backup record.

Select two records, and click Compare to compare the differences.

Compare Config
G1LAOL3001227 1554152405697 txt

rldp enable

8 acs url http://35.234.188.108/service/tra69servliet
9 cpe inform interval 18@

18 timer cpe-timeout 98

11!

12 install @ X5-51920-26GT2SFP-LP-E

13|!

14 ip name-server 8.8.8.8

15| !

16 enable service web-server http

17 webmaster level @ username admin password 7 ©5198233@a21444674
18 ip default-gateway 172.17.126.1

19!

28 no service password-encryption

21 logging monitor informational

22 enable secret 5 $1§$7eyy$EODDqS@y7xq7vEX3

23|!

4 4

5 ip dhcp snooping 5 ip dhcp snooping
6! 6!

7 | cwmp 7 cwmp

24 vlan 2@ 24 vlan 28
25 name 28 25 name 28
26/ 1 26 1

G1LAOL3001227_1554757205077.txt

!
rldp enable

acs url http://35.234.108.188/service/tro69servlet
cpe inform interval 180

timer cpe-timeout 90

1

install @ XS-51928-26GT25FP-LP-E
1

w o

1e

ip name-server 8.8.8.8

15!

16 enable service web-server http

17 webmaster level @ username admin password 7 ©51982338a21444874
18 ip default-gateway 172.17.126.1

19 !

28 no service password-encryption

21 logging monitor informational

22 enable secret 5 $1$7eyy$EODDQ5@Y7Xq7VEX3

7(v 4 2 4 C 39 3 44 &C 190 opag 9333 oo agoa
27 wvlan range - - i - - -

27 vlan range 1-2,4-5,32-36,2000,4093-4894
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Description can be edited. Click Details in the Action column to check the backup configuration.

Description

I - [N

Af97fdfB68T 236578 éjgh; Details
® PoOE > PoE Port List

| PoE Port List

Total Power:370.0 W, Current Power:13.0 W, Time:2021-01-15 17:33:23 <

Port

Gior

Gil/2

Gir3

Gil/4

Gio/s

Giors

Gior7

Giorg

Gi0/g

Gi0/10

PoE-capable
Disable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

Enable

PoE Status

o

Off

off

Off

(o])]

o

On

o

Qi

o

Power

oow

oow

00w

oow

50W

oow

35W

oow

0.ow

oow

Mext

Last

PD class
NA
NA
NA
NA

430W)
NA

430W)
NA
NA

NA

Description @

104 24 in total

POE statistics are displayed above PoE Port List, including the total power, current power and time.

PoE configuration includes the port, PoE-capable, PoE status, power, PD class and description.

Diagnose > Fault Diagnosis

| Fault Diagnosis

Type

Port

POE Power Supply

PoE Power Supply
SFP Port

Disabled Enabled Abnormal Not Supported

Uplink Copper SFP

23 24 25 26

[ Diagnose

[ Deep Diagnosis

There are two types of fault diagnosis: POE Power Supply and SFP Port. Select a port in the panel, click Diagnose, and

the diagnosis procedure is displayed as below.

Procedure

19:48:15 Complete
Result: No exception detected

Advice: Please contact our after-sales personnel

19:48.15 Complete
Result: No exception detected

Advice: Please contact our after-sales personnel

19:48:08 Port Gi0/3 Starting...

Click History, and the diagnosis history is displayed.

Historys=
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History Procedure==
Status Result Advice PoE-capable PoE Status PDClass Voltage Remaining Power Start at
Complete Cable exception detected Please check the cable connection or peer device Enable off N/A 0.0v 3/1.0W 2021-01-15 17.41:56
Complete  Cable exception detected Please check the cable connection or peer device Enable off MIA 0.ov 366.0 W 2021-01-11 11:02:06

First Previous Page | 1 of 1 Next ast

Select a port in the panel, click Deep Diagnose, and click Diagnose in the POE Diagnosis page.

104 2 in total

Normal diagnosis: The Cloud server delivers CLI commands to collect the switch information, and the diagnosis occurs on

the Cloud server.

Deep diagnosis: The diagnosis occurs on the switch, and the results are reported to the Cloud server.

PoE Diagnosis

PoE Diagnosis,Diagnosis Initialization

5.5.3.3 Basic Switch Operations

® Add

| Switch List ~ New firmware available for 5 devices

l Add H Web CLI H More ~ l 0 Selected

Status 4 SN MAC
@ Online GIPT5JY000371  300d.9e5f.1397

@ofine  GIKI1BED02942  5869.6cde.866a

Select the network, and click Add. Both batch import and manual add are supported.

Click Download Template to download the template, enter switch information, and click “.xIs’ File to import the template.

Add

Download and fill in the template.Up to 500 records can be imported

Add a Device

Click Add a Device, enter SN and alias of the switch, and click OK. Click * toadd multiple switches.
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Add

Download and fill in the template.Up to 500 records can be imported

Add a Device

® Moveto

| Switch List  New firmware available

o Delete 58
o\ Reboot 30

Close

Select one or multiple devices in the Switch List, click More > Move to, select the new network and click OK.

Select Network

&

default

eq_test

eglest

&

1608010988081

&

(o] (oo ) o

® Delete

n Canee
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| Switch List  New firmware available f

‘ Add ‘ ‘ Webh CL ‘ ‘ More « ‘ 0 Se
Move to
Sta
Reboot 300¢

|

Select one or multiple devices in the Switch List, click More > Delete and click OK.

® Reboot

| Switch List  New firmware availat

‘ Add H Web CL H More - ‘E

Move to

Delete

[
(]

Select one or multiple devices in the Switch List, and click Reboot.

® Web CLI
| Switch List
| Ad | | Web CL | | Maore - | 1 Selected
Status y SN MAC
Online G1MV35M000029 5869.6cch.eb86

Mot Online Yet  CAML437000138
A —
Select one or multiple devices in the Switch List, and click Web CLI. The Web CLI dialog box is displayed, and device

information can be queried via the menus in this dialog box. The menus vary with the products.

Web CLI

SN:GIMV351000029 Background color: [ I [ | crear |

Please select the target operation on the left

Version
Connectivity > Running Config

Running Status >  Startup Config

Web CLI - Log

Current Time
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In addition, in the command entry box, the TAB key and question mark (?) both can complete a command.

Web CLI
SN:G1MV35M000029 Background color: I [] | clear |
General > WebcCLI Please select the target operation on the left
Connectivity >

Running Status >

5.5.4 Gateway

5.5.4.1 Gateway List

| Gateway List New firmware available for 1 devices Auto Refresh. @ < -
| Adc ‘ ‘ Web CL | | s\Web ‘ ‘ More = | 0 Selected . Q .
Status i SN Alias MGMT IP MAC Egress IP Network Firmware Version
Online CAP70CB007243  ewebnotice1607309236189 192.168.1.132 300d.9ed0.d244 222.79.16.50 MaCc1607592320807 EG_3.0(1)B11P30,Release(07222901)
Online HINTCF2074251 Ruijie 172.16.13.7 8005.88f4.7cea 114.251.56.237 glsa EG_3.0(1)B11P20,Release(07 161803)
Online H1PT6F2030356 RuijieEG105G 192.168.100.6 300d 9ebe 9cae 222.79.16.50 ReyeeEG EG_3.0(1)B11P32,Release(08130612)
Offline H1M722K000263 Ruijie16 172.30.83.31 0074 9cb5 1a75 218.85.80.138 uptest EG RGOS 1B1
Offline H1KS0RR000172 Ruijie 192.168.3.4 00d0.7822.3574 125.77.81.217 RM EG_RGOS 11.9(1)B1152, Release(06241115)
Offline H1LR11F00047C EG2000CE 172.17.186.99 5869.6cb9.0467 111.204.215.181 |[BD Tesi123 EG_RGOS 11.9(1)B1151, Release(06152822)
Offline H1MQEWS3006802 Ruijie 192.168.199.219  0074.9cdi8fib  218.104.234210 mixSceneeceee EG_3.0(1)B11P30,Release(07211401)
Offline H1P&00K001010 10.0.98.60 300d.9e80.ad13 222.79.16.207 Secen eg32 msw EG_RGOS 11.9(1)B1153, Release(07202023)
Offline H1PG01K00241C 17226548 300d 9e7e eefh 120.35.11.195 Daisy EG_RGOS 11.9(1)B1183, Release(07160218)
Offline MACC276454602 EG105G-V2 220.250.41.24 001a.194c. 4102 220.250.41.24 yit 123 EG_3.0(1)B11P37 Release(07242115)
1 Next Last [ 10. J19intotal

The Gateway List displays basic device information, including the online/offline status, SN, alias, management IP, MAC,

public IP, network, firmware version, offline time, model and description.

K Auto Refresh: @l

The Gateway List automatically refreshes every minute. Clic to enable/disable the auto refresh function.

Above the list are the Add, Web CLI and eWeb functions. Click ‘. | to display the Move to, Reboot, and Delete

functions. For more information, refer to Basic Gateway Operations.

The Search function supports fuzzy queries based on the serial number, alias and description, and also supports queries

based on online/offline status.

5.5.4.2 Device Details

® WebCLI
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| Veb CLI | | eWeb | | Telnet | ‘ More ~ |

Click Web CLI, and the Web CLI page is displayed. The Web CLI page provides commonly-used CLI commands on the

left. Click the command, or manually enter the command and click Send.

Web CLI
SN:MACC932373023 Background color: [l I [ ‘ Clear ‘
General > Please select the target operation on the left
Connectivity >

Running Status >

Client >

Command: ‘ ‘ Send

® eWeb

| Neb CLI || eWeb || Telnet | | More ~ |

Click eWeb to open the eWeb system in a new window.

® Telnet

| Neb CLI || eWeb || Telnet | | More ~ |

Click Telnet, and a window is opened to connect to the gateway by Telnet protocol. Enter CLI commands to configure the

gateway.
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Message

& Creation succeeded You can operate below or log in with other tools (e g PuTTY)

Host: 35.186.146.18
Port: 10178
Expired at: 2021-01-2518:32

retry

Character Encoding:| UTF-8 GBK  Openin N

® More>SSH

|'-.-‘:'e: CLI || eWeb || Telnet | | More ~ |

SSH
Reboot

Click More > SSH, and a window is opened to connect to the gateway by SSH protocol. Use other SSH tools to connect

to the gateway.

Message

(¥ Creation succeeded. Please log in
with other tools (e.g. PuTTY).

Host: 34 87.167.255
Port: 10227
Expired at: 2021-01-2513:30

retry

® More > Reboot

|'-.-‘:'e: CLI || eWeb || Telnet | | More ~ |

S5H

Click More > Reboot to reboot the gateway.

® Refresh

O

Click to refresh all data in the page.
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® Port Panel
& & & ® G
WAN LAMN Disconnected Disabled PPPoE StaticIP DHCP PoE Abnormal Copper SFP

OMGMT 1

2 3 4 5 & 7 o s &F *

The port panel imitates the actual gateway panel, displaying the port type and status.
® Basic
Basic

Alias: EG2000G_01.#

MGMT Password: == #

Model: EG2000GE
SN: MACC932373023
MAC: 0046.4c33.3333

Firmware Version: EG_RGOS 11.9(0)B28P1
MGMT IP: 172.30.82.16

Description: e

Basic information includes the alias, model, SN and other information. Alias, MGMT Password and Description can be
edited.

® Overview > CPU & Memory Usage

| CPU & Memory Usage

CPU Usage Memory Usage

CPU & memory usage are displayed here.
® Overview > Device Status

| Device Status

Online Status Online
Online Clients 5
Sessions 835

Device status includes online status, online clients and sessions.

® Overview > Connectivity

| Connectivity Last 24 Hours  Last 7 Days

9:00 13:00 17:00 21:00 1:00 5:00
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Connectivity refers to the connectivity (online status) between Gateway and Cloud Service within a period (1 day or 7 days).

® Overview > Speed Summary

2021-01-22 Speed Summary

. (" Uplink —7 Downlink
Maximum Speed(Mbps)

a4
o | I
‘“""-n\.‘ PR T T
|h"|\ HJ‘LJl || ||||“'.
i [ ||| ' 2021-01-22 09:39:40
| | | \rll Downlink : 1.7539
! (W e Uplink : 0.2936
5 !'.4 ')H.':.I‘;\‘I‘)“\’MIMA’JV\ :

T T T T T T T T Hour

The uplink/downlink speed summary over the 24 hours is displayed.

® Overview > Client Summary

2021-01-22 Client Summary

Clients

T T T T T T T T T Hour

The client statistics over the 24 hours are displayed.

® Overview > CPU/Memory Summary

2019-02-23~2019-02-24 CPU/Memory Summary

O CPU O Memory
Percentage (%)

204

=1
L

m&«gjm velq !J .,)p'lLﬂ |.‘

T T T T T T T T T T T T T T T T T T T T T TT
02 46 810121416182022 0 2 4 6 8 101214161820 22

|
“J”'J\'ﬂ “Lr; lJ.NJJ;AL.J‘-*.‘.‘m—;,“u-j,'I||_.\'l,[ul'\ L’J l L1,-'].“3‘\ \-‘u

0

Hour

CPU/memory summary over the 24 hours are displayed.

® Overview > Session Summary
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2019-02-23~2019-02-24 Session Summary

Session
154

Wl Wl
UL e i HM’

0 T T T T T — T T T

Session summary over the 24 hours is displayed.

® Overview > Top 10 Applications by Traffic

| Top 10 Applications by Traffic

No. Application Traffic
1 HTTP-BROWSE 217TKB L /281 KB 1
2 SYN_ACK 240.00B 4 /456.00B *
3 UDP-COMMUTE 81.00B ¢ /75.00B 1
4 LOOKMYPC 2500B 4 /7500B 1
5 DNS 0.00B4 /OOOB 1

Top 10 applications by downlink traffic are displayed.
® Overview > Top 10 Users by Traffic

| Top 10 Users by Traffic

Mo. Username Traffic
1 10.10.12.2 1.88KBL M.7T6 KB 1
2 10.10.12.1 639.00B ¢ M.65KB 1

Top 10 users by downlink traffic are displayed.

® Overview > Device Log

T T T T T T T T
0 2 4 6 810121416182022 0 2 4 6 8 10121416182022

| Log Record Config Log
All v] l Q, Search ] o .
Type 4 Updated at Content
Online/Offline 2021-01-19 18:43:46 Device online
Online/Offline 2021-01-18 16:39:07 Device offline. The final time when it sends packets to MACC is: 2021-01-18 16:39:07(It is an estimated value. The deviation is 1 minute.)
Online/Offline 2021-01-18 13:57:44 Device goes online for the first time
Online/Offline 2021-01-18 09:21:29 Device goes online for the first time
Online/Offline 2021-01-18 09:09:24 Device goes online for the first ime
First Previous Page | 1 Last 5 in total
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The device log records the historical operations, including online/offline, restart, upgrade and VLAN change, and supports

queries based on log type and time.

® Overview > Config Log

| Log Record Device Log

nl«‘ ul li:Searcth L
Operation Type Started at Ended at Status 4 Description Details
+ Update CWMP period 2021-01-18 14:29 2021-01-18 14:29 Succesded CWMP period:180
+ Device first online 2021-01-18 13:57 2021-01-18 13:58 Succeeded Device: MACCO32373023
+ Update CWMP period 2021-01-18 09:53 2021-01-18 09:53 Succeeded CWMP period-180
== Device first online 2021-01-18 09:21 2021-01-18 09:21 Succeeded Device: MACCS32373023
+ Device first online 2021-01-18 09:09 2021-01-18 09:09 Succeeded Device: MACC932373023
First Previous Page 1 of1 Next Last 5in10[a|

The Config log records the historical configuration delivery, and supports queries based on status and time.

® WAN > Port
| Port | GiD/G -'|

Select one WAN port to display the corresponding port information and rate summary.

® WAN > Basic

Basic
IP: 172.17.126.2
Subnet Mask: 255.255.255.128

Description: GigabitEtherned/s

Basic information includes the IP, subnet mask and description. If PPPoE is enabled and dialing port is configured, the

PPPOE information is displayed.

PPPOE
Port: di2
IP Type: ads|

Uplink Bandwidth:
Downlink Bandwidth:

® WAN > Speed Summary

Today~  Week~ Month~

Speed Summary E]

2021-01-22 Speed Summary
Maximum Speed(Mbps) O- Uplink -0 Downlink

Hour
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Uplink & downlink rate of WAN port are displayed. This page supports queries based on day, week and month. Click

to refresh the summary.

® WAN > Port Status

Port Status(Only daily summary is supported) E]

2021-01-25 Packet Loss Speed
Packet Loss Speed(¥) cloud.ruijienetworks.com wwew.baidu.com noc.ruijie.com.cn
100

80

60

4:1-"

N |
20" |

oL Vi)
oy : :

Hour

2021-01-25 Latency
Latency(ms) cloud.ruijienetworks.com www.baidu.com noc.ruijie.com.cn
1,000
800
600
400
200

Hour

Packet loss rate and latency summary are displayed. This page supports queries based on day, week and month. Click

to refresh the summary.

® LAN > Port
| Port | G2 + | (This port belongs to Gi0/2)

Select a LAN port to display the corresponding information of its switch port, routed port and subinterface.

® LAN > Switch Port

Switch Port
Duplex: Full
Speed: 1000M

Switch port information includes the switch port, including duplex and speed.

® LAN > Routed Port

Routed Port (Gi0/4)

IP: 99.99.99.99

Subnet Mask: 255.255.255.0

LAN:

Description: djashdcsfhciae..
Routed port information includes the IP address, subnet mask, LAN and description.
® LAN > Subinterface

Subinterface information includes the name, IP address, and VLAN.

® Config > Configuration Backup List



User Guide Monitoring

| Configuration Backup List

l Current [ Back up I Download l Restore l I Delete ] Compare
oo

File Name File Size Time Mode MD5 Description Action
HiM722K000263_1605084718753 12.28K 2020-11-11 16:51:57 Auto Sffead7dab5439552689c1fd60e20885 Empty Details
H1M722K000263_1605079949894 12.28K 2020-11-11 15:32:28 Auto 075599ea7b7ba6i85de13c1c8daccal Empty Details
H1M722K000263_1605070423662 12.28K 2020-11-11 12:53:40 Auto 7704b8df488b8dSbbd07 356b61d9a3D Empty Details
HiM722K000263_1605066702598 12.28K 2020-11-11 11:51:39 Auto Ga81baeb5792ba6d0d69c67ef40d38ce Empty Details
Hi1M722K000263_1605066252827 12.28K 2020-11-11 11:44:09 Auto ad225d97e65acee)14cc852317171d6d Empty Details
Hi1M722K000263_1605064893907 12.28K 2020-11-11 11:20:00 Auto e8711a4b672c46b4cchT2c6473d8922 Empty Details
HiM722K000263_1605063800778 13.33K 2020-11-11 11:03:20 Auto 2fc9d3e12660036a3cT2e42a4467281b Empty Details
HiM722K000263_1605057697512 13.33K 2020-11-11 09:21:36 Auto c8bc60ce5837c4507 1d6c 13322002109 Empty Details
H1M722K000263_1605054742092 13.33K 2020-11-11 08:32:21 Auto f430a02a556a449ebc3b90c6416820e4 Empty Details
H1M722K000263_1605053012908 13.33K 2020-11-11 08:03:32 Auto dBa426ef640ca23far14285a74e8133b Empty Details

First Previous Page | 1 of 4 Next Last 33 in total

The backup records include configuration file name, size, time, mode and MD5.

Click Current to display the current configuration. Click Backup in the Config Details page to back up the current

configuration.

Config Details

Building configuration
Current configuration: 24173 bytes

version EG_RGOS 11.9(1)B1151, Release(06132221)
hostname EG3000EU

!
app-auth offline-detect
1
app-auth cfg-opt id-mac
app-auth cfg-opt syn-proxy
!

app-auth set-mode business
1
app-auth local-auth subscriber mac-limit 0

Click Back up and then click OK in the message box to back up the current configuration.

Message

Are you sure you want to back up the current
configuration?

“ cance!

Select one record, and click Download to download the configuration file.
Select one record, and click Restore to restore the current configuration.
Select one or multiple records, and click Delete to delete the backup record.

Select two records, and click Compare to compare the differences
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Compare Config

HIL70BTO0003A_1550802034374.txt

ip nat pool nat_pool prefix-length 24

address interface GigabitEthernet @/1 match interface GigabitEtherne
address interface GigabitEthernet @/3.1 match interface GigabitEthe
address 1.1.1.1 1.1.1.1 match interface GigabitEthernet @/3.2
address interface dialer 1 match interface dialer 1

!

ip nat inside source static tcp 108.18.108.10 port-range 22 443 interd

nat inside source list 4 interface dialer 4

nat inside source list 1 interface dialer 1

nat inside source list 2 interface dialer 2

nat application source list 1 destination udp @.8.0.8 53 dest-char

8.0.8 172.17.126.1
@.8.0 dialer 1
8.0.0 dialer 4
@.0.0 dialer 2

route
route
route

6.0.0.0 @
6.0.0.0 @
6.0.0.0 @
route 8.0.9.8 0.

line console @
line vty @ 4
login

H1L70BTO0003A_1550872825113.txt

674 ip nat pool nat_pool prefix-length 24

6 address interface GigabitEthernet @/1 match interface GigabitEtherne
6 address interface GigabitEthernet @/3.1 match interface GigabitEthe
address 1.1.1.1 1.1.1.1 match interface GigabitEthernet @/3.2

& address interface dialer 1 match interface dialer 1

79 1

ip nat inside source static tcp 10.16.108.18 port-range 22 443 interd
ip nat inside source list 4 interface dialer 4

2 ip nat inside source list 1 interface dialer 1

2 ip nat inside source list 2 interface dialer 2

84 ip nat application source list 1 destination udp ©.8.8.8 53 dest-cha

v

@
-]

=)
=4

.6.0.8 172.17.126.1
.8.8.0 dialer 1
.8.0.0 dialer 4
.8.0.0 dialer 2

36 ip route
7 ip route

88 ip route

89 ip route

90 !

line console @

line vty 8 4
no login

oo
[

DD D DD DD DD DT OO

password admin123
1

password admin123

6 end 6 end
"
Description can be edited. Click Details in the Action column to check the backup configuration.
Description
| - [
1
552689c1id60e20885 Empty, Details I
® PoE > PoE List
Port Physical Port PoE-capable PoE Status Power PD class
portd Gifo Dizable Off 0.0wW Unknown
porti GidM Enable Off 0.0wW Unknown
pori2 LAN 2 Enable Off 0.0wW Unknown
pori3 LAN 3 Enable Off 0.0wW Unknown
port4 LAN 4 Enable on 4.2W 3
port5 LAN 5 Enable Off 00w Unknown
porté LAN & Enable On 4.8W 4
port? LANT Enable on 33W 3

Page

Last S in total

of 1

PoE configuration includes the port, physical port, POE-capable, PoE status, power and PD class.

® Alarm
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| Alarm To configure alarm settings, click here. To apply the configuration to other devices, click here.
Type Rule
Threshold @ Egress Channel Width
Gi0r7 Uplink Channel Width 997 | M Downlink Channel Width 100 | M

REMOTE_CONF_7 Uplink Channel Width 1000 | M Downlink Channel Width 1000 | M
REMOTE_CONF_8& Uplink Channel Width 1000 | M Downlink Channel Width 1000 | M

If the bandwidth exceeds 80 % of threshold for 5] times, the alarm is sent

Port Status/Packet Loss Speed Test: @
Domain or IP Address | cloud.ruijienetwork.com noc. ruijie.com.cn www_baidu.com

Ifthe Ping test failed for | 3 times, the alarm is sent.

IT the packet loss speed exceeds 50 % of threshold for 3 times in 5 mins, the alarm is sent.

Insufficient bandwidth: When the bandwidth exceeds the specified percentage of threshold for several times, the alarm is

sent. The threshold, times and percentage can be configured manually.

Ping failure: When the Ping test failed for the specified times, the alarm is sent. The times and domain/IP address can be

configured manually.

High packet loss rate: When the packet loss rate exceeds the specified percentage of threshold for several times in 5

minutes, the alarm is sent. The times and threshold can be configured manually.

Besides, the corresponding alarm should be enabled in the Alarm Settings page. For insufficient bandwidth, the alarm
types are GW port downlink rate beyond threshold and GW port uplink rate beyond threshold; for Ping failure, the
alarm type is Abnormal path on the device WAN port; and for high packet loss rate, the alarm type is High packet loss

rate on the device WAN port.
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| Alarm Settings

w
B
-
&

Type

Device offline alarm

Device goes onlinefoffline frequently

All device offline

Channel utilization

Device configuration changes

System indicator (CPU, memory usage, eic.) beyond threshold

Switch loop

Switch port status

Switch PoE exception

Port uplink/downlink rate beyond threshold

Mo traffic on switch port

Switch port fraffic beyond threshold

High packet loss rate on switch port

Switch port duplex mode

Switch port rate

Switch PoE is disrupted.

A new device is detected on the Reyee network.

Metwork loop occurs

DHCP server exception

Extermal network link exceplion

Abnormal path on the device WAN port

High packet loss rate on the device WAN port

GW port uplink rate beyond threshold

GW port downlink rate beyond threshold

Gateway interface down

After changing the configuration, click Save below.

| Alarm To configure alarm settings, click here. To apply the configuration to other devices, click here
Type Rule
Threshold @ Egress Channel Width
Gioi7 Uplink Channel Width | 10 M Downlink Channel Width| 10 |M

REMOTE_CONF_7 Uplink Channel Width | 1000 M Downlink Channel Width | 1000 | M
REMOTE_CONF_8 Uplink Channel Width | 1000 M Downlink Channel Width | 1000 | M

If the bandwidth exceeds 80 % of threshold for 5 times, the alarm is sent.

Port Status/Packet Loss Speed Test @
Domain or IP Address | cloud.ruijienetwork.com noc.ruijie.com.cn www.baidu.com
Ifthe Ping test failed for| 3 | times, the alarm is sent

If the packet loss speed exceeds 50 % of threshold for 3 times in 5 mins, the alarm is sent.

When the modified bandwidth and the actual bandwidth do not match, click Fetch Channel Width to check the actual

bandwidth which will then be set as the threshold.
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| Alarm To configure alarm settings, click here. To apply the configuration to other devices, click here.
Type Rule
Threshold @ Egress Channel Width
GIofT Uplink Channel Width 997 | M Downlink Channel Width | 100 M
REMOTE_CONF_7 Uplink Channel Width | 1000 A M Downlink Channel Width | 1000 M
REMOTE_CONF_8& Uplink Channel Width | 1000 | M Downlink Channel Width | 1000 M

If the bandwidth exceeds 80 % of threshold for

Port Status/Packet Loss Speed Test: @

Domain or IP Address | cloud.ruijienetwork.comr

IT the Ping test failed for 3 times, the alarm is sent.

If the packet loss speed exceeds 50 | % of threshold for

® Tunnel > Create Tunnel

| Create Tunnel

Type: [ Telnet VI [ Create Tunnel

noc.ruijie.com.cn

times, the alarm is sent.

3

www.baidu.com

times in 5 mins, the alarm is sent.

Select the tunnel type and click Create Tunnel. The tunnel types include Telnet, eWeb and SSH.

® Tunnel > Tunnel List

| Tunnel List
Type Host Port Destination Device Destination Port
Telnet 35.186.146.18 10108 Local
eweb 35.186.146.18 10107 Local 20
Telnet 35.186.146.18 10087 Local
eweb 35.186.146.18 10085 Local 20
Telnet 35.186.146.18 10062 Local
eWeb 35.186.146.18 10061 Local 20
Telnet 35.186.146.18 10060 Local
eWeb 35.186.146.18 10059 Local 20
eWeb 35.186.146.18 10105 Local 0
eWeb 35.186.146.18 10095 Local 20
First Previous Page 1 of 4 Next

Last

Expired at
2020-11-20 03:08
2020-11-20 03:02
2020-11-19 22:38
2020-11-19 22:31
2020-11-19 16:54
2020-11-19 16:54
2020-11-19 16:53
2020-11-19 16:52
2020-11-11 13:51

2020-11-10 23:52

Status
Abnormal
Abnormal

Abnormal

Abnormal

Abnormal

Abnormal

Abnormal

Abnormal
Disabled

Disabled

O

Action
Re-create
Re-create

Re-create

Re-create

Re-create

Re-create

Re-creale

Re-create

Re-creaie

Re-creaie

37 in total

Tunnel information includes tunnel type, host, port, destination device, expiration time and status. Click Re-create in the

Action column to re-create a tunnel. Click Telnet/SSH in the Action column to open the corresponding page.

5.5.4.3 Basic Gateway Operations
® Add

| Gateway List  New firmware available for 1 devices

0

eWeb H More ~ l 0 Selected




User Guide Monitoring

Click Add, enter the SN, Alias and Web Password, and click OK to add a gateway to the network. Only one gateway can

be added to a network.

Add Gateway

SN l Alias l

| Unauthorized Gateway List S T
SN Alias
SN Alias Status Network Added at Action
FFFFFFFHHHHHHH Waiting for device to go online Lab_1 2020-08-25 19:43:10 Re-authorize Delete
First Previous Page | 1 of 1 Next Last 1intotal

Before a gateway is authorized, it is displayed in the Unauthorized Gateway List. If authorization fails, you can click Re-

authorize in the Action column to re-enter the Web password to re-authorize the device.

Message

KR

® eWeb

| Gateway List ~ New firmware available for 1 devices

l Add H Web CLI H eWWeb H More « I 0 Selected

Select the device to be managed by eWeb, and click eWeb. The system will try to connect the gateway and

automatically open the eWeb page in a new window.
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Ruy—ré EG Scenario: General @ [ Config Wizard & Online Service Hi, admin ~ =
H:I_:'Ie Dashboard Dashboard
= Interface Status Interface Info Device Info
Mo WO CPU Usage: 6.0%
OMGMT 1 2 3 4 5 6 7 Memory Usage: 39.6%
[ [ [ ] [ [ (o] (o] Online Users: 6

Disk Space: 1.14%
System Time: 2021-01-25 09:48:38

EG2000CE EG RGOS 11.9(1)B1152,
Traffic Summary Release(06241115) Details

Interface: | All Interfaces v | Time: [N All Interfaces over last 1h, Downlink Traffic peak value is 31.46Mbps (2021-01-25 09:30:10)
All Interfaces Traffic Summary | Downlink Traffic v

35.00Mbps
30.00Mbps
25.00Mbps
20.00Mbps
15.00Mbps
10.00Mbps

5.00Mbps

0.00Mbps

08:30 08:55 03:00 09:05 02:10 09:15 09:20 03:25 09:30 09:35 03:40 09:45
Before Flow Control Passed Traffic

If a tunnel is created successfully but the eWeb page does not automatically open, the system will pop up a message.

The user can manually click the link to open the page.
Tip

¥ Succeeded lo create the tunnel. eWeb
system is connected.

IT the brows

® Moveto

| Gateway List  New firmware available for 1 devices

-
.
Status 4 Alias

@ Online CA Reboot 1607309236189

() (omer]

eWeb

@onine  Hi Delete Ruijie

Select the device in the Gateway List, click More > Move to, select the new network and click OK. Only one gateway

can be moved at a time.
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Select Network

[ |
&
Lab_1 +
&
Perf_Dev
&l
COthers +
&
123
&
Beijing_Lab_E -
Jng_-ap_ &
EaEEE : o [
® Reboot

| Gateway List  New firmware available for 1 devices

I Add l l Web CLI l l eWeb l 0 Selected

Move to 1
Status 4 Alias
@ online CA 1607309236189
@onine  Hi Deete Ruilie

Select the device in the Gateway List, click More > Reboot and click OK.

® WebCLI

| Gateway List  New firmware available for 1 devices

l Add l Web CLI H ewen H More « l 0 Selected

Select the device to be managed by CLI command, click Web CLI. The Web CLI page provides commonly-used CLI
commands on the left. Click the command, or manually enter the command and click Send. Only one gateway can be

configured at a time.
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Web CLI

SN:H1MSCOMO00172
General = Please select the target operation on the left
Connectivity

Running Status

Client

Background color: [l Il () | Clear |

Command:

® Delete

| Gateway List  New firmware available for 1 devices

;
£
@

y

@

&
o
=]
[#2]
o
[11]
s}
Q
m
o

Status Alias
4

Online LA

Online Hil

Select the device in the Gateway List, click More > Delete and click OK.

5.5.4.4 Cloud Portal Auth

Reyee EG devices support Cloud portal authentication, including one-click, voucher, account, SMS (integrated with

Twilio) authentications.
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MONITORING | Gateway Info
Alias: RUijieEG105G # SN: H1PT6F2030356 MAC: 3004 9e6e Scae
Egress IP: 125.77.81.217 MGMTIP: 192.168.100.6
Model: EG105G Actual Master Device: H1PTEF2030356 Network Master Device: @ H1PT6F2030356
Firmware Version: EG_3.0(1)B11P32,Release(08130612) Operation Mode:  Router

Description: &

| Device Status

Memory Usage CPU Usage Flash Usage

| Connectivity Last24Hours  Last7 Days

: 17:00 21:00 1:00 5:00 2:00
| Device Config
l Web CLI l eWeb ] l 8SH l l Tunnel l Reboot [ Cloud Fortal Auth l

Ruijie ) MONITORING
= —_— Auth @
Portal Escape @
Auth IP/Range 192.168.110.2-192.168.110.250 +

Seamiess Online @

Please select a portal or add a new portal

T titttt

con

55.4.5 IPTV

When ISP link provides 2-3 VLANS for Internet, IPTV and IP phone, you can configure the VLAN in Device Details >

IPTV for different services (only supported on Reyee device with the R55 or a higher version).
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Device Confi
-

o] [ Web CLI l[ eWWeb l[ S8H l[ Tunnel H Reboot ][ Cloud Portal Auth
Device
1 DASHB | PTV
&2 TOPOL L | ] @ ® o & * B~
WAN LAMN Disconnected Disabled PPPoE Static IP DHCP PoE Abnormal Copper SFP
B ALARY Lann Lt Lz Lz L LS LANGWAND LANTANANZ  LANOWANI  WAND -_'\-.
(A d iRl RED R |
[sion
K
Elease(072:
3 LAN1
= DEVICE VLAN Type Internet ~

5.5.4.6 DynDNS Configuration

You can connect to a device through a customized domain name. This function is supported on partial models of

gateways and home routers.

MONITORING ~ CONFIGURATION  MAINTENANCE

P\ 1653454930... v

IPC ~ Search Network ~ Q

{ DASHBOARD

&2 TOPOLOGY | Gateway List

Gl ALARM I Add ][ Web CLI l

eWeb H More ~ l 0 Selected

REPORT
Status i SN Alias MGMT IP MAC Egress IP Network

Network
@ Oniine H1MQ3W300051B Ruijie 192168 118 214 0074.9c74 97¢6 220.250.41 86 1 JIPC

Voucher
First Previous Page | 1 of 1

i

DEVICE

AP

AC

Switch
Gateway
Home Router

Bridge

& CAMERA
Click the SN of device to open the Device Details page. If the device supports DynDNS, you can configure No-IP or
DynDNS on the Dynamic DNS tab according to your requirements. Please note that the domain is required when
configuring DynDNS.

| Dynamic DNS @

No-IP DynDNS

Service Interface ‘ wan0 v:‘ -
Usemame ‘ ‘ -
Password ‘ V_‘ -
Domain ‘ ‘

After configuration, please wait until the connection succeeds. The real-time progress is displayed in the Connection

Status.
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No-IP DynDNS

Service Interface ‘ wan0 - Connection Status Connecting.

Usemame ‘ freelancedxb

Password ‘ FETTT— .

Domain ‘ ruijiedemo dyndns org

o )]

| Dynamic DNS @

No-IP DynDNS

Service Interface | wan0 v Connection Status Connection succeeded.

Username | freelancedxb

Password | ............. —

Domain | ruijiedemo.dyndns.org

Save ] [ Reset l

5.5.5 Home Router

5.5.5.1 Home Router List

A
Ky

| Home Router List (Click "SN" to view details) Auto Refresh <o -

Add [ Web CLI H Upgrade

[ More = ] 0 Selected SN, alias and description Q)

@oBasic ORF () Model

Online Status 4 SN Sync Alias MAC Management IP Egress IP Clients Network Firmware Version Last Offline Model

@ online G1PD3QNO0073C  Synced Ruijie 300d.9e48.8139 192.168.2.12 220.250.41.86 - EW1200Gp Reyee0S 1.55.1901 | Latest 2021-07-05 09:46:07  EW1200G-PRO

@ online G1PT3QH000032 B4ee b796.ceef 192.168.110.78 220.250.41.86 - MaCc1625464971095 ReyeeOS 1.55.1829 | Latest = EW1200

 offline G1QH4VJ000156  Synced EW1800 ech8 7012 Bed2 19216829 220250 41.86 = EG105GW _Auto Reyee0S 162 1830 | Latest 2021-07-01 11:02:07 EW1800GX-PRO

@ offiine MACC802300002  Synced EW1200GPRO 000018805690 19216822 1203511185 -  /JEE1200 ReyeeOS 155.1817  Latest  2021-06-25 14:21:07  EW1200G-PRO
€ Never Online  1234567880SX5  Waiting Add - nosg

3 Never Online  G1PD30N000628  Waiting "

i}
®

The Home Router List displays basic device information, including the online/offline status, SN, MAC, alias, management

IP & public IP, offline time, network, model, firmware version and description.

puto Refresh: @14 enable/disable the auto refresh

The Home Router List automatically refreshes every minute. Click
function.

Above the list is the Add function. Click to display the Move to, Delete, Export, and Reboot functions. For more

information, refer to Basic Router Operations.

The Search function supports fuzzy queries based on the serial number, alias and description, and also supports queries

based on online/offline status.

Click the record in the Sync column to open the Config Status page. On this page, you can deliver one or all configurations.
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Config Status(G1KQB7F01872A)

To synchronize all configurations to the AP, please click Manually Deliver. If a configuration fails to be synchronized, please click [ in the Action column to deliver it again

[ Manually Deliver “ORefresh

Config
Whitelist Settings[Free Url]
Device Name Setiings
Wireless Signal Seftings
Bluetooth Settings
CWMP Interval Settings
NAT Address Pool Settings
SSID Rate Limit Settings
5G-Prior Access
Wireless Security Settings
Wireless Location Settings
Country Code and Bandwidth Settings
Access Control Settings
Global Radic Settings
Diagnosis Logging Settings
Log Settings
RF Parameter Settings

Custom CLI Settings

Status
Synced
Synced
Synced
Synced
Synced
Synced
Synced
Synced
Synced
Synced
Synced

Synced

Synced
Synced
Synced
Synced
Synced

Action

&3
53
&
&
I
&
&
&
&
&
&
M
M
B
B
B
B

m

The number of devices which have available firmware for upgrade is displayed on the upper-left corner of the AP List page.

Click New Firmware to display the New Firmware List. Then click Go To Upgrade to enter the MAINTENANCE >

UPGRADE > Upgrade page.

| Top Versions

| Device List

Upgrade Upgrade All | O Selected

Status

@ Online

B SWITCH_2.0(1)811P20,...
B0 SWITCH_2.0(1)B11P20,...
AP_3.0(1)B11P20,Relea...

EG_3.0(1)B11P30,Relea...

| Firmware Version List Firm

Firmware Version
UNKNOWN
EG_3.0(1)B11P30.Release(07182301)
EW_3.0{1)B11P30,Release{07180823)
SWITCH_3.0(1)B11P20 Release(07170803)

AP_3.0(1)B11P30,Release(07182006)

Next

A
'Y

o =

[ SN, Alias, Description

Q ] Advanced Search ~

l IModel [

Current Version| EG_3.0(1)B11P30,Rel

@ other
Key | HINWSJKO71016
SN Network  Alias Model Hardware Version
HINW5JKO071016 ESW EWR EG105GW 1.00
F Pre Page 1

For more information, refer to Device Details.

5.5.5.2 Device Details

Click the serial number in the device list to open the details page for a single device. The page displays detailed device

EG_3.0(1)B11P30,Release(07182301)

of 1

Current Version Recommended Version

EG_3.0(1)B11P26, Release(07172304)

Description  Action
Upgrade
tintot

[ m m

information, including basic information, performance data, speed data, client data, online/offline status, and device logs.

Router information is described as:

Router Info
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| Router Info

Alias: EHR-Route # SN: G1PD3QN000625 MAG: 00d0.1880.5680
Management 1P 10.0.98.4 Type: EW1200G-PRO sync: Synchronized
Hardware Version 1.00 Actual Master Device:  G1PD3QN000628

Firmware Version: EW_3.0(1)B11P30,Release(07180823)
Description: EHR-Route-1,.#"

SSID Password = === #

S8 @@REE@E@AE@-EHR-Route

The basic information includes serial number, MAC address, management IP address, device model, configuration status,

firmware version, hardware version, alias, and description.

® Status
| Status

(©Online Memory Usage CPU Usage Alarm: 0
@ Online Clients: 0
® Weak Signal Clients: 0 39.0% @

The performance data includes the router connection status, online client count, CPU usage, and memory usage.

® Connectivity

| Connectivity Last 24 Hours [IEE RS

17:00 21:00 1:00 5:00 9:00 13:00

Router connectivity refers to the connectivity (online status) between router and Cloud Service within a period (1 day or 7
days).

® Speed Summary

| Speed Summary @ Last 24 Hours  [ESEEEE

(7= Uplink ~()- Downlink
Avg Speed (Mbps)

1

0.8

2021-01-19 09:30:00 2021-01-19 13:30:00 2021-01-19 17:30:00 2021-01-19 21:30:00 2021-01-20 01:30:00 2021-01-20 05:30:00

You can choose to view the router speed statistics in the last 24 hours or the last 1 week.

® Device Log
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| Log Record Config Log

All v” (QSearch l i 31 -
Type 4 Updated at Content

Online/Offline 2020-12-16 11:51:07 Device offline. The final time when it sends packets to MACC is: 2020-12-16 11:51:07(It is an estimated value. The deviation is 1 minute.)

Online/Offline 2020-12-15 20:46:19 Device online

Online/Offline 2020-12-15 10:40:07 Device offline. The final time when it sends packets to MACC is: 2020-12-15 10:40:07(It is an estimated value. The deviation is 1 minute.)

Online/Offline 2020-12-15 10:30:13 Device goes online for the first time

Online/Offline 2020-12-15 07:59:42 Device online

Online/Offline 2020-12-15 07:58:07 Device offline. The final time when it sends packets to MACC is: 2020-12-15 07:58:07(It is an estimated value. The deviation is 1 minute_)

Online/Offline 2020-12-15 07:41:09 Device online

Online/Offline 2020-12-15 07:37:07 Device offline. The final time when it sends packets to MACC is: 2020-12-15 07-:37:07(It is an estimated value. The deviation is 1 minute_)

Online/Offline 2020-12-15 07:08:46 Device online

Online/Offline 2020-12-15 07:07:07 Device offline. The final time when it sends packets to MACC is: 2020-12-15 07-07:07(It is an estimated value. The deviation is 1 minute_)

First Previous Page | 1 of 4 Next Last 33 in total

The device log records the historical operations, including online/offline, restart and upgrade records, and supports queries

based on the log type and period.

5.5.5.3 Basic Router Operations

® Add

| Home Router List (Click "SN" to view details)

Audd Web CLI H Upgrade H More - ‘ 0 Selected

Select the network, and click Add. Both batch import and manual add are supported.

Click Download Template to download the template, enter router information, and click ‘.xIs’ File to import the template.

Download and fill in the template. Up to 500 records can be imported

Click Add a Device, enter SN and alias of the AP, and click OK. Click + to add multiple APs.
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Add
fSNl ] Aliasl ]D
ESN[ ] Alias[ ]E
SSN[ ] Alias[ ]D +
® Moveto

| Home Router List (Click "SN" to view details)

‘ Web CLI H Upgrade H Maore - ‘ 0 Sele

Move to
@ Basic ()RF () Model
Delete
Online Status Export
4 :

@ Online G1PD3( Reboot

Select one or multiple devices in the Home Router List, click More > Move to, select the new network and click OK.

Select Network.

EAP_EGW

&
EGW_NBS_EAP -

&
EGW_ESW_EA...

&
jok

‘ - e o - “l -

& ]

® Delete

| Home Router List (Click "SN" to view details)

Add ‘ Webh CLI H Upgrade H More - | 0 Sel
Move to
°Basic 'i::' RF 'i::' Maodel
Delete
Online Status Export L

& Online G1PD3¢( Reboot

L N, 4 DT 2L ARNMNIY Cumend mansmbr
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Select one or multiple devices in the Home Router List, click More > Delete and click OK.

® Reboot

| Home Router List (Click "SN" to view details)

Add ‘ Web CLI H Upgrade ‘ More - 0 Select
Move to
0 Basic 'i::' RF 'i::' Maodel
Delete
Online Status Export L

& Online G1PD3¢ | Reboot

Select one or multiple devices in the WiFi Router List, and click Reboot.

5.5.54 Web CLI

Select one or multiple devices in the Home Router List, and click Web CLI. The Web CLI dialog box is displayed, and

device information can be queried via the menus in this dialog box. The menus vary with the products.

| Home Router List (Click "SN" to view details)

Add ‘ Web CLI ‘

Upgrade H More - ‘ 0 Selected

In the command entry box, the TAB key and question mark (?) both can complete a command.

5555 IPTV

When ISP link provides 2-3 VLANS for Internet, IPTV and IP phone, you can configure the VLAN in Device Details >

IPTV for different services (only supported on Reyee device with the R55 or a higher version).

—

"
| 1PTV
e
& & L ® & B & *
WAN LAN Disconnected Disabled PPPoE Static IP DHCP PoE Abnormal Copper SFP
HE!
Lant Lz L W
i L N
M
OR LANZ
VLAN Type [ IPTV Vl
nel
VLANID [20 |
ICH
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5.5.6 Wireless Bridge

5.5.6.1 Wireless Bridge List

Ruy’FeC) MONITORING  CONFIGURATION  MAINTENANCE
FR = tesidemo v
ALL Manage Network | Conflict Network |Take over Nemorno| Unbind Device
) DASHBOARD
& TOPOLOGY | Wireless Bridge List(Click "sn” to view details Auto Refresh: LE L T
& ALARM Add [ Web CLI I l Upgrade [ More + I 0 Selected SN, alias and description O
REPORT
Online Status 4 SN Sync i Alias MAC Management IP Egress IP Network Firmware Version LastQ
Network @ofine  CANSOTZ046977 Waiting Ruilie 3000.9¢02.660c  192.168.1.151  222.76.887 fest m 001 AP_3.0(1)B2P28,Release(07220919) | Lalest  2020-12-
Voucher @ Offine  CANDOTZ047150 Waiting ~ AP-master  300d.9e025b11 192.168.110.140 2227916146 uglyBridoe AP_3.0(1)B2P28,Release(07211415) | Latest)  2020-124
= peVICE @offine  CANOOUOD43724  Waiting Ruilie 3000.9e0265c7 192.168.110.230 22279.16.146  uclyEridge AP_3.0(1)B2P28, Release(07203115) | Latest|  2020-12-
AP @offine  CANSOU0045430  Synced Ruilie 3004.9¢02.6654  192.168.1.223  222.79.16207 PBridoe310 AP_3.0(1)B2P28,Release(07222923) | Latest)  2020-12-
AC @ofine  CANAITKDO1708 AP 300d.9e07.adcc  192.168.110.151  120.35.11.195 Bridge2 AP_3.0(1)B2P28,Release(07210111) | Latest)  2020-11-
ieh @offine  CANAITV002930 Synced CPE1 300d.9¢07.2988 192.168.110.164 120.35.11.195 PEridge2 AP_3.0(1)B2P28,Release(07220919) | Latest)  2020-11-
J— @offine  CAP506M001427 Ruje-test  3000.9e93.7cc3  192.168.110.113 222353599  [eyeelive AP_3.0(1)B2P28,Release(07220919) | Lalest)  2020-11-"
- @omine  CAP506N00218A Ruje-lest  300d.9e93.90eb 192.168.110.222 222353599 [reyeelive AP_3.0(1)B2P28,Release(07220919) | Latest)  2020-11-*

WiFi Router B

€ offline CAP91AS015078 Synced CPE2 300d.9ed6.d3aé  192.168.110.41 120.35.11.195  Bridge2 AP_3.0(1)B2P28,Release(07220919)  Latest 2020-11- ——

 offline MACCOU0043981 Waiting  Rujjie fest 2 300d.9e02.1e18 192.168.110.124 125.77.83.33 EST310 DEMO AP_3.0(1)B2P28 Release(07211415) | Latest 2020-09-

A CLIENT

First Previous Page 1 of 2 Next Last 12 in total

The Wireless Bridge List displays basic device information, including the online/offline status, SN, MAC, alias,

management IP & public IP, offline time, network, model, firmware version and description.

k Auto Refresh: @l

The Wireless Bridge List automatically refreshes every minute. Clic to enable/disable the auto refresh

function.

Above the list is the Add function. Click to display the Move to, Delete, Export, and Reboot functions. For more
information, refer to Basic Bridge Operations.

The Search function supports fuzzy queries based on the serial number, alias and description, and also supports queries

based on online/offline status.

5.5.6.2 Device Details

Click the serial number in the device list to open the details page for a single device. The page displays detailed device

information, including basic information, connectivity, diagnosis, neighbor devices, and device logs.

® Device Information

| Device Information

Alias: Ruijie # SN: CANS0TZ046977 MAC: 300d.9202.660¢
Management IP:  192.168.1.151 Type: EST310 Sync:  Synchronizing

Hardware Version: 1.00
Firmware Version: AP_3.0{1)B2P28,Release(07220919)

Description:  #

The basic information includes serial number, MAC address, management IP address, device model, synchronization

status, firmware version, hardware version, alias, and description.

® Connectivity
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| Connectivity Last 24 Hours [ECSREI

17:00 21:00 1:00 §:00 9:00 13:00

Refers to the connectivity (online status) between wireless bridge and Cloud within a period (1 day or 7 days).

® Neighbor Device List

| Neighbor Device List

Neighbor Discovery

Netwaork Account Discovered at Action

o

Mo Data

You can discover other wireless bridges in the same LAN.

® Device Log

| Log Record Config Log

Al v|| Qsearch | O 3% -
Type 4 Updated at Content
Online/Offline 2020-12-24 09:34:07 Device offline. The final time when it sends packets to MACC is: 2020-12-24 09:34:07(It is an estimated value. The deviation is 1 minute )
Online/Offline 2020-12-24 09:27.23 Device goes online for the first time
Online/Offling 2020-12-21 06:51:03 Device online
First Previous Page | 1 of 1 Next Last 3in total

The device log records the historical operations, including online/offline, restart and upgrade records, and supports queries
based on the log type and period.

5.5.6.3 Basic Bridge Operations
® Add (Recommend to use Ruijie Cloud App)

| Wireless Bridge ListiClick "SN" to view details)

l Web CLI H Upgrade H More - l 0 Selected

Online Status 4 SN Sync 4 Alias MAC
& online MACCOTZ047281 Syneed Ruijie 300d 5e02 63ed
@ online MACCOUD043981 Synced Ruijie 300d.9¢02.1618

Select the network, and click Add. Both batch import and manual add are supported.

Click Download Template to download the template, enter wireless bridge information, and click ‘.xIs’ File to import the
template.
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Download and fill in the template.Up to 500 records can be imported

|

Click Add a Device, enter SN and alias of the wireless bridge, and click OK. Click * toadd multiple APs.

TSN[ ] Alias[ ]D
2SN[ ] Alias[ ]D
asn| | ais | o +

® Moveto

| Wireless Bridge List/click 51 1o view details

Add l Web CLI l l Upgrade l More l 0 Selected
. Move to ]
Online Status 4 \lias MAC
@ Online CA Delete tuiie  300d.9e02.660c
. EXpOI’T. e — |
Reboot fst Previous

Select one or multiple devices in the Wireless Bridge List, click More > Move to, select the new network and click OK.

Select Network
& ]
EAP_EGW
=
& TEST
EGW_NBS_EAP -
=
test2
&
EGW_ESW_EA...
&
ok
: e

® Delete
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| Wireless Bridge List(Click “sN" to view details

Add l Weh CLI l [ Upgrade | More - | 0 Selected
. Move to 1
Online Status P \lias MAC
& Online CAl 2ot tujjie  300d.9e02 660c
. | Export 1
Reboot fst Previous

Select one or multiple devices in the Wireless Bridge List, click More > Delete and click OK.

® Export

| Wireless Bridge Listciick "si io view details

Add l Web CLI l l Upgrade | More | 0 Selected
. Move to |
Online Status 4 \lias MAC
Q Online CA Delete tujie  300d.9e02.660c
E—— Export | —
Reboot rst Previous

Click More > Export to export all wireless bridges, or select one or multiple devices to export.

5.5.6.4 Web CLI

Select one or multiple devices in the Wireless Bridge List, and click Web CLI. The Web CLI dialog box is displayed, and

device information can be queried via the menus in this dialog box. The menus vary with the products.

| Wireless Bridge List(Click "Sh" to view details

Add [ Web CLI H Uparade [ More - ] 1 Selected
Online Status 5N Sync Alias
F F
@ Crline MACCOTZ047251 Synced Ruijie
@ onlinz MACCOLI043881 Synced Ruijie

5.6.1 Cameras

® Camera List

The Camera List displays the camera information, and you can filter cameras based on switch.
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| € camera o 2.
Camera Detected (Update Time: 2021-03-29 16:26:50) | All Switches ~ ] [ Channel No/name, IP, MAC Q

Status MAC Channel NO. Channel Name P Switch Port PoE Status Uplink/Downlink Speed Action
HikvisionNVR “ @ Oniine 6864 .bc0B 2160 1 Camera 01 192.168.110.2 - - wla [ Delete
1P:192.168.110.36 Vender Hikvision © oniine 4447 ccB16042 2 Camera 01 192.168.110.101 - - - - i Delete
First Page | 1 of t " 2 in total
Add NVR
® Detect

Cameras can be detected by Ruijie Cloud or NVR.

| & camera PO - .
Camera Detected (Update Time: 2021-03-29 16:26:50) | All Switches ~ ] [ Channel No/name, IP, MAC Q
Status MAC Channel NO. Channel Name P Switch Port PoE Status Uplink/Downlink Speed Action
HikvisionNVR ® ® Orline B86d be05 B 110 1 Camera 01 192.168.110.2 - o -+ Il Delete
1P:192.168.110.36 Vender Hikvision @ Orline 4447 cc81.6042 2 Camera 01 192.168.110.101 - 5 = o i Delete
Add Page | 1 of act ot 2 in total
Click Detect to start detection.
default (GMT+0
I & Camera Preparation o #-4d
N 1. The camera should be connected with the port . . - N .
Camera Detected Gamerg of managed switch or smart CCTV switch(Reyee pte Time: —) | All Switches ~ I l ame, [, MAL b l
ES2 series).
Status MA ) th Port PoE Status Uplink/Downlink Speed Action
1 2. The camera should run for at least 20 minutes.
= [« ata
24
5 lender.D

Add NVR

® AddNVR

Click Add NVR to add the NVR.

~ ] [ Channel No.fname, IP, MAC (8]

| & camera
Camera Detected (Update Time: 2021-03-29 16:26:50) | Al Switches
Status MAC Channel NO. Channel Name 1] Switch Port PoE Status
HikvigionNVR (£ @ Oniline 8864 b6 5160 1 Camera 01 192.168.110.2 - -
1P-192.168.110.36 Vender Hikvision © oniine 4447.Co91.6042 2 Camera 01 192.168.110.101 - = =
First Pre: Page 1 of et st

Add NVR

Uplink/Downlink Speed Action
e Il Delete
e i Delete

2in total
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MONITORING CONFIGURATION MAINTENANCE 3] 00 5o
Add NVR X
default (GMT+ Africa/Abidjian  Manage Network | Unbind Device
User Agreement  Usage Guide
& P s _
l & Camera 1. The user shall have the administrative and using rights to the target computer system. It is prohibited o
to use Ruijie Cloud to log in to unauthorized devices, and Ruijie does not assume any responsibility for -
Camera Detected : hes W l I o} l
this.
2. When the user provides the required credentials to log in to a target computer system, the user Brus Uplink/Downlink Speed Action
authorizes Ruijie to log in to the target system through such credentials and authorize Ruijie to obtain,
k2 & transmit, and store information about the system's hardware features and network status.
3. The system may have higher security risks after connecting to the Ruijie Cloud. Ruijie is committed to 0 in total
o - ensuring the security and integrity of the information transmission and use of the system, but the
= = relevant content is only reference to equipment operation and mair Ruijie does not guarantee
the completeness and accuracy of the information
4. Ruijie reserves the right to terminate this service if the user infringes the copyright of a third party and
Add NVR Ruijie is notified by the copyright owner or the copyright owner's legal agent.
5. The service may be adjusted or suspended due to technical developments and other external factors,
and Ruijie does not assume any responsibility for loss caused by the discontinuation of service
| agree with the User Agreement
P *
-
Vendor | Hikvision v * %j
(]
Usemame * —
Passwaord *
The NVR List displays the NVR information.
| MwR List < - A
[ Add NVR ] [ Check Connectivity ] I More - ]
Status Name 1P Vendor Username Switch Port Camera Gty Update Time Action
Unknown 192,168 110.4 Hikvision aa - - - 2021-03-31 1M:07:37 # Edit [l Delete
Unknown 192.168.110.5 Dahua Dahua - - - 2021-03-31 1M:07:10 # Edit [1 Delete
Click Check Connectivity to view the connection status of device.
| NVR List o =L
[ Add NVR ] [ Check Connectivity ] [ More ~ ]
Status Name P Vendor Username Switch Port Camera Gty Update Time Action
Unknawn 192.163.110.4 Hikvision 22 = = 2021-03-31 11:07:37 # Edit 10 Delete
Unknown 192.168.110.5 Dahua Dahua - - 2021-03-31 11:07:10 Z Edit 10 Delete

5.7CLIENT

Select MONITORING > CLIENT to open the Client page.

| Client List @

P MAC AP SN ssSiD RSSI APAlias Band Traffic (MB)
192.168.1.8 3470.00a8.dd1d G1PQ5AMOG5853 ppsk_test_007 64 Ruljie  5G 4573
192.168.1.13 48fd.a3f1.4ef5 G1PQ5AMOG5853 @ruijie-eq3250 40 Rujie 56 1.858

Firs Page | 1 of1 Ne: La

o2 B8

Online Clients

| Advanced Search

Manufacturer

Online Time Offline Time
2021-01-21 15:39:45 =

2021-01-21 15:27:47 =

2 in total
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5.7.1 Client List

The Client List displays the information about online clients and historical clients of the current network.

You can switch between Online Clients and History Clients. The client information includes basic information, AP

Location, band, and online time.

P N BT

ot '+
Online Clients v| Advanced Search
Online Clients
icturey History Clients Offline Time

Click MAC in Client List, and the Client Details page is displayed.

5.7.2 Client Detalils

® Client Info

| Client Info
Alias . Status . Online MAC : 3045.9609.0557
Online Time : 2019-04-16 14:05:09 Offline Time - - Uptime : 0Oh 8m 265
IP: 17217.125.140 Terminal : Phone 0S: Android
Manufacturer - HUAWEI TECHNOLOGIES CO_LTD AP SN : G1KD9HH02861B AP Alias - 520w2

SSID: Nature_cloud_as

Client Info includes alias, online status, MAC etc.

® Performance

| Experience @

Traffic{MB)
70
60
50
40
30
20
10
0+ i T T T 1
23:59:59 15:24:11 15:36:54 15:52:24 16:18:57
~O Delay ~()- Pkt Loss Speed RSSI —(O- Uplink —)- Downlink
Delay(ms) Pkt Loss Speed(%)
74 100
G+ Y
5] B0
a4 60
3 o— 0
24
1] 20
0 Q
23:59:59 12511 16:00:11 16:05:11 16:10:11 16:13:11
RSSI Speed(Mbps)
120+ " 200
100 \ e — |
20 - 150
60+ 100
404
204 [53
0 T T T T -0
23:50:59 15:55:11 16:00:11 16:05:11 16:10:11 16:15:11

Performance displays the traffic summary etc.
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®  Online/Offline Record
| Online/Offline Record 3 -

2021-01-21 =
AP SN AP Alias P Band  Traffic(MB) Online Time Offline Time Updated at
- 192.168.1.8 4573 2021-01-21 15:30:45 -
G1PQ5AMOG5853 Ruijie 192.168.1.12 69.393 2021-01-21 15:36:11 2021-01-21 15:36:54 2021-01-21 15:38:06
G1PQEAMOG5853 Ruijie 0.0.0.0 0.010 2021-01-21 15:24:09 2021-01-21 15:24:14 2021-01-21 15:28:02
F e La 3 in total
Online/Offline Record displays AP SN, AP alias, IP, SSID etc.
® Roaming Record
| Roaming Record ST L
Roam-in AP SN Roam-in AP MAC Roam-in AP Group Roam-in AP Location Source AP SN Source AP MAC Source AP Group  Source AP Location Roarr

G1KDB4Y017646 5869.6c7a.5dd0  San_Jose Outdoor RG-AP630(CD) GTKD83S04970C  5869.6c79.44f7  San_Jose Indoor AP520-1 G1KD
GIKDB3504970C  5869.6c79.44f7  San_Jose G1KD14G00221B  5869.6c5b.5071  San_Jose Indoor AP520(BT) GI1KD
G1KD14G00221B = 5869.6c5b.5071  San_Jose G1KDB35S04970C  5869.6c79.44f7  San_Jose Indoor AP520-1 G1KD
GIKD90NOD3414  5869.6caa.72e?  San_Jose GIKDAOTO03926  5869.6cb9.7926  San_Jose Indoor APT40-I G1KD
GIKD90NOD3414 5869.6caa.72e? San_Jose GIKDAOTO03926 5869.6cb9.7926  San_Jose Indoor APT40-1 G1KD
GIKDAOTO03926  5869.6ch9.7926  San_Jose G1KD84YD1T646  5869.6c7a.5dd0  San_Jose Outdoor RG-AP630(CD)  GIKD
GIKD83504970C  5869.6c79.44f7  San_Jose G1KDAHJD52008  5869.6cc1.96d0 San_Jose indoor AP130(W2) GIKD

Roaming Record displays roam-in AP, source AP, SSID etc.

10« 7 in total
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Configuration

6 Configuration

This module enables you to configure the following items:

® PROJECT

WIRELESS

[ ]
® AUTHENTICATION
[ ]

ADVANCD

6.1 PROJECT

6.1.1 Project Management

To facilitate the project management, especially when you have a number of projects, Ruijie Cloud optimizes the Project

page.

Ruijie

MONITORING

CONFIGURATION

MAINTENANCE

fQ | rentestas-00.. vV

® PROJECT

= WIRELESS
Basic
Layout
Radio Planning
Roaming
Bluetooth

@ AUTHENTICATION
Captive Portal
PPSK
Voucher
Account

Easy Sharing
& ADVANCED

Batch CLI Config

| Project Management

Q
‘ = & Root
& ES224 ¢
s MaCc1621567971139
& AC
& Secen_egw_esw_msw
s SSSS_01*

s Secen_eg32_eap_hote
sk Secen_eg32_eap_othe
& Secen_eg32_test ”

s test_ip_rc_001

s Secen-EGW-001_Auto
& test_enet_bug_001

& MaCc1625194403903
sis EG105GW_1

s MaCc1625194117542 "
& ES224_Auto2

sh Secen_eg32_msw_00"

| Project Group Info

Y rooT

Return to Old Version

Project group includes many networks. You can use it to represent the network of a province, a city or a

company.

Add Project Group Add Project

| Project List

Name
ES224
MaCc1621567971139

AC

Secen_egw_esw_msw_eap_office

SSSS_01

Secen_eg32_eap_hotel

Parent Project
ROCT
ROCT
ROCT
ROOT
ROOT

ROOT

Type
,5% Project
,5% Project
&% Project
,525 Project
ﬁgﬁ Project

ﬁgﬁ Project

DevicesAlarms

o
[y

0/0 0
0/1 0
0r2 2
0/0 o}
071 2

H A A A A A

Action

S

B8 a8 3 8 8
A
e
5

o

i

%
=2
5
&

5
]

o

oIy
i

[
>
o
5
o
3

oIy
i

[
=23
o
5
o
3

ol®

g

I
E>
=]
&
i
=

Din,

g

I
E>
=]
&
&
=

Din,

The left menu displays the network hierarchical structure. Each node can be a project group or a project. You can click a

node to display the corresponding project information.

® |f the node is a project group, its projects will be displayed.

® |f the node is a project, its sub projects will be displayed.
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| Project Management How 1o Use?

o

‘E.Rmt

& ES224 12"
& MaCc1621567971138
& ACE

£ 5555017

& Secen_ega2._test

& Secen-EGW-001_Auto
£ test_enet_bug_001

& MaCc1625194403903

& EG105GW_1"

& Secen_egd2_msw_001
& Secen_egd2_msw_05

& 5555

& noeg

& MaCc1631864089483 *
& TesiLn_1

& bondest!

& 3333

& ACPAUTH

& M8

& empty

& new_t

& Secen_eg3z_eap_vila

sk secen_app_office

& Secen_egw_esw_msw_eap_office *

| Project Management  How to Use?

| Project Group Info

Root

| Project List

Retum 10 Ol Version

[= @ Ront

o ES224 12°
& MaCc1621567971139
& ACE

& Secen_egw_esw_msw_eap_office ™

& 8888 01"

& Secen_egaz2_test

& Secen-EGW-001_Auto
& test_enet_bug_001

h MaCc1625134403903

& EG105GW_1°

& Secen_ega2_msw_001
& Secen_ega2_msw_05

& ss88

& noeg

h MaCc1621864089483
& TesiLn_1

& bondtest

& 3333

& ACPAUTH

& mie

ok empty

& new_1

& Secen_eg32_eap_vila

oes [R—— e oo s acton o
ES224 12 ROOT & Project o 2 (Dashboard &% Topology. =W
MaCc1621557971139 ROOT & Project 112 [] shboard £ Topology % W
ACE ROOT &% Projact 0 [ rd ()Dashboard £ Tonology.
Sscen_egw_ssw_msw_sap_ofice ROOT & Projct o4 1 F @ 2 i Topology
ssss_01 ROOT & Project oo [} @ e & Topology
Sacen_eg32_test ROOT & Froject T 2 r @ 2 1pasnnoars. &% Topoiogy.
Secen-EGW-001_Auto ROOT & Project o1 z P @ 2 () Dashboard 4 Topology.
tosl_ene_bug_001 ROOT & Project oo 2 @ 2z LrDasnocarg % Togiogy.
MaCc1625194403803 ROOT & Projedt oo 2 ' 2z Y Dasnbosrg & Togoiogy.
EG105GW_1 ROOT & Project 01 [} D Dashboard < Topology
Secan_sgi2_msw_001 ROOT & Project olo 1 () Dashboard £ Topoiogy.
‘Secen_egiz_mew_05 ROOT & Project 13 1 A Topology
5888 ROOT & Project oo 2 LypDashocard £ Tongiogy =
noeg ROOT & Froject 015 [ D Dasnpong  FiTopoiogy. T wwsiess

® |f the node is a project group, you can add a new project.

® If the node is a project, you can add a new sub project.

| Project Group Info
Root
| Project List

Name Parent Project Type Devices  Alarms Action Advanced
Es224_12 ROOT & Project o1 2 P @ 2 (Dashboard 4 Topology.
MaCe1621567971138 ROOT & Projct 112 [ @ ¢ () Dashboard i Topology
ACE ROOT & Project (121 [} @ e ) Dashboard &% Topology
Secan_sgw_esw_msw_sap_office ROOT &% Project ord 1 ez Lrpasnoosra £ Togaiogy
ss85_01 ROOT £ Project o0 ] g @ 2 () Daghboard £ Topology.
Sacen_eg32_test ROOT &% Projact Tii0 92 Fd ()Dashboard. £ Tonology.
‘Secen-EGW-001_Auto ROOT & Projct 011 2 Z (Dashboars  Topology.
test_enet_bug_D01 ROOT £ Project (] '] ra ) Dashboard 4% Topglogy
MaCc1625194403803 ROOT & Froject ore ] 2 L2 Dasnboary [0g210ay,
EG105GW_1 RDOT & Project 01 [} rd £ Dashboard pology.
Secan_sgi2_msw_001 ROOT &% Project olo 1 & ¢ ) Dashboard &% Topalogy
Secen_egiz_msw_05 ROOT & Project 113 1 ? r £ Topology
8888 ROOT & Project oro '] m 2 Togology.
noeg ROOT 2, Froject ors 2 ¥ z Qoasboard A Topology T Wirsless

& secen_app_office

6.2WIRELESS

6.2.1 Basic

If a network is not configured, it will inherit configuration from its parent network by default. You can create a config file or

import a config file from other networks. If there is any captive portal template unavailable for the network, then you can

not import the config file.

testNetwork001

TestSubNetwork001 Search Network

(GMT+8:00)Asia/Hong_Kong Manage Network | Unbind Device

The Basic page displays Wireless Configuration, Security, and Advanced Settings.

The network inherits configuration from network testNetwork001 . To configure network TestSubMNetwork001 |, click here

More ~
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TestSubNetwork
| Wireless Configuration ~
SSID©
WLAN ID ssID Encryption Mode Hidden Forward Mode Radio Auth Mode Action
1 TestSubNetwork Open No bridge 12 Auth Disabled ® i
Page [ 1 Jof1 - 10.  tintotal
Radio
Radio1(2.4GHz) Radio2(5GHz) Radio3 @ (2.4GHz or 5GHz) @ scan () Access
ON/OFF « ON/OFF « ON/OFF
Max Clients 128 Max Clients 128 Max Clients 128
| Security v
Ruinie s MONITORING _ CONFIGURATION  MAINTENANCE Dy a o
SSID X
rey
ice
& NE More~
wanD [ 6 v] Hidden [ No v
WIR j
SSID [ ] Forward Mode @ [ Bridge vl
ag
Lay] Encryption Mode [ Open v] VLANID [ 1 l

Radio Radio1(2.4GHz) Radio2(5GHz)
Radio3 @ (2 4GHz or 5GHz)

@ AUl Wi-Fi6 [

Cag 5G-Prior Access @

Speed Limit per Client
Ao Speed Limit by SSID |

Auth

Bafl

usTOmEZe CErSer

Click + in the upper left corner to add an SSID. In addition, the SSID page further enables you to configure the rate limit
and the authentication function. Parameters on the SSID page are defined as follows.

WLAN ID: Select a WLAN ID. An SSID matches a WLAN ID one-to-one. The WLAN ID can be specified only when an

SSID is added and cannot be changed subsequently. The maximum value of WLAN ID is 32.
SSID: Enter an SSID name.

Encryption Mode: Four modes are available: OPEN, WPA-PSK, WPA2-PSK AND WPA2-ENTERPRISE (802.1X).
OPEN indicates that no password needs to be configured; WPA-PSK or WPA2-PSK indicates that a password needs to
be configured. WPA2-Enterprise(802.1x) indicates that the 802.1x authentication mode is adopted for the SSID. After
the 802.1x authentication mode is selected, the following page is displayed. PPSK indicates that each terminal device is
bound with a unique WiFi account and key. After the PPSK mode is selected, you need to configure your account in
CONFIGURATION>AUTHENTICATION>PPSK.
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| ssID

WLAN ID [ 12 vl Hidden [ No vl
SSID [ KFC ] Forward Mode @ [ Bridge vl
Encryption Mode | WPA2-Enterprise(802.1X) v vano [ 1 |

Radio Radio1(2.4GHz) M Radio2(5GHz)
Radio3 @ (2.4GHz or 5GHz)

Primary Server —Select a server-- vl [©)]

Jitter Prevention

Advanced Settings

5G-Prior Access @

Speed Limit per Client @

Uplink ] Mbps Downlink Mbps

Speed Limit by SSID

Click ® to add an authentication server. A dialog box for a Radius server configuration is displayed, as shown in the

following figure.

| Radius Server

Server Name :

Server P :

Authentication Port :

Accounting Port :

Key

Save Cancel

Server IP, Authentication Port, Accounting Port, and Key can be configured for a RADIUS server. Authentication
Port and Accounting Port are optional, and respectively set to the default values 1812 and 1813 if no values are
entered. The jitter prevention function can be configured in 802.1x authentication mode, as shown in the SSID
configuration page with Encryption Mode set to WPA2-Enterprise(802.1x). In case of jitters: after the jitter prevention
function is enabled (the jitter prevention duration range is 0—600), clients will not go offline within the duration of jitter
prevention. The default jitter prevention duration of an AP is 2 seconds. Note that the jitter prevention function may not
be supported in earlier AP versions. In addition, the Advanced Settings function is provided for 802.1x authentication. In
Advanced Settings, the NAS IP address (available in the NAT environment) and accounting update period can be

configured and the added authentication server can be managed.
Hidden: Specify whether to hide the SSID, which can be set to Yes or No.

Forward Mode: Select a forward mode of a wireless AP. NAT indicates that an IP address is allocated to a client by an
AP; Bridge indicates that an IP address is allocated to a client by an AP’s upstream device. A VLAN ID must be

configured when the Bridge mode selected.
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NAT Address Pool Configuration: Click the NAT Address Pool Configuration link to display the window.
Support customized DNS configuration in NAT DHCP Pool.

NAT Address Pool Configuration %

T NEB Note: 1. Only afier the SSID has been configured with NAT forwarding mode, the NAT address pool configuration will be delivered to the AP

2 K the address pool has changed, the original client must re-associate the SSID to get the new address of the address pool.

& Common Address Poal Configuration (Recommended)
Use the current address pool or the default address pool (192.166.23.0/24), Apply default configuration ~

Network

. Submask

Primary DNS:

3 Standby DNS

(") NAT Reaming Address Pool Configuration (Cloud will allocate different address pools for different APs. The AP must support L3 roaming. Please select this option when all APs in
the network are dual-radio APs. )
By default, it is auto allocated by server. (Range: 10.233.0.0/24-10 254 254 0/24), Click here to customize the address pool.

& A

Save: Cancel

Max Clients L Max Clients Max Clients ‘ ‘

TZE CrT ey

Enable DF5@ Enable DFS@ Enable DFS@

=il

eWeb

L

Wi-Fi6: RGOS and Reyee APs support Wi-Fi6 configuration. On Reyee APs, Wi-Fi6 can be enabled based on SSID.
On RGOS APs, Wi-Fi6 can only be enabled based on Radio. After enabling, Wi-Fi6 is applied to the radio corresponding
to the SSID.

5G-Prior Access: It is enabled when the SSID is associated with Radio 1 and Radio 2 for dual-band APs (2.4 GHz and 5
GHz) to ensure that clients supporting dual bands access the 5 GHz frequency band preferentially. This reduces the load
in the 2.4 GHz frequency band and improves user experience.

Rate limit: Specify whether to enable the rate limit function for a client. When this function is enabled, uplink and
downlink rates must be configured.

Auth: Common APs support External Portal and Captive Portal authentication.

6.2.1.2 External Portal

You can configure the External Portal when using an external authentication server.

Enable Auth and select External Portal. Enter correct information and click OK.
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Auth @
Mode [ External Portal Vl
Portal Server URL @ [ l
Portal P @ | ]
Portal Port(Optional) [ l
Gateway ID(Optional) [ l
Seamless Online Enable(Available only when supported by Auth server)
Idle Client Timeout * Inactive Client Auto Offline {Optional)
6.2.1.3 Captive Portal
You can configure the Captive Portal when using Ruijie Cloud for authentication.
1. Onthe SSID page, enable Auth and select Captive Portal.
| 53D
More=
WLAN ID [ 2 vl Hidden [ No v]
ssiD [ ] Forward Made @ [ Bridge v]
Encryption Mode [ Open v] VLAN ID [ 1 ]
Radio Radio1(2.4GHz) ¥ Radio2(5GHz)

5G-Prior Access @

Speed Limit per Client

Speed Limit by SSID

Auth

Mode

2. Enable Seamless Online and select the portal.

Captive Portal

Radio3 @ (2.4GHz or 5GHz)
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Mode [ Captive Portal V]

Seamiess Online @ @ I 1 Day v]

Please select a portal or add a new portal

TestPortal001

Welcom Message

Marketing Message
© Voucher Login

Access Code

(O One-click Login

(O Account Login

6.2.1.4 Apartment WiFi

To configure different SSIDs for APs, enable Apartment WiFi in Basic > SSID > More.

| ssID

Morew

WLAN ID [ 2 v] Hidden [ No Enable Apartment WiFi
ssiD [ l Forward Mode @ [ Bridge v]
Encryption Mode [ Open v] VLAN ID [ 1 ]

Radio Radio1(2.4GHz) ® Radio2(5GHz)
Radio3 @ (2.4GHz or 5GHz)

5G-Prior Access @

Speed Limit per Client
Speed Limit by SSID

Auth
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| ssID

1I(- Enable Apartment WIFi to configure APs' SSIDs and passwords differently from each other in batch

1(r Each AP’s SSID will be in the pattern of “SSID Prefix” + “AP Alias” For example, if the SSID prefix is “GroupSSID-", AP1 alias is “testAP1" and AP2 alias is “testAP2",
then AP1 SSID at users end is “GroupSSID-testAP1", and AP2 SSID is “GroupSSID-testAP2". WiFi passwords can be configured differently as well.

1Cr Both SSID and password can be configured when importing APs in batch or adding an AP manually.
1(r Note: To add an AP to this group after enabling Apartment WiFi, please click £} in the SSID list to apply the configuration.

WLAN ID [ 2 VI Hidden [ No VI
SSID Prefix [ l Forward Mode @ [ Bridge V]
Radio Radio1(2 4GHz) M Radio2(5GHz) VLAN ID [ 1 ]

Radio3 @ (2.4GHz or 5GHz)

5G-Prior Access @

Speed Limit per Client

Speed Limit by SSID

6.2.1.5 Radio

Radio

Radio1(2.4GHz)

ON/OFF L @

Max Clients

Enable DFS@

The Radio page enables you to configure the AP radio ports. As shown in Figure 4-4, the Radio page provides the

On/Off and Max Clients items. Parameters on the Radio page are defined as follows:

On/Off: Specify whether to enable the radio function. When it is set to Off, the SSID is invalid; the corresponding SSID
can be used properly only when this function is set to On.

Max Clients: Enter the upper limit of associated clients in a frequency band.

DFS: After enabling DFS, the device will automatically change a channel when detecting radar interference,
The function is only supported on RGOS devices.

@) Deletion of radio configurations indicates that the system preserves the current configurations.
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6.2.1.6 Security Configuration

| Security

eWeb

To configure the password of EG3200 Series, click here.

eweb @

Password [ - l Tip: The password fo log in fo the AP eWeb.

Telnet Settings
Teinet @[

Password [ i l Tip: The password fo log in io the AP by telnef.

Client Isolation
AP-based Client Isolation (Clients on the same AP are isolated)

AP&SS5ID-based Client Isolation (Clients on the same AP with the same S5ID are isolated)

Wireless Intrusion Detection @

DDOS Attack Detection

Flooding Attack Detection

AP Spoof Attack Detection

Weak IV Altack Detecfion

Attack sources will be added to the dynamic blacklist and their packets be discarded

Clients will be in the biacklist for :] seconds(Optional. Range:60-56400. Default: 300)

As shown in the preceding figure, Web Password, Telnet Settings, Client Isolation, and Wireless Intrusion
Detection can be configured.

Web Password: Enter the Web login password of an AP. When the password is empty, the system does not push the
password to AP.

Telnet Settings: Enable the Telnet service of AP. When the Telnet service is enabled, the password is required.

Client Isolation: Clients are isolated without affecting their network access to ensure that they cannot communicate with
each other, thereby ensuring client service security. AP-based client isolation or AP&SSID-based client isolation can be
selected. If AP-based client isolation is enabled, all layer-2 clients associated with the same AP cannot communicate
with each other. If AP&SSID-based client isolation is enabled, clients in the same WLAN on the same AP cannot

communicate with each other.

Wireless Intrusion Attack Detection: Include DDOS attack detection, flooding attack detection, AP spoof attack
detection, and weak IV attack detection. If this function is enabled, at least one of the preceding four detection functions
needs to be enabled.

6.2.1.7 Advanced Settings

AP RF Scheduling:

If AP RF Scheduling is disabled, AP will broadcast the SSID.

AP RF Scheduling
RF Shutdown Scheduling

To specify the time of turning on/off WiFi, enable RF Shutdown Scheduling and configure the period.
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AP RF Scheduling
RF Shutdown Scheduling @

Period
Start Time [ This day "H 23 v] :[ 00 v]
End Time [ Next day vH 8 v] :[ 00 v]

Whitelist: Enter whitelisted websites, and websites that can be accessed directly without authentication. For Facebook

social login, you need check on Facebook Whitelist so that clients can access Facebook API before authentication.

Whitelist & Facebook
Address Description Action
* baidu.com [ 1
* ruijienetworks.com [ I
* facebook.net The domain name is mandatory for Facebook authentication
* facebook.com The domain name is mandatory for Facebook authentication
* focdn.net The domain name is mandatory for Facebook authentication
First Previous Page | 1 of 5 Next Last 23 in total
CLICommand @
Model Description Action
ALL cwmp [EAm]
First Previous page | 1 of 1 lext Las [0~ J1intotal

CLI Command: Enter commands to be pushed to APs. This function allows you to perform some configurations

unsupported via CLI commands.

6.2.2 Layout

On the Layout page, you can bind an AP to a specific location after importing it to a network.

The Unbound Device List on the right displays APs that have been imported to the network, but are not bound to a

location. Click Config Layout to display the list.

Config Layout

Name Action

No Data

Add Layout

Click Add Layout to add the local layout or map layout. The local layout can be used to bind the location of indoor APs

and the map layout can be used to bind the location of outdoor APs.
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Configuration

Add/Edit Layout

Layout Name

Please enter up to 18 characters, consisting of letters, numbers and underline (_).

Layout Source @ Local Layout () Map

Select

Please select a picture in the format of gif, jpg, jpeg, bmp or png. The size of the picture cannot exceed 5M.

Save Close

Select an AP from in the unbound AP list and drag it to the target location.

| Layout
Layout : [ Ist v ] { Config Layout il Remove Device
4
Map  Satellite Y KUGUKPIYALE e A e HH
% AKSIM UA
’
2
Edlgekapl Kara Sehitligi @ = AP740- Gicek Pasaji Q AYASPASA
Z 2 ( )
AP130(W) 1 G1KD90T013366 a
‘ g";“;gd%%\(@ac o3 X QMasumn et MUzesi
; h istanbul Modem@ Y 5
Aya Yorgi Rur Sanat Muzesi
Patrikhane Kilis &,
EUROPEAN SIDE \&t- < Y30z 5u||d'lQ %1 o
:&p‘\ v 3 Selim CamuA AYAKAPI S Galata Kuleste TOPHANE
< G { AP520(BT)
o 'G1KD14G002056 .
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6.2.2.1 Unbind APs

Unbound Device List

SN: 1234567891026

SN: 4RWEESRWQSREWQS  Type: SWITCH

SN: G1KD14P001548
SN: G1KD84P049831
SN: GIKDAHJ092811
Ruijie

SN: GIKQB7F01872A

$29105
SN: G1LSONN001321

AP130w2
SN: G1LQ10Z021430

123

SN: G1LQ88Q061962

AP520(W2)
SN: G1LQBJR08746C

$2928G-E V3

Type: AP

Type: AP
Type: AP

Type: AP

Type: AP

Type: SWITCH

Type: AP

Type: AP

Type: AP

AP unbinding is different from AP deletion. AP unbinding removes the binding relation between an AP and a location, but

the AP still exists in the network and can be managed. AP deletion deletes an AP from a network and the AP cannot be

controlled after being deleted.

The AP unbinding methods are:

Method 1: Select an AP, and click
moved from a network to its parent network.

[l Remave Device  tg ynpind the AP from a location. An unbound AP will then be

Method 2: If a location is already bound with an AP, you can drag another AP to the location to replace the old one.

6.2.3 Radio Planning

Radio planning can adjust channels and power of APs in the same area to optimize the channel allocation and power of

the APs. Proper RF configuration planning can reduce channel interference, increase channel utilization and improve

overall wireless performance and capacity.
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Select CONFIGURATION > WIRELESS > Radio Planning to enter the Radio planning page. Both manual and

automatic planning are currently supported.

| Radio Settings

Country/Region China HK(HK) v
RF1{2.4G) Default Channel Width 20MHz v
RF2{5G) Default Channel Widih 80MHz v
RF3{5G) Default Channel Width 40MHz v
| Smart RRM L3 Custom Channel =] Recent RF Scan History (& Schedule Settings
Scan Mode: ) Quick Scan @ Deep Scan
(&) The WiFT service won't be interrupted during scanning () The resutt will cover almost all WiFi interference.
process. (I} The WiFi service will be interrupted during scanning
() The scanning result may not include all inferference. process(disconnect and reconnect).

Synchronize to Device :

Scan Mow

6.2.3.1 Radio Settings

On the Radio Settings page, select the country and Channel Width.

| Radio Settings

Country/Region China HK{HK) v
RF1(2.4G) Default Channel Width 20MHz A
RF2(5G) Default Channel Width 80MHzZ v
RF3(5G) Default Channel Width 40MHz v

For 2.4G channels, the bandwidth can be 20 or 40 MHz.

For 5G channels, the bandwidth can be 20, 40, 80, or 160 MHz.

6.2.3.2 Smart RRM

The automatic RF planning function allows Cloud to calculate the optimal channel configurations and power values for
APs by using the radio resource management (RRM) algorithm according to RF information collected by each AP.

Optimal recommended configurations can be applied to the APs.

The entire process of the automatic RF planning includes three parts:
1. Cloud triggers APs to scan and upload RF information.

2. Cloud calculates the optimal recommended configurations.

3.  The optimal recommended configurations are applied to the APs.

The automatic RF planning supports network-based planning only.
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The AP RF channel optimization algorithm staggers RF channels of neighboring APs respectively based on the 2.4 GHz
frequency band and the 5 GHz frequency band while ensuring as much as possible that original configurations are
unchanged. To reach optimal power, The AP power optimization algorithm automatically increases or decreases the RF
power for an AP according to the co-channel interference.

After a network is selected on the RF planning page, a page for automatic RF scanning and planning of the network is
displayed. On this page, the APs of a network can be triggered to scan the RF, display recommended RF configurations

calculated after scanning, and save the recommended RF configurations to APs.

| Smart RRM ~ Recent RF Scan History LS e
Triggered at RRM Analysis at Updated at Scan Mode  Status Apply Task Result Action
2017-06-20 16:20:25 2017-06-20 16:42:25 2017-06-20 16:44:00 Quick Scan Finish  Yes Mo Online devices: 1, do not support devices: 0, finished devices: 1 B i x

The Recent RF Scan History page displays historical records of automatic RF scanning and planning. Each record
shows triggering information got each time, including the automatic RF planning status, the start time, the end time, the
status (Initializing/Scanning/RRM analysis/Finish/Failure), whether to apply to the APs, and the running logs.

® Smart RRM
| Smart RRM {3 Custom Channel  [E] Recent RF Scan History (& Schedule Settings
Scan Mode ) Quick Scan ® Deep Scan
(2) The WiFi service won't be interrupted during () The result will cover almost all WiFi interference

SCANNINgG Process. () The WiFi service will be interrupted during

scanning process(disconnect and reconnect).

() The scanning result may not include all

| | interference

Synchronize to Device : @l

Action : Synchronize recommended channel

Mow

There are two execution modes: immediate and periodic. Click Scan Now, and Cloud starts RF scanning. Data will be

uploaded after scanning.

® Schedule Settings

| Smart RRM > Schedule Settings
Status [ ¢
Scan Mode ) Quick Scan @ @ Deep Scan @
() The WiFi service won't be interrupted during scanning process. (Z) The result will cover almost all WiFi interference:
(&) The scanning result may not include all interference. () The WiFi service will be interrupted during scanning
process(disconnect and reconnect).
Time 16:00 v
Monday Tuesday Wednesday Thursday Friday Saturday Sunday
Synchronize to Device - [ @

Action - Synchronize recommended channel

On the Schedule Settings page, Periodic Execution can be enabled.

& When a periodic task is triggered, this periodic task is automatically canceled if the network is already in a scanning

triggered state (for example, immediate execution is being triggered).
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® Related parameters

(1) Scan Mode

Scan Mode: () Quick Scan @ Deep Scan
(£} The WiFi service won't be interrupted during scanning (L) The result will cover almost all WiFi interference.
process. (25 The WiFi service will be interrupted during scanning
(&) The scanning result may not include all interference. process(disconnect and reconnect).

Quick Scan: This mode enables APs to provide the WiFi service properly during scanning. However, data acquired in this
mode is not as accurate as that in the Deep Scan mode. The calculation result based on the data in this mode is less
accurate than that in the Deep Scan mode. This mode is applied when it is expected that the current network is not

affected.

Deep Scan: This mode is also referred to as the enhanced mode, and causes wireless clients to go offline at the
beginning and ending of the scanning. Data acquired in this mode is more accurate than that in the Quick Scan mode,
and the automatic RF planning based on the data is more accurate. This mode shall be applied at the initial stage of the

overall network planning or when disadvantages of this mode are tolerable.

(2) Sync to Device

Synchronize to Device © @l

Action Synchronize recommended channel v

Synchronize recommended channel
Scan Nov . .
Synchronize recommended channel and power

Synchronize recommended power of current channel

If this function is enabled, the RF scanning result will be automatically pushed to the AP. In this case, skip step 3.
(3) Manually push the RF optimization results (synchronize the RF configurations to the APS).
Skip this step if Sync to Device is enabled.

After the status in the record of the triggered RF planning displays Finish, check the planning results, and synchronize

the recommended automatic planning RF configurations to the APs.

It allows you to directly view RF optimization results, and directly push the optimized configurations to APs of a network,
without relying on the location planning. It is convenient and suitable for fast deployment, and can be used when the APs

have no location planning or are not bound.

(4) Click B Recent RF Scan History in the list to display the automatic RF planning result list of the APs.

| Smart RRM » Recent RF Scan History LS L B
Triggered at RRM Analysis at Updated at Scan Mode  Status Apply Task Result Action
2017-06-20 16:20:25 2017-06-20 16:42:25 2017-06-20 16:44:00 Quick Scan Finish  Yes MNo Online devices: 1, do not support devices: 0, finished devices: 1 B I x
2017-06-11 11-:00:52 2017-06-11 11:23:22 2017-06-11 11:04:02 Quick Scan Failure No No RF scan is not supported in the orgnization B o
2017-06-11 10:54:07 2017-06-11 11:16:37 2017-06-11 10:57:18 Quick 8can  Failure No No RF scan is not supported in the orgnization B o
2017-06-09 18:19:39 2017-06-09 18.42.08 2017-08-09 18:22.49 Deep Scan Failure No Mo RF scan is not supporied in the orgnization E J‘_'|_
2017-06-09 17:28:23 2017-06-09 17:50:53 2017-06-08 17:31:33 Quick Scan Failure No No RF scan is not supported in the orgnization B o
2017-06-09 17:14:35 2017-06-09 17:37:05 2017-06-08 17:17:45 Quick Scan  Failure No No RF scan is not supported in the orgnization B I
2017-06-09 17:06:30 2017-06-09 17:29:00 2017-06-09 17:09:40 Quick Scan  Failure No No RF scan is not supported in the orgnization B o

First Previous Page | 1 of 1 e Las 104 7intoial |
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SN Radio MAC Channel  Recommended Channel Channel Changed Power(%)  Recommended Power(%) Recommended Signal Power(%)
G1KDAHJ052008 2.4G 5869.6cc1.96d0 1 1 Mo 100 100 100
G1KDAHJ052008 5G 5869.6cc1.96d0 149 149 No 100 100 100

In the RF optimization result list of the APs, Recommended Power indicates a recommended power value for the
current channel. Recommended Signal Power indicates a recommended power value for the recommended channel. It

is calculated based on the recommended channel, and is configured together with the recommended channel.

(5) Click | ync Latest C i | in the trigger record, and select a mode to push the recommended optimization

configurations to the corresponding APs.

Three modes are available: pushing the recommended channel configurations, pushing the recommended power
configurations of the current channel, and pushing the recommended power configurations of the recommended channel.
Any of the three modes can be selected as required.

&) Ifan AP has been bound to a location and has been synchronized with RF configurations of the location. This
operation will remove the RF synchronization between the location and the AP, and push the selected

recommended optimization configurations to the AP.

6.2.3.3 Manual Planning

You can also manually configure the RF of a network. First, select a network to open the Manual Planning page. You
can select a radio type (2.4 GHz/5 GHz) in the Radio Select drop-down list. The number inside the location icon
indicates the current channel, and the power percentage is displayed when you point to the location icon.

&) The RF channel or power data is not displayed during configuration.

Click a location icon to display the RF channel and power configurations on the right. If the location is bound to an AP,
the SN of the bound AP is also displayed.

| Manual Planning

List  Layout Layout : | test v Radio Select:| 2.4G v | {3 Batch Config

Config Details

SN: GTMWI0K006997

Country: China(CN)
» Radio 1(2.4Ghz)
Channel:
K g
TX Power:

| .

« Radio 2(5Ghz)

Channel:

| d

TX Power:

| "

To perform manual RF planning:
1. Setthe RF configurations of a location in one of the following ways:

® Configure one location
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Click a location icon, configure parameters the right, and click Apply.

SN: G1MWI0K006997
Country: China(CN)
» Radio 1(2.4Ghz)
Channel:
- :
TX Power:

[ %

« Radio 2(5Ghz)

Channel:

[ v

TX Power:

| 5

« Radio 3(5Ghz)
Channel:

[ Not Configured ~
TX Power:

| ;

® Configure locations in batches

This function is used to configure the RF channel and power for a large batch of locations, and is suitable for a scenario

with many locations on a network.
Click 1 Baich Config ghove the location diagram to configure the power percentage for all locations of a network.

Batch Config

Radio: I Radio 1(2.4G) vl

Power: I I %

Save Close

2. Synchronize the RF configurations of the location to a bound AP
Click |—| above the location diagram to synchronize the RF configurations of the corresponding location to the

bound AP.

Batch operations for multiple locations can be select before clicking

]
After the synchronization is successful, ﬁa is displayed in the lower right corner. At this point, the configurations of the

location are synchronized to the bound AP.

) |f the Bind or Unbind operation is performed, RF configurations are synchronized to or removed from the AP.

6.2.3.4 AC Smart RRM

In the AC network, click Radio Planning to open the Smart RRM page.
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MONITORING CONFIGURATION MAINTENANCE

ER | testdemo v
test_ac_bug_001 Search Network Q) (GMT+8:00)Asia’Shanghai  Manage Network \Conﬂlct Network \Untmd Device
& NETWORKS
= WIRELESS [l Recent RF Scan History
Basic

RRM

@ AUTHENTICATION / N ~
y/ N\ Introduction

Easy Sharing lf \\ The network will be optimized to provide a better experience for you. Please ensure all APs are online before start.

& Advanced \
Note

Baich CLI Config

1. The scheduled time depends on the system time

Customize CLI Set 2 2. RRM will last for about 10min and STAs may go offline. It is recommended to avoid busy hours.

3. If the system is busy with channel adjustment or AP Radic adjustment, please try again later.
| have read the above notes.

m Scheduled RRM

OlT/e

Check “I have read the above note”, and click m to start RRM. The whole process takes about 10 to 15

minutes.
MONITORING CONFIGURATION MAINTENANCE L o e ® o
FR = tesidemo
AC_Nature_office Search Network O (GMT+0:00)Africa/Abidjan Manage Network | Unbind Device
£ NETWORKS
T WIRELESS | Smart RRM [l Recent RF Scan History

Basic

Scanning...

Radio Planning

@ AUTHENTICATION
Started ai: 2021-01-22 09:09:15

Easy Sharing o Timed Used: 31s
& Advanced - Interference includes WLAN interference and non-WLAN interference

Batch CLI Config + Itis recommended to disable the rate set lower than 11M in a scenario of few interference and high RSS! to avoid air
interface performance deterioration caused by low rate

Customize CLI Set - Itis recommended to disable power saving for the STAs to keep them connected even in sleeping mode, avoiding
repetitive association or authentication caused by disconnection

« Itis recommended to set Roaming Sensitivity Level to high on the STA to ensure successful roaming

t=hl

Enable Scheduled RRM to configure the time, and RRM will start at the set time.
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| Smart RRM
RRM

Introduction

The network will be optimi; I 2021-01-22 09:31:12

o

Note

1. The scheduled time dep

OK

Cance

2. RRM will last for about 10min and STAs may go offline. It is recommended to avoid busy hours

3. If the system is busy with channel adjustment or AP Radio adjustment, please try again later.

| have read the above notes

m Scheduled RRM @

6.2.4 Roaming

Roaming planning refers to enabling network-based roaming.

L3 Roaming: You can seamlessly connect to APs with different VLANS. It is enabled by default.

[El Recent RF Scan History

u. Please ensure all APs are online before start.

L2 InVLAN Tunnel Forwarding: You can seamlessly connect to APs with the same VLAN. It is enabled by default.

| Nature Roaming Settings

L3 Roaming L2 INVLAN Tunnel Forwarding :

With reaming function enabled, users can achieve zero-handoff roaming within the WiFi coverage area. Example

Before

Floor 2, VLAN 20

m

==
o
e

o
|
wm

—
| — —— Floor 1, VLAN 10

Before

Bedroom, VLAN 20

L3 Roaming

—
[
e
—

\—

Floor 2, VLAN 20

=|:[|=

Floor 1, VLAN 10

Bedroom, VLAN 20

¢ - g 7
& - &
- v : 18 9

- —1) 2L —1l

@) For wireless roaming, SSID signals must be consistent; otherwise, roaming may fail.

6.2.5 Bluetooth

Bluetooth configuration functions include Bluetooth configuration import, configuration adding for a single AP,

configuration modification, and configuration deletion, as shown in the following figure:
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| Device Info QL5
=

Device SN Status Ui Major  Minor Network AP Alias Action

G1KD14G002056 Enable 2DB4F012A9204D0A8598T1456D24E6A0 1 2 Lab_1 APS20(BT)_1 [EAN T

® Import Bluetooth Configuration in Batches

Page

1

of 1

[ 0. Jtintotal

Click Import, and click Download Template to download the template corresponding to APs in the current network and

set corresponding parameters in the file. Requirements for the UUID, Major, and Minor parameters are:

UUID: Enter a string of 32 characters in hexadecimal format.

Major: Enter a string of 4 characters in hexadecimal format.

Minor: Enter a string of 4 characters in hexadecimal format.

Import

Please download the template and enter the Bluetooth configuration before uploading the template. Up

10 500 records can be imported

Cancel

After the parameters are filled, click '.xIs' File to import the file.

® Add Bluetooth Configuration for an AP

Click Add, enter the parameters as required to add a Bluetooth configuration for one AP and click Save. If a Bluetooth

configuration is already configured for the AP, the existing Bluetooth configuration will be updated.

Bluetooth

Device SN : [

Status :

UuID : [

Major : [

Minor : [

l Save

l Close

®  Edit Bluetooth Configuration for an AP

Click the [ icon in the Action column, edit the parameters and click Save.
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6.2.6 Load Balance

The AP load is imbalanced as the distribution of clients is uneven. As a result, the user experience of clients who are
associated with heavily loaded AP may be affected. To solve the problem, you can create a load balancing group to

evenly distribute clients across APs to enhance the user experience. Please note that load balance is only supported on
RAPs in the network with Reyee EG.

GURATION MAINTENANCE
R 1653454030, v
Test Search Network Q0 (GMT-+0:00JAfrica/Abidjan  Manage Project | Conflict Network | Take over Network | Unbind Device
& PROJECT
| ® WRELESS | Load Balance {_Only supported for Reyee RAP and required for R55 or higher versions
Basic
Layout
Radia Planning A B A B
i = = =]
Bluetontn
Loac Balance - -
o O = = 7T B = B B
@ AUTHENTICATION R ;R PY e o o o o o
Captive Portal = > @ [ 4k 4 &b ah ;ah ;i
PPSK o O o
Woucher
Actount
Easy Sharing The AP I0ad is Unbalanced as the nuMbers of clients in Roam A and when load balancing is enabled, the clients will be evenly distriputed
Roam B are different, which wil affect user experience across APS to achieve optimal utiizatian
& ADVANCED

Batch CLI Config

Custamize CLI Set

There are two types of load balancing policies: Client Load Balancing and Traffic Load Balancing.

Client Load Balancing: When the difference of client number between 2 APs reaches the threshold, the AP with heavy
load will deny the association of a new client, and the client can only associate with another AP in the group. After the
number of client association is denied for the specified times, it will be allowed to associate with the AP upon the next

attempt.

AP Load Balancing Group

Group Name

Type Client Load Balancing Traffic Load Balancing

Rule When an AP is associated with 3 @ clients and the difference between the currently associated client count and client

count on the AP with the lightest load reaches 3 , clients can associate only to ancther AP in the group. Aftere a client

association is denied by an AP for 10 times, the client will be allowed to associated to the AP upon the next attempt

AP Member
Only display un-grouped APs

Group Name

10/page

Traffic Load Balancing: When the difference of AP traffic load between 2 APs reaches the threshold, the AP with heavy
load will deny the association of new client, and the client can only associate with another AP in the group. After the
number of client association is denied for the specified times, it will be allowed to associate with the AP upon the next

attempt.
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AP Load Balancing Group
Group Name
Type Client Load Balancing

Rule When the traffic I0ac on an AP reaches 5 | *100Kbps and the difference etween the current traffic and the traffic on

the AP with the lightest I0ad reaches 5 *100Kbps, clients can assaciated only to anather AP in the group. After 2 client

association is denied by an AP far | 10 | times, the client will be allowed to associated to the AP upan the nest attempt,

AP Member
Only display un-grouped APS

Group Name

No Data

0ipage

Cancel

A 1653454830,
LoadBalance (GMT+8 00)Asiarshanghal Manage Project | Conflict Network | Take over Netwark | Unbind Device
® PROJECT
= WIRELESS | Load Balance _Only supported for Reyee RAP and required for RE5 of higher versions
Basic
Layout

Radio Planning
Client Load Balancing

Roarming

Bluetooth LBG_Mseting_Room Rule threshold: 3 Client Count Difference: 3 Max Denial Count 10

Load Balance AP Member  GINDCBHOO198B  G1PD38G025082

® AUTHENTICATION =
Captive Portal =
f— Client Load Balancing Q
Voucher Lobby Rule threshold: 10 Client Court Difference: & Max Denial Count 5 T
Account

AP Member  G1QH2GYD23495  G1QHSLTO16555
Easy Sharing

& ADVANCED 1 10page Goto 1

You can change the parameters of balancing policy and the APs in group. Please note that an AP can only be added to a

load balancing group.

AP Load Balancing Group X
Group Mame  |LEG_Meeting_Roam
Type Traffic Load Balancing
Rule ‘When an AP is associated with 3 @ clients and the difference hetween the currently associated client count and client
count on the AR with the lightest load reaches 3 , clients can associate only to another AR in the group. Aftere a client
association is denied by an AP for 10 fimes, the client will be allowed to associated to the AP upon the next atternpt.
AP Member
o} Only display un-grouped APs
] Alias SN Group Name
] Ruijie G1MDCBHOD1988 LBG_Meeting_Roam
] RAP1200F G1PD3EG025082 LEG_Meeting_Room
Ruijie G1OH2GY0253495 Laobby
ruijie_02 G1QHELTO16555 Labhy
1 10fpage Goto 1

“ vancel
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6.3AUTHENTICATION

6.3.1 Captive Portal

On the Captive Portal page, you can edit the portal template. If you enable Auth when configuring SSID and select the
Captive Portal option, you can select an existing portal template.

Select CONFIGURATION > AUTHENTICATION > Captive Portal to open the Captive Portal page, and select a
network on the top to filter captive portals.

When Captive Portal is enabled, SSID can associate with the templates. You can manage templates under a network,

but only use or associate templates under a sub-network.

6.3.1.1 Captive Portal List

| Captive Portal 38
i AN

TestPortal02 TestPortal01

Welcom Message

Welcom Message

Y Not associated with SSID

Applied SSIC

p Not associated with SSID
Network of Synchronized
Not synchronized to EG

work of Synchronized
Network of Synchroniz

Not synchronized to EG

2021-01-21 16:44:38

Created or
2021-01-21 16:42:21

|

The list displays all captive portal templates, including thumbnails, name, association status, creation time and
description.

®  Add Captive Portal

| Captive Portal s

Add Portal Name Q

@

o

B

Add
Click = or to open the Add Captive Portal page. Enter name, description and post login URL, and

select login options. After Status Balance Page is enabled, you can check your balance information after login.
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| Captive Portal » Add

Name I -
Description I
Login Options One-click Login Voucher Account Facebook Account SMS
Access Duration (Min) Unlimited v

Show Balance Page@

5

Post-login URL @ hitps:/fww.ruijienetworks.com

c

There are four login options: One-click Login, Voucher, Account and Facebook Account.

One-Click Login: You can set Access Duration and Access Times Per Day.

Login Options One-click Login Voucher Account Facebook Account SMS3
Access Duration (Min) l 60 v
Access Times Per Day l 10 v

The page for One-click Login:

This is my
Welcom Message:

This is my Marketing
Message.

v | agree to the Terms of Service and

Acceptable Use Policy

Q One-click Login

This is my Copyright

Voucher: You can log in with the voucher code.
Login Options One-click Login Voucher Account Facebook Account SMS

The page for Voucher:
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This is my
Welcom Message..

This is my Marketing
Message.

Q Voucher Login

Access Code

v | agree to the Terms of Setvice and
Acceptable Use Policy

Login

This is my Copyright

Account: You can log in with the account and password.

Login Options One-click Login Voucher Account Facebook Account SMS

The page for Account:

This is my
Welcom Message..

This is my Marketing
Message.

€ Account Login

Account

Password

v | agree to the Terms of Service and

Acceptable Use Policy

Login

This is my Copyright

Facebook Account: You can log in with your Facebook account, and Facebook Like is available. When Facebook Like
is enabled, you need to provide the corresponding URL, Profile Photo, Page Name and Description.
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Login Options One-click Login Voucher Account Facebook Account SMS3

Facebook Like o«
Limitation: Facebook Like is supported only when you manually open the browser and complete the

authentication.

URL I l

Profile Photo @ No Image Selected Upload

Page Name I l

Description I l

The page for Facebook Account Login:

This is my
Welcom Message:

This is my Marketing
Message.

+ | agree 1o the Terms of Service and
Acceptable Use Policy

0 Facebook

This is my Copyright

Note: if you select Facebook Account, you need to enable Facebook Whitelist at the Advanced Settings panel.

Whitelist @ Facebook
Address Description Action
www facebook com
statiooc facebook.com
captive.apple.com @ m
fbcdn net ™
static.ak.fbcdn.com |EAT}

You can also select multiple login options. The page for One-click Login, Voucher, Account and Facebook Account
Login:
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This is my
Welcom Message.

This is my Marketing  #
Message.

) Voucher Login

Access Code

v | agree to the Terms of Service and

Accepiable Use Policy

Login

|/0 One-click Login i

T
o Facebook

This is my Copyright

Portal Page

the right.

You can customize the content and style of the login page. The previews on the mobile phone and PC are displayed on

Note: Each type of authentication supports a maximum of three languages. During authentication, users can select a

language switching icon in the upper right corner of the authentication page to switch the language.

Portal Page @
Basic Advanced B
Desktop Reset Style
Logo Picture @ Default Logo Upload
Background © Image Solid Color
Background Image @ Default Image Upload
Languages Q) Voucher Login

English X +

© Text Image @

Text 60 characters remaining

l

l

Marketing Message

60 characters remaining

l

J

Terms & Conditions

Access Code

(0 One-click Login
( (1) Account Login
( b Facebook

This is my Copyright

Note: This is only a preview image. The actual effects vary with devices at different resolutions.
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Portal Page @

Basic Advanced

Mobile

D Reset Style

ogo Picture @ Default Logo Upload

Background © Image Solid Color

c @ DefaultiImage Upload

Languages

English + Q Voucher Login
Access Code
Velcome O Text Image @
Text 60 characters remaining
Marketing Message 60 characters remaining Q One-click Login

| l

Terms & Conditions

,
|

This is my Copyright

Note: This is only a preview image. The actual effects vary with devices at different resolutions

In the Basic tab, set the logo picture, background color or image, welcome massage, marketing message, terms &
conditions and copyright.

Portal Page @
Basic Advanced

m Desktop " Reset Style
L ogo Picture @ Default Logo Upload

Background © Image Solid Color

ge ® Defaultimage Upload

Languages English X + Q Voucher Login
Access Code
Velcome Message O Text Image @
Text 60 characters remaining
Marketing Message 60 characters remaining

| 7

Terms & Conditions

This is my Copyright

Note: This is only a preview image. The actual effects vary with devices at different resolutions

In the Advanced tab, set the Logo position, background mask color/opacity, text color/size. Click Reset Style to restore
the default style.
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Portal Page @

Basic Advanced

Logo Position
Background Mask Color #a2a222 |
Background Mask Opacity ® 30

Welcome Message Text Color BT

Welcome Message Text Size 24 v

Button Color —

Button Text Color AT

Link Color
HATTHT

Text Color

Click on the bottom to save.

6.3.1.2 Edit Captive Portal

E

TestPortal01

Welcom Message

Applied SSIL

Not associated with SSID
ork of Synchronized

Not synchronized to EG

2021-01-21 16:42:21

Ok
Click [« to edit a template, and click to save.

6.3.1.3 Delete Captive Portal

Welcom Message

TestPortal001

iated with SSID

M heting Message =8 .
Not assoc

NETWOTK Of SynCcir

Not synchronized to EG

2021-01-21 18:10:47

m Desktop ") Reset Style

O Voucher Login

Access Code

One-click Login

(/ (1) Account Login

l/o Facebook \J
e -

This is my Copyright

Note: This is only a preview image. The actual efiects vary with devices at different resolutions
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Click W' and then click in the confirmation window to delete a template.

| Message

Are you sure you want to delete this captive portal?

n Ca ! CEI

If the template is associated to an SSID or applied to the EG, then you need to dissociate it before delete.

Message

The portal is in use. Please dissociate first.

6.3.1.4 Applyto EG

Click to synchronize the captive portal template to the EG.

(+]
If no EG exists in the current network, you can click ““  to open the MONITORING > DEVICE > Gateway page.

| Captive Portal > Synchronize

£

Please add a gateway first

If there is an EG in the current network, the page is displayed as below:

MONITORING ~ CONFIGURATION MAINTENANCE

1653454930 N
BR) 18 . | Captive Portal > Synchronize

© NETWORKS
EG3250
< WIRELESS H1M722K000263
Basic
Layout

Radio Planning
How to synchronize the portal to EG? @
Roaming

TestPortal02 TestPortal01
Bluetooth

© AUTHENTICATION
Welcom Message

Captive Portal
Welcom Message
PPSK Marketing Message
Marketing Message
Voucher
© Voucher Login
Account @ Vostiirion
sccem it > =
Easy Sharing Access Code ==
v 1 agree fo the Terms of Service and @
& Advanced Acceptable Use Poicy %! agoe'o e T o SNECR 0 7@
Acceptable Use Policy i

Batch CLI Config

Login

R - Login
Customize CLI Set
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Only 1 template can be synchronized to an EG. Select a template and click .

TestPortal02

Sync the portal to EG
Cancel
Marketing Message
© Voucher Login

Access Code

v | agree lo the Terms of Service and
Acceptable Use Policy

Login

(O One-click Login

After the template is applied, the date of last synchronization will be displayed above.

| Captive Portal > Synchronize

=) EG3250
H1M722K000263

How to synchronize the portal to EG? @

TestPortal02 TestPortal01

Last synced on
2021-01-21 17:06:22

Welcom Message

Welcom Message

Markeling Message %

Marketing Message
O Voucher Login

< Access Code

v | agree lo the Terms of Service and
Acceptable Use Policy

© Voucher Login

— Access Code

+ | agree to the Terms of Service and
Acceptable Use Policy

Login

Login

\v o One-click Login

6.3.2 PPSK

6.3.2.1 PPSK Authentication

PPSK combines the advantages of PSK and 802.1x. It prevents the network from being stolen. Each terminal device is

bound with a unique WiFi account and key so that the key will not be shared. This is called “One Client, One Password”.

The main tasks of the PPSK administrator:

® | oginto Ruijie Cloud and deploy the network so that APs can access the Ruijie Cloud.

®  Set the authentication mode of SSID to PPSK (the administrator can do it directly).
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® Onthe PPSK Configuration page, an enterprise can enable the PPSK function and choose the network.

® Open account for staffs in batches.

Staffs can connect to the SSID with a unique WiFi key allocated by

6.3.2.2 Configuration Steps

1. Choose CONFIGURATION > WIRELESS > Basic, click
| ssiD
WLAN ID [ 8 VI
SSID [ ]
Encryption Mode [ PPSK VI
5G-Prior Access @
Speed Limit per Client
Speed Limit by SSID
Auth
2. Choose CONFIGURATION > AUTHENTICATION > PPSK.
3. Click Add to batch import or manually add new accounts.
Add Account

Download and fill in the template.Up to 1500 records can be imported

Add Account

4.

the administrator and access the Internet.

, and set the Encryption Mode as PPSK.

Hidden [ No

Forward Mode @ [ NAT

"NAT Address Pool Configuration”

Radio Radio1(2.4GHz) ® Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)

Close

Click the view button on the Action column of the PPSK list to check PPSK Sync Log.

PPSK Sync Log

@ Synced: 0 @ Syncing: 0 @ Unsupported: 1 @ Failed: 0

SN Status Updated

G1KD9HHO02861B NOT_CONFIG_SSID 2019-04-15 21:00:41

10

1 in total
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5. Bind MAC address for accounts in the PPSK list.

o2 R-H

] [ Client MAC

==

| PPSK
Add Account
Account Client MAC WiFi Key
ATest02 I Format: . ffff. fiff m I 2rdhtdyg
ATest01 Format:ffif. fiff fiff m v3Ts3z

1

]
-
i
=
]
S
T

6.3.3 Voucher

6.3.3.1 Voucher Authentication

Created at

2020-12-30 06:10:34

2020-12-30 06:10:00

Action
B

2 in total

b

bk

Voucher authentication on Ruijie Cloud allows you to charge users for accessing wireless network by access codes.

Concurrent users, time period and data quota limit can be customized and offered to your guests.

6.3.3.2 Configuration Steps

1. Enable Voucher function in the Captive Portal mode of SSID under the corresponding network.

2. Select CONFIGURATION > AUTHENTICATION > Voucher.

3. Select Manage Package > Add Package to define a voucher type for your guests.

Add Package

Package Name
Description
Price
Concurrent Devices
Bind MAC
Period Minutes

Data Quota 100 MB

Download Speed Unlimited

LRI

Upload Speed |  Unlimited

Cancel

4.  Click OK to go back to the Voucher page and click Print Voucher.
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[ wn
o+ ¥ oww

| Voucher

Q
5

[ Print Voucher

[ Manage Package @ [ More ~ ] @ Total Vouchers' 62 @ Activated Vouchers: 0 @ Depleted Vouchers @ © 0

Advanced Search v

Voucher Code, A

Voucher Code Alias Package Name Price Period Created at Expired at Devices Bind MAC Data Usage Download Speed Upload Speed Status
S8ww3e 1 123 - 30 Minutes 2020-12-30 15:29:30 - o7 Yes 0 MB/M100 MB 64 Kbps Unlimited Not Activated
xik8xs 1" 123 - 30 Minutes 2020-12-30 15:29:30 = 07 Yes 0 ME/100 MB 654 Kbps Unlimited Mot Activated
apacst 1" 123 - 30 Minutes 2020-12-30 15:29:30 = 07 Yes 0 MBE/100 MB 64 Kbps Unlimited Mot Activated
e5r4bj 1" 123 - 30 Minutes 2020-12-30 15:29:30 = o7 Yes 0 MBE/100 MB 64 Kbps Unlimited Mot Activated
wegyey 1" 123 - 30 Minutes 2020-12-30 15:29:30 = 07 Yes 0 MBE/100 MB 64 Kbps Unlimited Mot Activated
jmoavk 1" 123 - 30 Minutes 2020-12-30 13:59:26 - o7 Yes 0 MBE/100 MB 64 Kbps Unlimited Mot Activated
nfazgj 1" 123 - 30 Minutes 2020-12-30 13:57:56 - o7 Yes 0 ME/M100 MB 64 Kbps Unlimited Mot Activated
Gpnh3p 1" 123 - 30 Minutes 2020-12-28 16:29:57 - o7 Yes 0 MBE/100 MB 64 Kbps Unlimited Not Activated  ~
hi2osk 1" 123 - 30 Minutes 2020-12-28 16:29:49 - o7 Yes 0 MBE/M100 MB 64 Kbps Unlimited Not Activated -
xnvs2r 1 123 - 30 Minutes 2020-12-28 16:29:49 - o7 Yes 0 MB/100 MB 64 Kbps Unlimited Mot Activated -

First Previous Page | 1 of 7 Next Last 10- 62 in total
5.  Support customizing the logo and profile information for voucher printing.

| Veucher © Print Voucher

| Print Configuration | Profile Information on Voucher
) You can select at most 4 parameters for the voucher.
“ Quantity
Package Name
5 123
Concurrent Devices Period
Alias 7 30 Minutes
Data Quota
100 MB
* Package & Manage Package
123 | Preview
Logo i
og T Clear R ﬁ-—_
default u e
Text Voucher Code
XXXXXX
Package Mame Concurrent Devices
123 T
Print Method Period Data Quota
30 Minutes 100 MB
Print in 2 Columns (Ad)

6. Click the Print button.

6.3.3.3 Bind/Unbind MAC

If Bind MAC is enabled for the package, the voucher code used by a device will be bound with its MAC address. The
number of bound MAC can be set in Max Concurrent Devices. When the Status is Activated or Depleted, you can

click =] in the Bind MAC column to unbind MAC addresses.
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| Voucher o2 BYH
[ Print Voucher I Manage Package @ l More ~ ] @ Total Vouchers: 22 @ Activated Vouchers: 1 @ Depleted Vouchers @ - 1 Voucher Code, Alias, Pack: Q | Advanced Search v
Voucher Code Alias Package Name Price Period Created at Expired at Devices Bind MAC Data Usage Download Speed Upload Speed Status

8ayhgn > 123 100,000,000.00 30 Minutes 2021-01-25 14:11:50 2021-01-25 14:42:50 n Yes [5] 0 MB/100 MB Unlimited Unlimited Activated
cw2i4m = 123 100,000,000.00 30 Minutes 2021-01-25 14:11:50 = o Yes 0 MB/100 MB Unlimited Unlimited Not Activated
nb2ujr - 123 100,000,000.00 30 Minutes 2021-01-25 14:11:50 - on Yes 0 MB/100 MB Unlimited Unlimited Not Activated
nwgS4d = 123 100,000,000.00 30 Minutes 2021-01-25 14:11:50 = o Yes 0 MB/100 MB Unlimited Unlimited Not Activated
wyecgv - 123 100,000,000.00 30 Minutes 2021-01-25 141150 - on Yes 0 MB/100 MB Unlimited Unlimited Not Activated
hohnx8 = 123 100,000,000.00 30 Minutes 2021-01-25 14:11:50 = o Yes 0 MB/100 MB Unlimited Unlimited Not Activated
2njk5¢ > 123 100,000,000.00 30 Minutes 2021-01-25 14:11:50 = o Yes 0 MB/100 MB Unlimited Unlimited Not Activated
Zpodrx = 123 100,000,000.00 30 Minutes 2021-01-25 14:11:50 = o Yes 0 MB/100 MB Unlimited Unlimited Not Activated
Jiethdu > 123 100,000,000.00 30 Minutes 2021-01-25 14:11:50 = o Yes 0 MB/100 MB Unlimited Unlimited Not Activated
tin7oa = 123 100,000,000.00 30 Minutes 2021-01-25 14:11:50 = 0 Yes 0 MB/100 MB Unlimited Unlimited Not Activated

Bound MAC Address List

MAC Bound at Total Online Time Total Traffic Action

481d.a3i1.4efs 2021-01-25 14:12:50 0d Oh Om Os om R

First Previous Page [ 1 |of1 Mext Last [0« Jtintotal

6.3.4 Account

6.3.4.1 Account Authentication

Account authentication requires the valid account and password. Concurrent users, time period and data quota limit can

be customized and offered to your guests.

6.3.4.2 Configuration Steps

1. Enable Captive Portal in the SSID page, and select a template with Account Authentication.
2. Select CONFIGURATION > AUTHENTICATION > Account.

3. Select Manage Profile > Add Profile to define an account type for your guests.

Add Profile

Profile Name [ l "

Description l l

Concurrent Devices [ 3 vl

Period [ 30 Minutes Vl

Data Quota [ 100 MB v]

Download Speed [ Unlimited Vl

Upload Speed l Unlimited vl

“ Cancel

4.  Click OK to go back to the Account page and click Add Account.
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| Account o2 R
l Add Account l Manage Profile l More - l ® Total Account: 2 @ Activated Accounts: 0 @ Depleted Accounts @ - 0 Account Q
Account Alias Password Profile Name Period Created at Expired at Devices Data Usage Download Speed Upload Speed Status Action
123 - TREREE g 123 30 Minutes 2020-12-31 14:17:40 - o3 0 MB/100 MB Unlimited Unlimited Not Activated o o
12345 - TEEEEE g 123 30 Minutes 2020-12-31 14:17:32 - o3 0 MB/100 MB Unlimited Unlimited Not Activated = o2
£ Pre Page | 1 |of1 - Last 2 in total

5.

Add Account

Stepl: Select the profile.

Click Add an Account, enter the account and password, select the package, and click Save.

Profile testt

Step2: Download and fill in the template Up to 500 records can be imported

Account and Passy
Please enter less than 32 char.

rd fields are required. Alias field is optional
ers, consisting of letters, numbers or underscores

6.

Add Account
Account @ [ l .
Pazsword @ [ l x
Profile [ testt vl
Alias [ ]

Batch Import

Connect to the SSID, select

step, and click Login.

Cance!

Cance!

Account Login in the pop-up page, enter the account and password created in the last
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This is my
Welcome
Message.

This is my Marketing
Message.

Account Login
Account
Password
Login

v | agree to the Terms of Service and

Acceptable Use Policy

This is my Copyright.

6.3.5 Easy Sharing

6.3.5.1 Share

You can share the PPSK, voucher and account to other users by using a sharing link.

MONITORING CONFIGURATION MAINTENANCE

ER | testdemo
ALL Search Network (GMT+8:00)Asia/Hong_Kong Manage Network | Unbind Device
@ NETWORKS
T WIRELESS PPSK Voucher Account
Basic
| PPSK Sharing List Q52
Layout
Radio Planning All v I [ Account ]
Roaming Network Name Account Status WiFi Keys Action
Bluetooth &g test ruck@chacuo net| 2961167598@ag,com Shared 0 ER
@ AUTHENTICATION default No Account Not Shared 0 <0
Captive Portal egiest No Account Mot Shared 1] = 0
PPSK testeu_ransfer_1 No Account Not Shared 0 = 0
1608010988081 No Account Not Shared 0
Voucher =20
1608012700891 No Account Mot Shared 1] =
Account -
1608013519762 No Account Not Shared 0 < 0 =
Easy Sharing _
test_bridge_01 No Account Mot Shared [] = 0O @
& Advanced Reyeel3 No Account Not Shared 0 = 0O @
Baich CLI Config Nature_office No Account Not Shared [ < 0 '
Customize CLI Set .
F Previnis Page | 1 of3 Next 1 act 10« 21 in total

Click the icons in Action column to share PPSK, cancel sharing or check sharing logs.
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ITORING CONFIGURATION MAINTENANCE

ER | testdemo
ALL ~ Search Network QO (GMT+8:00)AsiatHong_Kong Manage Network | Unbind Device
@ NETWORKS
T WIRELESS PPSK Voucher Account
Basic
| PPSK Sharing List o 52
Layout
Radio Planning All v ] [ Account
Roaming Network Name Account Status WiFi Keys
Bluetooth &g test ruck@chacuo net| 2961167598@ag,com Shared 0
@ AUTHENTICATION default No Account Not Shared o
Captive Portal egiest No Account Not Shared /]
PPSK testeu_transfer_1 No Account Mot Shared V]
1608010988081 No Account Not Shared 0
Voucher
1608012700891 No Account Not Shared 0
Account
1608013519762 No Account Not Shared 0 =
Easy Sharing _
test_bridge_01 No Account Mot Shared [] = 0O @
& Advanced Reyeel3 No Account Not Shared 0 = 0O Q
Baich CLI Config Nature_office No Account Not Shared [ < 0 '
Customize CLI Set .
Firat Pravious Pace | 1 lof3 Next 1ast 104 |21intotal

Click = in the Action column to generate an Easy Sharing link.

Ruijie (O MONITORING __CONFIGURATION ___MAINTENANCE
Easy Sharing

Share the following link to others so that they can manage the PPSK as well.

Type: PPSK Voucher Account

Link: | htip://cloudtest-as.ruijienetworks.com/admin3/eSharing/confirm?code=527px9 ]

Copy

Click Copy to copy the sharing link.
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Ruiie > MONITORING

Easy Sharing

Share the following link to others so that they can manage the PPSK as well

Type PPSK Voucher Account

Link http:/fcloudtest-as. ruijienetworks com/admin3/eSharing/confirm?code=527px9

Message

Copy succeeded

The operation of sharing vouchers and accounts are similar.

6.3.5.2 Receive

Visit the sharing link, and log in to Ruijie Cloud first.

Ruijie Cloud Servi -
uijie Cloud Service e

Prvered iy MACE:

©2014-2020 Ruijie Networks Co.Ltd | GDPR | Privacy Policy | Contact Us

After login, the Accept Sharing page will be displayed.
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Accept Sharing

Ruijie Cloud invites you to manage PPSK!

EQ | testdemo v
teaa

@ AUTHENTICATION

After acception, you can manage the PPSK of your own network. Try it now!

Tip: Please disable Privaie MAC when using PPSK on i0S 14

| PPSK

Account Client MAC

432423 Format i

test_ppsk_03

13 3333.3333 3333

123 Fom
18 Fo
3 Fom

12 Format

22 Format

6.4 ADVANCED

6.4.1 Batch CLI Config

Ruijie Cloud supports configuring CLI commands on RGOS devices in batches.

6.4.1.1 Batch CLI Config Status

You can check the configuration delivery status, or stop its delivery.

WiFi Key
678r9bmy
Bxgwmysf
ckuyv4gd
didrsh5m
f4p5entn
i569qadm
fbhast7y
fe3hoctbr
fx3ahpab

g99yquvu

Created at
2020-11-10 10:42:22
2020-11-13 03:57-35
2020-11-06 09:15:50
2020-11-06 09:15:50
2020-11-06 09:15:50
2020-11-06 09:16:57
2020-11-06 09:15:50
2020-11-06 09:15:11
2020-11-06 09:15:40

2020-11-06 09:15:50

MW mmMmMm @ m
B EEEE B E R

m
=]

=il
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[ Note: The function is only supported on RGOS devices

| Batch CLI Config Status  How to batch configure CLI commands?

an A
= T ey

Time Quantity Success Failure Command Action
2021-03-26 16:39:30 1 1 0 Check Result Siop
2021-03-26 16:38:12 1 1 0 Check Result Siop
2021-03-26 15:08:30 1 1 0 Check Result Siop
- - Page | 1 . B 3 in total
6.4.1.2 Batch Configure CLI Commands
To batch add the configuration to be delivered, Click Add.
Note: The function is only supported on RGOS devices
| Batch CLI Config Status How to batch configure CLI commands? = - H
Time Quantity Success Failure Command Action
2021-03-26 16:39:30 1 1 0 Check Result Stop
2021-03-26 16:38:12 1 1 0 Check Result Stop
2021-03-26 15:08:30 1 1 L] Check Result Siop
~ . 3in total

To apply the configuration to the specified devices, select the devices and click Apply; to deliver the configuration to all

devices, click Apply All.

ALL ~ Search Network

| Batch CLI Config

Status Network Description
@ offiine Secen_egw_001
@ offine ESz24
@ Not Oniine Vet APT30TR

(GMT+9:00)Asia/Tokyo  Manage Network | Unbind Device

an A
T ey

= =

Switch
SN Firmware Version Model
G1LV742000025 52910_RGOS 11.4{1)B1P6, Release{04150715) S2910C-24CGT2XS-P-E
G1PT3Y3000358 S5700H_RGOS 11.4{1)B70P1 S5750C-28GT4XS-H
B1LOEEQ000234 NBS_RGOS 11 4(1)B41T1, Release(06160914) NBS2028G-E-LP
Iintta

Page

1 of 1

Set the application time, enter commands or select the existing command sets, and click Apply.
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Batch Customize CLI Commands X
- | Unbind Device
© NETWORKS | Select the application time ‘ (Note: If no time is selected, the configuration will be applied immediaiely.)
% WIRELESS R -
| Enter the name to save it as a new set ‘ ;
Basic Q Search
Layout Please enter the CLI command. One command per line.
Radio Planning odel
Roaming 4GT2XS-P-E
23GT4XS-H
Bluetooth
25G-ELP
® AUTHENTICATIQ
ho - 3in total
count )
Sharing Description (optional)
& Advanced
. Copy CLI Set
Batch CLI Config .
Customize CLI §
D-<
() (o a
6.4.1.3 Check Result
You can click Result in the Action column to check the delivery result.
I Note: The function is only supported on RGOS devices.
| Batch CLI Config Status  How to batch configure CLI commands? -
Time Quantity Success Failure Command Action
2021-03-26 16:39:30 1 1 L] Check
2021-03-26 16:38:12 1 1 L] Check Result Siop
2021-03-26 15:06:30 1 1 L] Check Result Siop

Page 1 of 1

| Batch CLI Config Result a-H
(=]
Network Description SN Firmware Version Model Status
ES224 G1PT3v300035B S5700H_RGOS 11.4(1)B70P1 S5750C-28GT4X5-H Succeeded

1 in total

[

Page 1 of 1

6.4.2 Customize CLI Set

You can add, delete or edit the existing command sets which can be used in batch configuration.
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Note: The function is only supported on RGOS devices.

| Customize CLI Set How to batch configure CLI commands?

Customed CLI

Show configuration of device

+ Add

[+ Edit

@ Delete

& NETWORKS
Enter the name to save it as a new set
7 WIRELESS
B Please enter the CLI command. One command per line.

=]

Account ‘ Description (optional)
Easy Sharing
Copy CLI Set
& Advanced o
01
Batch CLI Config
Copy
Customize CLI §

=)

6.4.3 AP VLAN

p=hel

Reyee APs support batch VLAN configuration (RAP1200(F)/RAP1200(P)). You can filter APs by model, SN etc, and

configure the port type and VLAN ID.
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MONITORING CONFIGURATION MAINTENANCE

FR | rendestas-00... v

& NETWORKS

Y

WIRELESS
Basic
Layout
Radio Planning
Roaming
Bluetooth
@ AUTHENTICATION
Captive Portal
PPSK
Voucher
Account
Easy Sharing
& ADVANCED
Batch CLI Config
Customize CLI Set

AP VLAN

ES224 ~ | Search Network () (GMT+8:00)AsialTokyo

| AP Port VLAN

Manage Network | Conflict Network | Unbind Device

Note: The LAN port configuration is only supported on panel EAP/RAP in AP mode with P32 or a higher vesion

Madel:  RAP1200(F)

Display Never Configured Devices

Last Configuration Time

Device:
Device alias, SN or IP L (0 Selected)
Alias SN P Model
Mo Data
Configuration:
Port Type: Access
VLAN ID: 1-232 or 234-4090

Selected Ports*

& ]
Selected Mot Selected

an

Apply

— =l
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7 Maintenance

The Maintenance module mainly provides the following functional services:

® OGS

® UPGRADE

7.1LOGS

7.1.1 Operation Log

This page shows operation logs.

| Operation Log @

Time Operator Type
2021-01-11 16:20-50 testdemo Device
2021-01-11 15:56:37 fesidemo Device
2021-01-11 15:56:24 testdemo Config
2021-01-11 15:56-16 testdemo Device
2021-01-11 15:56:086 testdemo Config
2021-01-11 15:55:55 testdemo Device
2021-01-11 15:55:42 testdemo Config
2021-01-11 15:55:27 fesidemo Device
2021-01-11 15:55:14 testdemo Config
2021-01-11 14:33:57 testdemo Device

Click =

to check log details.

Description

Delete [1] devices including [G1KQAJT016315]

Device [G1MV35M000029] executes the command: [show run]
[Device: G1MV35M000029;Port ID: [Te0/26];Whether th..]
Device [G1MV35M000029] executes the command: [show run]
[Device: G1MV35M000028;Port ID: [Te0/26].Whether th..]
Device [G1MV35M000029] executes the command: [show run]
[Device: G1MV35M000029;Port ID: [Te0/26);Whether th..]
Device [G1MV35M000029] executes the command: [show run]
[Device: G1MV35M000029;Port ID: [Te0/26];Whether th..]

Account [] unbind the device [H1MSCOMO00172] of tenant []

First Previous Page | 4 of 71 Mesd

General operation log details are shown as follows:

Message Details

Time: 2017-10-2517:52:50
User: hill
Type : Login

Description: Log in successfully

Result :

Result Description : 0K,

Success

an ma
T 0w

o

==

Last

Result

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Result Description
Delete succeeded
OK.

0K,

OK

OK.

OK.

OK.

OK.

0K,

Unbind device success!

Action

oI co o Y o Y oL

]

710 in total



User Guide Maintenance

7.1.2 Config Log

7.1.2.1 Action View

| Action View o m oo
| :
Operation Type Started at Ended at Status 4 Devices Result Description
+ Update RLDP config 2021-01-11 224125 2021-01-1122:-11:32  Complete  TotaliOffine/Mot Online Yet: 1/0/0 a”;f::z::}‘;‘;:é;fwc“mplela g Devies [BTMVISMO0002], global
+ Update template 2021-01-11 165836 2021-01-11 165836  Complete  TotaliOffine/MNot Online Yet: 0/0/0 ﬁ\u;::gsr:::;cr:;ajiln\edf(}omplele' oo Confg: T60E010988081_Auto Gen
+ Update template 2021-01-11 16:44:58  2021-01-11 16:4450  Complete  Total/Ofine/Not Oniine Yet: 070/ ﬁ“;::;g;;‘;‘;:;g;ﬁ'wmmmela ooip Config: Testhetwork2_Auto Gener...
+ Update template 2021011 16:4458  2021-01-1116:4459  Complete  TotallOfine/Not Online Yet: 0/0/0 ﬁ“;::;z:;‘g:ﬁ;f‘ ediCompiete: i SO0 Testhetworka Auto Gener.
+ Update template 2021-01-11 16:44.58  2021-01-11 164459  Complete  TolaliOffine/Mot Online Yet: 0/0/0 ﬁ“:f::z::}‘;‘;:égz”‘wmomplela oip | Confg: Testhietwork2_Auto Gener...
+ Update template 2021011 16:4458  2021.01-1116:4458  Complete  TotaliOffine/Not Online Yet: 0/0/0 a“ﬁ::;.;éj:ﬂmmmm- oo Config: TestHetwork2_Auto Gener..
+ Update template 2021-01-11 16:44:58  202141-11 16:4458  Complete  Total/Offine/Not Online Yet: 0/0/0 ﬁ“;::;::;‘;‘;:;s;nwmmmela ooip Confg: Testhetwork2_Auto Gener...
+ Update template 2021011 16:4458  2021-01-1116:4458  Complete  TotallOfine/Not Online Yet: 0/0/0 ﬁ“;::;g;;‘g:ﬁg;ﬁ' ediCompiete: i SO0 Testhetworka Auto Gener.
+ Update template 202101-11 164458  2021.01-11 16:4458  Complete  Total/Offine/Not Oniine Yet: 0/0/0) ﬁ“;f::z:;‘;‘c':;g:”wc“plela oip Config: Testhetwork2_Auto Gener...
+ Update template 2021-01-11 16:44'57  2021-01-11 164456  Complete  TotaliOffine/Mot Online Yet: 0/0/0 a”;fu‘j:':;‘;‘c':égﬁwc“mplela g oG Testhietuork2_Auto Gener
F Pre Page | 1 |of32 Next Last 314 in total

The configuration logs record the information about configuration changes and pushing in three levels. In the figure, the

first level records operation types that cause the configuration change or configuration pushing. The operation types

include: apply templates, update templates, switch templates, and version upgrade. In addition, the first-level logs also

record the running status statistics and some parameters.

1. Click ¥ to check APs involved by the operation type.

- Update RLDP config

2021-01-11 22:11:25

2021-01-11 22:11:32

Complete

TotaliOffline/Mot Online et 1/0/0

Success/Failure: 1/0

In progress/Scheduled/Complete: 0/0/0

Device [G1MV3SM000029], global ...

il J | ] |
SN Started at Ended at Result Config Action
G1MVISMO00029 2021-01-11 22:11:25 2021-01-11 22:11:32 Succeeded

2. Click the rightmost action column (=) of the second-level logs to check the push status of each configuration item.

The following figure shows an example of full configurations, including the configuration execution status of SSID, Radio

and so on.

Config Execution List

All

/) |

r] Q Search

Config ltem

RLDP Configuration;{Edit)

Started at

2021-01-11 22:11:26

7.1.2.2 Device View

2021-1-11 22:11:33

Ended at

Status

Succeeded

Message

1in total
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| Device View o m.n
SN 3 | Advanced Search
Device SN Operation Type Started at Ended at Status 4 Action

G1MV3SMO00029 Update RLDP config 2021-01-11 22:11:25 2021-01-11 22:11:32 Succeeded E
G1MV3ISMO00029 Switch config 2021-01-11 15:56:24 2021-01-11 15:56:26 Succeeded E
GIMVISMO00029 Switch config 2021-01-11 15:56:08 2021-01-1 15:56:10 Succeeded 5|
GIMV3SMO00029 Switch config 2021-01-11 15:55:42 2021-01-1 15:55:54 Succeeded 5
GIMV3SM000029 Switch config 2021-01-11 15:55:14 2021-01-11 15:55:19 Succeeded 5|
G1MV3SM000029 Update CWMP period 2021-01-08 17:33:.08 2021-01-08 17:33:09 Succeeded (5]
G1MV35M000029 Switch device group 2021-01-08 17:30:12 2021-01-08 17:30:18 Succeeded E|
G1MV35M000029 Configure device name 2021-01-08 17:30:12 2021-01-08 17:30:15 Succeeded E|
G1MV3SMO00029 Switch config 2021-01-08 17:14:43 2021-01-08 17:14:50 Succeeded B
G1MV3SMO00029 Device first online 2021-01-08 17:01:30 2021-01-08 17.01:59 Succeeded B

First Previous Page | 1 [of5 Next Last 43intotal

Click the rightmost action column (&) of the second-level logs to check the push status of each configuration item.

The following figure shows an example of full configurations, including the configuration execution status of SSID, Radio
and so on.

Config Execution List

ol ) | | =

Config Item Started at Ended at Status Message

RLDP Configuration;{Edit) 2021-01-11 22:11:26 2021-01-11 22:11:33 Succeeded

= )t

Page 1 of 1

7.1.2.3 Config Log

You can select Recent Log to check the configuration logs in the past 7 days.

Ruﬂ?'é(r_') MONITORING  CONFIGURATION  MAINTENANCE

FQ | rentestas-00... I Action View LS HR
& LoG RecentLog ~ = l [
) Recent Log
Operation Log Operation Type , Started at § History Log 4 Devices Result Description
Config Log 2021 2021 TotallOffine/Not iuccess/Fa\lure 1/0
+ Update LAN config 08-27 08-27 Complete Online Yet: Device: HINW5JK071016
i
Upgrade Log R GRS P progress/Scheduled/Complete
0/0/0
Je=]
&2 UPGRADE 2021- 2021 Total/Offline/Not ‘SH“CC“S/FB"“"’ w
+ Update LAN config 08-27 08-27 Complete Online Yet: Device: HINW5JK071016
1
Upgrade 5 083156 083156 100 progress/Scheduled/Complete
0/0/0
Firmware 2021- 2021- TotallOffine/Not iuccess/Fa\lure 10
+ Update LAN config 08-27 08-27 Complete Online Yet: Device: HINW5JKO71016
I
083155 083155 110/0 progress/Scheduled/Complete:
0/0/0
2021- 2021 Total/Offline/Not i““ce“”a"“"’ o
+ Update LAN config 08-27 08-27 Complete Online Yet: Device: HINW5JKO71016
1
08:3153  08:31:52 110/0 progress/Scheduled/Complete:
0/0/0
2021, 2021 Tatal/Offine/Not i““ess”a"“'e o
+ Update LAN config 08-27 08-27 Complete Cnline Yet: Device: HINW5JK071016
. progress/Scheduled/Complete: E—
08:28:46 08:28:46 1/0/0 e @
2021- 2021 TotaliOffiine/Not ‘Succesy':a"“'e o _@
+ Update LAN config 08-27 08-27 Complete Online Yet: " IScheduled/C It Device: HINW5JK071016
082553  08:25:54 1/0/0 e

0/0/0
Success/Failure: 1/0

2021- 2021- Total/Offline/Not In
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7.1.3 Upgrade Log

This part provides the upgrade tracing function, and enables checking upgrade status, aborting the upgrade, and retry.

| Upgrade Log

Operator Description

testdemo Upgrade selected1 device(s)
testdemo Upgrade selected1 device(s)
testdemo  Upgrade selected1 device(s)
testdemo Upgrade selected2 device(s)
testdemo  Upgrade selected! device(s)
testdemo Upgrade selected1 device(s)
testdemo Upgrade selected1 device(s)
testdemo Upgrade selected1 device(s)
testdemo Upgrade selected1 device(s)
testdemo  Upgrade selected1 device(s)

Click

i

Target Version
AC_RGOS 11.8(5)B1. Release{06240613)
EG_3 0(1)B11P30 Release(07201401)
AP_3.0{1)B11P35 Release(07240700)
AP_3.0(1)B2P28,Release(07220919)
EG_3.0{1)B11P30 Release(07181202)
EG_RGOS 11.9(4)B12P1, Release(07230323)
EG_RGOS 11.9(4)B12P1, Releass(07230323)
EG_RGOS 11.9(4)B12P1, Release(07230323)
S519_RGOS 11.4(1)B42P17

AP_RGOS 11.1(3)B1P21, Release(06211815)

First Previous Page

to check log details.

1

Process

o1
N 1/ 1
N 1/ 1
N 2/ 2
N 1/ 1
N 1/ 1
N 1/ 1
S 1/ 1
O 1/ 1

S 1/ 1

of 24

o -3

Next Last

Click “ to top the upgrade task if the upgrade command has not been pushed.

Click ©

Details

Click

Click =

to restart the upgrade task that failed or was aborted.

SN

1234942570021

[ a
g

Upgrade Status Retry Times

Offline 0

to restart the upgrade task.

to stop the upgrade task.

Page 1

Started at

Ended at

Device is offine

of 1 Next

l Started at o l [ Ended at = Q) Search
Created at Result (SuccessiFailure/Aborted) Action
2021-01-11 10:35:29 0/0/0 BEE e
2020-12-09 17:44:09 1/0/0 BEE e
2020-12-07 20:47:44 1/0/0 ERe
2020-11-25 14:53:57 2/0/0 BEERE e
2020-11-25 11:12:30 1/0/0 ERe
2020-11-20 09:26:26 11040 BEEREe
2020-11-19 20:43:56 1100 ERe
2020-11-19 19:47.54 1100 BER e
2020-11-19 15:21:42 0/0/1 BEE e
2020-11-19 14:35:53 1/0/0 ERe
[ 0. )238intotal
o 3 -
Description Action

]

in total

Abort: You cannot stop the upgrade task if the upgrade command has been pushed to the AP.

Retry: You can only restart the failed or aborted upgrade task.

7.2UPGRADE

The following tab pages are provided for device firmware management:

Upgrade

Firmware
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7.2.1 Upgrade

Ruijie Cloud supports the online upgrade of device firmware, and allows network administrators to utilize the latest features

and security enhancement for Ruijie devices. Online upgrade allows administrators to easily arrange the firmware upgrade

in their networks and view firmware releases.

The following ways are available to check whether there is a new version for the device:

1) MAINTENANCE Menu (for all devices)

MONITORING

- L

CONFIGURATION

MAINTENANCE

m New firware available for 1 devices

2) Upgrade in the Navigation Bar (for all devices)

Ruijic MONITORING

ER, | tesidemo

& L0GS
Operation Log | Top versions
Config Log

Upgrade Log

&7 UPGRADE

Firmware

| Device List

Status
@ online
@ oniine
@ online

€ offine

CONFIGURATIOI

SN
4

0 Selected

Network

G1MV35M000029 EG105G

CANS0TZ046977  test yj 004

G1ML11LOD0D4S

H1PT4S2045002  egtest

MAINTENANCE

0 £G_3.0(1)B11P35 Relea...
W 520_RGOS 11.4(1)874P1.

AP_3.0(1)B2P28 Releas...
B AC_RGOS 11.9(5)81, Re...
B No Version Info

Alias

$2910cx  S2910C-24GT2XS-P-E

AC_Nature_office  Test

Ruijie

Model

EST310

Wse812

EG105GW

| Firmware Version List

® 5 e © e

(GMT+8:00)Asia/Hong_Kong Manage Network | Unbind Device

Firmware Version

AP_3.0(1)B2P28 Release(07220919)

EG_3.0(1)511P35 Release(07240116)

529_RGOS 11 4(1)B74P1 Release(07230601)

AC_RGOS 11.9(5)81, Release(06240613)

UNKNOWN

Page | 1

of 1 Next

o - H

Advanced Search

Hardware Version Current Version Version Description  Acti
11 $28_RGOS 11.4(1)874P1, Release(07230601) - Upor
100 AP_3 0(1)B2P28 Release(07220919) = Upar
115 AC_RGOS 11.9(5)B1, Release(06240613) - Upor
101 EG_3.0(1)B11P35 Release(07240116) EG_3.0(1)B11P28 Release(07172304) Upor

3) AP List, Switch List and Gateway List (for devices in the network)

Rui MONITORING CONFIGURATIOI MAINTENANCE @ O e & o
ER, | tesidemo v
: ALL v Manage Network | Confict Network | Take over Networ®) Unbind Device
' DASHBOARD
£ TOPOLOGY | AP List I News firmware available for 18 devices | AutoRefresh. @ < 2 3% -
2 ALARM 0 Selected SN, Alias, Descr Q
H REPORT
Mot Staws SN Config Status MAC Alias MGMT IP EgressIP Clients Network Firmware Version
@ Offine GILO107021480  Synchronizing ~ 5869.6¢8.1195 AP130u2 17218158224 222476686 -  Beilng Lsb E/lab 1 | AP RGOS 11.1(5)B8P2, Release(03230417) | 21
Voucher @ offine GILOGJROST6C  Synchronizing  0074.9c1a.22¢4 APS20(W2) 172.1620252 1203511195 -  Beijing Lab E/lab 1 | AP RGOS 11.1(5)B9P2, Release(04162722) | 2t
S DEVICE @ offine GILOALC004581  Synchronizing  0074.9¢83.2087 AP630(DA2) 1010122 111204215183 -  Beiing Lab E/Lab 1 |AP RGOS 11.1(5)840 2
AP @ offine GIMWB12001812  Synchronizing  0074.9cf3.desc Ruiie 19216811079 222353599 -  Beilng Lsb E AP RGOS 11.1(5)B40P6, Release(05242419) | 21
AC © ofine  GIMWEAOD0008S Synchronizing  $005.8811.a2d0 APT20L 172296054  120.35.11.195 - NNNNMNick AP RGOS 11.1(3)B1P19, Release(06200910) | 2t
Switch @ offine GINDCBG000523  Synchronizing  300d 9e18.d3b3 Ruijie 19216811068 2227916146 -  Secen 320 1210 | AP 3.0(1)B11P35 Release(07240700) 2
Gateway @ offine GINOCA4045148  Synchronizing  8005.85f1.61bf Ruiie 1018110122 11249.18576 - sam 0911 AP RGOS 11.9(5)B1. Releass(07201411) 2
i Router 20 @ offine GIPD4SH166443 Synchronizing  300d.9eafdbda Ruiie 192.168.1.3 1121115453 -  TEST-Daisy AP 3.0(1)B11P20 Release(07142710) 2
Bridge foc] @ offine C1PD4SH1BO542  Synchionizing  300d.9eafe0b?  eviebnotice1607335448637 192.168.110213 213104234210 -  Reyeelest AP 30(1)B11P35 Release(07232900) 2
S CLENT @ offine GIPOSAM065262  Synchronizing  300d.9e56.£389 Ruiie 19216811049 1257783215 - hitoopen1021 AP 3 0(1)B11P30 Release(07193001) 2
First Fravious Page | 2 of 12 Mext Last 119 in total
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7.2.1.1 Check Version Information

Choose Maintenance > Upgrade to display the top 5 versions in pie chart form and a list for each network.

Search Network

| Top Versions

@ EG_3.0(1)B11P35 Relea...
B 529_RGOS 11.4(1)B74P1...

AP_3.0(1)B2P2B Releas...
BB AC_RGOS 11.8(5)81, Re...
@ No Version Info

| Device List
Status 4 SN Network Alias Model
@ oniine G1MV3ISM000028  EG105G 52910cx  52910C-24GT2XS-P-E
@ oniine CANIOTZ046977  test_yj_004 EST310
@ online GIML11LO00045  AC_Nature_office  Test W3e512

7.2.1.2 Upgrade

Four ways are available to enter the Upgrade page:

Hardware Version

1.1

1.00

115

‘ Firmware Version List

(GMT+8-00)Asia’/Hong_Kong Manage Network | Unbind Device

Firmware Version Q
Firmware Version Devices
AP_3.0(1)B2P28 Release(07220919) 1
EG_3.0(1)B11P35 Release(07240116) 1
529_RGOS 11.4{1)B74P1, Releass(07230601) 1
AC_RGOS 11.9(5)B1, Release(06240613) 1
UNKNOWN 1
Pre Page 1 of 1 &
o 8-
SN, Alias, Description Q | Advanced Search

Current Version
229_RGEOS 11.4{1)B74P1, Release(07230601)
AP_3.0(1)B2P28 Release(07220919)

AC_RGOS 11.9(5)B1. Release(06240613)

Recommended Version

Description Acti

1. Pointto MAINTENANCE, and a link will appear. Click the link to enter the Upgrade page. The default network

information is All.

2. Onthe AP List, Switch List or Gateway List, click New firmware to open New Firmware List. Then click Go to

Upgrade to enter the Upgrade page, and select and upgrade devices by Search.

New Firmware List

Model Current Version
APT20-L AP_RGOS 11.1(8)B1P19, Release(06200910)
RG-APS30(CD) AP_RGOS 11 1{5)B9P11_ Release(05152600)
2P130 AP_RGOS 11.9(6)B1, Release(07201411)
APB30(IDA) AP_RGOS 11.1(3)B9P2, Release(04162721)
RAP2200(F) AP_3.0{1)B11P35 Release(07232900)
AP130(W2) AP_RGOS 11.1(5)BIP2, Release(03230417)
APT30(W2) AP_RGOS 11.1{3)B40P8
AP520(ET) AP_RGOS 11.1(5)B9P11
EAPB02 AP_3.0(1)B2P30,Release(07201404)
RAP2200(E) AP_3.0{1)B11P30 Release(07193001)

First Previous Page 1

1.30

120

2.00

1.10

1.00

1.01

1.00

1.00

1.00

1.00

Hardware Version

Devices Recommended Version
1 AP_RGOS 11.1(3)B1P21, Release(06211315)
1 AP_RGOS 11.1(5)BOSP11T15, Release{06160216)
1 AP_RGOS 11.9(4)B1, Release(06242719)
1 AP_RGOS 11.1(5)BSP11T15. Release(06160511)
1 AP_3.0{1)B11P30, Release(07211302)
1 AP_RGOS 11.1(5)B40P6, Release(06150511)
1 AP_RGOS 11.1(5)B40P6, Release(06150511)
1 AP_RGOS 11.1(5)B9P11, Release(05151211)
1 AP_3.0(1)B2P30,Release(07211316)
1 AP_3.0{1)B11P30 Release(07211302)
Mext Last

Go To Upgrade

Go To Upgrade
Go To Upgrade

Go To Upgrade

Go To Upgrade

Go To Upgrade

Go To Upgrade
Go To Upgrade

Go To Upgrade

18 in total
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i?u-jTe b MONITORING ~ CONFIGURATION  MAINTENANCE

Manage Network | Gonfiict Netwark | Take nvarNatwnrﬂ Unbind Device

FQ | testdemo v ALL v~ Search Netwi
Firmware Version Devices
= LOGS
UNKNOWN m
Operation Log @B 55700H_RGOS 11.4(1)B...
AP_RGOS 111(3)B1P19, Releass(06200910) 7
Config Log B AP _RGOS 11.9(6)B1, Re...
oo Lo AP RGOS 111518408 AP_3.0{1)B2P28 Release(07220919) 5
o B [ ] AP_3.0(1)B1 1P20 Relea... 529_RGOS 11.4(1)B42P1, Release{05172523) 4
& UPGRADE @ AP_RGOS 11.1(5)840P, AP_RGOS 11.1(9)B1P21, Release(06211815) 4
B th
Upgrade 24 W other
Pre Page | 1 |of16 Next
Firmware
| Device List o #-H
0 Selected SN, Alias, Description ) | Advanced Search -~
Key[ SN, Alas, Descripton | IModel[ APT20L | {[oument version | 4P reos 11191 ]l[ searh |
-]
status SN Network  Aliss  Model Hardware Version Current Version Recommended Version Description  Acton =P
@offine  GIMWBADD00085 NNHNNNick AP720L  APT20-L 130 AP_RGOS 11.1(8)B1P19, Releasc(06200910)  AP_RGOS 11.1(9)81P21, Release(06211815) Uporade (D
Page [ 1 Jof1 Last [ Jtintotal

3. Check the Firmware Version in AP List, Switch List or Gateway List. If there is any new version, the link will turn
into blue. Click the link to enter the Upgrade page, and select and upgrade devices by Search.

Ruigie (O MONITORING ~ CONFIGURATION ~ MAINTENANCE

Q| testdemo v

- ALL v Manage Network | Gonflict Hetwiork. | Take over Networ®®| Unbind Device

it DASHBOARD

& TOPOLOGY | AP List  New firmware available for 18 devices AutoRefresh @ ) O 2 2 -

REPORT

' Status . SN Config Status . MAC Alias MGMT IP Egress IP Clients Network: Firmware Version Offl

etwers @ Online 1234942512345 Synchronized  8005.883a.004d Ruijie12 192.168.1.203 12577.81.217 - fest m 001 AP_RGOS 11.1(9)B1P21, Release(08211815)  2021-0°
Voucher @ online 123494257001C ~ Synchronized  BO0S.8608.10c6 test ap 192.168.1.174  12577.81217 -  fest wxh 01 AP_RGOS 11.1(8)B1P18, Release(06200910)  2021-0°

B DEVICE ® Online  GIMOAXBO02996  Synchronized  0074.8c3a 1c79 Ruie 1723083195 218104234210 -  espluseap AP_3.0(1)B2P17, Release(06222205) 2021-0¢
AP @ offine 1234947579576 Synchronized 004075150843 Rujiel 19216813  2188580.138 - w AP _3.0(1)B2P30 Release(07201404) 2020-0¢
AC @ ofine  GIKD14G002056 Synchronizing ~ 5869.6c5b.5031 APS20(BT)_1 192.168.1007 111204215185 -  Beiiing Lab E/Lab 1| AP RGOS 115)B9P11 2018-0¢
Switch @ Offine GIKD705000847  Synchronizing  5869.6¢75 feb5 APS30(DA) 1724720793 111204215185 -  Bejiing Lab E/lab 1| AP RGOS 11 15)B9R2 162721) | 2018.06
Gateway & offiine G1KD90T013366  Synchronizing 5869 .6caa.fclb APT40-1 172.17.207.78  111.204.215.185 - Beijing_Lab E/Lab 1] AP RGOS 11.1(5)B40P9 2018-11
\WiFi Router =3 @ offine GIKDAOT003812  Synchronizing  5869.6¢b9.78e4 Leven Test 101010102 1172789709 -  Bejing Lab E/Lab 1] AP RGOS 111(5)BSF2. Release(04141711) | 2017-0¢
Bridge m @ offine G1KDAHJ052008 Synchronizing — 5869.6cc1.96d0 AP130(W2) 1724718567 111.204.215.182 - Others /el AP 2018-1

S CLENT @ offine GIKQA29001083  Synchronizing  5869.6ch9.acdS  Outdoor RG-APG30(CD) 172.17.207.89 111204215181 -  Bejing Lab E RGOS 11.1(5)55P 11, Release(05152600) | 20120y

—

Page [ 1 |of12 Next Last 119 in total

belio)
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MONITORING CONFIGURATION MAINTENANCE

ER | lestdemo v ALL v Search Network

Manage Network | Confiict Network | Take ovarNerv.-nrQ Unbind Device

Firmware Version Devices

B LOGS § .
Loading . Please wait
Gperation Log S S5700H_RGOS 11.4(1)6...
Config Log @ AP_RGOS 11.1(5)840P8
AP_RGOS 11.9(6)81, Re...
Upgrade Log - (681, Re
B AP_3.0(1)B11P20Reles...
£ UPGRADE B AP RGOS 11.1(5)BSP2, ..
. h
Upgrade 24 W other
Firmware

oo

| Device List

Upgrade Upgrade All | 0 Selected SN, Alias, Description

Keyl G1KD14G002056 ] Modell llCunentVersien APiRGOSHJ(S)EBF]

) | Advanced Search ~

C- =

status SN Network Alias Model  Hardware Version Current Version Recommended Version Description  Action
@ offine GIKD14G002056  Lab 1  APS20(TL1  APS20(8T) 1.00 AP_RGOS 1.1(5)B9P 11 AP_RGOS 11.1(S)BIP11, Release(05151211) helle  Unorade
Page [ 1 |of Tin total

0]

4. Click Go to Upgrade in Firmware List to enter the Upgrade page, and select and upgrade devices by Search.

7.2.1.3 Upgrade Devices
For convenience, two upgrade modes are provided:

® Upgrade Selected

Upgrade one or multiple devices of one type. It is suitable for a scenario with a few devices to be upgraded.

1. Select one or multiple devices of one type, and click Upgrade.

| Device List

[ Upgrade l Upgrade All l 2 Selected

Status 4 SN Network

@onine  HIMSCOMO00172  eg_test
@onine  GINMV35M000028 1608013519762

2. Select a firmware version.

On the Upgrade page, you can check the device information and version, click Select Firmware to select the target

version (the recommended version is the latest one), set scheduled upgrade and retry times accordingly, and click Start

Upgrade.
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Upgrade

Check in Maintenance > Log >Upgrade Log

Model: Hardware Version: 1.01  Current Version: EG_3.0(1)B11P35,Release(07240116)

Upgrade Version: EG_3.0{1)B11P26,Release(07172304)  Firmware Details

Upgrade Device: 1

Scheduled Upgrade

Segin Date: |2020/12/23 5| TimeRange:[00v]: to :

Advanced Settings ~

Max Retry Times:

® Upgrade All

Upgrade all devices in the list. It is suitable for a scenario with a large number of devices. A network or a firmware

version number can be specified to perform fast upgrades.

1. Click Upgrade All.

| Device List
Upgrade Upgrade Al || 0 Selected
Status 4 SN Network

@ oniine HIMSCOMO00172  eg_test

@ Online G1MV35MO000029 1608013519762

2. Select the version and click Start Upgrade

Upgrade

Tip: Only one type of device (Gateway, WiFi Router, AC,Switch,AP) can be upgraded at a time

Check in Maintenance > Log >Upgrade Log

Cancel

Model:  Hardware Version: 32.00  Current Version: EG_RGOS 11.9(4)B12P1, Release(07230323)

Upgrade Version: Please select a firmware version Select Firm

Upgrade Device: 1

Model:  Hardware Version: 1.01  Current Version: EG_3.0(1)B11P35 Release(07240116)

Upgrade Version: EG_3.0(1)B11P26,Release(07172304) Firmware Details

Upgrade Device: 1

3. You can check the upgrade result in LOGS > Upgrade Log.
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| Upgrade Log <o B-H
Started at @ || Ended at o
Operator Description Target Version Process Created at Result (Success/Failure/Aborted) Action
testdeme  Upgrade selected1 device(s) AP_RGOS 11.1(5)B9P11, Release(05151211) o1 2021-01-12 15:03:48 0:0/s0 BER e
testdeme  Upgrade selected1 device(s) AC_RGOS 11.9(3)BE1, Release{06240613) o1 2021-01-11 10:35:29 0/0/0 EBEEo
testdemo  Upgrade selected! device(s) EG_3 0(1)B11P30 Release(07201401) N 1/ 1 2020-12-09 17:44:09 1500 ERBe
testdeme  Upgrade selecled! device(s) AP_3.0{1)B11P35 Release(07240700) . 1 1 2020-12-07 20:47:44 1:0:/0 EBo
testdemo  Upgrade selecled? devica(s) AP_3.0(1)B2P28 Release(07220919) N 7/ 7 2020-11-25 145357 2/0/0 BEE o
testdeme  Upgrade selected1 device(s) EG_3.0(1)B11P30,Release(07151202) . 1 1 2020-11-25 11:12:30 1/0s0 BB
testdemo  Upgrade selected? device(s) EG_RGOS 11.9(4)812P1, Release(07230323) O 1/ 1 2020-11-20 09:26:26 1/0/0 BEE o
testdeme  Upgrade selected1 device(s) EG_RGOS 11.9(4)B12P1, Release(07230323) O 1 1 2020-11-19 20:43:56 1100 BEBo
testdeme  Upgrade selected1 device(s) EG_RGOS 11.9(4)B12P1, Release({07230323) O 1 1 2020-11-19 19:47.54 1:0/0 EBEEo
testdemo  Upgrade selected! device(s) 519_RGOS 11.4(1)B42P17 N 1/ 1 2020-11-19 1521-42 0/0:1 ERBe

Page | 1 of 24 Next Last 239 in total

If the upgrade is successful, log will show Upgrade succeeded.

Details
o=
SN Upgrade Status 4 Retry Times Started at Ended at Description Action
MACCEG1689832 Succeeded [i] 2020-12-09 17:44:20 2020-12-09 17:46:42 Upgrade succeeded. Your version i B 2

[ - Jtino

Page | 1 of 1

Or check the results in the Recommend Version of Device List.

MONITORING CONFIGURATION MAINTENANCE

Firmware Version

FR | tesidemo
UNKNOWN [
@ No Version Info
& LOGS = AP_3.0(1)B2P28 Release(07220919) 1
@ AP_RGOS 11.1(9)31P21....
Operation Log £G_3.0(1)B11P35 Relea... EG_3.0(1)511P35 Release(072401168) 1
Config Log B £G_3.0(1)B11P32 Relea... AP_RGOS 11.1(9)B1P21, Release(06211815) 1
Unorade L (@ AP_RGOS 11.1(9)81
pgrade Log ther Page | 1 |of2 Hext
ZF UPGRADE
Upgrade 3
Firmware
| Device List a2
0 Selected () | Advanced Search
Status . SN Network Alias Model  Hardware Version Current Version Recommended Version
@ online G1LO36KO00960  eglest APT30(DR) 100 AP_RGOS 11.1(3)81 Lastest Version
@ online GIMLIILD0004S  AC_Mature_ofiice Testi23  Ws6812 115 AC_RGOS 119(5)81, Release(05240613) Lastest Version
Online CANSOTZO048977  lest_bridge_01 Ruijie EST310 100 AP_3.0(1)B2P28 Release(07220919 Lastest Version
L]
Offiine GIMWIOK0089S7  Nature_office20210113 APTID 130 AP_RGOS 11.1(9)B1P21. Release(08211815)  AP_RGOS 11.1(5)B40P6. Release(05150511
o
Offiine HIPTATCODI746 105G Ruijie EG105G-P 130 EG_3.0(1)B11P32 Release(03130813) EG_3.0(1)B11P25 Release(07172303)
o
line egles wijie. K 5 , Releast 3. Release
D ori HIPT452045002  eglest Ruiii EG105GW 101 EG_3.0(1)B11P35, Release(07240116) EG_3.0(1)511P26 Release(07172304)
niine Ve innyggeg -
€ Not Online Vet CANL43700013% B ES2056C-P

@ NotOnline Yet  GIPD58H069315 105G
@ Not Online Vet MACCRI0S5533002  TestSubNetwork001 ruijie002

@ NotOnline Vet HINW363631016  EG105G

Page | 1 of2 Next Last 12in total

—lp]

The numbers of devices which have available firmware for upgrade in MAINTENANCE Menu and Upgrade in Navigation

Bar will change accordingly.
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Ruiie O

MONITORING CONFIGURATION MAINTENANCE

ER, | tesidemo

& L0GS
QOperation Log
Config Log
Upgrade Log

& UPGRADE

Firmware

= New fimware available for 1 devices
ALL v rch Network (GMT+8:00)Asia/Hong_Kong Manage Network | Unbind Device
| Top versions | Firmware Version List Firmware Version a
Firmware Version Devices
AP_3.0(1)B2P28 Release(17220919) 1
@ EG_3.0(1)B11P35 Relea...
- EG_3.0(1)B11P35 Release(07240116) 1
B 520 RGOS 11.4(1)B74P1..
AP_3.0(1JB2P28 Releas.. 529_RGOS 11.4(1)B74P1, Release(07230601) 1
B AC_RGOS 11.9(5)81, Re... AC_RGOS 11.9(5)81, Release(06240613) 1
@ No Version Info UNKNOWN !
Previous Page | 1 |of1 Next
| Device List o m.52
0 Selected 3 | Advanced Search
-
satus SN Network Alias Model Hardware Version Current Version Version D Acti (=
@ Oniine G1MV3SMOD0029  EG105G s2910cx  S2910C-24GT2XS-P-E 111 S$29_RGOS 11.4(1)B74P1, Release(07230601) - Unar
@ oniine CANSOTZ046877  test_yl_004 = EST310 100 AP_3.0(1)B2P26,Releass(07220919) = upar
@ oniine GIMLIILO0DD4S  AC_Mature_office  Test WS6812 115 AC_RGOS 11.9(5)B1, Release(06240613) = Upar
@ offine HIPT4S2045002  egtest Ruijie EG105GW 101 EG_3.0{1)B11P35 Release(07240116) EG_3.0{1)B11P26,Rclease(07172304) Upor

7.2.2 Firmware

7.2.2.1 Version Details

The Version Details list displays the versions of firmware installed on all devices. Click Go To Upgrade in the Action

column to open the MAINTENANCE > UPGRADE > Upgrade page.

Version Details

Model
EG105GW
S2910C-24GT2XS-P-E
EST310
WS6812

ES205GC-P

Private Firmware

Current Version
EG_3.0(1)B11P35 Release{07240118)
S279_RGOS 11.4{1)B74P1, Release{07230601)
AP_3.0{1)B2P28 Release(07220919)
AC_RGOS 11.9(5)B1, Release(06240613)

UNKNOWN

Page | 1

7.2.2.2 Private Firmware

Hardware Version

1.01

1.1

1.00

115

UNKHNOWN

of 1

Devices Recommended Version Action

1 EG_3.0(1)B11P26,Release(07172304)

1 -

Go To Upgrade:

Go To Upgrade

Go To Upgrade

Go To Upgrade

Last 5in total

The Private Firmware list displays the private firmware uploaded by all accounts under a tenant.
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Version Details Private Firmware

0 Selected

Upload Firmware

Firmware Version

AP_3.0(1)B11P35 Release(07240700)
RGOS 10.4{2B17)-5P2
EG_RGOS 11.9(4)B12P1, Release(07230323)
EG_3.0(1)B11P35 Release(07231606)
EG_3.0{1)B11P35 Release(07230214)
AP_3.0(1)B2P30 Release(07212202)
AP_3 0(1)B11P30, Release(07221304)
EG_3.0{1)B11P35 Release(07230215)
AP_3 0(1)B2P28 Release(07220919)

EG_3.0(1)B11P32 Release(07222117)

File

AP_3.0_1_B11P35_EAP212 F_ 07240700.targz

AP_RGOS11.9_6_B1_S2X2-05-C-FULL_07222918_install.bin

EG_RGOS11.9_4_B12P1_EG2100-P_07230323_install bin

EG_3.0_1_B11P35_EG105G_07231606 tar 0z
EG_3.0_1_B11P35_EG105G_07230214 targz
AP_3.0_1_B2P30_EAPE02_07212202 targz
AP_30_1_B11P30_EAF212_F_ 07221304 tar gz
EG_3.0_1_B11P35_EG210G_07230215.tar0z
AP_30_1_B2P28_EST310_07220919fargz

EG_3.0_1_B11P32_EG105G_07222117 targz

File Size (MB)

6.59

2402

65.77

9.33

25%)

729

6.54

9.87

6.57

934

Applicable Model

EAP102(F)::1.00,EAP212(F}::1.00, RAP1200(F

APB20-L(V2)=1.00 APS20-L(V2):1.10 MAP-3....

EG2100-P::1.01,EG2100-P::2.00 EG2100-P::2

EG105G::1.00,EG105G-P::1.00,EG105G:1.xx...

EG105G::1.00 EG105G-P::1.00,EG105G::1 xx

EAP602::1.00 EAPG02: 1.0 EAPG02::2.00,EA. .

EAP102(F)-1.00 EAP212(F):1.00 RAP1200(F
EG210G-P:1.00,EG210G-P- 1.

EST310::1.00, EST310:: 1 30

EG105G::1.00,EG105G-P:1.00,EG105G: 1 xx...

Uploaded at
2020-12-07 15:47.24
2020-11-24 16:27:15
2020-11-19 19:45:44
2020-11-18 11:37:51
2020-11-18 11:36:34
2020-11-09 22:30:34
2020-11-05 20°14:43
2020-11-03 10:45:34
2020-10-27 14:49:39

2020-10-26 10:42:01

Click Upload Firmware to upload private firmware.

Upload Firmware

Tip: Upload .bin file for RGOS devices and tar.gz for Reyee devices

Upload Firmware

Tip: Upload _bin file for RGOS devices and tar gz for Reyee devices

File AP_3.0(1)B11P30_EAP212(G)_07190303 tar gz

Description

Mext

Click Ed in the Action column to edit the Description of firmware.

Last

Released at

2020-12-07 13:47:23

2020-10-29 13:14:39

2020-11-19 19:45:43

2020-11-18 09:42:30

2020-11-18 11:36:33

2020-11-09 22:30:33

2020-11-0520-14:42

2020-11-03 104834

2020-10-27 14:49°33

2020-10-26 10:42:00

2
I

88 in total _[
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Edit Description

File AP 3.0 1 B11P35 EAP212 F_ 07240700 targz

Description APE30(CD)BIP11

Click Delete or ' in the Action column to delete private firmware.

lMessage

Are you sure you want to delete the firmware?

“ Ca ! Cel
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8 System Settings

8.1 Alarm Settings

Click &] in the upper right corner and select Alarm Settings. The Alarm Settings page is displayed for alarm

parameter configuration.

MONITORING CONFIGURATION MAINTENANCE

default ~ Search Network Q (GMT+0:00)Africa/Abidjan  Manage Network \Unbmd Device

| Alarm Settings Q52
Type Status Alarm Threshold Email Alarm
Device offline alarm [ @ =
Device goes online/offine frequently ‘ ) =% @
All device offline [ @ - [ ¢
Channel utilization [ @

Device configuration changes

System indicator (CPU, memory usage, etc.) beyond threshold

Switch loop

Switch port status

Switch PoE exception

Port uplink/downlink rate beyond threshold
No traffic on switch port [ @

Switch port traffic beyond threshold

E=hul

High packet loss rate on switch port

Switch port duplex mode

ot et et -

Alarm settings are configured by network. If no alarm is configured, the global settings are adopted.

On the Alarm Settings page, you can configure to receive alarms or not and in which way. When the Status is enabled,
alarm information is displayed on the Alarm page. Alarms can be pushed by Email and only when the Status is enabled.
When the Email Alarm is enabled, alarms will be pushed via Email to the contacts in the Contact List of the network.

| Contact Group List R
Group Description Action

Crtcal test for crtical alarm group ]
Page | 1 of1 e Last 10.  1intotal

Add

&) Note: To use the Email Alarm function, click m and select System Settings to preset the account and

password of the SMTP server for sending Emails on the Advanced page via the administrator account. For details

about the configuration page, see section 6.2.2.

8.2 Contact

On the Contact page, you can add contact and contact groups that will receive the alarm Emails.

8.2.1 Contact List

Add a contact as the Email recipient.
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| contact List

Name
TestContact
Eric

xiaoziran

Manbile
18600001111
117878938394

18703608603

test@test.com

Eric@gmail com

xiaoziran @ruijie.com cn

Add/Edit Contact

Name :

Email

Mobile

I
I
I
Description ‘

8.2.2 Contact Group

Add a group and move the contacts to the group.

| contact Group

Group
Critical
Mature_TesiGroup
11

xiaoziran_alamm

test for critical alam group
testing
il

89

Email

Description

Description
test contact
Eric

alarm

Edit Contact Group

Name Test Group

Description Test Description

Contact Group

<< Add to Group

Delete from Group >>

All Contacts

Action

=

I

&

3in total

0. J4intotal
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8.3 Remote Assistance

Remote Assistance aims to provide a quick access for Ruijie Support to log in your Ruijie Cloud for configuration and

troubleshooting. Ruijie will not change your settings without your permission.

8.3.1 Configuration Steps
1. Click Remote Assistance on top right navigation bar.

2y @ ® o

Release Note l
Quick Start Guide
User Guide

Supported Models

Remote Assistance |

Or click @ in the lower right corner, an online-help window will appear. Then click please click here.

Hello. We are ready to provide technical support. Please tell us
your inquiries or problems.

If you need technical suppont, please click here—

2. Setthe permission of remote assistance: In the Read-only mode, Ruijie Support can check but not modify user

data; in the Read and Write mode, Ruijie Support can check and modify user data.

3. Copy and share this link and password to Ruijie Support.

A Note: Ruijie will not take any responsibility if remote assistance session is shared to non-Ruijie staff and services

are interrupted.
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Remote Assistance

We will use this link to log in to cloud to solve your problem (We will not change your

configuration without your permission).
we will not take any responsibility if remote assistance session is shared to other company's staff

and services are therefore interrupted.
Permissions: @ Read-only () Read and Write

Link:
http://cloud-as_ruijienetworks.com:80/admin3/remoteVerCode?ratiuncula=17

Verification Code:| 659dwb
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9 Account

Point to (2] on the upper right corner, the Account menu is displayed, which includes Account, Sub Account and

Logout.

® 0 e 8 o
Account
Sub Account
Logout

9.1 Account

The Account page is divided into the User Info, Modify Password and Modify Twilio Account area. In the User
Info area, you can edit the basic information of user (Username and Email is not allowed to be changed). In the

Modify Password area, you can change the login password.

| User Info A~
Username - I l
Language [ English vl
Time Zone © I (GMT+8:00)Asia/Hong_Kong vl
Full Name - l l
Email : l l
Address - [ Turkey I

| Modify Password ~
Old Password [ Old Password l
New Password [ New Password l
Confirm Password : [ Confirm Password I

Save

| Modify Twilio Account How to apply twilio account? ~
Twilio Account SID: [ qqqgaq l
Auth Token: [ tertdtdtd I
2
Auth Phone [ 13342343109 l E

Save
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9.2 Sub Account

The Sub Account List displays the information of sub accounts. Click = in the Action column to edit the sub account.

Click = inthe Action column to delete the sub account.
| Sub Account List o m.
Add Sub Account Usemame, Full Name, Mc
Username Role Network Full Name Mobile Email Action
ry_xiaoziran@163 com Admin Nature_office20210113 123 etse - ry_xiaoziran@163.com __/ E
ruok@chacuo. net Operator eg_test egtest ren mei 15986 ruck@chacuo net 4 I
2961167598@gg.com Operator default Tui jie 2961167598@qqg.com __/ E
First Previous Page | 1 of 1 Next Last 3 in total

Click Add Sub Account to add a new sub account. Select the network, enter the Email in the Username box and click
Send Code. Enter the security code contained in the Email, set the password, language, full name, expiration date,

mobile and role, and click Save.

Role: Admin owns the permissions to create an account. Employee owns the permissions to edit data. Operator owns

the permissions to print voucher and view account data. Guest owns the permissions to view data.

Add Sub Account

Note: If you have a Cloud account, you can share the network and do not need to add a sub account.

(7 Details

Type © NewAccount Existing Account

Network l testdemo

Username [

Verification Code l Send Code

Password

Language

First Name

Mobile

l

l

l

LastName |
l

Role |

Save Cancel

The existing sub account can be added to the network so that a sub account can manage multiple networks.
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MONITORING CONFIGURATION

Ruifie

Add Sub Account

MAINTENANCE

Note: If you have a Cloud account, you can share the network and do not need to add a sub account

(P Details

Type

Network

Username

Role

New Account © Existing Account

[ testdemo

[

[ Admin

You can edit the name of project sharers for easy recognition.

A 1853454930 A

ALL v IPC Search Metwork Q)

&, TesterB

A testas-003

&l 1

A, Customera

AP 1 in Total
A willliEruijienetworks
A, allen Jug@deepadapti 1
DEYICE Gateway 1in Total
AP
all
AC -
Switch Wireless Bridoe 0 in Total
Gateway

Home Router

I alarme

9.3Logout

[GMT+5:00)As /3

| Registered Device Distribution '*"*"

1

Switch 11in Total
+
’2| National Museum
: of China
FEERME
Harme Raouter 0in Total
Client
ausoleumn of xindalu
ao Zedong
EREEE

Beijing Police Museum
ERERMME

Click Logout to exit the system and return to the login page.
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10 Unbind Device

Click Unbind Device, and enter the device SN to get URL. Configure the URL as the ACS URL on device, and the device

will automatically unbind on Cloud.

ALL v | searchNetwork Q (GMT+8:00)Asia/Hong_Kong  Manage Network || Unbind Device

Unbind Device

| Unbind Steps

Note: Only supported on RGOS APs, ACs and switches. Please follow the steps to unbind the device: (% Details

1. Enter the device SN to get URL (valid for 24 hours)

= [

2. Configure the device ACS URL as the URL below and ensure the connection between the device and cloud

3. After the device goes onling, it will unbind with the tenant automatically (Its ACS URL will be changed back by cloud after the device is added to a network)
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11 Application Examples

This chapter introduces how to quickly connect AP710 to the Cloud Service, and use the Cloud Service to manage AP320
to emit WiFi signals. For example, to deploy a network for a new branch, a WiFi network with the SSID of "SSID-FREE" is
provided for staff. The WiFi network is encrypted in wpa2-psk mode, with the password 12345678 and a rate limit of 100

Kbps for a connected client.

\J Gateway

g

Ruijie Cloud

e W)

s 2y APT10

11.1 Wireless Roaming

To deploy a network for a new branch, a WiFi network "SSID-FREE" is provided for external personnel for free. The WLAN
for clients on floor 3 is divided into VLAN 10, and the WLAN for clients on floor 4 is divided into VLAN 20. The roaming

function is supported, and the uplink and downlink rates of all clients are limited to 100 Kbps.

~4

Ruijie Cloud ‘
DHCP SERVER has three address pools on the
egress gateway:
= “=g) Gateway A. 192.168.1.0/24 in VLAN 1 for the AP
v B. 192.168.10.0/24 in VLAN 10 for clients on floor 3
192.168.1.1 / C. 192.168.20.0/24 in VLAN 20 for clients on floor 4
=
oE
itch
192.168.1.2
o e 192.168.1.3 192.168.1.5
) s @)
AP1 AP2
AP3 AP4
Floor 3 (VLAN 10)
Floor 4 (VLAN 20) |

\ /
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11.1.1 Adding Network

Network planning is realized using Network.
1. Choose CONFIGURATION > NETWORKS.
2. Click Add Network to add “TestHotel” Network.

3. Click Add Sub Network to add “Building1” and “Building2” network, as shown in the following figure. You can add

more networks according to this method.

_
BUitang

& e Device: 0
TestHotel - @
Device 11 =)
e Building2
Device : 0

s

4. Choose CONFIGURATION > NETWORKS > More > Edit, and select the TestHotel network.

&)
Building1
= Device : 0
TestHotel -~
Device: 1 =i
Building2
Add Devica Device: 0

e

5.  Enter a location name in the search box, select the location marked by , on the map, and then click Save.

Edit
Name ‘ TestHotel |
Time Zone | (GMT+8:00)AsialHong_Kong v/
Bind Location ‘ University of Nevada, Las Vegas, S Maryland Pkwy, Las \ |
Ashton Park Apu'lmenlsv
mon Ave
Lot K n > E Harmor
ot Q University| \y Q e
of Nevada, - ; 9 3
Wells Fargo AT M@ s Voua § '( RyChipotle Mexican Grill s
=TSN Student Union &
J.;HQ ‘ Event Services

£ Naples De 1 Inited States
s UNLV Boakglomo _United ©
Go gle Thomas & Mack Center Q Map data ©2021 Google Terms of Use | Report a map errol

Cancet
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6. Choose MONITORING > DEVICE > AP, select the TestHotel > Building1 network, and click Add to add APs. APs

can be imported in batches or added one by one. Accordingly, add other APs in the Hotel > Building2 network.

ALL ~ ITES[HOM v Building1 v| Search Network (GMT+8:00)Asia/Hong Kong Manage Network | Unbind Device

| AP List AutoRefresh: @ & 2 3% - X
[ add H Vel CLI H More = ] 0 Selected [ SN, Alias, Description Ql
Status 4 SN Config Status 4 MAC  Alias MGMT IP Egress IP Clients Network Firmware Version Offline Time Model Description Action
Mo Data
Fist | Previous  Page [ 0 JofD Next Last Oin total

11.1.2 Enabling Roaming Function

1. Choose CONFIGURATION > WIRELESS > Roaming.
2. Select the TestHotel network.

3. Enable the roaming function for this Network.

Ruijie (O MONITORING ~ CONFIGURATION  MAINTENANCE

Message

Are you sure you want to enable the L3 Roaming
of Network TestHotel?

“ Canee!

11.1.3 Adding Configurations

1. Choose CONFIGURATION > WIRELESS > Basic.

ITeng[m v Building1 ~ | Search Network (3, (GMT+8:00)Asia’/Hong_Kong Manage Network | Unbind Device

The network inherits configuration from network TestHotel . To configure network Building1 , click here

2. Click + under SSID, enter SSID-FREE in the SSID text box, set Forward Mode as Bridge, set VLAN ID as 10, set
Rate limit as 100 KB/s, and click Save.
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| ssiD
More~
wLaND [ 1 v Hidden [ No v
) [ SSID-FREE ] Forward Mode @ [ Bridge vl
Encryption Mode [ Open v] VLAN ID [ 10 l
Radio Radio1(2.4GHz) M Radio2(5GHz)
Radio3 @ (2.4GHz or 5GHz)
5G-Prior Access @ @
Speed Limit per Client @[
Uplink 100 Mbps Downlink | 100 Mbps
Speed Limit by SSID
Auth
3. Add the Building2 network with VLAN ID 20 according to the same method.
| 8SID
More~-
WLAN ID [ 2 vl Hidden I No v]
SsID [ SSID-FREE ] Forward Mode @ I Bridge v]
Encryption Mode [ Open vl VLAN ID I 20 ]
Radio Radio1(2.4GHz) M Radio2(5GHz)
Radio3 @ (2.4GHz or 5GHz)
5G-Prior Access @ @
Speed Limit per Client @[
Uplink 100 Mbps Downlink 100 Mbps

Speed Limit by S51D

Auth

11.1.4 Importing APs

Bind AP1 and AP2 to the Building1 network, and bind AP3 and AP4 to the Building2 network.

11.1.5 APs Online

Gateway Configuration:

Add the AP address pool: 192.168.1.0/24.

Building1 client address pool: 192.168.10.0/24; gateway: 192.168.10.1; VLAN: 10

Building2 client address pool: 192.168.20.0/24; gateway: 192.168.20.1; VLAN: 20
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PoE Switch Configuration:

On the port through which the PoE switch is connected to the AP, configure a trunk port with the native ID setto 1 by
default, and add VLAN 10 and VLAN 20.

11.1.6 Verification

11.1.6.1 Connecting to WiFi Signals

Connect a mobile phone to the WiFi network properly for Internet access.

11.1.6.2 Testing Wireless Roaming

Connect a mobile phone with the WiFi network “SSID-FREE”, and go upstairs from Buildingl to Building2.

Reconnection and Internet access failure do not occur.

11.2 Authentication Scheme

11.2.1 External Portal

Third-party authentication servers adopt the WiFiDog protocol for authentication. The industrial APs interconnect with the

third-party authentication servers are based on the WiFiDog protocol.

}'k It is necessary to learn about the interconnection protocol adopted by third-party authentication servers for
evaluation and confirmation by R&D personnel before interconnecting with the third-party authentication servers.
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12 Appendix

12.1 Acronyms and Abbreviations

Acronyms Full Name
and

Abbreviations

AP Access Point

AC Access Controller

BOSS Business & Operation Support System
DHCP Dynamic Host Configuration Protocol

DNS Domain Name Server

EAP Extensible Authentication Protocol

EAPOL EAP Over Lan

EAP AKA Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement
ESSID Extended Service Set Identification

FTP File Transfer Protocol

HLR/AuC Home Location Register

HTTP Hypertext Transfer Protocol

IMSI International Mobile Subscriber Identification
MSISDN Mobile Subscriber ISDN

NAT Network Address Translation

PAT Port Address Translation

Radius Remote Authentication Dial In User Service
SNMP Simple Network Management Protocol
SSID Service Set Identifier

UDP User Datagram Protocol

VPN Virtual Private Network

WEP Wired Equivalent Privacy

WPA Wi-Fi Protected Access

WAPI Wireless LAN Authentication and Privacy Infrastructure
WLAN Wireless Local Access Network

12.2 Glossary

Term Definition

Cloud Specify the cloud center management end, supports private and public clouds, allows separate
deployment of a system of a private cloud version, and provides cloud services of the public
cloud version.

Network Enable the device grouping for easy management of a large quantity of devices. It is

recommended that networks be added by geographical location or device use.
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