How do | generate a new SSL certificate from
my SonicWall firewall?
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Description

Scenario
A network admin is trying to install a certificate, so that the web management of the

device can be accessed without any certificate error.
) CAUTION: Will require a restart of the firewall.

In order to request and import a certificate from a certificate authority that will work on

your appliance you will need to create a certificate signing request on the appliance.

Resolution for Sonic0S 7.X

This release includes significant user interface changes and many new features that are
different from the SonicOS 6.5 and earlier firmware. The below resolution is for customers

using SonicOS 7.X firmware.

1. Log into the appliance and navigate to Device | Settings | Certificates and click New

Signing Request.
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) Refresh

. Fill out the Certificate Signing Request with information on the fully qualified domain

name (FQDN) you will be using for the SSL.

A TIP: Wildcard for a domain would be *.yourdomain.com, Wildcard cost more

but authenticate all subdomains on the domain.




Certificate

GENERATE CERTIFICATE SIGNING REQUEST

Certificate Alias
Country wr
State w
Locality, City or County w
Company or Organiza -
Department -
Group w
Team w
Common Mame
Subject Distinguished Name

Subject Alternative Name (Optional)

Domain Name
Signature Algorithm

Subject Key Type

yourcert

UNITED STATES (US)

Your State

Your City

Your Organization

Your department

Your Group

Your Team

yourdemain.com

vpn.yourdomain.com

SHAL

RSA

~-

Name that will show up
on the UTM

| Domain

Information

» Alternate FQDN

Subject Key Size/Curve

2048 bits

: Cancel :I -

Download the CSR. You can edit this with a text editor. Notepad ++ is a good option

because it keeps the format that works best for copying a CSR request over to a

certificate authority.




@ / Device / Setti i ) his firewal s currently being managed by GMS / NSM. contiguration (J) Non-Confia
Q search All Certificates w [ ] Include expired built-in certificates <& New Signing Request B SCEP & Import ) Refresh
[]  cermricare + Tvpe VALIDATED ExpiRes

VeriSign Universal Root Certification Authority CA certificate Dec 123:59:59 2037 GMT
Verisign, Inc CA certificate Aug 2 23:50:59 2028 GMT
Verisign. Inc CA certificate Aug 2 23:59:59 2028 GMT
Verisign, Inc CA certificate Aug 123:50:50 2028 GMT
Verisign. Inc. CA certificate Aug 123:59:59 2028 GMT
Verisign, Inc CA certificate Aug 123:59:50 2028 GMT
Verisign, Inc CA certificate Aug 1 23:50:59 2028 GMT
VeriSign, Inc CA certificate Aug 123:50:59 2028 GMT
Verisign Class 3 Public Primary CA certificate Aug 123:59:59 2028 GMT
Visa eCommerce Root CA certificate Jun 24 00116112 2022 GMT
WellsSecure Public Root Certificate Authority CA certificate Dec 14 00:07:54 2022 GMT
XRamp Global Certification Authority CA certificate Jan 105:37:19 2035 GMT
certSIGN CA certificate Jul 4 17:20:04 2031 GMT

e-Szigno Root CA 2017 CA certificate Aug 22 12:07:06 2042 GMT

Diagnostics

O TROLLET emSign ECC Root CA - C3 CA certificate Feb 18 18:30:00 2043 GMT

emSign ECC Root CA - G3 CA certificate Feb 18 18:30:00 2043 GMT
witch Network

emSign Root CA - C1 CA certificate Feb 18 18:30:00 2043 GMT
Ac ts emSign Root CA - G1 CA certificate Feb 18 18:30:00 2043 GMT
WWAN thawte Primary Root CA CA certificate Jul 16 23:59:59 2036 GMT
thawte Primary Root CA CA certificate Jul 16 23:59:59 2036 GMT

thawte Primary Root CA - G2 CA certificate Jan 18 23:59:50 2038 GMT

vV Y Y YVYYYYVYYYYYYYYYYYVYTVYY

thawte Primary Root CA - G3 CA certificate Dec 123:59:59 2037 GMT

) » vourcert Pending recuest @ I

Total: 226 item(s)

Export Certificate Request

yourcert

C=USST=Your State L=Your City,O=Your Organization,OU=Your

Subject Disti ished N
BRES N aiong e department,OU=Your Group,OU=Your Team,CN=yourdomain.com

Subject Key ldentifier Ox23FD4124046F14A757281A50CB295FBAFSEL1IBFS

Public Key Algorithm RSA 2048 bits

Ij r: ﬂr].\-':.l jl -

4. Requesta SSL from your certificate authority providing this CSR text where they
request.
/7 NOTE:When downloading the signed certificate from the certificate authority

(such as GoDaddy or Thawte) select the server platform Apache SSL.



= yourcert.p10 E3

. ———— BEGIN CERTIFICATE REQUEST-————
Z2 MITDJDCCAgWCAQAWgadxzCzAJBgNVBAYTAIVTMEMWEQYDVOQIEWpZb3VyIFNOYXR1
5 MREIWEAYDVQQHEwWlZb3VyIENpdHkxGJAYBgNVBROTEV1vAXIgT3JnYWSpemFOaWsu
4 MRgwFgYDVQQLEW9Zb3VyIGR1cGFydGl1bnQxEzARBgNVBAsSTCl1vdXIgR3JvdXAx
5 EjAQBgNVBAsTCV1vdXIgVGVhbTEXMBUGAlUEAxMOeWI91lcmRvbWEpbi5jb20wggEL
6 MAOGCSqGSIb3DQEBAQUAAALIBDWAWGYEKAOIBAQDMbHQL1OSFKAEUCGYDOpyXaHlz
7 efcvmbehMCrhRAdDOALExwO9mAELIpd+E1qORtLsr JAIITXb06dommp5FadgTyYdQ
8 TATzcmKzrrgloXBwaZwKB8WAASOMI+iOx0JTrUERIpfalVzRgecpRdG6k3z9JS5/mIK
9 BOQZWZ20y/miOlQpteKValA/QFTEWlIWnWpbVSACICWVMQZ2f64+9nd%dr6uW/ush
10 bEOFlagxzt3nJfooRoYPx4prnTI63EAll6heDoNyr9KERIwBtdopzsOBdILZ3msVk
11 2VbilSNgWKaIfB+C/szRadTAJ3pp/Y15mdHz92t0eSjol2drYKKYSIh7TWCK3AgMB
12  AAGgMDAuBgkghkiGA9wOBCQAxXxITAfMBOGAIUdEQOWMBSCENZwbi55b3VyZG9tYWlu
13  ImNvbTANBgkghkiGOwOBAQUFAROCAQEARWceuTE960f 9 xDKxFnOXvJYSt0ebCvl
14 bBcRBgjlEf+FerhDR3/1pdwdGGg/BeVoRpzquBFOhNUUhTFrs1QNFoWmwxDHgrJ6
15 EZD5/GAulXGcYsyNSi0F3MT74PwGRAsalZalluH3REiIJEFZtuhavBgd6Yad jpbHIZv
16 OMbl2johSHZ2pxz0G04dXM+0UtifvbzXafbmTWIXBBRhnOWAmS5+6bdzEJaS81hhZ8U
17  b5ao00UCaDkZetYsvOTz3FGuUe9nNE818 jbhWdmzeGn8RpwQGQExILz 9wUs++7TZEPL
18  xkJInmcZ5xKpYNpPQ/XIpSgyEPVZ4AWE+blpTuuYuuXR+ACfuvEHZ64A==
i = END CERTIFICATE REQUEST-————
)

B. Once you get the certificate back from the certificate authority upload the

certificate to the pending request.
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v ] C ott tifica [ his firewall is currently being managed by GMS / NSM. Configuration (CJ) Non-Config
Q search All Certificates ~ [ Include expired built-in certificates <& New Signing Request ~ BJ SCEP & Import  if Delete £ Refresh

VALIDATED EXPIRES
Aug 2 23:50:50 2028 GMT
Aug 123:59:50 2028 GMT
Aug 1 23:59:59 2028 GMT
Aug 123:59:59 2028 GMT
Aug 123:59:50 2028 GMT
Aug 1 23:59:59 2028 GMT

Aug 123:50:50 2028 GMT

Jun 24 00:16:12 2022 GMT

WellsSecure P

Root Certificate Authority Dec 14 00:07:54 2022 GMT

lobal Certification Authority Jan 105:37:19 2035 GMT

Jul 4 17:20:04 2031 GMT

Aug 22 12:07:06 2042 GMT
emSign ECC Root CA - C3 Feb 18 18:30:00 2043 GMT
emSign ECC Root CA - G3 Feb 18 18:30:00 2043 GMT
emSign Root CA - C1 Feb 18 18:30:00 2043 GMT
emSign Root CA - G1 Feb 18 18:30:00 2043 GMT
Jul 16 23:50:59 2036 GMT
Jul 16 23:59:59 2036 GMT
Jan 18 23:59:59 2038 GMT
Dec 123:50:50 2037 GMT
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Upload Signed Certificate for Signing Request

yourcert

Subject Distinguished Mame C=US;ST=Your State
Subject Key Identifier O0x23FD4124046F14A757281A50CB295F8BAFBEL1BFS

Public Key Algorithm RSA 2048 bits

Please select a file to upload: ( Choose File )

File should be PEM ( pem) or DER (der or cer) encoded

( Cancel -

Name Date modified Type Size

% yourdomain.cer 3/11/2016 3:29 PM  Secunty Certificate 0KB

ame: yourdomain.cer b [_AII Files '.I
[Loven [7] [ comcst |




Upload Signed Certificate for Signing Request

yvourcert

Subject Distinguished Name C=US;ST=Your State
Subject Key Identifier Ox23FD4124046F14A757281A50CB295F8AFBEL11BFS

Public Key Algorithm RSA 2048 bits

Please select a file to upload: |

File should be PEM ( pem) or DER (der or cer) encoded

6. Restartthe appliance to verify the certificate is installed and validated.
o TIP: If the certificate shows "Validated No" use the following article to import the

certificate chain to validate the SSL.

Resolution for Sonic0S 6.5

This release includes significant user interface changes and many new features that are
different from the SonicOS 6.2 and earlier firmware. The below resolution is for customers

using SonicOS 6.5 firmware.

1. Log into the appliance and navigate to Manage | Appliance | Certificates and click

New Signing Request.
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Fill out the Certificate Signing Request with information on the fully qualified domain

name (FQDN) you will be using for the SSL.



3.

2 TIP: Wildcard for a domain would be *.yourdomain.com, Wildcard cost more but

authenticate all subdomains on the domain.

© Certificate Signing Request - Google Chrome - =[=] %]

A Not secure | b#pS://192.168.198.1/certSignRgst.html Q !
SONICWALL"  Network Security Appliance
Generate Certificate Signing Request

Certificate Aliss hraun:ert < Name thaw will show in UTM

| Country v] UNITED STATES (US) v]

IState v \yourstate “—

[Locality, Gity, or County ¥ Nouraity -

|Company or Organization ¥ hcumgan"zat}o” i Domain Information

| Department v | lyourdepartment a—

|Group v | louraroup -~ |

Team v | lyourteam <«

Common Name v | lyourdomain.com < FODN that will authenticate

Subject Distinguished Name:
Subject Alternative Name (Optional)
| Domain Name

k=US; ST=vourstate;L=yourcity; O=yourorganization;OU=yourdepartmen

v | pn.yourdomain.com

4 Alternante FQDN

Signature algorithm: SHAL v |
Subject Key Type RSA v
Subject Key Size/Curve: i2048 hits ¥ |
|Ready
GENERATE ‘ CAMCEL

Download the CSR. You can edit this with a text editor. Notepad ++ is a good option

-~

because it keeps the format that works best for copying a CSR request over to a

certificate authority.

Q
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SONICWALL'  tietwork Secusity Acglance MONITOR  INVESTIGATE

QUICK CONFIGURATION

Certificates and Certificate Reguests

View Styfe: = All Imported

e ot
1 yourcet
T NTTPS Manspement Certficate
Comsign €A
thaevte Arimay oot &4 - 63
VanSign, Inc.
VariSign Class 3 Internarbonal Sarver CA - G
AdTrust Evternal 4 fioct
& TC TsCanter Class 2 CATT

Er I S (P S

and raquests & Built-i

Jan 18 03:14107 2008 GMT
Mar 18 15:02:18 2029 GMT
D 1 23:89:8 2037 GMT

g 1 2315350 2028 GMT

Fab 7 2315958 2020 GMT
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Export Certificate Request

A Mot secure | béyS://192.168.198.1/certRegExport.hitml

Hame:
Subject Key ldentifier: OwEEC1 D BIE0E0ASFC4F A40EEFCETAEED2
Public Key Algorithm: ASA 2048 bits

Jourced
Subject Distinguished Name: C=US STayourstate Leyour ity C=yourcnganization: OfU=yourdepartmant 0= yourgroup Ol =youneam, Ch=yourdomain, com

A PHCS210 Certification Request has bean gensrated and s avallable for sxport. Save this fie on your local disk for submission 1o 8 Ragistration o
Carificais Authorly. The file will be saved in PEM Certific sia Reguss! Tonmat. by defsull 33 yourtan pi0 (e S nams can be changed sl Jownioad a8
needed)

Request a SSL from your certificate authority providing this CSR text where they

request.

2 NOTE: When downloading the signed certificate from the certificate authority
(such as GoDaddy or Thawte) select the server platform Apache SSL.




[=] yourcertp10

3
2 MIIDH]CCRgYCAQAWgagxCzAJBgNVBAYTAlVTMRIWEAYDVQQIEWLSh3Vyc3RhdEUx
32 ETAPBgNVBACTCH1vAXJ]aXRSMRkwEFWYDVQOEEXBSh3Vyb3InYWspemFOlaWOuMRcw
4 FOQYDVQQLEWSSh3VyZGVWYXJODbWVudDESMBAGRAIUECxMIeWS1lemdybh 3VWMREWDWY D
5 VQOLEwhSb3VydGVhbTEXMBUGA1UEAXMOeWS1cmRYbWEPbiSib20wggEiMAIGCSaG
& SIb3DOEBRQUAR4LIBDWAWGGEKAOIBAQCCR3g+NSXbTLKAE20VENKQaFE70BYMOHYT
7 JkA3R3tJIC3TpHiIWC/bhA3BZDFbBInrTTYO+2rPVYpE31ly/IHWOVDYrLHxuoasSvh7
B BLN3jDX03EEuFmX00vGnOrGFkeZ9KCgS4ZCcWzElxewggUée] rVPndwWInJIwERgPg
S kdGu9dljBPZoAF4YFHZ4vInzve/gpLoiU¥mlFZe9W+wLuKIBF0S/50zypa2aTlxy
0

1 ShugubATTfeevl102HCPSJm1POYBIF4 kFMWXnQx0abBkEoDexKyyDjwcwh+HEZzogX
i1 OlvTDUMEXGJbg/kX+6QNNCEQKAPKNLORDRRONQY7+c5mKibBOTOvVAGMBAAGGMDAU
12 BgkghkiGSwiOBCQ4xXITAfMBOGA1UdEQQWMBSCENZWhiSShbaVYZGot YWl ulmNvbTAN
13 BgkahkiGSwlOBAQsSFALROCRQEAHFfs+h76utazboS0b/F4JKIfNNgrnrbz IMNSyUXOm
14 R+LgBeJXoQus4ZWSxCulR2/tPUTn300sBXVoHTQHXWAL 1e fLOdUTWVEbg6xahONR
15 gfiTddrxHcAD+5h9%grxis fEImiVEmnHS6pHn/t0s/jRitxCxJh0/Thgt FNKSriNS
16 Kz32v1USo9XTeFNgWATQKtuTR7tIJ4DmH] t BRNXF5yLWPkghEXgg3rSTzILmUNSBC
17 Mlde+xyBWGaISmadclzhe2ssHAHB65VkwiOYipOPPAFZ0J/JnPQRMylaFgR2Vga/
18 FHRaRowEJkTX/C+K7ilcgagHSbgLFEINFGeDIaXiW2rLhg==

19 ————- END CERTIFICATE REQUEST—-————

20

5. Onceyou get the certificate back from the certificate authority upload the

certificate to the pending request.

SONICWALL  tetworkssanty opiance ~ MONITOR  INVESTIGATE QUICK CONFIGURATION
AT Certificates and Certificate Requests
Licenses yourcert
Subject Mame: Col3AT: L wprcers 5 Otfmyound
Firmwars & Backups ViewStyle: ® All certificates: © Imported certficates and requests @ Buitin o i i o e Dy dern
WA Firmware = Pblic Key Algorithent REA 2048 bes
Restart Status; Ragart Grwtes
I youcet ereeg e
e 2 HTTRS Maraperant Cornficate Lol cantfests  Salisigned 200 19.03:14:07 2038 GNT
» VPN e
SR 3 ComSgncd A cortfcate Mar 18 15i02:18 2028 GMT e f
¥ Acoess Points 4 thavte Frimary Roct O - GF A cartfcats Dec 1 22:5%:58 2027 GMT
L 5 VerSign. Inc. CA cartificatn Aug 1 23:59:55 2028 GMT
Palicies & VerSpn Class 3 Intemabions! Server C4 - G5 A curtiicate Fob 7 235958 2020 GMT
* Rudes 7 AddTrast Evternal €A Root CA cartificate Bhay 30 1548138 2000 GMT
¥ Chjucts §  TC TrustCanter Close 204 1T A cartibeate Do 31 22159155 2025 GMT .
i & ACORALT O crbiRcas D 3 0937137 2030 GMIT
4 Agpliance 1 Chhakon A cartifcate Bhar 58 10/00-00 2004 GHT
B i 11 StartCom Clase 2 Primary Intermechate Server O4 A cartifeate ©ct 24 20:57:09 2017 GHT

12 PSCFrocet A certsficats D 25 2259459 2000 GMT
e




A Not secure | b#pS://192.168.198. 1/certSignUpload.html Q

Upload Signed Certificate for Signing Request

Name: youresr

Subject Distinguished Name: C=US;ST=yourstate:L=yourcity,O=ysurorganization; OU=yourdepartment OU=yourgroup: OU=yourteam; CH=ycurdomain.c om
Subject Key Identifier: 0x56C1D183B09DASFCO4F 44D9B2FCE7FDEER0401D3

Public Key Algorithm: RSA 2048 bit

Piease select a file to upload: |

| Ready

der =~ O @
MName i Date modified Type Size
|4 yourdomain.cer 3/11/2016 329 PM  Security Certificate 0 KB
‘ame: yourdomain.cer > I.,AH..EGES‘. o]




" Upload Certificate - Google Chrome

o [=] 5%

A Mot secure | b#pS://192.168.198.1/certSignUpload.html

Upload Signed Certificate for Signing Request

Name: yourcert
Subject Key ldentifier:

Public Key Algorithm: RSA 2043 bits

Please select a fils to upload; |E1tmse File | No file chosen

Subject Distinguished Name: C=US,ST=yourstate:L=yourcity; O=yourorganization, OU=yourdepartment. OU=yourgroup: OU=yourtsam; GN=yourdomain.com
0x56C1D1B2B080ASFCO4F44D3B2FCETFOGEE245102

File should be PEM ( pem) or DER {.der or cer) encoded

[Ready

| UPLOAD |

| CANCEL ‘

6.

Restart the appliance to verify the certificate is installed and validated.

A TIP: If the certificate shows "Validated No" use the following article to import

the certificate chain to validate the SSL: Importing Certificate Authority Chain.




