orporation
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Dynamic Route Based VPN in
Sonic0S5.9.0-Basic Config

Beginning with SonicOS 5.9.0, configuring
dynamic route based VPN has changed from
previous versions. In the new configuration
method, a Tunnel Interface must be configured
under Network | Interfaces page and OSPF
configured onthe TunnelInterface under Network
| Routing | Advanced Routing page.

This articles describes the basic method to
perform this task.

e Thefirst step involves creating a Tunnel
Interface VPN policy. The crypto suites used
tosecure the traffic between two end-points
are defined in the policy.

e ThesecondstepistocreateanewTunnel
Interface under Network | Interfaces.

e Thethird stepinvolves configuring OSPF
for the Tunnel Interface
under Network |[Routing.

e Thefourth stepinvolves creating access
rules from LAN/DMZ to VPN and from VPN to
LAN/DMZ to allow traffic over the VPN.

In this scenario a Dynamic Route-based VPN is
configured betweenan NSA 2400 (Site A)and an
NSA220(SiteB).Forthisarticle,we'llbeusingthe
following IP addresses as examples to
demonstrate the VPN configuration. You can use
these examples to create VPN policies for your
network, substituting your IP addresses for the
examples shown here:

Site A - NSA 2400

WAN (X1): 1.1.1.1
LAN (X0) Subnet: 10.10.10.0/24
Tunnel Interface IP: 192.168.1.1/24

Site B - NSA 220

ITCorporation’
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WAN (X1): 2.2.2.2
LAN (X0) Subnet: 192.168.168.0/24
Tunnel Interface IP: 192.168.1.2/24

Site A (NSA 2400) Configuration
1. Adding a Tunnel Interface VPN policy
2. Create and configure atunnel interface
3. Configuring OSPF for a Tunnel Interface
4. Adding rules to allow traffic over the VPN

Adding a Tunnel Interface VPN policy

01. Logintothe SonicWall managementinterface.

02. Navigate to the VPN | Settings page.
03. Click on the Add button to create atunnel
interface VPN as per the screen shots.

MNetwork Security Appliance

Advanced

Security Policy

Palicy Type: |Tunne| Interace LI
Authentication Methad: I IKE using Preshared Secret ;I
Marne: |T0 Site B
IPsec Primary Gateway Mame or Address: |2-2-2-2
IKE Authentication
Shared Secret: I....
Confirm Shared Secret: I"" W' Mask shared gecret
Local IKE ID: | 1Pva Address =] |
Peer IKE ID: |1Pv4 Address = |
Ready
Ok, Cancel Help
SOMNICWALL Metwork Security Appliance
T T
IKE {Phase 1) Proposal
Exchange: I IKEwE Mode - I
DH Group: | Group 2 |
Encrypkion: I A0DES - I
Authentication: I SHAT ;I
Life Time {seconds): IZBBDD
IPsec {(Phase 2} Proposal
Pratocal: I ESF - I
Encrypkion: I JDES - I
Authentication: I SHA - I
I Enable Perfect Forward SECrecy
Life Time {seconds): IZBBDU
LiFe Time (KBwkes): IEI

Ready
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SONI CWALL Netwaork Security Appliance

General ] Proposals Advanced

Advanced Settings

M Enatle keep Alive

™ Enable Windows Metworking (MetBI03) Broadcast

I Enable Multicast

I Permit Acceleration

Management viathis 5&: [ HTTPS T ssH [ shmp

Iser login via this Sa4: T HtTP T HTTPS

WPM Policy bound to: I Interface =1

IKEv? Settings

V' Do not send trigger packet during IKE S4& neqgatiation b

r fccepk Hash & URL Certificate Twpe

™ send Hash & URL Certificate Twpe

Ready

Create and configure a Tunnel Interface

01. Navigate tothe Network | Interfaces page.

02. Select Tunnel Interface  from

SONICWALL

> Q Dashboard
» E System

v @ perwork

PortShield Groups
Falover &LB
Zones

DNS

Address Objects
Services

Routing

NAT Policies

ARP

Neighbor Discavery
MAC-IP Anti-spoof
DHCP Server

1P Helper
Dynarmic DNS

Network Monstor
» & 36146/Modem
> é SonicPaint

» & Frevat

» Q Firewall Settings
-

the Add Interface drop-down menuto

openthe Add Tunnel Interface window.
Network Security Appliance

Network

Interfaces

@ Accept

Interface Settings

(s
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03The Zone will be pre-selected with

VPN.
04. Under VPN Palicy, select the VPN
policy created earlier.

05. Mode/ IP Assignment will be pre-
selected with Static IP Mode.

06. Under IP Address and Subnet
Mask, enter an IPaddress and subnet
mask. The remote site must be in the
same subnet as this IP address.

07. Click on OK to save.

SOMICWALL Metwork Security Apphance

General | Advanced

Interface Settings

Fore: I WEM ;I
WM Policy:  — [ ToSite 8 =]
Mode [ IP Assighment: | Static IP Mode LI
IP acidress: |1921EBIJ
Subnet Mask: [255.255.255.0
Commert: I

| Ready

Ok, Cancel Help

Configuring OSPF for a Tunnel Interface

X1 WaN Default LE Group
x2 Unassigned
w3 Unassigned
x4 Unassigned
s Unassigned
X6 Unassigned

Add Interface: I —-Selectinterface Type— = I PotShield Wizard
~Selectinterface Type—
Virtual Interface

Tunnel Interface

r Display All Tj
WLAN Tunnel Interface |
Interface Traffic Statistics

-

ITCorporation’

01. Navigate to the Network | Routing Page.
02. Click on the drop-down under Routing
Mode and select Advanced Routing.

03. Click on OK on the warning window.
04. The tunnelinterface created earlier
will be visible now.
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Network Security Appliance Alert | Wizards |
Mode:,
» Q Dashboard Routing Mode: | Advanced Routing v | viewIP Version: @& 1pys O pys BGP: The Expanded License is 1/
» = ospctem
S e Interfacs (Zone)  RIP Configue AP OSPFVZ Corfigure OSPF OSPF Neighbor Status
htarfaces v X0(AN) RIP Disabled 2 OSPF Disabled 2
PortShield Groups w  X1(WAN) RIP Disabled Vs OSPF Disabled 7
sk A [ v TR(PN) RIP Disabled z OSPF Disabled 7 l
z:": v X2 RIP Disabled 2 OSPF Disabled 2
At Objects v x3(NR) RIP Disabled z OSPF Disabled 2
Servies v x4 (R) RIP Disabled z OSPF Disabled 7
Routs | v xsuA) RIP Disabled 2 OSPF Dissbled 2
HATRoldes v X60A) RIP Disabled 2 OSPF Disabled 2
aRP

05. Click on the Configure OSPF button on
the Tunnel Interface to open the OSPF
configuration window.
06. Enter information as per the screenshot in
the OSPFv2 Configuration window

07. The OSPF Router ID must be a unique IP
address in your network.
08. Click on OK to save the settings.

Interface TI2 (YPN) OSPFv2 Configuration

|Enab|ed M |
|40
|1 0

OSPFv2: OSPF Area:

Dead Interval (1 - 65535); OSPFv2 Area Type:

Heldo Interval (1 - 65535): Interface Cost (1 - 65535):

Authentication: I Disabled - I Router Priority: (0 - 255): 1
Password:

Global 0SPFy2 Configuration

|1 0001
Cisco v |

Originate Default Raae;l Never - I

Metric {1 - 16777214); |11

OSPF Router-ID (n.n.n.n):
ABR Type:

Defauk Metric (1 - 16777214):

Auto-Cost Reference BW (Mbys): |1 ili}

Metric Type: External Type 2

IUndeﬁnad
| External Type 2 vl

]Undaﬁned
I External Type 2 » I

M Redstribute Static Routes Tag (0 - 4294967295):

Metric (1 - 16777214):  |Default Metric Type:

¥ Reditribute Connected Networks Tag (0 - 4294967295):

Metric (1 - 16777214): |De!aull

™ Redistribute RIP Routes

Metric Type:

Tag (0 - 4294967295):

Metric (1 - 16777214): Metric Type:

Extemnal Type 2 v

lUndehned
| External Type 2 » I

W Redistribute Remate VPN Networks Tag (0 - 4294967295):

Metric (1 - 16777214):  |Default Metric Type:

Adding rules to allow traffic over the VPN

Although the tunnel will be up and OSPF will be
able to detect neighbors, traffic will be blocked to
the otherside ofthetunneluntilaccessrulesare
created fromthelocal zonestothe VPN zone.
01. Navigate to Network| Address Objects

02. Click on Add to create an address object for
thedestinationnetwork (see screenshotbelow)

ITCorporation

General Advanced | Qo8 |
Settings
Action: * plow © Deny  Discard
From : |LAN =
To: |VPN Z‘
Saurce Port: [any =
Service: |Any Z‘
Source: |Any Z‘
Destination: | Site B Network ~|e—
Users Induded: [ All (2] . these users wilbe albwad F nat excluded,
Users Excuded: | None x| . these users nirse donied.
Schadude: [ Ahways on =]
Comment: |

W Erable Lagging W' Erable Geo-IP Filter

W allow Fragmerted Packets ' Enabie Botnet Filker
I Enable Flow reporting
™ Enable packet moritor

™ Enable Managemank ?

rady

03. Navigate to Firewall | Access Rules
04 GCo to LAN to VPN
05. Create an access rule as per the

screenshot.
Genaral | Avanced | Qa5
Settings
Action: & fow © pemy T oiscard
From : [P =l
Ta: [Lan -]
Source Fort: [ =
Servios: |Any ;I
Sources [ =ite B Metaork, | —
Destination; [ Ay |
users Induded: [ All = . thess usars mif be aowed i ot exclde
Users Exchided: | None | these e il daect
Schadule: [ Abways an =l
—

W' Enale Logang ¥ Enzble cec-IP Fiksr

[ Bl Fragmented Packets ¥ Enabile Batriet Fiter
] Enable Alow reparting
™ Enale packet manikor

™ Enasle Management

eardy

Add Claz= Help
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06. Navigate to VPN to LAN
07. Create an access rule as per the screenshot.

SOMICWALL

MNeteark Secunty Appliance

Propozals Advanced
security Policy
Policy Type: | Tunnel interface =]
Autheriication Method: IIKE using Prezhared Secrat LI
Mame: ITO Site A
TPs=c Primary Gateway Name or Address: II (AR
IKE Authentication
Shared Sacret: |nn
Carfirm Shared Sacrek: |nn W a3k chared Secrat
Local IKE t0: [ 1P Addrass B |
Peer IKE ID: [P Address -] |
Ready
Q. Cancsl Help

Site B (NSA 220) Configuration
1. Adding a Tunnellnterface
2. Create and configure a Tunnel Interface
3. Configuring OSPF for a Tunnel Interface
4. Adding rules to allow traffic over the VPN
Adding a Tunnel Interface VPN policy
01. Login to the SonicWall management

SOMNICWALL

interface.

02. Navigate to the VPN | Settings page.
03. Clickonthe Add buttontocreatea
tunnelinterface VPN as perthescreen
shots.

Metwork Secunty Appliance

Propesals |  Advanced

security Policy

SOMICWALL

SONICWALL

Knowledge Database

Metwork Securty Appliance

| General Artvanc el

IKE {Phase 1) Proposal

Policy Types: ITLII'InE'l Irterface ll
tuthertication Method: | IKE using Prechared Secrat =
Tlame: ITD Site A
TP==c Primary Gatemsy Wame or Address: II 1.1
IKE Authentication
Shared Sacret: |llll
Carfinm Shared Sacrek: [wann W sk shared Semat
Local IKE [0: [1Pvd Addrass | |
Pesr 1KE 10: [ 1P adidrass | |
Ready
18 Cancal Help

ITCorporation

Exchange: | IKEvE Mode |
EH Group: | Group 2 |
Ercryntian: | IDEE ;I
Aytharication: ER |
LiFa Time {secondsh: |?EHI'II'I
IPsec (Phase 2) Proposal
Protocal: | ESF ;I
Encrymtion: | 30ES |
Auutherdcation: ER |
™ Enable Pefact Farward Secrecy
LFa Time iseconds): 22600
LFa Trme (KEvtas): [0
Ready
ok, Cancal Help
SONICWALL Network Secunty Appliance
\ General Proposals Advanced
Advanced Settings
M Enatie £eep Alve
I™ Enable Windows Netwarking (NetBI0S) Broadcast
[T Enabls Mubicast
I Permit Acceleration
Maragement viathisS&: [ HTTPS M ssH T sawvp
Ukser login via this SA: 7] HTTP I HTTPS
VEN Polcy bound to: I Interface X1 ;J
IKEvZ Settings
M Do nct send trigger packst during IKE SA negolistion ,
r Accept Hash & URL Certificate Type
I sendHash & LRL Certificats Type
|Ready
oK Cancel Help


mailto:sales@itclatam.com
mailto:tss@itclatam.com
https://www.sonicwall.com/support/knowledge-base/dynamic-route-based-vpn-in-sonicos-5-9-0-basic-config/170505993534990/#Adding%20a%20Tunnel%20Interface%20VPN%20policy
https://www.sonicwall.com/support/knowledge-base/dynamic-route-based-vpn-in-sonicos-5-9-0-basic-config/170505993534990/#Create%20and%20configure%20a%20Tunnel%20Interface
https://www.sonicwall.com/support/knowledge-base/dynamic-route-based-vpn-in-sonicos-5-9-0-basic-config/170505993534990/#Configuring%20OSPF%20for%20a%20Tunnel%20Interface
https://www.sonicwall.com/support/knowledge-base/dynamic-route-based-vpn-in-sonicos-5-9-0-basic-config/170505993534990/#Adding%20rules%20to%20allow%20traffic%20over%20the%20VPN

(c
SONICWALL

Knowledge Database

SOMNICWALL Metwork Security Applance

Create and configure a Tunnel Interface Ganeral | Btvanced
01. Navigate to
the Network | Interfaces page.
02. Select Tunnel Interfacefrom

the Add Interface drop-down Interface Settings

menutoopgntheAdd Tunnel _— B B
Interface window. :
SONICWALL  Network Security Appliance WP Poloy: —® | ToSite A ;I
Mode | P Assgrment: | Static IP Mode |
+ B3 pastboard Network / P Address |1 972 1631.7
* A system Interfaces
i Subret Mask [255 255 2550
@ Accept I
PortShield Groups cormmeit: |
Falover & L8 Interface Settings
Zores - , — |R.B-HI:I=|'
DNS Name Zene Group
Address Chjects 50 LAN Ok Cancal Hab
Services WaN Defauk LB Group
Routhg
NAT Palcies vpemiaes
ARP ] Unassigned
Neghbor Discovary x4 Unassigned H H
— Ll Configuring OSPF for a Tunnel
e s Interface
P Helper G

Dynarnic DS

work por Add Interface: | =Sealect Interf Type~ = PontShiskd Wizar . .
ootk onke i gectieroce Type~ [ Poshidon 01. Navigate to the Network | Routing Page.

G ~Select Intarf Tyne-
g IG]4G{Medem il 8 ':J ; Imr;ﬂ::;e ype
* &2 SenicPoint PRI
e 02. Click on the drop-down under Routing
.%r.mmamms el Mode and select Advanced Routing_
1@ rersl - 4l | . ) .

03. Click on OK on the warning window.

03. Inthe Add Tunnel Interface window, the Zone

will be pre-selected with VPN. 04. The Tunnel Interface created earlier will

be visible now.

04. Under VPN Policy, select the VPN policy

created earlier. 05. Click onthe Configure OSPF button on

the Tunnel Interface to open the OSPF

05. Mode/IP Assignmentwill be pre-selected configuration window.

with Static IPMode. . . .
06. Enter information as per the screenshot in

06. Under IP Address and Subnet Mask, enter an the OSPFv2 Configuration window

IPaddress and subnet mask. The remote site

must beinthe same subnetas this IPaddress. 07. The OSPFRouterIDmustbeaunique P

address in your network.

07. Click on OK to save. 08. Click on OK to save the settings.

ITCorporation®
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Interface TI2 (VPN) DSPFv2 Configuration

O5PFy2:

Dead Interva (1 - 65535).
Hello Trkerval (1 - 65535):
Authentcanon:

Password

|Enabled vl OSPF Area: ID

[0 O3PFV2 Arez Type: W
10 Inkerface Cost (1 - 65535): [— M auto
Disabled vlkourcv Procky: (0 - 255): |1

=

Global 0SPFy2 Configuration

=
SONICWALL

Knowledge Database

03. Navigate to Firewall | Access Rules

04. Goto LAN to VPN

OGPF Rouzer-10 (n.nn.nd: IIUO 0254 Defauk Metric (1 - 16777214);

AER Type: Cisco - Auto-Cost Referance BW (r’bl‘s):l‘lﬂﬁ

Ongnate Defaut Rousa:| Naver - I

05. Create an access rule as per the screenshot.

Metne (L - 16777214): |10
M a edstribute Static Routes
Meric (L - 16777214):  |Defoult

P aedstribus Connectad Networks

Memc (1 - 16777214):  |Default

™ Redstrioute RIP Routes

Metric (L - 16777214 |Default

W Redstriouce Remone VA Nezwarks

Metric Type
Tag (0-4234967235):
Metric Typs

Tag (0 - 9254567255);

Metnc Type

Tag (0 - 4234967235):

Metric Typa

Tag (0 - 4294567235):

Exernsl Type 2~

IUndeilned
IEwdemcl Type2 » l

IUndt-tined
|Ex'rernal Type 2 = I

Edemal Typs 2~

IUndeiined

Metric (L - 16777214):  |Detfault Metric Typs IEnemclTypeZ "
[Ready
oK Cancel Hep

Addingrulestoallowtrafficoverthe

VPN

Although the tunnel will be up and OSPF will be
able to detect neighbors, traffic will be blocked to
the otherside ofthetunneluntilaccessrulesare
created fromthe local zonestothe VPN zone.

01. Navigate to Network | Address Objects

02. Click on Add to create an address object for
the destination networks and group them (see

screenshot below)

I Go to'a Website

SONICWALL

Rame:

Zore Assgrment:
Type

Nenwark:

Netrnask/Prefic Lenath:

Network Security Appliance

|Site A Network

[Ven =]
| Natwark v
{to10.100

256255 255.0

| Ready

ITCorporation

Cloze

SONICWALL  Motwork Security Appliance
 censal | Asvanced Qo3
Settings
Actian: ® fow © peny © Discad
fone [ =]
Tt | wFH =
Saurce Part: [ Ay ="
Sarvice: | any =
saurce: [ #ny |
Cestination: | Site A Hetwark | —
UsersIncded: [ Al | these cwer wl Be afowed £ por exctde
usersExchuded: [ None =l .. these vsars mibe demed.
Schedule: | Aasrys on |
Conment: |

' Enable Logaing

¥ llaw Fragmented Packats
7 Enable Aow repotting

[ Erable packet montor

I Enable Manapement ™

¥ Enohie GeorIF Fler

W Enabia Batnat Fiter

[Rule action done, please check rule table

06. Navigate to VPN to LAN
07. Create an access rule as per the screenshot.

Genaral | Advanced | Qo5 |
Settings
Action: ® fow T Deny T Discard
From : [wPH =1
Ta: | Lar B
Source Port: | Any =
Sanvice: | Any |
Sawce: | Site & Metwork, |
Destinstiar: | Any =
Users Incuded: | All =] . those usams mibe slomed F rat axcid
Leers Excluded: | None x| . these usars mif e davied”
Schedule: | Adwezts o =
Comment: |

M Enatie Logang

M nllaw Fragmented Packats
I Enable few reperting

I Eratie packet: monkar

™ Enatie Managament

W' Enchle Goc-P Fler

¥ Enchle Botniet Fiter

eady

Fudd Close Help
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OSPF Neighborship, Dynamic Routes

TheVPNtunnelstatuswillbegreenassoonasthe
the configuration of the VPN Tunnel Interface
policies are completed on both sites.

The screenshots
neighborship status on both sites and also the

(s
SONICWALL
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Testing

TestbypinginganIPaddress fromonesiteto
another. Only the subnets defined in the access
rules will beaccessible.

below shows the OSPF

Troubleshooting

dynamicallylearned routes from each other.

SiteA

Routing

Routing Protocols

CheckthefollowingwhentheVPNtunnelisnot
up:
1. Gateway IPaddress.
2. Pre-shared secret
3. Proposal mismatch

forgmode: [Advenced Rouing =] ViewIPVersion: @4 Cipvg 5GPt The Expanded Lierce i requred For 8G9 susport. Cick here to cpen th

T R . : CheckthefollowingwhentheVPNtunnelisup

E oo 7 7 ° ] butthe VPN Tunnel Interfaceis unabletoform

£ 3 - ¢ neighborship:

— RS . = 1. Make suretheinterfacethe VPNisbound
tois not configuredin L2 Bridged Mode.

A R T 2. Makesurethe VPN Tunnellinterfacesare

e o L in the same OSPF Area

View Style: © Al polices € Custom Pokies ® Detat Poloes View 1P Version: @ oy C By O

TI2 Subet

6 Ay 192,168.168.0/2¢ Any

SiteB

Routing
outing Protocols
1outng Mode:!

face (Zone) R

Advenced Routng | ViewtPversion: @ g T 9GP The

3. OSPFv2Areas Typemusthavethesame
areatype on both sites. (Normal, Stub Area,
TotallyStubbyArea, Not-So-StubbyArea,
Totally Stubby NSSA)
4, OSPF Router-ID should not be duplicate.
5. TheTunnellInterfacescreatedshouldbe
configuredwithanIPaddressesinthesame
subnet.
6.
Check the following when the VPN Tunnel
Interface has formed neighborship but dynamic
routes are notpresent:

Expanded Licarce & requred for BGP s.pport. Cick hers ko

© CeefgueR¥ 0592 ConfigueOFF  OSFFNeghbor Sahs

059 Desbled Z

v X0 (LAN RIP Disablad e

== s - - - 1. Make sure the local and destination
- e Z ; networks are not overlapping.

e e : g 2. Make sure Redistribute Connected
o S — > Networks is checked in the OSPFv2

> o ‘ ¢ Configuration.

Roote Poliies s [T ko 174

View Style: © ndpokoes

€ Custom Fokes

@ Dafast Pokies

Check the following when unable to pass traffic
across the tunnel even after neighborship is

View I# Version: @ Ponly O Pworly  © IPvéand Pvh

: = formed
Sr v RRESe & s Gt B_=3 = 1. Make sure OSPFhasdynamicallylearnt
g = theroutestothe remote networks. Look
e e SR ¢ - under Route Policieson
g e - T the Network | Routing page.
e e —
o= e = sl
Fau oa 10.10.10,0724 Aoy Ay 192.168.1.4 n2 1o 13 =4
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2. Make sure access rules have been
created from local network zones to the VPN
zone.

3. Make sure access rules have been
created from the VPN zone to local network
zones.

4. The zone of local network address
objects should match the zone to which that
network belongsto.Foreg. LAN, DMZ etc
5. The destination network should be
assigned zone VPN.

6. Make sure no conflicting rules with higher
priority are present.

7. Make sure no conflicting static routes are
presentinthe routing table. Check

under Route Policies on

the Network |Routing page.
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