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How To configure a Site to Site VPN tunnel between a SonicWall
and Linksys VPN Router

Procedure:

SonicWall Configuration

First, on the SonicWall, you must create an address object for the remote network.
1) Log into the SonicWall.

2) Browse to Manage > Policies > Objects > Address Objects

3) Create a new Address Object for the network on the LinkSys VPN router end you wish to reach (LinkSys
LAN).

SONICWALL  etwork Secuney A MONITOR  INVESTIGATE QUICK CONFIGURATION

Address Obpects Address Groups ’ Add Address Object - Microsoht Edge - = &=
Licenses r\ ‘ () Certificate error - mysthopto.org
Firmware & Backups @ Add © Oelete v ‘
WA Firmware SONICWALL
Restart . Name ‘
‘ . 1 L | Name UnkSys LAN
> 2 8838 Zone Assignment VPN
b SSLVPN ] 3 cPoint Radlo n 2.4G 85510 Type Network
» SomicPomts ‘
> : Kl cPoint Radio n 5G BSSID Network 192,168.5.0
» 3G/4G/Modem |5 Default Active WAN 1P NetmasiuPrefc << 0
Length 255.255.255.0
6 Default Gateway
> Rub ] 2 Duak-Up Default Gatewary ’ Y I
4 Objects i googhe.com ADD OSE
Match Obpects "
Action Obsects 9 IPvE Uink-Local Subnet
0
Service Objects
Cbjects 11 Lo Web Server

Next, on the SonicWall you must create an SA.

1) Browse to VPN, then Settings (default view for VPN).

2) Ensure that "Enable VPN" is selected.

3) Click Add.

4) Change the Authentication Method to "IKE using pre-shared secret".

5) Name the SA, in this example "Tunnel to LinkSys VPN Router”.

6) Enter the WAN IP of the LinkSys VPN router for "IPSec Primary Gateway Name or Address:".
7) Enter your shared secret, in this example "P@ss20140603"
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8) Define Local IKE ID & Peer IKE ID. In this example the Local IKE ID is "Yahoo.com" and the Peer IKE ID is

"Google.com”

SONICWALL ONITOR  INVESTIGATT QUICK CONFIGURATION

[ VPN Pelicy - Microsoh Fdge - o X%
odat -
() Certdicate »
(nemaes VPN Global Settings| 7 e Mmpthoptacs
Firmwvare & Bachups A
Restart Urngue F rowal identfer 14
ﬂ Petwork Proposabs Advanced

WO I Y
Vi
T e Security Policy

Advarced Lettogs

OHCP swer VPN L@ Meme l Porcy Tyze |S=e to Ste

L2TP Server 1 WAN Grovs VP Autherficabon Methos IXE using Preshared Secret

wpn

- WUAN Growg\ W Narre {Tunnel to LinkSys VPN Router
Wirrlews 3 ES IPsec Prmary Gateway Namwe or AdYress 123.456.789.111
ol ADD ’ IPsoc Secondary Cateway Name or Address .

o Site To Stte Pobicies: 1 Polics

Croup\/PN Polcies: 2 IKE Authentication

S Shared Secet POu2014080) J

e S Currently Active VPN | Matk Shared Secret
Agphance Loct IKE 1D Doman Kame y#h0o.comm
o, . Created

Peer E 1D Doman Name googhe.com

Network Mo Dmtries
Migh Availabiity No Active [Pvé VPN Tunnels
WAN Acceleratson
vowr
Firewall Settangs
Security Services
Anty spare [Ready ]
Deep Packet Inspectns

1) Select the "Network" tab.

2) Select "Lan Subnets" for Local Networks from the drop down box
3) Select the address object previously created for the destination network.
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Security Appliance MONITOR INVESTIGATE m QUICK COMFIGURATION
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L
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+ High Availability
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¥ Deep Packet Inspection
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VPN Global Setting
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=] Enablie VPN
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[ #®  Neme .
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GrouphPN Palicies: 2 Pol Lise IKEw2 1P Posol”

Currently Active W
. Created
o Entres

Mo Active [P VPN Tt

“ e =

1) Select the "Proposals” tab.

2) Configure DH group under IKE Phase 1 to "Group 1".

3) Configure Phase 1 Encryption "3DES" & authentication "SHA1".

4) Configure Phase 2 Encryption "3DES" & authentication "SHA1".

5) Enable Perfect Forward Secrecy. And Select the DH Group as "Group1”

6) Configure Phase 1 & Phase 2 Life Time "28800"
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SOMICWALL"  metwork Security Agpliance MONITOR  INVESTIGATE  (EEENE QUICK CONFIGURATION
VPN Policy - Microuoft Edge - a x
e 531 Certificabe error  mysthoplouorg =4t
Licenses VPN Global Settings
Firmmware & Backups o e
ot Oemteven | SONICWALL® neoveek scury sgpsanc
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I VPN .
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ot Lite T and) [28800

High Avatabilety Mo Active [P VRN Tunnels e fasene)
WAN Aezrleration
Vore
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1) Select "Advanced” tab.

2) Ensure that keep alive is enabled on only one end of the tunnel, it would be mostly on the device which
is running on the DHCP WAN IP. In this example it is the LinkSys VPN Router.

3) Select "Enable Windows Networking (NetBIOS) Broadcast” if you would like to pass NetBIOS across the
VPN.
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SONICWALL' Hetwerk securty sgghancs  MONTOR  nvesTicare [N Quick CONFIGURATION
i VI Policy - Microsolt Edige - o x
. ":_:} Ceificate errod  myTLhogitouceg £
Licrenars VPN Global Settings " Natvoil Security Applince
ok SOMNICWALL ¥ A
WA Fienmware =] Enable Wi
— Lsigrot Fitwchd Idactar. |rat Genersl  Wetwork  Proposals
ebhiny Advanced Settings
L VPN Policies
[ fasesemns 0 Exme Koo Aoy
Advanced Settegy .
DHCP ver VPN BES L | [] Suppress smsomatic Acoas Rules creation for VPN Polcy
LETF Server Cl1 v Grospi® [ misabie IPse: Anb-Replay”
S5L WP —
. SonicPulets B LA Growe Py (] Enstte Winderws Networking (HeBI0S) D
Te—— 3 il ] Enpbie Mubicast
el ADD { [ et Acceration
Polickes Site To SEe Polickes: 1 Polic L] Display Suite B Comedant Algorms Only
. Rutes GrospVPH Pobsies: 2 Polied [ pociy NAT Poicies
L! Adiow SonecPointh Layer 3 Managemani
Currenthy Active VPN Management via this A Twrmes [ ssn O s
: m;ﬂkﬂ—m A Uiser logn v Thiss 54 .L:H'ITF- [ wrres
R e Detiafl LAH (iabimriry (optonaly : |
Fheh hrmlabicy Mo Adtive [Pl VPN Tusssls | WP POl Bound i [Zone wan
WK Acceleration
WP
- Firewall Settinga
. Gecurfly Services [Ready ]
j :’:::m n CANCEL HELP
LinkSys VPN Router Configuration
Go to VPN Gateway to Gateway
>> Edit the tunnel
1. Define the Tunnel/Gateway.
2. Select interface WANT
3. Check the "Enable” option.
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>> Local Group Setup
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1. Select the "Local Security Gateway Type" as " IP + Domain name (FQDN)
Authentication”

2. Choose a domain name. In this example it is "Google.com”.

3. Choose "Local Security Group Type" as "Subnet”

4. Mention the IP address and subnet mask of the local network which are behind the

Linksys VPN Router

>>Remote Group Setup

1. Select the "Remote Security Gateway Type" as " IP + Domain name (FQDN)
Authentication”

2. Mention the IP address of the remote firewall. In this case it is the IP of the
SonicWall Firewall.

3. Choose a domain name. In this example it is "Yahoo.com”

4. Choose "Remote Security Group Type" as "Subnet”

5. Mention the IP address of the network which are behind the SonicWall or the

network which you want to access behind the SonicWall

Listl Group Setes

Remote Groun benes
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>>|PSec Setup

Select Keying mode as "IKE with Preshared key"
Select Phase 1 DH Group as "Group1”

Select Phase 1 encryption as "3DES”

Select Phase 1 Authentication as "SHA1"
Mention the Phase 1 SA lifetime as "28800"
Enabled Perfect Forward Secrecy

Select Phase 2 DH Group as "Group1”

Select Phase 2 encryption as "3DES”

9. Select Phase 2 Authentication as "SHA1"

10. Mention the Phase 2 SA lifetime as "28800"

11. Mentioned the Pre-shared key. This key should be same on both the devices,
Sonicwall as well as LinkSys VPN router.

N WN

W3ec Setep Keyng Mode  KE win Prestared ey v All these parameters should match at the

remote end( Le SonicWALL's) as well, if there

N o4 G wo! .
nase! O Growp  Orowp! ¥ Is a mis-match, the tunnel may not establish,

Praset Encrypton  30ES v
Prase! Autrentcaten SHAY v
Prase! SA LM Tme 28300 secacs
Pertect Forward Secrecy o
PResed On Geowp | Growet v
Phasel Encrypten | 0ES v

Phase2 Auentcaion SMAT Y

\ Prestared Key %’ﬂ'ﬁllﬁcl W
>>Click on "Advanced”
1. Enable the Aggressive Mode
2. Enable Keep Alives
3. Enable NetBios (If needed)
4. Enable Dead Peer Detection (If needed)

Avanced I F aggremane Made I
Compress (Supgon P Payiesd Compreasin PretcoiPCamg|
| = eecane ||
&M Hash Algorttm |04 v
HesBI0S kroadcast
MAT Traversal
- Dhiaed Pper Dertiestion (D0 irstervad |10 PTEErLY

Taver Lelings Cancel Changes
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