orporation

SONICWALL

e SecureFirst =




SONICWALL

Knowledge Database

How to obtain certificates for VPN connections (Site to Site, GVC,
L2TP)

Using digital certificates for authentication instead of preshared keys in VPNs is considered more secure.
In SonicWall UTM devices, digital certificates are one way of authenticating two peer devices to establish
an IPsec VPN tunnel. The other is IKE using preshared key. The KB article describes the method to configure
WAN GroupVPN and Global VPN Clients (GVC) to use digital certificates for authentication before
establishing an IPsec VPN tunnel.

Features of IKE Authentication with Certificates in SonicWall WAN GroupVPN and GVC.

e A digital certificate either obtained from a third party CA (like Verisign) or from a private CA (like
Microsoft CA or OpenSSL) must be used for this configuration. Self-signed certificates are not
supported.

e In the SonicWall, the administrator has the option to create a Certificate Signing Request (CSR) and
get it signed by a CA or import a signed certificate in the PKCS#12 format (.pfx or .p12 extension). When
importing a signed certificate into the GVC client, it must be in the PKCS#12 format (.pfx or .p12
extension).

e Both peers must trust the issuer of the certificate. In other words, the CA certificate of the user
certificate must be imported into the SonicWall as well as the remote GVC client.

o If a certificate has already been imported into the SonicWall signed by a 3rd party CA (for example,
Versign), this can be selected in the WAN GroupVPN. The CA certificate must be imported into the GVC
client.

o SonicWall supports digital certificates issued by different CAs to be imported into the SonicWall UTM
device and the remote GVC client. SonicWall also supports forcing both peers to use certificates issued
by the same CA.

RESOLUTION:

The certificate signing process described here is using a Windows Server 2008 CA. To configure a Microsoft
CA to accept a Subject Alternative Name attribute from a certificate request, refer this Microsoft article: How
to configure a CA to accept a SAN attribute from a certificate request

o Create a Certificate Signing Request (CSR) in the SonicWall

e Get the CSR signed from the Windows Server Certificate Enrollment Web Services

e Obtain a certificate to use in WAN GroupVPN configuration

« Download the CA certificate for the signed certificate

e Obtain a certificate for GVC clients.

Create a Certificate Signing Request (CSR) in the SonicWall

Login to the SonicWall management GUI

Navigate to the System | Certificate page.

Click on New Signing Request to create a similar CSR as under
Click on Generate to save.

Refresh the page.

Click on the download button to download the CSR.
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Generate Certificate Signing Reguest

Cortificste Ales MANGroupVF'N
[Cauntry = [NoRm =
[S2ate ;I s
||_m: ality, City, or County ;I BLF‘
| Company or Organization ;I FSN'-'-’L
| Depanment ;l [
[Group ;l [
| Team =] |
[ Comman Name =] jpat20100cal
Subject Distingushed Mame: [C=IN,ST=KA,L=BLR, 0=SNWL;CN=soniclab. local
Subject Alernatres Mame (Optonal):
[ Domain Marme =] jhata00ocat
Subject Key Type R3A
Sudijct Kby Sre 124 bite _ﬂ
Ready
Gererale Cancel
» B pasrbond o
d
v’ sysem Certificates
Satus
v Certificates and Certificate Requests
Adminestr abon
Certfcates view Style:  © Alcertificates © tmported certificates andrequests © Bult-in certificates I indude expred buk-n certificates
Time
[T & Cetificate Type valdated Expires Details Corfigure
Schedues
Settings T 1 wWANGroupvPN Pendng request 7 — 2 s
Packet Monkor [ 2 he-2010-SERVER2KB-CA CA cortificate Sep 5 10:40:32016GMT 7 x + 9

(8 0 cromwrp1o-Notepaa Y

Fle EAt Format Vew Hep

ITCorporation®



SONIC

Knowledge Da

Obtain a certificate using the Windows Server Certificate Enroliment Web Services

Obtain a certificate to use in WAN GroupVPN configuration

Open a browser and navigate to the Microsoft Windows Certificate Enrollment page: http:///CertSrv

When prompted for authentication, enter username and password of Administrator.
Click on Request a certificate

Click on advanced certificate request.

Copy the contents of CSR in the Saved Request box.

Select Administrator under Certificate Template. Note: User or Web Server template also could be

selected.

Under Attributes, either enter san:dns=yourdomainname.com or san:email=<local-
part@domain.com|. Note: To configure a Microsoft CA to accept a Subject Alternative Name attribute from
a certificate request, refer this Microsoft article: How to configure a CA to accept a SAN attribute from a

certificate request

WALL

t

abase

Click on Submit and you will taken to the next page.
On this page click on Download certificate or Download certificate chain to save the signed certificate to

disk.

Microsoft Active Directory Cenficate Semices — hal-2010-SERVER2KE-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail clhient, or other
program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upon
the type of certificate you request, perform other security tasks

You can also use this Web site to download a centificate authonty (CA) cenificate,
certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request

For more information about Active Directory Centificate Semces, see Aclive Directory
Certificate Services Documentation

Select a task:
Request a centificate <+

Chwnl-vajr:_‘.é_u:mfu gte. cemtificate chain, or CRL

Microsoft Active Direclory Ceniicate Semices — hal-2010-SERVERZKE-CA
Request a Certificate
Select the cartificate type
User Certificate
Or, submit an advanced cetificate request
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’:ww«mmmvcn
€ 9 C  [Bnm?//10.10.10.254/ce tor v feerraat sy W

Microsoft Act

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a basa.64-encoded CMC or PKCS #10
certificate request or PKCS #7 renewal request generated by an external source
(such as a Web server) in the Saved Request box

Saved Request:

----- BEGIN CERTIFICATE REQUEST----- S
BateBd.encoded |MIIBVDCCASUCAQAWUDELMAKGALUEBNRCSUAXC2AS
centificate request [EuNCTY IxDTALBGNVEAOTBYNOVOUXY tAVAGNVBANT,

(CMC or MAOGCSQGS Ib3 DQEBAQUAAAGNADCB 1 QKEGQDOOZQ)
PKCS #10 or XoAAKenao ASqR2LKIHTEXIF711/x6MuxNERK1h/ 4
PKCS #7) 6VaNBaP3 Toox198e Y I3 DHqronE3catQl IvequP 1S ¥
« | »
Centificate Template:
|Administrator <= :]
Additonal Atui

an:dns=hal-2010. local a—
Altnbutes:

Certificate Issued

=
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'me&mcq .
€ D C  [xbawe//10.10.10.254/certsry fos waxt aep X

Microsoft Actw Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
centificate request or PKCS #7 renewal request generated by an external source
{such as a Web server) in the Saved Request box

Saved Req

----- BEGIN CERTIFICATE REQUEST----- -
Base-64.oncoded [MIIBVDCCASUCAQAYUDELNAKGAIUEBRRCIUAXCIAS
cenficate request [EWNCTF IxDTALBGNVEACTEFNOVOUXF 2 AVEGNVBANRT,
(CMC or MAOGCSQGS IDIDOEBAQUARSGNADCE 1QKBgQDO02Q)
PCS #10 or XoAAkenaoASqk2LkJHEMXIF 711/ x 6MuxNERK 1D/ +
PKCS #7) usj.le-nnoxwmnzpqucrncuox IvequPiSy

. »f

Corificate Tomplate:
JASTINISITAt0r  af— :,I

Additional Atuibutes:

son:emall=Admindhal-2010. local
Attributes

m>|

Home

The cerificate you requastad was issued to you

# DER encoded or © Bass 64 encoded

e

Below is an example of a signed certificate's Subject Alternative Name (SAN):
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Certificate x|

‘General Detais | Certication Path |

Shaw I-:.P.I:- EI
Field | Yalue |
{5 Subject Key IdentiFiar £ be 32 63 9b b7 dc o 65 c# ..,
{5 Authority Key Identifier KeylD=93 6516 FF b2 T2bS 7.,
5_' CRL Distribution Painks [1]CRL Distributian Poink: Distr...

@_-A!.ltl'lurty Information Access [1]authory Info Access: Acc..,

{ii | Certificate Template Name  Administrator

EEnhanced ke Usage Mlicrosoft Trust List Signing £1....

1§} | SMIME Capabilities [1]5MIME Capability: Object I... :l

DS Name=hal-2010 local f—

Edit Properties.., | Copy to Fie. . |
Learn mare ahout certbficate detalls

Download the CA certificate for the signed certificate.

Navigate to the Microsoft Windows Certificate Enrollment page: http:///CertSrv
Click on Download a CA certificate....
On the next page, click on Download CA certificate and save the certificate to disk.

Microsolft Axctrva Directory (Certific at

Welcome

Use this Web site to request a certificate for your Web browser, e-mail
client, or other program . By using a cemificats, you can werify your
identity to people you communicate with owver the Web, sign and
encrypt messages, and, depending upon the type of certificate wou
request, perfornmn other secunty tasks

You can also use this Web site 1o download a certificate authority (CA)
cerficate, certficate chaan, or cerificate rewocabon st (CRL), or to
wieww the status of a pending reqguest.

For more information about Active Directory Certificate Services, sea
Active Directory Certificate Services Documentation

Select atask:
Beaequeast 8 certificate
Wiew the status of a pending ceificate request
Download a CA cedificate, certificate chain, or CRL wj—
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Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this cerification authonity, install this CA corbificate

To dowmlcad a CA cemificate, cemificate chain, or CRL, salact the cenificate and encoding mathod.

CA cartificate:

Emcoding methed:

& DER

" Base 64
[nstall CA cemificals
Dovwniogd CA cemficals =
Download CA carficats chain
Dreminad |atest base CRL
Download |atest delta CRL

Upload the signed certificate into the SonicWall via the upload button of the CSR pending request.

Mode: Configuration »

» Dashboard System | 2
« F spmem Certificates
Status

Certificates and Certificate Requests

viewStde: © Alcertfcates @ Imported certificates and requasts  © Buitn certificates

Remsl' tob(of 6) mlelnln

T Include expred bult-n certficates

T 2 Cent¥icate Type Vakdated Expres Details Corfigure
el Click on the blue icon to upload
Settings - 1 WANGrowpven Sachgremem signed certificote -*-" -
Status: Ready

» Upload Certificate - Google Chrome

B bt 110,10, 00, 1/ certSariiphsd, himi

Upload Signed Certificate for Signing Request

same: WA Group PN

Subject Distinguished Nane: ComI Tkl jL L O SN sl 20110 locad
Subject Key Identifier: e IEA S CICETE DTS 06AS 0 FINTEC MOSE 32T
Status: Fequeat Genersted

Please select a e toupload: | Chaose File | cetrew. cer

Fiba shoouid b PEM (. ) or DER [.der o Jgor) ercoded

| Ready
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To establish trust and complete the validation of the signed certificate, import the CA certificate

Mode: Configuration »
L ﬂ Dashboard System |
-2 syatem Certificates
Stabus
e Certificates and Certilicate Requests memel o1 (o 1) GISNR TR
s o C
o © s @ ot €088 s
Time
B M ¢ Cerificate Type vaidsted  Expires Dretails Configure
—— T 1 woNGrowgWPN  Localcertficate | Mo ©Oct 11 10:25:12 2013 GMT =4 =) (2
Packet Monitor : .
[Hagraatics o import,,.  ffe— ew Signing Request. ., SCEP,.. Dt Delete Al
Restart ==
|"'
Status: The configuration has been updated.
Import Certificate
" [mpert 4 local erd-user certificabe with private kiy from & PRCS#12 (012 or phx) entoded Fie
| @ import a C certificate from a PKCS#7 {.p7b), PEM {.pem) or DER {.der or .cer) encoded Fie |
Flease salect a file bo import: Choose File Ical‘tnm (1) cer
Ready
Mo e ml

» B castooard Systom |
v 2 system Certificates
Skatus
el Certificates and Certificate Requests
Ackrarists stion
View Style:  © all cortificates (% Imported cortificates and requasts € Bulk-in
certificabes
Time
Schedues M & Cotiicate Type Vabdsted Espires
Settings T 1 WANGroupvPl Local certficate  Yes Ot 11 10:25:12 2003 GMT
Packat Manibor
Disgnostics T 2 haZ0I0-SERVERZKB-CA  CA oertificate Sep 5 18:44:33 2016 GMT
Restart |: Import... M Signing Request.... SCEP.. { Deiele

|r,mF to2(of2) (mla]e][n

T Include expired bulkin

certificates
Datails Configure
= x &
[ [E Y
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Obtain a certificate for GVC clients.
« Navigate to the Microsoft Windows Certificate Enrollment page: http:///CertSrv
« When prompted for authentication, enter username and password of a Domain User.
o Click on Request a certificate
o Click on advanced certificate request.
o Select Administrator or User under Certificate Template.

Note:

For Site to Site VPN or GVC, a certificate with Key Usage, if present, must have Digital
Signature and/or Non-Repudiation and Extended Key Usage (EKU), if present, with Client
Authentication seems to work.

If, on the other hand, using L2TP/IPSec VPN, make sure, if Key Usage is present, to use Digital
Signature and/or Non-Repudiation. The Extended Key Usage (EKU) field SHOULD NOT be used
but, if present, may have Encrypted File System (1.3.6.1.4.1.311.10.3.4) and/or IP Security End
System (1.3.6.1.5.5.8.2.1).

o Under Attributes, either enter san:dns=yourdomainname.com or san:email=<local-
part@domain.com|. Note: To configure a Microsoft CA to accept a Subject Alternative Name
attribute from a certificate request.

e Click on Submit and you will taken to the next page.

« On this page click on Download certificate or Download certificate chain to save the
signed certificate to disk.

:-: Marosoft Acthes Directory Ce

« C | G b /10,1010, 254 /cert ——

Microzoft Actwe Directory Centficate Semaces - hal2010-SERVERZKB-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other
program. By using a certificate, you can venfy your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upon
the type of certificate you request, perform other secunty tasks

You can also use this Web site to downboad a cemificate authonty (CA) certificate,
certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request

Select atask:
Request a ceificate
View the s £
Dowmioad a CA ceddificate, cetificate chain, or CRL
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“ O | e htee /10,10, 10254 certsry feertraLs.asp i —

Microsofl Active Directory Cerficals Sermces

Home

Request a Certificate

Salect the certificate type
User Cerificate

Or, submit an advanced cedificate request. <=

Certificate Template:

[Grer =]

Kay Options:

# Create new key set  © Use existing key set
CSP: [Microsoft Enhanced Cryptographic Provider v1.0 =)
Key Usage: & Exchange
Key Size: [1028 ™ 3% common ey szes 512 1024 2045 400 §152 10384 )
# Automatic key container name  © User specified key container name
Fe Mark keys as exportable e
I Enable strong private key protection

Additional Options:
Request Format: & CMC ¢ PKCS10

Hash Algorithm |shai 'l
Only used lo sign request.

™ Save request

san:dns=hal-2010.local W 4]
Attribules

i

Friendly Name: |

Microsolt Aclne Ehll_":_"l'_ll']' Catilcale Sapicas hal-2010-SERVERZKB-CA Homa

Certificate Issued

The certificate you requested was issued to you.
FE=] istall this ceificate €—

™ Save response
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The signed certificate will be installed within the browser.

- hal-2010-SERVER

Microsolf Actihe Diractory Cartiicale Sendces

Certificate Installed

Your new certificate has been successhuly instalied.

Export the certificate with its private key from the browser.
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Perarkal Controle Intended purpose: | <Al>
* hcwdhmmuum ' parental Control

Personal | Cthar People | Intermadiate Cartfcation Authorkies | Trusted Rook Certficatior 4| 2

=

el [1szud To [1ssumdy I
heb you control the Internat content that can be
Q b ; (lmgszyer hok-2010-SERVERID-.., 1010201 <None>
%y Enable... I B Sectngs
Cortficates
Use certficates for encrypted connections and identification,
u Certificate Export Wizard : z“
o st nattes
- Welcome to the Certificate Export
Augoorngleto Wizard
Stores previous entries m
mmumm Inport... This wizard helps certficates, certficate
3 & it b e
muuu mwm— - store to your dsk.
muumm.ﬁnu Settngs Encrypting File System, Secure Emald, O AMMUMW.MM 3
content from webstes that ———m— a confemation of your identty and contans nformation
uummumm“m
connections, A certficate store is the system area where
certficates are kept.
Learn more about cartificates To continue, chek Next,
o | cad | wol ||
o e ]| cocs |

ITCorporation®



SONICWALL

Knowledge Database

Calle 146 #7-64. Bogota D.C. Colombia
+57 1466 0599 / +57 315 786 8258

ITcor orafiono sales@itclatam.com / tss@itclatam.com
REV 1.01

Visit our Website: www.itclatam. com



SONICWALL

Knowledge Database

Calle 146 #7-64. Bogota D.C. Colombia
+57 1466 0599 / +57 315 786 8258

chor orafio'f sales@itclatam.com / tss@itclatam.com
REV 1.01

Visit our Website: www.itclatam. com



SONICWALL

Knowledge Database

Browse Knowledgebase by Category
Capture Security Center

Cloud Security

Email Security
Endpoint Security

Firewalls

Management and Reporting

MySonicWall

Secure Mobile Access

Secure Wireless

How to obtain certificates for VPN connections (Site to Site, GVC, L2TP)
05/15/2019 de 1178 © 17232
DESCRIPTION:

Using digital certificates for authentication instead of preshared keys in VPNs is considered more secure. In
SonicWall UTM devices, digital certificates are one way of authenticating two peer devices to establish an
IPsec VPN tunnel. The other is IKE using preshared key. The KB article describes the method to configure
WAN GroupVPN and Global VPN Clients (GVC) to use digital certificates for authentication before
establishing an IPsec VPN tunnel.

Features of IKE Authentication with Certificates in Sonicwall WAN GroupVPN and GVC.

o Adigital certificate either obtained from a third party CA (like Verisign) or from a private CA (like Microsoft
CA or OpenSSL) must be used for this configuration. Self-signed certificates are not supported.

e Inthe SonicWall, the administrator has the option to create a Certificate Signing Request (CSR) and get it
signed by a CA or import a signed certificate in the PKCS#12 format (.pfx or .p12 extension). When importing a
signed certificate into the GVC client, it must be in the PKCS#12 format (.pfx or .p12 extension).

o Both peers must trust the issuer of the certificate. In other words, the CA certificate of the user certificate must
be imported into the SonicWall as well as the remote GVC client.

o If acertificate has already been imported into the SonicWall signed by a 3rd party CA (for example, Versign),
this can be selected in the WAN GroupVPN. The CA certificate must be imported into the GVC client.

e SonicWall supports digital certificates issued by different CAs to be imported into the SonicWall UTM device
and the remote GVC client. SonicWall also supports forcing both peers to use certificates issued by the same CA.

RESOLUTION:

The certificate signing process described here is using a Windows Server 2008 CA. To configure a
Microsoft CA to accept a Subject Alternative Name attribute from a certificate request, refer this Microsoft
article: How to configure a CA to accept a SAN attribute from a certificate request

e Create a Certificate Signing Reguest (CSR) in the SonicWall
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e Get the CSR signed from the Windows Server Certificate Enrollment Web Services

° Obtain a certificate to use in WAN GroupVPN configuration

° Download the CA certificate for the signed certificate

° Obtain a certificate for GVC clients.
Create a Certificate Signing Request (CSR) in the SonicWall

Login to the SonicWall management GUI

Navigate to the System | Certificate page.

Click on New Signing Request to create a similar CSR as under
Click on Generate to save.

Refresh the page.

Click on the download button to download the CSR.
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Generate Certificate Signing Request

Cartficars Abss: WANGroup\PN

| Country =] [ ImDLA, 1) =]
[State = |

[Locality, City, or County | [BLR

| Company or Organization = | [ShwL

| Department =1 |

[Group = |

[Team = |

| Camman Narme

Subject Distinguished Name:
Subject Albernative Name (Ophional):

=] |hak2010Iocal

[C=IN, ST=IA L=BLR; 0=SNWL. CN=soniclab.local

» B pactiboard
'ng

Licanses

| Domain Name =| |hat201000cal
Subject Key Type: RsA

Subject Key Size: 1024 bits =
‘Ready

System |

Certificates

Certificates and Certificate Requests

ViewStyle:  © Al certificates @ Imported certficates and requests (' Buik-in certiicates T include expired b

[T & Certificate Type Yalidated Expires
[T 1 wWaNGroupvPN Pending request
O 2 hak-Z010-SERVERZKS-CA Ca certificate Sep 5 16:44:33 2016 G
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Bl wANGroupVPN.p10 - Notepad :

Fle Edt Format View Hebp

Obtain a certificate using the Windows Server Certificate Enrollment Web Services
Obtain a certificate to use in WAN GroupVPN configuration

Open a browser and navigate to the Microsoft Windows Certificate Enrollment page: http:///CertSrv
When prompted for authentication, enter username and password of Administrator.

Click on Request a certificate

Click on advanced certificate request.

Copy the contents of CSR in the Saved Request box.

Select Administrator under Certificate Template. Note: User or Web Server template also could be
selected.

Under Attributes, either enter san:dns=yourdomainname.com or san:email=<local-
part@domain.com|. Note: To configure a Microsoft CA to accept a Subject Alternative Name attribute
from a certificate request, refer this Microsoft article: How to configure a CA to accept a SAN attribute
from a certificate request

Click on Submit and you will taken to the next page.

On this page click on Download certificate or Download certificate chain to save the signed certificate to
disk.
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Microsoft Active Directory Cerificate S ~ hal-2010-SERVERZKE-CA Home

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other
program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upon
the type of certificate vou request, parform other security tasks.

You can also use this Web site to download a certificate authonty (CA) certificate,
certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Certificate Senvices, see Active Direclony
Certificate Sendces Documentation,

Select a task:
.
w. : II' f
I A ifi ifi hain, ot

Microsoft Active Directory Cerificate Services — hal-2010-SERVERZKE-CA, Home

Request a Certificate

Selact the certificate type:
Lser Centificate
Or, submit an advanced cerificate request. —

ITCorporation®
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[7) Microsoft Active Dinectory Ce
€ = O [Goheet/10.10.10. 254/ certery foer gt asg o7

Microsoft Active Direclory Certihicale Semces - hal2010-5ERVERZKE-CA Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-B4-encoded CWC or PKCS #10
cerificate request or PHCS #7 renswal request generated by an external source
(such as a Web server) in the Saved Request box.

Saved Request:

Base-Bd-encoded |MIIEwDCCASUCAQAWUDELMARGAIUEERNCSU4xCzAT
certificale request |EWNCTF IxDTALEGNVEA0TEFNOVOuxF 2 AVEGNVERNT

{CHC or MAOGCIgGS Ib3 DOEEAQUALAGNADCE L QKB QD000

PRCS #0 or ¥olikenaodGqgkZLJHCHEIF 711/ x6HUXNERK1 R/ +

PRCS #7): GWaANZaP3TEox19MeY I3 DHqronE3cafQlIvegyPls »
| | M.

Cerntificate Template:
[ Administrator d— =l

Additional Attributes:

an:dna=hal-2010.local A
Altnbutes:

Submit > I

ITCorporation®
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[7) Microsoft Active Direckory Ce
& = C  [port//10.10.10.254/certsry ertiget. asp e

Microsoft Actve Directory Centficate Semces - hal-2010-SERVERZKB-CA Home

Submit a Certificate Request or Renewal Request

To submit & saved request to the CA, paste a base-64-encoded CMC or PRKCS #10
certificate request or PKCS #7 renewal request generated by an external source
(such as a Web server) in the Saved Request box,

Saved Request:

Base-Bd-encoded |MIIEvDCCASUCAQAMUDELMARGRIUEBRMCS T4xC ok
cerificate request |EWNCTF IxDTALBgHVE Ao TEFNOVOwxF s AVBgHVEANT
(CME ar MADGCSGS Ih3DOEBAQUARAGN ADCE A0KBgODO0 0]
PHCS #10 or Koddkenas A6qkZLkIHeMXIF 711/ x 6MuxNERELh/ +
PELCS &) junsnm TsnxiBHEEISD-HqEGrE TeafQlIurggPis =
4 k|

BEGIN CERTIFICATE REQUEST----- j

Certificate Template:

|Administrator  f— =|

Additional Attributes:

man:email=AdminBhal-2010. local wf—
Attributes:

&

Submit =

' [™) Microsoft Active Directory Ce =
€ & O | Boptwe//10.10.10.254/certsry joertfinsh.asp Al —

Microsoft Active Directory Certificate Semices hal-2010-5ERVERZKE-CA

Certificate Issued

The certificate you requested was issued to you,

# DER encoded or © Base 64 encoded
pownoac.cenncats

il ifi hain

Below is an example of a signed certificate's Subject Alternative Name (SAN):

ITCorporation®



Certificate

General Details |Certificatinn Path I

Show: | <all> |

| Field | yalue

Certificate Ternplate Marne Adrninistrator

Subject Alternative Mame DMS Name=hal-2010.loca...

{55 Subject Key Identifier c4bc32 639b b7 4cc0ES 4 .,
13| Autharity Key Identifier KeyID=93 65 16 fF b2 72 b5 7...
CRL Distribution Poinks [1]ZRL Distribution Point: Distr. .

.ﬁ.uthnrity Information dccess  [1]Authority Info Access: Aoc, ..

@Enhanced kev Usage Micrasaft Trusk List Signing (1....
5] SMIME Capabilities [1]SMIME Capabity: Object L., |

DMS Marme=hal-2010.local  f—

Edit Properties. .. | Copy to File. .. |

Learn mare about certificate details

Download the CA certificate for the signed certificate.

Navigate to the Microsoft Windows Certificate Enrollment page: http:///CertSrv

Click on Download a CA certificate....

(2
SONICWALL
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On the next page, click on Download CA certificate and save the certificate to disk.
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Microsoft Active Directory Cerifics es - hal2010-S

Home

LA

Welcome

lUse this Web site to request a certificate for your VWeb browser, e-mail
client, or other program. By using a certificate, you can verify your
identity to people you communicate with over the Web, sign and
encrypt messages, and, depending upon the type of certificate you
request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA)
certificate, certificate chain, or certificate revocation list {CRL), or to
view the status of a pending request.

For more information about Active Directory Cerificate Services, see

Acti ir fi rvi m n.
Select a task:
"
Wi i ifi r

Microsoft Active Directory Cedificate Senvices -~ hal-2010-SERVERZHE-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust cerificates issued from this certification authority, install this CA cedificate
To download a CA cerbficate, certificate chain, or CRL, selact the certificate and encading method.

CA cenificata:

Current [hal-2010-SERVER2KE-CA|

Encoding method:

& DER
" Base 64
Install CA cerificate
Devnload CA cedificale o—
Dovmload CA cedificate chain
Download latest base CRL
Download |atest delta CRL

ITCorporation®
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Upload the signed certificate into the SonicWall via the upload button of the CSR pending request.

I
Sysbem |
Certificates
Certificates and Certificate Requests Ikemns i ko

Vi Style: ' All certificates @ Imported certificates and requests ' Built-in certficabes ] Include expired

[T 2 Certficate Type Vabdsted Expires Details

- Click on the blue icon to upload
1 wanGroupven Pending request signed certificate

» Upload Certificate - Google Chrome -
ﬁ bbb /10, 10,10, 1 feert Sigridplasd  hkml

Upload Signed Certificate for Signing Request

Marre: WA GrogpbPy

Subject Distinguished Name: CmIN;ST=BL=ELR ; O SAWL ; CN=hal-2010.Jocal
Subject Key Identifier: O304 9364 2CCRTEDFSE064S06F00CBC 44036 32CT
Status: Request Generabed

Please select a file to upload: | Choose File I certnew, cer
File shoadd b2 PEM { p) or DER {.der or cer) ercoded

Ready

To establish trust and complete the validation of the signed certificate, import the CA certificate

Calle 146 #7-64. Bogota D.C. Colombia

. ® +57 1466 0599 / +57 315 786 8258
chorPoraflon sales@itclatam.com / tss@itclatam.com
Visit our Website: www.itclatam. com REV 1.01
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Mode: Con
b B4 pachboard System |
& systen Certificates
Skabus
e Certificates and Certificate Requests :Ilemsl to 1 (of 1)
Cartificates view Style:  © ll certificates ® Imported certificates and requests © Buit-in I include expired buik
certificates
Tirre
Schedules M & Certificate Type valdsted  Espires Detais
- [T 1 WAN GrouphPN Local certificate Mo Oct 11 10:25:12 2013 GMT =
Packst Monitor
o ot e Srvaeest, | S 0
Rieskart ﬁ
-
- -

Status: The configuration has been updated.

Import Certificate

e Impart & local end-user certificate with private key from & PKCS212 (pl2 or .pfx) encoded File
I @ Impaort & CA certificate from a PKCS#T (.p7b), PEM (.pem) or DER (.der or .cer) encoded file |

Please selact a file bo import: Choose File I certnew (1).cer

Ready

Calle 146 #7-64. Bogota D.C. Colombia

@ +57 1466 0599 / +57 315 786 8258

chorPoration sales@itclatam.com / tss@itclatam.com
N

Visit our Website: www.itclatam. com REV 1.01
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» B2 pastboard System |
=

v = system Certificates
Status
e Certificates and Certificate Requests
Adrranistr ation

View Style: O All certificates ™ Imporbed certificates and requests ' Buikt-in

- certificates
Tirnee:
Schedules [T ¢ Certificate Type Validsted Expires
S T | WAN GroupvPN Local certficate  Yes ff——Oct 11 10:25:12 2013 GMT
Packet Manitar
Elagnostics [T 7 hal-2010-SERVERZKB-CA  CA certificate Sep 5 18:44:33 2016 GMT
Restart - Import... Mew Sigring Request... SCEP.. | Delete

IteﬂtFI ko 2 (of 2) (M

I Inchude expired buik-in
certificates

Details
&

&

—

Obtain a certificate for GVC clients.
o Navigate to the Microsoft Windows Certificate Enrollment page: http:///CertSrv

o When prompted for authentication, enter username and password of a Domain User.
e Click on Request a certificate
e Click on advanced certificate request.
e Select Administrator or User under Certificate Template.
Note:

For Site to Site VPN or GVC, a certificate with Key Usage, if present, must have Digital
Signature and/or Non-Repudiation and Extended Key Usage (EKU), if present, with Client
Authentication seems to work.

If, on the other hand, using L2TP/IPSec VPN, make sure, if Key Usage is present, to use Digital

Signature and/or Non-Repudiation. The Extended Key Usage (EKU) field SHOULD NOT be used but, if
present, may have Encrypted File System (1.3.6.1.4.1.311.10.3.4) and/or IP Security End System

(1.3.6.1.5.5.8.2.1).

e Under Attributes, either enter san:dns=yourdomainname.com or san:email=<local-

part@domain.com|. Note: To configure a Microsoft CA to accept a Subject Alternative Name attribute from a

certificate request.
e Click on Submit and you will taken to the next page.

e On this page click on Download certificate or Download certificate chain to save the signed certificate to

disk.

ITCorporation®
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[} Microsoft Active Direckory Ce >

& o O Benters//10.10.10.254 /certsry) | fpm— rdi—

Microsoft Active Directory Cerificate Services -~ hal-2010-SERVERZKE-CA

Welcome

IUse this Web site to request a certificate for your Web browser, e-mail client, or other
program. By using a certificate, you can venfy your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upon
the type of certificate you request, perform other secunty tasks.

You can also use this VWeb site to download a certificate authonty (CA) certificate,
cerificate chain, or certificate revocation list (CEL), or to view the status of a pending

request,
For more information about Active Directory Certificate Services, see Active Direciory
Select atask:
Requesta cefificate f—
Vi f ndin fi I
| A ifi ifi hain, or CR
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& & O BT /10.10.10.254/ /certsrv feertraus. ap iy

Microsoft Active Directory Cerificate Semvices - hal2010-SERVERZKE-CA Home

Request a Certificate

Select the cerificate type:
r Cerif

Or, submit an advanced cetificate request. <—

Certificate Template:

| User El

Key Options:

® Create new key set T Use existing key set
CSP: [Microsoft Enhanced Cryptographic Provider v1.0 »|
Key Usage: # Exchange

Key Size: [1024 ™ %% common imy szes 512 1024 2043 4000 3192 16384 )
& Automatic key container name  © User specified key container nam
I+ Mark keys as exportable «ff—
™ Enable strong private key protection

Additional Options:
Request Format: ® CMC  © PKCS10

Hash Algorithm: Isha1 'I

Only used to sign request.
™ Sawe request

san:dns=hal-2010. local €— |
Altributes:
‘

e

Friendly Name: |

ITCorporation®
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Microsoft Active Directory Cestificale Senices — hal-2010-SERVER2KS-CA

Certificate Issued

The certificate you requested was issued to you.

[==] Install this certificate 4—

I~ Save response

The signed certificate will be installed within the browser.

Microsoft Active Directory Certiicate Sendces — hal-2010-SERVERZKE-CA

Certificate Installed

Your new cerfificate has been successfully installed.

Export the certificate with its private key from the browser.

ITCorporation®
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Certificate Export Wizard

ITCorporation®
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| Certificate Export Wizard
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Certificate Export Wizard
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x|
Completing the Certificate Export
Wizard
2 You haye successfully completed the Certificate Export
Y g; ] wizard,
Y You haye specified the following settings:
Fie Name C\Use
Export Keys Yes
Inchude all certficates in the certification path Yes
Fie Format Person.
4| | »l
<Back Freh | concel |

RESOLUTION FOR SONICOS 6.5 AND LATER

SonicOS 6.5 was released September 2017. This release includes significant user interface changes and
many new features that are different from the SonicOS 6.2 and earlier firmware. The below resolution is
for customers using SonicOS 6.5 and later firmware.

The certificate signing process described here is using a Windows Server 2008 CA. To configure a
Microsoft CA to accept a Subject Alternative Name attribute from a certificate request, refer this Microsoft
article: How to configure a CA to accept a SAN attribute from a certificate request

« Create a Certificate Signing Request (CSR) in the SonicWall

e Get the CSR signed from the Windows Server Certificate Enrollment Web Services

e Obtain a certificate to use in WAN GroupVPN configuration
o Download the CA certificate for the signed certificate

e Obtain a certificate for GVC clients.
Create a Certificate Signing Request (CSR) in the SonicWall

Login to the SonicWall management GUI
Navigate to the Manage | Appliance | Certificates.

ITCorporation®


http://support.microsoft.com/kb/931351
https://www.sonicwall.com/support/knowledge-base/how-to-obtain-certificates-for-vpn-connections-site-to-site-gvc-l2tp/170505984859333/#Creating%20Certificate%20Signing%20Request%20(CSR)%20in%20the%20SonicWall
https://www.sonicwall.com/support/knowledge-base/how-to-obtain-certificates-for-vpn-connections-site-to-site-gvc-l2tp/170505984859333/#Obtaining%20certificates%20using%20Windows%20Server%20Certificate%20Enrollment%20Web%20Services
https://www.sonicwall.com/support/knowledge-base/how-to-obtain-certificates-for-vpn-connections-site-to-site-gvc-l2tp/170505984859333/#Obtaining%20a%20Gateway%20certificate%20to%20use%20in%20WAN%20GroupVPN%20configuration
https://www.sonicwall.com/support/knowledge-base/how-to-obtain-certificates-for-vpn-connections-site-to-site-gvc-l2tp/170505984859333/#Downloading%20the%20CA%20certificate%20for%20the%20signed%20certificate.
https://www.sonicwall.com/support/knowledge-base/how-to-obtain-certificates-for-vpn-connections-site-to-site-gvc-l2tp/170505984859333/#Obtaining%20a%20user%20certificate%20for%20GVC%20clients.
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Certificates and Certificate Requests

Firmramre & Sk Wiewy Shyle wicertficates * Dmported certficater and regeests | Buitn cerificates

&  Lerticatr
i v e
eyl

S5, VN ¥ fessewalta

A Mo MPORT MEW SIGNING REQUEST SCEP

Applan
LR Y
Shee
Syrtem Timg
§vmeve Sosfiele

Click on New Signing Request to create a similar CSR as under
Click on Generate to save.
Refresh the page.

Generate Certificate Signing Request

Certificate Alias WANGroupVPN

Country v INDIA (IN) v
State v KA

Locality, City, or County ¥ BLR

Company or Organization ¥ SNWL

Department v

Group v

Team v

Common Name v | hal-2010.local

Subject Distinguished Name: [C=IN;ST=KA;L=BLR;0=SNWL; CN=hal-2010.local
Subject Alternative Name (Optional)

Domain Name v

Signature aigorthm SHA256 ¥

Subject Key Type RSA v

Subject Key Sze/Curve 1024 bits v

Ready

ITCorporation®
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Click on the download button to download the CSR.

ereficars Roguesty » " o (o€ winlals

vou Wye MR me O Smgriod R ey el (- e L) e e Bt - (WP

-lolx]

Fle EAdt Format View Hep

Microsoft Active Direclory Centificate Semvices —~ hal2010-SERVER2KB-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail chient, or other
program. By using a certificate, you can verify your identity to people you
communicate wath over the Web, sign and encrypt messages, and, depending upon
the type of certificate you request, perform other security tasks

You can also use this Web site to download a certificate authonty (CA) certificate,
centificate chain, or certificate revocation list (CRL), or to view the status of a pending

request
For more information about Active Directory Certificate Services, see Active Directory
ifi Service men n
Select a task:
Request 8 ComifiCale i
& 0 e artificate reque
wnl CA certif ific hain, or CR
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Request a Certificate
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Home

Select the certificate type:

User Certificate

Or, submit an advanced certificate reques!. e

Y St

& = O [Bohiwr//10.10.10. 254 cortsry foartrapt asp

Microsoft Actem

Submit a Certificate Request or Renewal Request

A |
" —

Home

Saved Request:

Base-Bd-ancoded
contificate reguest
(CMWC or

PKCS #10 or
PKLS #7)

NIIBvDCCASUCAQAVUDEL MAKGA1UEBRRCSU4RCEAT
EvNCTF IxDTALBgNVEAGTEFNOVOWRTF £ AVBGNVBANT,
MAOGCSGGS Ib3DOEBAQUARAGNADCE 1 QRBGODODZQ)
Tollkenaodsqk2 LkJHENEIFT1 1/ x6NuxNERE 1h/ +

6WaNSaP3ITzox 19MeY I3 DHgronElceiQlIveiqgPls =
Ll | rl

Cerificate Template:

[Administrator €— -

Additional Attributes:

Attnibutes

Ian.n: dns=hal-2010, local Wf—

ITCorporation®

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
cerificate request or PKCS #7 renewal request generated by an external source
(such as a Web server) in the Saved Request box
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[} Mcrosoft Active Directory Ce =

€ 9 C [Bxbiwe//10.10.10.254/certery foertrguet g 9=

Microsoft Active Duectory Centdficate Seraces hal- 20 SERVERZKB-CA Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
centificate request or PKCS #7 renewal request generated by an external source
(such as a Web server) in the Saved Request box

Saved Request:

Base-B4-encoded [MIIBVDCCASUCAQAUDELMAKGAIUEBhNCSU4xCzAJ
certfficate request |EWNCTF IXDTALBGNVBAOTEFNOVOuxF zAVBGNVBANT,
{CMC or NAOGCSQGS Ib3DQEBAQUAASGNADCE 1QRBgQDOOZQ)
PKCS #10 or XoAAkenaoA6qk2LkJHENXIF 711/ x6MuxNEKK1h/ +
PKCS &) silluaaps Tsox 19ueusouq:ci\zscs:ol IvrquPiS e
4 »

----- BEGIN CERTIFICATE REQUEST----- j

Certificate Template:
[Administrator  epm— ~|

Additional Attributes:

san:emall=Adninfhal-2010. local e
Aftributes.

suhninl

LT

€& & C [Becpt#e//10.10.10.254 /certsry/certfnsh.asp w7

Microsoft Active Directo

Certificate Issued

The cerificate you requested was issued to you.

& DER encoded or  Base 64 encoded
Qownload certificate
Download certificate chain

ITCorporation®
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Below is an example of a signed certificate’s Subject Alternative Name (SAN):

Certificate x|

‘General Details ]Cﬁtﬁcari:nn Path |

Show: | <all> =l
Field | value | a]
Subject Alternative Name DNS Name=hal-2010.loca. ..
{Ti1 Subject Key Identifier cdbc32e39b b7 4cc0BS 4 ...
i1 | Authority Key Identifier KeylD=93 65 16 ff b2 72 b5 7...
E CRL Distribution Paints [1]CRL Distribution Poink: Distr...

L@_r Authority InfFormation Access  [1]authority Info Access: Acc...

{;L Certificate Template MName Administrator

E Enhanced key Usage Microsoft Trust List Signing (1..,.

L@T_ SMIME Capahilities [1]5MIME Capability: Objeck I... ﬂ

DS Name=hal-2010. local —

Edit Properties, .. Copy ko Fle. ..
Learn more about certificate details

Download the CA certificate for the signed certificate.
Navigate to the Microsoft Windows Certificate Enrollment page: http:///CertSrv

Click on Download a CA certificate....
On the next page, click on Download CA certificate and save the certificate to disk.

ITCorporation®
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Microsoft Active Directory ( . - hal-2010-SERVER2KE-

Home

Welcome

Use this Web site to request a certificate for your VWeb browser, e-mail
client, or other program. By using a certificate, you can venfy your
identity to people you communicate with over the Web, sign and
encrypt messages, and, depending upon the type of certificate you
request, perform other secunty tasks

You can also use this Web site to download a certificate authonty (CA)
certificate, certificate chain, or certificate revocation list (CRL), or to
view the status of a pending request.

For more information about Active Directory Certificate Services, see

Active Dir ifi rv m n.
Select a task:

Request a certificate

Vi f ndin ifi [

Download a CA cerificate, cerntificate chain, or CRL <=

Home

Download a CA Certificate, Certificate Chain, or CRL

To trust cerificates issued from this cerification authonity, install this CA cerificate
To download a CA cenificate, cemificate chain, or CRL, selact the cetificate and encoding method

CA centificate:

Upload the signed certificate into the SonicWall via the upload button of the CSR pending
request.
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Certficates and Certficate Requests o me(Wa) slelsln
Vs Pye M cerfeme 0 mputed cethosen ond regues Bt ot InCwte evgwed b = cotfe ey
. Gt T vt Fog— Oetale  Conlgurs
1 wensnstenmnae [ ap— =4 ~ 1 9
1 ——— ey veme J =1 9y
1 e L - —y SR8 20 T T - - A

¥ Upload Certificate - Google Chrome

£ biaer®: 1110, 10.10. 1fcert Sigripload html

Upload Signed Certificate for Signing Request

Mg WA Srogo PR

Subject Distinguished Manye: ComIM; S Tkl L BLR: O SMWL  CM=hual-201 0. Jocal
Subject Key Identifier: S 304304 2O SR TEDSSE 064 SOGFINZEBC M0 3E32CT
Status: Request Generabed

Please select a File to upload: | Choose File | certnew. cer
File should be PEM (. peam) or DER {.der or .cer) encoded

|Eaad-,r

—P Ui

To establish trust and complete the validation of the signed certificate, import the CA certificate

Certificates and Certificate Requests - -1
View St AL O iaies N De0emed (e and deduesty Bt (Ve InCude eapuet bl -m (el ey
. Corvente e Vedoted Cnpores
1 —— s B 3™ Py acear
€ 1 WG  lmgon Cotbcam - Googe Ovome - o] x Wiy oot
3 e A Mot score | BT 06) 308wt Lok i Yoy Aug M IAGRE0 01 QT
* Sewoneica - Ca rativate Ay I8 ST 00 00 ot
SONICWALL et sacy g
aroxT WU SDOMING REOULST wxr l‘J
Import Centificate
T B NGH DA DRNNCH Y e by WO & PRCERTY (BI04 N SRS B
import 8 CA caticate Som & PYCINT (o721 PEM | pen! o DR [ der o cor) ancoded e
Coficam Name
| Contcam Waragement Paspeies

Fuia st & Se i oot Croose fie Mo fe chorer

Koty

_ e
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Import Certificate

- Impeart & kocal end-user certificate with private key from a PKCS212 (pl2 ar .pfx) encoded File

* Impart & C& certificate From a PKCS#7 (p7h), PEM ( pem) or DER {.der or .cer) encoded File

Please select & fils bo import: Choose File | certnew (1).cer

Ready

Import Cancel

Obtain a certificate for GVC clients.
e Navigate to the Microsoft Windows Certificate Enroliment page: http:///CertSrv

e When prompted for authentication, enter username and password of a Domain User.
e Click on Request a certificate
e Click on advanced certificate request.
e Select Administrator or User under Certificate Template.
Note:

For Site to Site VPN or GVC, a certificate with Key Usage, if present, must have Digital
Signature and/or Non-Repudiation and Extended Key Usage (EKU), if present, with Client
Authentication seems to work.

If, on the other hand, using L2TP/IPSec VPN, make sure, if Key Usage is present, to use Digital
Signature and/or Non-Repudiation. The Extended Key Usage (EKU) field SHOULD NOT be used but, if
present, may have Encrypted File System (1.3.6.1.4.1.311.10.3.4) and/or IP Security End System
(1.3.6.1.5.5.8.2.1).

e Under Attributes, either enter san:dns=yourdomainname.com or san:email=<local-
part@domain.com|. Note: To configure a Microsoft CA to accept a Subject Alternative Name attribute
from a certificate request.

e Click on Submit and you will taken to the next page.

e On this page click on Download certificate or Download certificate chain to save the signed
certificate to disk.
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€ C' | ¢ b //10.10.10.254 /certsrv/ | p—— w =

Microsoit Active Directory Cerificate Services -~ hal-2010-SERVER2KE-CA Home

Welcome

IUse this Web site to request a certificate for your Web browser, e-mail client, or other
program. By using a certificate, you can verify your identity to people you
communicate with aver the Web sign and encrypt messages, and, depending upon
the type of certificate you request, perform other secunty tasks.

You can also use this Web site to download a certificate authonty (CA) certificate,
certificate chain, or certificate revocation list (CREL), or to view the status of a pending

request,
For more information about Active Directory Certificate Services, see Active Direciony
Select atask:
Request a centificale
Yi h f ndin fi I
l A ifi ifi hain, or CR

& & O Bt //10.10.10.254/ /cartsrv feertraus.asp di—
Microsoft Active Directory Certificate Semaces - hal2010-SERVERZ Home
Request a Certificate
Select the certificate type:

r ifi

Or, submit an advanced cerificate request. <=
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Certificate Template:

|U5er 3

Key Options:

® Create new key set T Use existing key seat
CSP: [ Microsoft Enhanced Cryptographic Provider v1.0 »|
Key Usage: & Exchange
Key Size: [1024 | ™. 8% (common ey szes 512 1024 2043 4009 3182 10384 )

& Automatic key container name T User specified key container name
[+ Mark keys as exportable f—
™ Enable strong private key protection

Additional Options:
Request Format: & CMC € PKCS10

Hash Algorithm: I shal = |

Only used to sign request.

™ Sawe request

san:dns=hal-2010. local — =]
Attributes:

i

Friendly Name: |

Microsoft Active Directory Certiicale Senices — hal-2010-SERVERZKS-CA

Certificate Issued

The certificate you requested was issued to you
Install this cerificate 4—

™~ Save response
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The signed certificate will be installed within the browser.

Microsoft Active Directory Certiicate Sendces — hal-2010-SERVER2KE-CA

Certificate Installed

Your new certificate has been successfully installed.

Export the certificate with its private key from the browser.

‘
mdlmlm-mlml Advar

Rerarkal Controls Intended parpose: | <Al>

Cortrol the Intermet cortent that can Qmw Pl " 48
* be viewed. e e m}mwlmmmlﬂmmﬂ_’l
CeReot Ay | Issued To | ismmd iy |
Ratngs help you control the Inkernet content that can be
O o the ” Lalegueyer hal-2010-SERVER2YS-., . loto-au ne>
s T e
Certificates
Use certficates for encrypted connections and identfication.
I3 Certificate Export Wizard _!ll
Welcome to the Certificate Export
AgoCoglets Wizard
- mmmum Settings
mm-ﬂwu::‘_ import..., ' Export.., “ Rot m-mhumuwm trust
. Rets and ceetficate revocation ksts from a certiicate
Mdvﬂ” - Contficats nhended purposes - store to your disk.
M“M”MW Sertings mmmsum a Acortificate, Ml“hcmm s
@ content from webstes that cen — b auﬁwmd ooty and corkains
unmmum mummauannnmm
connections. A certificate store is the system area where
certficates are hept.
Leam more sbout certficates To continus, clck Next,

“ijrcmll
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