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Siteto Site VPN between aSonicWall firewall and a Cisco 10S
device

Technical Notes:

SonicWall has tested VPN interoperability with Cisco 10S SonicOS Standard and Enhanced using the
following VPN Security Association information:

Keying Mode: IKE

IKEMode: Main Mode with No PFS (perfect forward secrecy)
SA Authentication Method: Pre-Shared key

Keying Group: DH (Diffie Hellman) - Group 1

ID_Type: IP

EncryptionandDatalntegrity: ESPDESwithMD5

ESP 3DES withMD5

ESP DES with SHAT

ESP 3DES with SHA1

EXAMPLE setup:

The network configuration shown below is used in the example VPN configuration. The example will
configure a VPN using 3DES encryption with MD5 and without PFS.

Sonicwall

WAN: IP 10.0.31.102

LAN: 192.168.170.1/24
Cisco 10S

WAN: 10.0.31.132

LAN: IP 192.168.132.1/24
SonicWall Configuration

First, on the SonicWall, you must create an address object for the remote network.

1. Log into theSonicWall.
2. Browse to Network, then Address Objects

3. CreateanewAddress Object for the network on the Cisco end you wish to reach (Cisco LAN).
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SONICWALL> Network Security Appliance

» =

System Network /
v @ Network Address Objects
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DHCP Server T
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1P Helper !
Web Proxy
oy NS Name ICascoNetwork - e
» @ PC Card Address Q Zone Assignment: IVF‘N :]
» &= sonikPoint Type: [ Network =l 5o to Address Groups 0
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@ reon Network: [1ez68132.0f - I - ——
» & vap Adf Relreshal || Pugsal Delete sl |
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» @ seaty services A Reeshal |[ Pugeat ][ Deletear |
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» % Log

Next, on the SonicWall you must create an SA.

) Browse to VPN, then Settings (default view for VPN).

) Ensure that “Enable VPN” is selected.

) Click Add.

) Change the Authentication Method to “IKE using pre-shared secret”.
)  Name the SA, in this example “CiscolOS”.

)

)

Enter the WAN IP of the Cisco for “IPSec Primary Gateway Name or Address:”.
Enter your shared secret, in this example “password”

SONICWALL> | Network Security Appliance

» D Notwork
» O rccad T ’
(i |@ General | Network Proposals |  Advanced
> o e I l
= SorcPoint
» &‘A\' Frewall VPN G
/a1
\¢ ‘9 otP Security Policy
» £ Appication Frewat F e
> @ wn Uniqu Authentication Method I IKE using Preshared Secret ;]
|
Sl { Naene: [Ciscolos -
Advanced YPN P 10 Items par page }50 Rers |1 to 2 {of 2)
O e VP 1Psec Primary Gateway Name or Address! Il 0031132
L21P Server " IPsec Secondary Gateway Name or Address: | jute Enable  Corfigure
» &S Users r SIHMAC SHAT (IXE) r 7
= IKE Authentication
» &5 Hoh Avalabity [+ ] STHMAC SHAL (IKE) r Z b N
» o Security Services —_— Shared Secret: [pussword S,{
-
» X
= Log Confiemn Shared Secret: [password I Mask Shared Secret
Se] Local IKE ID; [P Address =)
Groy
Peer IKE ID: | 1P Address = |
Curre: B0 Ttams per page EE Rems l to 0 (of 0)
Gatewsy
No En
No Al
[Ready
. " . . -
OK Cancel 11 Help
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1) Select the “Network”tab.
2) Select “Lan Subnets” for Local Networks from the drop down box.
Select the address object previously created for the destination network.

Network Security Appliance

) VPN Policy - Mozilla Frefox

-
» 3 o4
. ¥ SOMICWALLY | Network Security Appliance
» 2 v Setting:
» u PC Card N
@ Accopt Gengral Nétwork Proposals |  Advanced
4 !‘.. SonkPont a—— .
» @ Frews —
r y Vot Local Networks
» m Ao ation Feemal v Enable VA
v 0 ] Unique Frowal] @ hooss local network from bt ILA‘I Subnets :]
Settigs € Local retwork obtans IP addvesses usng DHCP through this VPN Tunrsl
Advarced YPN Policies o = % por page |50 Tteers |1 to3(cf 3
Wy acdress
DHCP over YN
L21P Server e Destination Networks Enable Configure
" Usars F SHAL (IE) I 7/
- " Use this VPN Tunnel a5 defauk route for of Internat traffic
» 35 Hgh Avalabity R: SHAl (IE) r /7
(P  Destination network obtains 19 addresses using CHCP tvough thes VN Tunnsl
4 Securky Services
P r i - SHAL (IE) v Zix
» A Log @ Choose destmation network from et [LJSC-’JNC‘M\jr‘A :]

Sité To See F

OroupVPN Py
Currently Act ' per Dage FIJ :lu—nl toOfof0) 110

i’ Gaeway

No Entries

No Active VP!,

[Ready

[
Q Concel | Nep

Dore ASra (10.61.240.1

Select the “Proposals’tab.

Change DH group under IKE Phase 1 to “Group 1.
Change authentication for IKE Phase 1 to “MD5”.
Change the authentication for IPSec Phase 2 to “MD5”
Do not enable Perfect Forward Secrecy.

uvTh WN —
N N N N
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SONICWALL> Network Security Appliance

- ) VN Policy - Mozilla Firefox
» D Network
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1) Select “Advanced” tab.
2) Ensurethat keep alive is enabled on only one end of the tunnel.
3) Select“EnableWindows Networking (NetBIOS)Broadcast”ifyouwouldliketopassNetBIOS
across the VPN.

COMMANDS FOR CISCO 10S
Do not forget to issue the command “write memory” or “copy running-config startup-config” when
configuration is complete.

Task: Set ACCESS LIST

Command:

Access-list 101 permit ip 192.168.132.0 0.0.0.255 192.168.170.0 0.0.0.255

Description:

Specify the inside and destination networks. This permits the IP network traffic you want to protect to
pass through therouter.

Task: Define IKE parameters

Command:

crypto isakmp policy15

Description:

Identify the policy to create. (Each policy is uniquely identified by the priority number you assign.) (This
command puts you into the config-isakmp command mode.)
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Command:

encryption 3des

Description:

To specify the encryption algorithm

Command:

hash md5

Description:

To specify the hash algorithm

Command:

authentication pre-share
Description:

To specify theauthentication

Command:

group 1

Description:

To specify the Diffe-Hellman group identifier

Command:

lifetime 3600

Description:

Specify the security association’s lifetime

Command:

exit

Description:

To exit the config-isakmp command mode

Command:

crypto isakmp key password address 10.0.31.102

Description:

(e
SONICWALL
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To configure a pre-shared authentication key. In this case the pre-shared secret is “password”

Task: Define IPSEC parameters

Command:

crypto ipsec transform-set strong esp-3des esp-md5-hmac

Description:

Configure a transform-set. This identifies the encryption and authentication methods you want to use.

Command:
crypto map tosonicwall 15 ipsec-isakmp
Description:

Create a crypto map that binds together elements of the IPSec configuration. (This command puts you

into the crypto map command mode.)
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Command:

match address 101

Description:

To specify an extended access list for a crypto map entry

Command:

set transform-set strong

Description:

To specify which transform sets can be used with the crypto map entry

Command:

set peer 10.0.31.102

Description:

To specify an IPSec peer in a crypto map entry

Command:

exit

Description:

To exit the crypto map command mode

Task: Apply Crypto Map to an Interface

Command:

interface fastethernetO/1

Description:

Specifyaninterface onwhichtoapplythe crypto map. (This command putsyouintotheinterface
command mode). Please note, you need to specify the interface that you have defined as external (your
WAN interface).

Command:

crypto map tosonicwall

Description:

Apply the previously defined crypto map set to an interface

Command:

exit

Description:

Exit the interface command mode

Command:

exit

Description:

Exit the global configuration mode
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RESOLUTION FOR SONICOS 6.5 AND LATER

SonicOS 6.5 was released September 2017. This release includes significant user interface changes and
many new features that are different from the SonicOS 6.2 and earlier firmware. The below resolution is
for customers using SonicOS 6.5 and later firmware.

Technical Notes:

SonicWall has tested VPN interoperability with Cisco 10S SonicOS Standard and Enhanced using the
following VPN Security Association information:

Keying Mode: IKE

IKEMode: Main Mode with No PFS (perfect forward secrecy)
SA Authentication Method: Pre-Shared key

Keying Group: DH (Diffie Hellman) - Group 1

ID_Type: IP

EncryptionandDatalntegrity: ESPDESwithMD5

ESP 3DES withMD5

ESP DES with SHAT

ESP 3DES with SHA1

EXAMPLE setup:

The network configuration shown below is used in the example VPN configuration. The example will
configure a VPN using 3DES encryption with MD5 and without PFS.

SonicWall
WAN: IP 10.0.31.102
LAN: 192.168.170.1/24

Cisco 10S

WAN: 10.0.31.132
LAN: IP 192.168.132.1/24
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SonicWall Configuration
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First, on the SonicWall, you must create an address object for the remote network.

1. Log into theSonicWall.

2. Browse to Manage > Objects > Address Objects
3. CreateanewAddress Object for the network on the Cisco end you wish to reach (Cisco LAN).

SONICWALL

Network Secur

ty Appliance

MONITOR INVESTIGATE QUICK CONFIGURATION

® akd O

Licenses

Firmware & Backups
WXA Firmware
Restart -

A ks 1
ecivity

VPN
SSL VPN
Access Points

2G/4G [Modem

Policies

» Rules

4 Objects
Match Objects
Acbon Objects
Service Objects
Bandwidth Objects
Email Address Objects
Content Fiter Objects

-

CiscoN

" Edit Address Object - Google Chrome

|c[@| 23—I

bpS://192.168.198.1/addNetObjDig.htmi?objType..

Security Appliance

A Not secure
SONICWALL' Network
Name: 'GscoNetworAH'
Zone Assignment VPN

Type Range
Starting (P Address:  1102.168.132.1
Ending IP Address 255.255.255.0

Ready

CANCEL

Next, on the SonicWall you must create an SA.

Browse to Manage > VPN > Base Settings.

1)
2) Ensure that “Enable VPN” is selected.
3) Click Add.
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SONICWALL ty Aopiiance MONITOR  INVESTIGATE [IENYGE  QUICK CONFIGURATION Help | Logout
Mode: Confgunaton »
L-c-nu VPN Global Settings
Firmware & Backups
WXA Firmware ¥ Enable VPN
Restart Unique Firewal Icentifer. |1881697D0FCO
View IP Version: = IPv4 1]
4 VN VPN Policies " Refresh Interval (sacs) 10 | Remsperpage 5o  Items |1 | toS(cfS) 1
ECETTED
ms::” »  Mame Goteway Destinations Crypto Suite Enable Configure
L2TP Server 1 WAN GroupVON ESP: S0ES/HMAC SHAL (IXE) L4 Fd £ 3
» SSLVPN 2 VAN GrowgVPN £5P: JDES/HMAC SHAL (IKE) 7 ’
» Access Points
» 3G/4G/ 3 VPN o NSA 2650 Ste 2222 10.10.10.0 - 30.10.10.255 ESP: AES-256/HMAC SHA2S6 (IKE) R 7 %
4 To_400w 10.103.20.200 E5P JOES/MMAC SHAL (INEV2) v X
s To_3600 10.102.20.94 ESP: J0ES/MMAC SHAL (DEV2) L4 7 X
» Rules
» Objects ADD DELETE ALL
Site To See Polices: 3 Polices Defineg, 3 Polces Enabled, 1000 Maxmum Policies Allowed
GroupVPN Policies: 2 Policies Defined, 1 Policies Ensbled, 12 Maximum Polices Allowsd
4) Select Authentication Method to “IKE using pre-shared secret”.
5) Name the SA, in this example “CiscolOS”.
6) Enter the WAN IP of the Cisco for “IPSec Primary Gateway Name or Address:”.
7) Enteryour shared secret, in this example “password”
SONICWALL NetworkSe Apolia
Security Policy
Policy Type Site to Ske v
Authentication Method IKE using Preshared Secret v
Name CscolOS
IPsec Primary Gateway Name or Asdress 10.0.31.132
IPsec Secondary Gatewsy Name or Address
IKE Authentication
Shared Secret PR OSRow
Confirm Shared Secret — « Mask Shared Secret
Local IKE ID IPv4 Address
Peer IKE ID IPv4 Address
Ready
e | [
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1) Select the “Network”tab.
2) Select “Lan Subnets” for Local Networks from the drop down box.
Select the address object previously created for the destination network (CiscoNetwork).

SONICWALL

General m Proposals Advanced

Local Networks

* Choose local network from list LAN Subnets v

.
Any address

Remote Networks

Jse this VPN Tunnel as default route for all Intemet traffic

= Choose destnation network from list CiscoNetwork !

Use IKEV2 IP Pool”

Select the “Proposals”tab.

Change DH group under IKE Phase 1 to “Group 1”.
Change authentication for IKE Phase 1 to “MD5”.
Change the authentication for IPSec Phase 2 to “MD5”
Do not enable Perfect Forward Secrecy.

uTh WN —
N N N N
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| SONICWALL

Exchange
DH Grouwp
Encryption
Authentication

Life Time (seconas)

Protocol
Encryption

Authentication

Life Time (seconds)

1) Select “Advanced”tab.
2)  Ensurethat keep alive is enabled on only one end of the tunnel.

GemlNMkaamed

IKE (Phase 1) Proposal

Ipsec (Phase 2) Proposal

Ensble Perfect Forward Secrecy

IKEv2 Mode
Group 1
3DES

28800

ESP

3DES
MD5S

28800
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2

3) Select“EnableWindows Networking (NetBIOS)Broadcast”ifyouwouldliketopass NetBIOS

across the VPN.
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SONICWALL

General Network Proposals Advanced

Advanced Settings

¥ Enable Keep Alve
Suppress automatic Azcess Rules creafion for VPN Policy
Disable [Psac Ant-Replay”
Enable Windows Networking (NetBIOS) Broadcast
Ensbie Multicast

WXA Group None v
Display Suite 8 Compliant Algorthms Only
Apply NAT Policies

Allow SonicPointN Layer 3 Management

Management via this SA HTTPS S SNMP

User login via this SA HTTP HTTPS

Default LAN Gateway (optional)

VPN Policy bound to Zone WAN v

IKEv2 Settings

Do not send trigger packet during IKE SA negotiation

Ready

COMMANDS FOR CISCOIOS

Do not forget to issue the command “write memory” or “copy running-config startup-config” when
configuration is complete.

Task: Set ACCESSLIST

Command:

Access-list 101 permit ip 192.168.132.0 0.0.0.255 192.168.170.0 0.0.0.255

Description:

Specify the inside and destination networks. This permits the IP network traffic you want to protect to
pass through therouter.
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Task: Define IKE parameters

Command:
crypto isakmp policy15
Description:

&
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Identify the policy to create. (Each policy is uniquely identified by the priority number you assign.) (This

command puts you into the config-isakmp command mode.)

Command:

encryption 3des

Description:

To specify the encryption algorithm

Command:

hash md5

Description:

To specify the hash algorithm

Command:

authentication pre-share
Description:

To specify theauthentication

Command:

group 1

Description:

To specify the Diffe-Hellman group identifier

Command:

lifetime 3600

Description:

Specify the security association’s lifetime

Command:

exit

Description:

To exit the config-isakmp command mode

Command:
crypto isakmp key password address 10.0.31.102
Description:

To configure a pre-shared authentication key. In this case the pre-shared secret is “password”
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Task: Define IPSEC parameters

Command:

crypto ipsec transform-set strong esp-3des esp-md5-hmac

Description:

Configure a transform-set. This identifies the encryption and authentication methods you want to use.

Command:

crypto map tosonicwall 15 ipsec-isakmp

Description:

Create a crypto map that binds together elements of the IPSec configuration. (This command puts you
into the crypto map command mode.)

Command:

match address 101

Description:

To specify an extended access list for a crypto map entry

Command:

set transform-set strong

Description:

To specify which transform sets can be used with the crypto map entry

Command:

set peer 10.0.31.102

Description:

To specify an IPSec peer in a crypto map entry

Command:

exit

Description:

To exit the crypto map command mode
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Task: Apply Crypto Map to an Interface

Command:

interface fastethernetQ/1

Description:

Specifyaninterface onwhichtoapplythe crypto map. (This command putsyouintotheinterface
command mode). Please note, you need to specify the interface that you have defined as external (your
WAN interface).

Command:

crypto map tosonicwall

Description:

Apply the previously defined crypto map set to an interface

Command:

exit

Description:

Exit the interface command mode

Command:

exit

Description:

Exit the global configuration mode.
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