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Configuring a Tunnel 

Interface VPN with DHCP 

Relay using IP Helper 

 
Step 1: Configure the Tunnel Interface VPN Policy 

on each unit. This is done under VPN > Settings. 

 

On the General tab of the new VPN Policy 

configuration window, configure the following 

settings. 

 Policy Type: Tunnel Interface 

 Authentication Method: IKE using 

Preshared Secret 

 Name: Enter a desired policy name 

 IPSec Primary Gateway Name/Address: 

Enter the remote unit’s WAN IP. 

 Enter a shared secret that will be used on 

each side of the tunnel. 

 

General tab (Central site): 

General tab (Remote site): 
 

 
Enter your desired Proposal settings on each 

side  of  the  tunnel.  An   example   of  

the Proposals tab is shown below: 

 

 

 

On the Advanced tab, configure Keep Alive, 

Management via this SA, and any other 

desired options. Ensure the VPN Policy 

Bound To dropdown menu is set to the 

WAN Interface that the tunnel will use to 

connect. In this example, the X6 WAN 

Interface is used on the Central site, while 

the Remote site uses X1 WAN. 
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Advanced tab (Central site): 

 

Advanced tab (Remote site): 
 
 

 

Once complete, the tunnel will be 

established, and will look like this: 

 

Central: 

 
 

Remote: 

Step 2: Create routes on each unit. This can be 

done under Network > Routing. Options include 

Route-All VPN (all Internet traffic routes through 

the Central site over the tunnel) and the more 

traditional Split Tunnel VPN (only traffic destined 

for a remote subnet routes through the tunnel). 

Address Objects can be created while creating 

routes, or can be done before creating routes, 

under Network > Address Objects. 

 

Step 2a – Central site routes: 

 

In the example below, the Remote site has 3 

networks: 2 LANs (X0 and X2), and 1 WLAN 

(W0). I have added one route per remote 

network. 
 

 

 
Note: Create one route per remote network. The 

example below only shows one network route, but 

as shown above, three routes were created since 

three networks need to communicate over the 

tunnel. 

 

 
 

Detailed route configuration: 

 Source: Any 

 Destination: Remote network Address 

Object. The Object should be assigned to the 

VPN Zone. 

 Service: Any 

 Interface: Select the Tunnel Interface 

name from the dropdown list. 

 Allow Automatic Access Rule creation for 

simplicity, or disable it for granularity. 
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Step 2b – Remote site routes: 

Route-All Option: 

Knowledge Database 

 

Note: If using the Route-All option, a NAT Policy 

must be created on the Central site for translation 

to the WAN IP. An example NAT Policy for the 

Remote site’s X0 LAN can be found below. 
 

 
Split Tunnel Option: 

 
In this example, only one network exists on the 

Central site, thus only one route is created. 
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Step 3: On the Remote site, enable IP Helper and 

create IP Helper Policies for DHCP Relay. Options 

include DHCP Relay to the Central firewall’s 

internal DHCP server and DHCP Relay to an 

external DHCP server behind the Central firewall. 

 
Step 3a: Enable IP Helper and DHCP Protocol 

Support. An example is shown below. 
 

 
Step 3b: Configure an IP Helper Policy for each 

network that requires remote DHCP. 

 
Internal DHCP Option: 

 
In this example, DHCP is relayed to the X0 LAN IP 

of the Central site. The Central firewall’s internal 

DHCP server provides DHCP to remote VPN 

systems. 

 

 

 

External DHCP Option: 

 
In this example, DHCP is relayed to the Central 

site’s LAN DHCP server. The LAN server at the 

Central site provides DHCP to remote VPN 

systems. 

 

 

Step 4: Configure DHCP scopes for each remote 

network. Each network requires it’s own DHCP 

scope on the DHCP server. 

 
Note: DHCP Leases will be displayed on the 

Remote site firewall, on the Network > IP Helper 

page, as well as on the server which provided the 

lease. 

 
Internal DHCP configuration: 

 
If you plan to use the Central firewall’s internal 

DHCP server, you will need to create a scope for 

each remote subnet, as shown below. This can be 

done on the Network > DHCP Server page. The 

scope must be large enough to support all of the 

DHCP    clients    on    the    remote  network. 

 

Note: Do not use the “Interface Pre-Populate” 

option. This will populate the DHCP scope 

configuration with information from the selected 

interface. Once the scope has been added, you will 

notice     that     the    Interface    reads   “N/A”. 

 
Note: Leases can be found on the Network > DHCP 

Server page. 
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External DHCP configuration: 

 
If you plan to use an external DHCP server, you will 

need to create a scope for each remote subnet on 

the DHCP server, as shown in the screenshots 

below. The screenshots are taken from Windows 

2003Server. 

 

Configure the Scope’s name and description. 

 

 

Configure the desired IP Range. Set the appropriate 

Subnet Mask. 

Set a DHCP Lease Duration. 
 

 
 

Configure the DHCP options. 
 

 

Enter the Default Gateway IP that each DHCP 

client will use. 
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Enter the IPs of any DNS servers you would like to 

use. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Enter the IPs of any WINS servers you would like 

to use. 

Activate the scope. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Below, the screenshots show the three configured (and 

active) scopes for the remote subnets, and two leases 

provided by the server to remote client systems. 
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RESOLUTION FOR SONICOS 6.5 AND 

LATER 

SonicOS 6.5 was released September 2017. This 

release includes significant user interface 

changes and many new features that are different 

from the SonicOS 6.2 and earlier firmware. The 

below resolution is for customers using SonicOS 

6.5 and later firmware. 

 

 

Step 1: Configure the Tunnel Interface VPN Policy 

on each unit. This is done under Manage |VPN | 

Base Settings. 

 

On the General tab of the new VPN Policy 

configuration window, configure the following 

settings. 

 Policy Type: Tunnel Interface 

 Authentication Method: IKE using 

Preshared Secret 

 Name: Enter a desired policy name 

 IPSec Primary Gateway Name/Address: 

Enter the remote unit’s WAN IP. 

 Enter a shared secret that will be used on 

each side of the tunnel. 

 

General tab (Central site): 

General tab (Remote site): 
 

Enter your desired Proposal settings on each side 

of the tunnel. An example of the Proposals tab is 

shown below: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

On the Advanced tab, configure Keep Alive, 

Management via this SA, and any other desired 

options.  Ensure  the   VPN   Policy   Bound 

To dropdown menu is set to the WAN Interface 

that the tunnel will use to connect. In this example, 

the X6 WAN Interface is used on the Central site, 

while the Remote site uses X1 WAN. 
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Advanced tab (Central site): 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Advanced tab (Remote site): 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Once complete, the tunnel will be established, 

and will look like this: 

Central: 

Remote: 

 

 

 

Step 2: Create routes on each unit. This can be 

done under Network | Routing. Options include 

Route-All VPN (all Internet traffic routes through 

the Central site over the tunnel) and the more 

traditional Split Tunnel VPN (only traffic destined 

for a remote subnet routes through the tunnel). 

Address Objects can be created while creating 

routes, or can be done before creating routes, 

under      Network      >      Address      Objects. 

 
Step       2a       –       Central       site       routes: 

 
In the example below, the Remote site has 3 

networks: 2 LANs (X0 and X2), and 1 WLAN (W0). 

I have added one route per remote network. 

 

 

 

 

 

Note: Create one route per remote network. The 

example below only shows one network route, but 

as shown above, three routes were created since 

three networks need to communicate over the 

tunnel. 

 
Detailed route configuration: 

 Source: Any 

 Destination: Remote network Address 

Object. The Object should be assigned to the 

VPN Zone. 

 Service: Any 

 Interface: Select the Tunnel Interface 

name from the dropdown list. 

 Allow Automatic Access Rule creation for 

simplicity, or disable it for granularity. 
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Step 2b – Remote site routes: 

Route-All Option: 

Knowledge Database 

 

Note: If using the Route-All option, a NAT Policy 

must be created on the Central site for translation 

to the WAN IP. An example NAT Policy for the 

Remote site’s X0 LAN can be found below. 
 

 

 
Split Tunnel Option: 

 
In this example, only one network exists on the 

Central site, thus only one route is created. 
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Step 3: On the Remote site, enable IP Helper and 

create IP Helper Policies for DHCP Relay. Options 

include DHCP Relay to the Central firewall’s 

internal DHCP server and DHCP Relay to an 

external DHCP server behind the Central firewall. 

 
Step 3a: Enable IP Helper and DHCP Protocol 

Support. An example is shown below. 

 

Under Manage | Network | IP Helper 

 
 
 
 
 

 
Step 3b: Configure an IP Helper Policy for each 

network that requires remote DHCP. 

Internal 
 

DHCP 
 

Option: 

 

In this example, DHCP is relayed to the X0 LAN IP 

of the Central site. The Central firewall’s internal 

DHCP server provides DHCP to remote VPN 

systems. 

Step 4: Configure DHCP scopes for each remote 

network. Each network requires it’s own DHCP 

scope on the DHCP server. 

 
Note: DHCP Leases will be displayed on the 

Remote site firewall, on the Network > IP Helper 

page, as well as on the server which provided the 

lease. 

 
Internal DHCP configuration: 

 
you plan to use the Central firewall’s internal 

DHCP server, you will need to create a scope for 

each remote subnet, as shown below. This can be 

done on the Network > DHCP Server page. The 

scope must be large enough to support all of the 

DHCP    clients    on    the    remote  network. 

 

Note: Do not use the “Interface Pre-Populate” 

option. This will populate the DHCP scope 

configuration with information from the selected 

interface. Once the scope has been added, you will 

notice     that     the    Interface    reads   “N/A”. 

 
Note: Leases can be found on the Network | DHCP 

Server page. 
 

 

External DHCP Option: 

In this example, DHCP is relayed to the Central 

site’s LAN DHCP server. The LAN server at the 

Central site provides DHCP to remote VPN 

systems. 
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External DHCP configuration: 

 
If you plan to use an external DHCP server, you will 

need to create a scope for each remote subnet on 

the DHCP server, as shown in the screenshots 

below. The screenshots are taken from Windows 

2003 Server. 

 

Configure the Scope’s name and description. 

 

 

Configure the desired IP Range. Set the appropriate 

Subnet Mask. 

Set a DHCP Lease Duration. 
 

 
Configure the DHCP options. 

 

 
Enter the Default Gateway IP that each DHCP 

client will use. 
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Enter the IPs of any DNS servers you would like to 

use. 

 
 

Enter the IPs of any WINS servers you would like to 

use. 

Activate the scope. 
 

 
Below, the screenshots show the three configured (and 

active) scopes for the remote subnets, and two leases 

provided by the server to remote client systems. 
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