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Configuring VPN Failover using Static Routes

and Network Monitor Probes

This article illustrates a scenario wherein two sites with SonicWall UTM devices ar
over a direct connection or an MPLS connection. A site to site
concurrently between the two sites. The primary connection between the two

VPN connection

e connected to each other
is defined
sites is the direct or the

MPLS connection and when it fails, traffic would automatically be routed through a site to site VPN

(policy based).
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#10.90.10. 424
[ =—
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For this article, we’ll be using the following IP addresses as examples.You can substitute your IP addresses for the

examples shown here:

NSA 2600 (Site A) TZ300(Si
WAN (X1): 1.1.1.1 WAN (X1
LAN (X0): 192.168.1.1/24 LAN (X0

MPLS Router fe0/0 IP: 192.168.2.2/24

MPLS Router fe0/1IP: 172.16.31.1/24

te B)

): 2.2.2.2

): 10.10.10.1/24

MPLS Router fe0/0 I1P: 10.10.11.2/24

MPLS Router fe0/1 IP: 172.16.31.2/24

NOTE: This article does not describe the methodto create a siteto site VPN or an MPLS connection.

Before defining the methods to configure the failover, the following factors are as

1. That a site to site VPN has been configured correctly and tunnel is up.
2. That a direct or MPLS connection exists between Site A and Site B.

sumed to bein place:

3. Thatalthoughadirectconnectionexists betweenSite AandSite B, trafficis passingtotheotherside

over the VPNtunnel.

The procedure to configure a failover is the following:

Create a probe-dependent static route to route all traffic destined to the remote MPLS network. This route
wouldtake precedenceoverthe VPNroute. The probetargetshouldbethelPaddress ofthe MPLSrouter
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on the other side. The probe target is defined by creating a Network Monitor Policy under Network |

Network Monitor.

A separate route should be created defining the path to take to reach the probe target. Network Monitor
Policy would probe the target regularly. Failure of the MPLS connection would also result in the failure of
the probetarget.Whenthe probefails, SonicWallwould disable the staticroutethus allowingthe VPN

kernel routes (hidden) to take precedence.

When the probe target is reachable again, the static route would be re-enabled, forcing traffic over the

MPLS connection.
1. Create the following address objects under

e Network | Address Objects and group them.
Address Objects Address Groups
® add © Deete v Show IPVE &IPV6 > View Custom v C s Resove v = Pupe v
. Name Detads Type 1P Version  Zone Class.
1 iphPolcyOstacto 0 Growp Custom
i Local Ste Geowp Custom
Iw NSA2600 Growp ‘I Custom
NSAE00 Ol 192.168.2.0/285.265.265.0 Network P o | Custom
NSAZE00 LAN 192.168.2.0/255.255.255.0 Netwvork P oMz Custom
4y Remcte Sta Geowp Custom
iw TIN0 Grovp Custom
TI00 LN 10.10.11.0/255.255.255.0 Network P oMz Custom
TZ200 oM 10.20.10.0/255.255.255.0 Network P oMz Cuatoen
* Create the following additonal address objects
NSA 2600 TZ300
SONICWALL"  Network Security Appiancs
Hame TZ300 MPLS Routerd
Zone Assignment DMZ bt
Type Host v SON LWA LL
IP Address 172.16.31.2
Name NSA2600 MPLS Routar
Zone Assignment DMZ v
Type Host v
1P Address 172.16.31.1
SONICWALL"  Network Security Aopliance
Name NSA2600 DMZ Gateway
Zone Assignment DMZ v
Type Host v SONICWALL
P Address 192.168.2.2

Name TZ300 DMZ Gateway

Zone Assignment DMz
Type Host
P Address 10.10.11.2
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2. Create a Network Monitor Policy
o Theprobetargetis defined by creating a Network Monitor Policy under Network | Network Monitor

NSA 2600 TZ300
SO N | CWA L L NG Sty Aics S O N | CWA L L Network Security Appliance

: ; ; Network Monitor Policy Settings
Network Monitor Policy Settings

Neme. NSA2600 Probe
Name [TZ300 Probe
Probe Target NSA2600 MPLS Router v
Probe Target TZ300 MPLS Router v
. Next Hop Gateway: v
Next Hop Gateway: - Sclect an address obiec ) =
Local IP Address: Selact an address object v L0 1 Address: o
Outbound Interface: v Ouibaund injerface L
Probe type Ping (ICMP) v Probe type Ping (ICMP) v
it T Pont
Probe hosts every 5 | seconcs Probe hosts every 5 Weaondy .‘é’.
Reply time out n | seconcs Reply time out 1 seconcs -t
Probe state is setto DOWN after |3 | missed Intervais Probe stste is set to DOWN sfter 3 missed intervais
Probe stste is set to UP sfter 3 | successiulintervals Probe state is set to UP after 3 successiul intervals
All Hosts Must Respond All Hosts Must Respond
RST Response Counts As Miss RST Response Counts As Miss
| Comment
Create a static route to route traffic to the probe target
. Go to Network | Routing | Add
NSA 2600 TZ300
SONICWALL '  Network Searty Appiance SONICWALL® Metweck ssasty Applance
- -
Route Policy Settings Route Policy Settings
Source Any N Source Any v
Destination TZ300 MPLS Router v Destination NSA2600 MPLS Router v
Service Any ¥ Senvice Any v
& Stencerd Route Muit-Path Route * Standard Route Multi-Path Route
interface X1 h{ interface X1 Y.
Qateway NSA2600 DMZ Gateway v Gstewsy TZ300 DMZ Gateway v
Matric 1 Metrc ]1 |
Comment: Comment
#  Disable route when the interface is disconnected # Disabie route when the interface Is disconnected
Aliow VPN path to take precedence Allow VPN path to take prececence
WXA Group None y WXA Group None L
Probe None v Prove None v
Disabile route when probe succeeds Disabie route when probe succeeds
Probe default state is UP Probe default state is UP
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o Create astatic routeto pass all traffic over the direct connection with probing enabled.
NSA 2600 TZ300

SONICWALL SONICWALL

m Somnced m —

Route Policy Settings Route Policy Settings
Source Any v Source Any v
Destinaton TZ300 v Destination NSA2600 v
Service Any v Serice Any v
& Standard Route Multi-Path Route & Standard Route Multi-Path Route
nerface X1 v nterface X1 v
Gatewsy NSA2600 DMZ Gateway v Gateway TZ300 DMZ Gataway v
Metric Metric
Comment Comment
¢ Disable route when the interface is disconnected ¥ Disable route when the interface is disconnected
Allow VPN path to take precedence Allow VPN path 10 take precedence
WXA Group None v WXA Group Nona v
Probe TZ300 Probe v | Probe NSA2600 Probe v
Disable route when probe succeeds Disable route when probe succeeds
Probe default state is UP Probe default state is UP

This concludes the configuration portion of this article.

How to Test:

On creating the routes traffic would be forwarded through the direct or MPLS connection. The site to site
VPN policywouldstillshowas upwithagreenlight. Totest whetherfailoverand fallback isfunctioning
as intended, perform the following:

1. Disconnect, either physically or logically, the MPLS connection.

2. The Network Monitor policy will become inactive as the probing defined in the policy to the probe
target will fail.

3. Consequent to the probe failure, the static route created to route traffic to the other side will be
disabled.

4. Whenthestaticrouteisdisabled,the VPN kernelrouteswill bere-enabledandtrafficwill be
forwarded over the VPN tunnel.

5. Re-connect the MPLSconnection.

6. The Network Monitor policy will become active again as the probing defined in the policy is
successfull.

7. When the probe succeeds the static route will be re-enabled automatically.

8. As static route takes precedence over VPN routes, traffic will again be routed through the direct or
MPLS connection.
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RESOLUTION FOR SONICOS 6.5 AND LATER

SonicOS 6.5 was released September 2017. This release includes significant user interface changes and
many new features that are different from the SonicOS 6.2 and earlier firmware. The below resolution is
for customers using SonicOS 6.5 and later firmware.

The procedure to configure a failover is the following:

Create a probe-dependent static route to route all traffic destined to the remote MPLS network. This route
wouldtake precedenceoverthe VPN route. The probetargetshould bethelPaddressofthe MPLSrouter

ontheotherside. The probetargetis defined by creating a Network Monitor Policy under Network |
Network Monitor.

A separate route should be created defining the path to take to reach the probe target. Network Monitor
Policy would probe the target regularly. Failure of the MPLS connection would also resultin the failure of
the probetarget.Whenthe probefails, SonicWall would disable the staticroutethus allowingthe VPN
kernel routes (hidden) to take precedence.

When the probe target is reachable again, the static route would be re-enabled, forcing traffic over the
MPLS connection.

1. Create the following address objects under
e Manage tab
e Objects | Address Objects and group them.

Sl -
® add © Delete » Show IPv4 B IPV6 » View Custom v Resolve v = Purpe v
- Mame Detads Type 1P Version  Zooe Class
1» IphPokcyOstacto_0 Growp S20m
2» Local Ste Geowp MOm
lw NSA2600 Geonp Cuntom
NSAE00 Ol 192.168.2.0/295.265.295.0 Network 1Pvs o Custom
| NSAZE00 LAN 192.168.1.0/285.255.255.0 Network P oMz ustoem
4> Remcte Sta Geowp Vatom

iw TZX0 Grovp Custom
TI300 LA 1.0/255.255.255.0 Network P oMz Custom |

TZ200 oM 10.20.10.0/255.255.295.0 Network P oMz Cuatomn

e Create the following additonal address objects
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NSA 2600
S O N | CWA |_ L Network Security Appliance

Name: Iu;{QQ MPLS Router] |
Zone Assignment: | DMZ v |
Type: | Host v/
IP Address: 172.16.31.2 |

SO N | CWA L L Network Security Appliance

Name: [NSA2600 DMZ Gateway |
Zone Assignment  |DMZ v|
Type: | Host v
IP Address: 192.168.2.2 |

2. Create a Network Monitor Policy

SONICWALL

Knowledge Database

TZ300

SONI CWA LL™ Network Security Appliance

Name: INSA2600 MPLS Router

Zone Assignment DMZ A
Type Host ¥

IP Address: 172.16.31.1
SON | CWA LL Network Security Appliance
Name: TZ300 DMZ Gateway

Zone Assignment 'DMZ v
Type Host y

IP Address: 10.10.11.2

e The probe target is defined by creating a Network Monitor Policy under the Investigate tab |

Network Probes

NSA 2600

S o N | CWA L L Natwork Security Appliance

Network Monitor Policy Settings

Neme TZ300 Probe
Probe Target: TZ300 MPLS Router S
Next Hop Gateway: —-S=i=ctan = s v
Local IP Address:  --Select an 20dress oDec- v
Outbound Interface: v
Probe type Ping (ICMP)
Port e
Probe hosts every 5 | seconds
Reply time out ‘;seconds

1
Probe state is set to DOWN after 3
Probe state is set to UP after 3.
All Hosts Must Respond
RST Response Counts As Miss

| missed intervals

| suscesstul intervals

Comment

TZ300

SON[CWALL Network Security Appliance

Network Monitor Policy Settings

Name NSA2600 Probe

Probe Target NSA2600 MPLS Router v

Next Hop Gateway: 2 v

Local IP Address: v

Outbound Interface v
Prove type Ping (ICMP) _\é'_
Port [— &
Probe hosts every 5 seconds
Reply time out 1 seconds
Probe state is st to DOWN after 3 missed intervals
Probe state is set to UP after 3 successiul intervals

Create a static route to route traffic to the probe target

. Go to the Manage tab

. Click Network |Routing
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NSA 2600

SONI CWA LL Network Security Appliance

=n -

Route Policy Settings

Source: Ay ¥ Source |Any L4
Destination TZ300 MPLS Router Y Destination |NSA2600 MPLS Router v
Service Any 4 Service Any y
& Stancserd Route ' Multi-Path Route & Stancard Route ' Multi-Path Route

Interface X1 X interface (X1 Y
Gateway NSA2600 DMZ Gateway v Getewey TZ300 OMZ Gateway v
Metric: i Metric [1 |

Comment Comment

#  Disable route when the interface is disconnected

Allow VPN path to take pracedence Allow VPN path 10 take precedence
WXA Group None ¥ WXA Group None M
Probe None v Probe None v
Disable route when probe succeeds Disabie route when probe succeeds
Probe default state is UP Probe default state is UP
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TZ300

SON!I CWA LL = Network Security Appliance

Gt al Advanced

Route Policy Settings

#  Disable route when the interface is disconnected

Create a static route to pass all traffic over the direct connection with probing enabled.

NSA 2600 TZ300

SONICWANLL"  Metwork Security Apphiance SONICWALL'  Network Seaity Appllance

e

Route Policy Settings

Source Any
Destination TZ2300
Service Any
* Standard Route Multi-Path Route
Interface X1
Gatewsy INSA2600 DMZ Gateway
Nenc 1
Comment

# Disable route when the interface is disconnected
Allow VPN path 10 take precedence
WXA Group {None

Probe | 72300 Probe

Dissbie route when probe succeeds
Probe cefoult state is UP

Genecal Advanced

Route Policy Settings

Soutce Any
Service Any
® Standard Route ' Multi-Path Route
interface X1
Metric 1
Comment

¥ Disabie route when the interface Is disconnected
Allow VPN path 1o take precedence
WXA Growp None

| Prove [NSA2600 Probe

VisitourWe

ITCOIPOI’dﬂOI‘\@

te: www.itclatam.com

Disable route when probe syucceeds
Probe defsult state is UP
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This concludes the configuration portion of this article.

How to Test:

On creating the routes traffic would be forwarded through the direct or MPLS connection. The site to site
VPN policywouldstillshowas upwithagreenlight. Totest whetherfailoverand fallback is functioning
as intended, perform the following:

1. Disconnect, either physically or logically, the MPLS connection.

2. The Network Monitor policy will become inactive as the probing defined in the policy to the probe
target will fail.

3. Consequent to the probe failure, the static route created to route traffic to the other side will be
disabled.

4. Whenthestaticrouteisdisabled,the VPNkernelrouteswillbere-enabledandtrafficwill be
forwarded over the VPN tunnel.

5. Re-connect the MPLSconnection.

6. The Network Monitor policy will become active again as the probing defined in the policy is
successfull.

7. When the probe succeeds the static route will be re-enabled automatically.

8. As static route takes precedence over VPN routes, traffic will again be routed through the direct or
MPLS connection.
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