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How to create a Hub and arer | popeso_|_ s
Spoke Tunnel Interface VPN
network With OS PF I Tu;melln;e:ace - - I
IPsec Primary Gateway Name or Address: [1t12112
| DESCRIPTION: IKE Authentication

Shared Secret: [ooee

Thisdocumentexplains howtocreateaHuband CI :::ua,ess 5 l1p1 —

Spoke VPN network architecture using Tunnel [P Address B s

Interface and OSPF instead of policy-based Site
to Site VPNtunnels.

Dynamic Route-based VPN using Tunnel Use a Police Type of Tunnel Interface instead of Site
Interface and OSPF offers a greater flexibility as to Site, Enter the remote IP address, the shared secret
there is little to do if the network architecture and IKE Ids

changes.AddinganewSpokewillalsobegreatly

. A . . . Gener; Proposals Advance
simplified as all the existing spokes will = ==
automatically get the new network architecture
us | ng OSPF IKE (Phase 1) Proposal
Exchange: [ Main Mode |
Hub [Group 2 =
XO (LAN): 10.71.216.0/24 [30ES ~l
X1(WAN): 1.1.216.2/24
X2 (DM2): 10.10.216.0/24 Authentcaton [sHa1 =~
Life Time (seconds) [28800
Ipsec (Phase 2) Proposal
Protocol: [ESP E]
Spoke 1 Spoke 2 |30ES =
X0 (LAN): 10.71.211.0/24 LD 0 (LAN): 10.71.10.0/24 ISHA1 ﬂ
X1 (WAN): 1.1.211.2/24 K \(I(WAN) 1.1.212.2/24
X2 (DM2):10.10.211.0/24 X2(DMZ):10.10.212.0/24 | EnadiePerfect Forward Secred
[28800
mm‘
CREATION OF THE HUB AND SPOKE VPN Proposal options can left as default
ENVIRONMENT General ] Proposals ‘ Advanced
A- HUB
Advanced Settings
Create VPN tunnel from the hub to both spokes
under VPN |Settings.
We will first create the tunnel from the Hub to
Spoke-1 with gateway IP address 1.1.211.2 in our osdeast
example.
Under VPN | Settings, add a new policy. Linvit oS T
User login via this SA: [T HTTP [T HTTPS
VPN Policy bound to [lnter{ace X1 El

Inthe Advanced Options), itisimportant to enable
“Allow Advanced Routing” as it will allow use of
RIP or OSPF

ITCorporation®
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Make similar configuration for the second VPN tunnel

to Spoke 2

General | Proposals | Advanced

Security Policy

Policy Type:
Authentication Method:
Name:

IPsec Primary Gateway Name or Address:

IKE Authentication

| Tunnel Interface

Lef Le

|IKE using Preshared Secret

|212

112122

V' Mask Shaced Secret

=l 12182

Shared Secret: |esee
Confirm Shared Secret: I”“
Local IKE ID: Ilp Address
Peer IKE ID: Ilp Address
figure 4
[ General | Proposals | Advanced

IKE (Phase 1) Proposal

Exchange:

DH Group:
Encryption:
Authentication:

Life Time (seconds):
Ipsec (Phase 2) Proposal

Protocol:

Encryption:

Authentication:

™ Enable Perfect Forward Secrecy

Life Time (seconds):

figu re5
Advanced Settings

M Enable Keep Alve

W allow Advanced Routing

™ Enable Transport Mode

™ Enable Windows Networking (NetBI0S) Broadcast
[T Enable Multicast

Management via this SA:

User login via this SA:

VPN Policy bound to:

Figure 6

= 12122

[Main Mode =l
| Group 2 H
|30ES |
| SHA1 |
|28800

|ESP |
|30ES |
| SHA1 |
|28800

T HTTP © HTTPS [T SSH

T HTTP [T HTTPS

|interface X1 |

ITCorporation
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TheFigure 7,8and 9 showthe configuration made

B- SPOKE 1
on Spoke 1
|, General | Proposals | Advanced

Advanced Settings

P Enable Keeo Alve

' Allow Advanced Routing

™ Enable Transport Mode

™ Enable Windows Networking (NetB10S) Broadcast
T Enable Multicast

Management via this SA:

User login via this SA:

VPN Policy bound to:
Figure 7

T e

IKE (Phase 1) Proposal

Exchange:

DH Group:
Encryption:
Authentication:

Life Time (seconds):
Ipsec (Phase 2) Proposal

Protocol:

Encryption:

Authentication:

[T Enable Perfact Forward Secrecy

Life Time {seconds):

Figure 8

| General | Proposals | Advanced |

Advanced Settings

' Enable Keep Alve

P alow Advanced Routing

™ Enable Transport Mode

™ Enable Windows Networking (NetBIOS) Broadcast
™ Enable Muticast

Management via this SA:

User login via this SA:

VPN Policy bound to:

Figure 9

T HTTP M HTTPS [ SSH
T HTTP [T HTTPS

|Interface X1 =l
| Main Mode =l
IG(oup 2 _:_I
|30ES =l
|SHA1 =l
|28800
|EsP ~|
|3DES =l
|sHA1 =~
|28800

T HTTP M HTTPS T SSH

T HTTP [T HTTPS

Ilmerface X1 _vJ
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C- SPOKE 2 Once done, the tunnel should quickly be up and a
Finally, figures 10, 11 and 12 show the Green LED will appear as showbelow (Figure 13)
configuration on Spoke 2 for theHub
General | Proposals | Advanced K, . ilioubistaton P 4
ran m 0 591 NESHUAC 9441 0 g Jx
Figure 13
Security Policy
T 3 Creation of the OSPF network
Authentication Method |IKE using Preshared Secret | A- HUB
7 Under Network | Routing, ensure you have
[Tzie2 activated the Advanced Routing Mode (Figure 14)
and then configure OSPF for both VPN Tunnel
T Athantoatios Interface (Figure 15)
- fover 98
Confirm Shared Secret |”" M Mask Shared Secret Routing Protacots
[P Address 1 B (R PITY [
Paer IE ID: [P Address = [r121.2 v g e o ose Contre o5 05 ey sne
Figure10 = /
General Proposals Advanced 2
IKE (Phase 1) Proposal
Exchange: | Main Mode | Figure 14
G (g2 ) e Set OSPF mode to “Enabled”.
- = « Set "OSPF Router ID" to the X0 IP
— address. This value will need to be different
o on every router of your OSPF network
ipenc (Piess 3) Propossl otherwise OSPF neighborship may not
[EsP = be established.
[30€s | e EnableRedistribute Connected Networks.
[SHAt E| o Enable Redistribute Remote VPN
Networks.
S e Set"IPBorrowed From" under“Global
Figure11 Unnumbered Configuration”as X1 IP.
Geveral | Proposals | idianced e SetRemotelPAddressas Spoke-1 X1
Interface IPaddress.
Advanced Settings The Figure 15 show all this configuration
M &n o
V a
" &n
I~ En B10S) Broadcast
I~ en
Manag T HTTP W HTTPS [T SSH
e T HTTP [T HTTPS
VPN Pobcy bound to [Interface X1 =l

Figure12
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Interface 211 (VPN) 0SPFv2 Configuration

0SF2 Enabled »

Dead Interval (1-65538): |40

Helo Interval (1 +68838)c

O5FF Area: IO
OSPFV2 Ak Type: Iuorma! 'l

Interface Cost (1 - 65538):

I F an

Authentcaton: Disabled w|  Router Prionty: (0 - 255): I,

Password '
Global 05PFv2 Configuration
osse aouer-D (vonel: | 10712161 cefaitmerre (1 1677214): [Ondifned |
AER Type: ard » Aute-Cost Refacence 5\ (vog;-huo

" |

Origriste Detault Reute: | Nover - L
Mewrc (1« 16777214) | Metrk Type:

) v ooum

[T Rederbute State Routes
Metric {1 « 16777214} |?.-e':u

W Redstroute Connected Networks
Metric (1 - 16777214): |1

[T Redstrbute R Routes

Metric (1 - 16777214): |T-e‘n Y

V' Redstrbute Remote Ph Natrers

Mebric {1 - 16777214 Il

T80 (0 - 42999575%): |Undefined

Metric Type:

Tag (0 - 4294967259

Matric Typs:

Tag 0 - S9957259)

Metric Type:

Tag (0 - 4294957295)

Undefined

|Ex!emol Type 2 'I

Metric Type:

Interface 211 (VPH) Global Unnumbered Configuration

IP Adaress Borrowed From: | [X1
Remote [P Address:

I‘I12112

F

Figure 15

Make the same kind of configuration for the second
Spoke VPN Tunnel Interface, as per Figure 16

Interface 212 (VPN) OSPFv2 Configuration
[Enatiec K31
FD

|10

O5PPV2:
Dead Interval (1 - 655351
Helo Interval (1 - 65535)

OSPF Area: '0
OSPFv2 Area Type: ‘Normal 'l
Interface Cost (1 - 65535} I M aue

Router Prionty: (D - 255): li

Authentication: ] Disabled ’I
Password: |
Global 0SPFv2 Configuration

O5P= Router <D {(n.mun.n)
AZR Type:

|Stcndmd 'I
Orgnate Default Rouzz:lﬂoﬂl 'I
Merk (1 - 16777254) IW )

[T Redstribute State Routes

Metric (1 + 36777214): |Deodault

M Redstiute Connected Networks
Metric (1 - 16777214): II

I Redstribute RIP Routes

Metric (1 - 16777214 I efaull

P Redstoute Remote P Networks

Metric (1 - 16777214): li

|IO 712161

Meatric
Tag (D - 429935729%)
Metr Type:
Tag (0 + 4299957295):
Metrc Type:
Tag (0 - 32995725%):
Matric Type:
Tag {0 - 329995 7255):

Metric Type:

ndafined
Undened

Defacit Metrc (1 « 18777214

Auto Cost Reference B .”0'1}:'100

Type:

IUndeﬁned
IExmmai Type 2 vl

|Exlemﬂ Type 2 'l

Interface 212 (VPN) Global Unnumbered Configuration

1P Address Borrowed From:  [X1
Remote IP Address:

Figure 16
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The OSPF is nowready on the Hub but is still not
synchronized, the red LED show that no neighbour
have been detected as showon Figure 17

R1P Disbed / 06PF Enaied / é
RP Diabi / 069F Enaded / Il
Figure 17
B- Spoke 1

Figure 18 show the configuration made on Spokel
Interface 216 (VPN) OSPFv2 Configuration

08FFv2: [[Enavled | OSOF Area: [o
Dead Interval (1 -65535): [Io OSPFY2 Area Type: |llomal {

[l Interface Cost (165535 | F auto

Helo Interval (1 - 6S535):

Authentication: |D:sab|¢d 'l Router Priority: (0 - 255} |2
Password: |
Global 0SPFv2 Configuration

OSPF Router-ID (n.n.nn)

|10 712111
IStandatd VI

Orignate Defauit ﬂ.ouml Never 'l
Metrc (1 - 16777214): I'. ! Metric Type:

Tag (0 - 4284067205): I indefined

Metrc Type:

Default Metric (1 - 16777214): | ndefinad

ASR Type: Auto-Cost Reference BW (V0/5):{100

External Type 2 ¥

I Redstriute Stabs Roctes

Metric {1 - 16777214): I( efault

' Redstrbute Connected Networks
Metre (1 + 16777214): |1

I Redswibute RIP Routes

Metrc (1 - 16777214): I[. efaull

P Redstribute Remote VPN Networks
Metric {1 - 16777214): |1

Interface 216 (VPN) Global Unnumbered Configuration

IUndtﬁncd
lEnemal Type 2 'l

Tag (0 - 4294967295

Metric Type:

Teg (0 - 4294567295):

Metr Type: Extem

Tag (0 - 4204357295): |Undef|nod
IEnomaI Type 2 vl

al Type 2

Metrc Type:

P Address Borrowed From:  [X1 =l

I‘l 12162

Remote P Address:

Figure 18
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C- SPOKE 2
The configuration for Spoke 2is showninFigure
19
Interface 216 (VPN) 0SPFv2 Configuration
OSP IEnabv’ed 'l 0
Dead Interval [.MJ ype Normal |
Helo Intervel [l]— erface 1-65535 [_ M Ao
Authenticatior IClsatied 'l ter ) IZ
I,—
Global OSPFv2 Configuration
tes 10712121 Defauit Metric (1 - 16777214):  {Undefined

OSPF Ro 0 {nn.nn)
AR Type Standard 'I Auto-Cost Reference BW (Mbjs):|100

(c
SONICWALL

Knowledge Database

Fe Source Service terface Priority Prode Comment Configure
[ B w &
| B
[ fores
Fa e
"
e
=
-
()
T 0
B
B+ 0
2= T [Toema
Figure22
Source Destraton Servic Gatev terface Metric Prionty Prode Comment Configre
=

T l -I
4299967295)

W Redstrbute Connected Networks Tag (0 - 4294367295):  |Undefined
Metric (1 - 16777214); |Defaul1 Metic Type; Extemal Type 2 'l
[ Redstrbute RIP Routes Tog (0 - 4299967295
Metric 16777214 I Metr Type T 'I
¥ Redstrbute Remote 1PN Netvorks Tag (0 - 4294367295):  |Undefined
Metric (1-16 4); |Default Metc Type: Extemal Type 2 'I
Interface 216 (VPN) Global Unnumbered Configuration
IP Address Borowad From:  [X1 |
Remote IP Address I'I 12162

Figure 19

Oncethe entire OSPF configuration s finished, the
OSPF neighborship will be established within few
seconds and gren LED will appear on Network,
Routing page as in Figure 20 for the Hub.

|m aja @ @ @ mea @ " @ m A
AEY CHENE. » i

......

Figure23
Creating Rules

Once neighborship is established and dynamic

routes have been obtained, you need to create

accessrulesineachsitetoallowtrafficfromone

site to theother.

Forexampletoallowtrafficfromthe LAN zoneto

the remote sites, create the following access rules
in the Hub and the Spokes.

v AP Desig / 08P Eraied J s Create the following access rules in the Hub:
. e ; s 2 " e Zone: LAN to VPN
e Service: Any
e Source: LAN Subnets
e Destination: Spoke-1Network.
_ ‘ _ _ e Zone: LAN to VPN
r: Sourd Destraton Service Gatewa Interface Metry Prionty Probe :f;r-—“ Corfgure e Service: Any
¥ = — e Source: LANSubnets
- - » Destination: Spoke-2
s Sire - Network.
" . o8 To allow traffic from the
Es . R remote sites to the LAN zone,
e A - create the following access
Y Ay LR & rules:
£ & e Zone: VPN to LAN
=5 \ & o Service: Any
" 1 " &
Fu 0.0.0.00 &
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e Source: Spoke-1 Network + Spoke-2
Network (Address Objects Group)
e Destination: LAN Subnets
To allow traffic from one Spoke to the other Spoke
overthe VPN, createthefollowingaccessrules:
e Zone: VPN to VPN
Service: Any
Source: Spoke-1Network
Destination: Spoke-2Network
Zone: VPN to VPN
Service: Any
Source: Spoke-2Network
e Destination: Spoke-1Network
Likewise, in Spoke-1createthefollowingaccess
rules
e Zone: LANto VPN
Service: Any
Source: LAN Subnets
Destination: Hub Network.
Zone: LAN to VPN
e Service: Any
e Source: LAN Subnets
e Destination: Spoke-2Network.
To allowtrafficfromthe remote sites tothe LAN
zone, create the following access rules:
e Zone: VPN to LAN
e Service: Any
e Source: Spoke-2 Network + Hub
Network (Address Objects Group)
o Destination: LAN Subnets
In Spoke-2 create the following access rules
Zone: LAN to VPN
Service: Any
Source: LAN Subnets
Destination: Hub Network.
Zone: LAN to VPN
Service: Any
Source: LAN Subnets
e Destination: Spoke-1Network.
To allowtrafficfromthe remote sites tothe LAN
zone, create the following access rules:
e Zone: VPNtoLAN
e Service: Any
e Source: Spoke-1 Network + Hub
Network (Address Objects Group)
e Destination: LANSubnets
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Troubleshooting:

If the Tunnel Interface does not comes up:
Check the VPN Pre-shared Key, needs to be the
same both sides of the tunnel

Check the IKE IDs, needs to be symmetrical (Local
ID on site Ais Remote ID on site B)

Check Proposal tab, needs to be the same on both
side of the tunnel

If the OSPF neighborship cannot be established :
- Check the OSPF Router ID is different on every
firewall

- Check the Unnumbered Global Configuration is
correctly configured (Use the WAN or Public
Interfaces)
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