orporation

SONICWALL

e SecureFirst =




SONICWALL

Knowledge Database

How to obtain certificates for VPN connections (Site to Site, GVC,
L2TP)

Using digital certificates for authentication instead of preshared keys in VPNs is considered more secure.
InSonicWallUTMdevices, digital certificates are one way of authenticating two peerdevicestoestablish
an IPsec VPN tunnel. The otheris IKE using preshared key. The KB article describes the method to configure
WAN GroupVPN and Global VPN Clients (GVC) to use digital certificates for authentication before
establishing an IPsec VPN tunnel.

Features of IKE Authentication with Certificates in SonicWall WAN GroupVPN and GVC.

e Adigital certificate either obtained from a third party CA (like Verisign) or from a private CA (like
Microsoft CA or OpenSSL) must be used for this configuration. Self-signed certificates are not
supported.

e Inthe SonicWall, the administrator has the option to create a Certificate Signing Request (CSR) and
getitsigned by a CA orimportasigned certificate in the PKCS#12 format (.pfx or .p12 extension). When
importing a signed certificate into the GVC client, it must be in the PKCS#12 format (.pfx or .p12
extension).

e Both peers must trust the issuer of the certificate. In other words, the CA certificate of the user
certificate must be imported into the SonicWall as well as the remote GVC client.

o IfacertificatehasalreadybeenimportedintotheSonicWallsigned bya 3rd party CA(forexample,
Versign), this can be selected in the WAN GroupVPN. The CA certificate must be imported into the GVC
client.

e SonicWall supports digital certificates issued by different CAs to be imported into the SonicWall UTM
device and the remote GVC client. SonicWall also supports forcing both peers to use certificates issued
by the sameCA.

RESOLUTION:

The certificate signing process described here is using a Windows Server 2008 CA. To configure a Microsoft
CAtoacceptaSubject Alternative Name attribute from a certificate request, refer this Microsoft article: How
to configure a CA to accept a SAN attribute from a certificate request

o Create a Certificate Signing Request (CSR) in the SonicWall

e Getthe CSRsigned from the Windows Server Certificate Enrollment Web Services

e Obtain acertificate to use in WAN GroupVPN configuration

o Download the CA certificate for the signed certificate

e Obtain a certificate for GVCclients.

Create a Certificate Signing Request (CSR) in the SonicWall

LogintotheSonicWallmanagement GUI

Navigate to the System | Certificate page.

ClickonNew Signing RequesttocreateasimilarCSRas under
Click on Generate to save.

Refresh the page.

Click on the download button to download the CSR.
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Generate Certificate Signing Request

Centicate Abss WANGroupVPN
| Country | |INDIA (N) -l
|Srate ~| kA
[Cacalty, City, or County = BR
[Company or Organization v [SNwL
|Depanment ;’ [
| Group =l
| Team =l
|Common Name =] pat2010 Jocal
Subject Distingushed Name [C=IN,ST=KA,L=BLR, 0=SNWL.CN=s0nicl3b loca!
Subject Akernative Name (Optional)
[Doman Narme _v_l PlaLQOIO local
Subject Koy Type RSA
Subject Key Soe ||0’.’4 bits ;]
Ready
Generate Cancel
» B pastboud Sistess
d
v 'S System Certificates
Status
Ue Certificates and Certificate Requests
Adminestr abion
Certfcates View Style: C Mlcertificaes © Ivported certficates and requests C Bult-in certficates T indude expirad bult-n certificates
Time
M & Cetificate Type valdated Expires Details Corfigure
Schedues pwve
Settings T 1 WANGroupvPN Pending request O ey (& s
Packet Monkor [T 2 he2010-SERVER2KB-CA CA cortificate Sep S 10:44:32006GMT & x + ¥y

-lalx!

Fle EAdt Format Vew Hep
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Obtain a certificate using the Windows Server Certificate Enrollment Web Services
Obtain a certificate to use in WAN GroupVPN configuration

Open a browser and navigate to the Microsoft Windows Certificate Enrollment page: http:///CertSrv
When prompted for authentication, enter username and password of Administrator.

Click onRequest a certificate

Click on advanced certificate request.

Copy the contents of CSR in the Saved Request box.

Select Administrator under Certificate Template. Note: User or Web Server template also could be
selected.

Under Attributes, either enter san:dns=yourdomainname.com or san:email=<local-
part@domain.com|. Note: To configure a Microsoft CA to accept a Subject Alternative Name attribute from
acertificaterequest, referthis Microsoftarticle: How to configureaCAto acceptaSANattributefroma
certificate request

Click on Submit and you will taken to the next page.

On this page click on Download certificate or Download certificate chain to save the signed certificate to
disk.

Microsoft Active Directory Cenficate Semices — hal-2010-SERVER2KE-CA

Welcome

Use this Web site to request a centificate for your Web browser, e-mail client, or other
program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upon
the type of certificate you request, perform other securty tasks

You can also use this Web site to download a certificate authonty (CA) centificate,
certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request

For more infformation about Active Directory Centificate Semaces, see Aclive Direclory
Certificate Services Documentation

Select a task:
‘euest a ce Cale ‘_
e the status of na cermhc

Rownload 3 CA certificate, ceftificate chain, or CRL

Microsoft Active Dieectory Cetdicate Semvices — hal-2010-SERVER2KB-CA

Request a Certificate

Select the certificate type
Jser Certificate

Or, submit an g
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’:wwmmm
€ 9 C S //10.10.10. 254/t /corr ot s5p K

Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base.64-encoded CMC or PKCS #10
certificate request or PKCS #7 renewal request generated by an external source
(such as a Web server) in the Saved Request box

Saved Request:

Base8d-encoded |MIIBVDCCASUCAQAWUDELNAKGAIUEBNNCEUAXCAT
centificate request |EuNCTY IxDTALBGNVEAGTBYNOVOUXY tAVDGNVBANT,

(CMC or MAOGCSGGS Ib3 DQEBAQUAAAGNADCE 1 QKEGQDO0ZQ)
PKCS #10 or XoAAkenao A6qk2LKJHTEXIF711/x6MuxNERK 1N/ +
PKCS #7) 6VaNBaP3 Taox19Ne Y I3 DHQronE3catQl IvequP 1S x)
«l | »
Centificate Tomplate:
[Adminstrator €= =
Additional Atributes:

man:dns=hal-2010, local e—
Altrbutes:

Submit >
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'Dwmmcq x
€ D C  [xbawe//10.10.10.254/certsrv for ot s Xy

Microsoft Acte ect nificw orvee hal-2X RVER2¥ \ Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64.encoded CMC or PKCS #10
cenificate request or PKCS #7 renewal request generated by an extemnal source
{such as a Web server) in the Saved Request box

Saved Request:

Base-64-oncoded [MIIBVDCCASUCAQAUDELNAXGAIUEBRRCIUAXCEAS
centfficate request [EVNCTY IXDTALBGNVEAOTEFNOVOUxF 2 AVEQNVEANRT,
(CMC or MAOGCSQGS IbIDOERRQUALSGNADCE 1 QKBgQDC02Q)
PYCS #10 or XoAAkenaoASqk2 LkJHE MXIF 711/ x 6MuxNERK 1R/ +
PHLCS #7) wG;.I'B.PZ‘r.oxWlleYHDIqui\ch'!OlIvrqulS =
N »

----- BEGIN CERTIFICATE REQUEST-~--~ j

Certificate Tomplate:
[ASminIstrator  af— ~

Additional Attributes:

san:emall=Admindhal-2010. locel =
Attributes

M>|

Y 0 oo hemecnmc -

€« C | B btar?://10.10.10.254 /cer tury foes

Microsoft Active

Certificate Issued

threh.ast <

Home

The cenificate you requested was issued to you

@ DER encoded or € Base 64 encoded

Rownload cemficate
QMQQQ.C.&[IIILC&I;QD&D

Below is an example of a signed certificate's Subject Alternative Name (SAN):
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Certificate x|

‘General Detals | Certication Path |

Show: |<al>

=

Field |

{51 | Subject Key Identifier
E.ﬁumwtv key Identifier
ECRL Distribution Poinks
@:mthnrt}r Information Access
ECartiFlcate Templake Name
.5_' Enhanced Key sage

15| SMIME Capabilities

Yalue B

cdbc 32639b b7 4c cOES o L.,

KeylD=9365 16 b2 72 b5 7.,
[1]ZRL Distrbukiaon Paint: Distr..,.
[1]authoriy Info Access: Acc...
Admiristrakor

Microsoft Trust List Signing (1....
[1]SMIME Capability: Object 1... j

Edit Froperties, ., |

DNS Name=hak-2010,local —

Copy to Fie... |

Leam more about certificate defails

Download the CA certificate for the signed certificate.

(e
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Navigate to the Microsoft Windows Certificate Enrollment page: http:///CertSrv

Click on Download a CA certificate....

On the next page, click on Download CA certificate and save the certificate to disk.

Welcome

- hal2010-SERVER2KS-

Home

Use this VWeb site to request a certificate for your VWeb browser, e-mail
client, or other program. By using & cerificate, you can verify your
identity to peopie you communicate with over the Web, sign and
encrypt messages, and, depending upon the type of certificate you

request, perform other securnty tasks

You can also use this VWeb site to download a centificate authority (CA)
cermficate, certificate chain, or certuficate revocation list (CRL), or to
wview the status of a pending request

For more information about Active Directory Certificate Services, see
Activ ir if i Ty n

Select a task:

Request a centificate
View £ fi r
Wil A fic C fi hain r CRL -——
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Download a CA Certificate, Certificate Chain, or CRL

To trust certficates issued from this certfication authonty, install this CA cebficate

To download & CA cenificete, cantificate chain, o CRL, select the canificate and encoding method

CA centificate:

Encading methed:

* DER

€ Base 64
Install CA cenificals
DRowrioad CA comficate <=
Downlogd CA cerdficate chain
Rownload |atestbase CRI
Dowréoad Iatest delta CRL

Upload the signed certificate into the SonicWall via the upload button of the CSR pending request.

Mode: Configuration »

System J
* F spmem Certificates
Status

Certificates and Certificate Requests

view Style:  © Al cortficates “homzdmfx&nvdmds © puit-n contfcates

RemsF o6 (of 6) mielslin

I Include exprred buit-n certéicates

| T # Certiicate Type Vabdated Expres Details Configure
e | [ 1 WANGrow'oN lick on the blue icon to upload ~ 2y
Settings - : n PORChpreque signed certificote 9 o
Status: Ready

ITCor

VisitourWe

53¢ b 1/10.10.10, 1 /cortSigriipined, berd

Upload Signed Certificate for Signing Request

Nome: WAY GrouphPV

Subject Distinguished Name: ConIN STolA LalLR; OwSNWL Cwhal- 2010 Jocsl
Subject Key Identifier: D040 ICBIEDISSS4S05FONZOC 44033207
Status: Rogquest Generated

Pleass select & fhe to upload:

_Choose File | certrew cer

File choudd be PEM (,pam) or DER (.der or .cer) encoded
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Toestablishtrustand completethevalidation of the signed certificate, importthe CA certificate

System |
Certificates
Certificates and Certificate Requests Mli to 1 (of 1) Galalade
. O @ " c
mﬂ. S v o i ™ Include expred buk-n certificates
ates
[T # Cotificate Type Vaidated  Expires Dot
M 1 WANGouWN  Localcertficate | No Oct 11 10:25:12 2013 GMT o x @&
- Delete
17

Ratus: The configuration has been updated.

Import Certificate

C Import 2 bocal end-user certficate with private key from a PKCS#12 (012 or .pfx) encoded Fie
| @ impoet 3 CA certicate from a PKCS#7 (.p7b), PEM (.pem) or DER (.der or .car) encoded Fie |

Plaase select a file to mport: .Mmlcanncw (1).cer

Ready

» a Dashboard System [
-
v & Sysem Certificates
Status
Lomest Certificates and Certificate Requests nmsF to2(of2) mlelnin
Admiresty Sion
" | vewstyle: © Allcetificates © Imported cantificates andrequests © Buitiin I Inchde expired budt-n
g . certficates certificates
Time
Schedudes [T & Certicate Type Valdsted  Expires Detals Contigure
e T 1 WANGrowpVPN Local cartficate  Yes <Ot 11 10:25:12 2013 GMT = X &
Pachet Monitor
Diagnostics [T 2 hakZ010-SERVERZ2KB-CA  CA certificate Sep § 18:44:33 2016 GMT o (x) 83
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Obtain a certificate for GVC clients.
« Navigate tothe Microsoft Windows Certificate Enroliment page: http.///CertSrv
« When prompted for authentication, enter username and password of a Domain User.
o Click onRequest a certificate
o Click onadvanced certificate request.
o Select Administrator or User under Certificate Template.

Note:

ForSiteto Site VPN or GVC, a certificate with Key Usage, if present, must have Digital
Signature and/or Non-Repudiation and Extended Key Usage (EKU), if present, with Client
Authentication seems towork.

If,ontheotherhand,using L2TP/IPSec VPN, make sure, if Key Usageis present, touseDigital
Signature and/or Non-Repudiation. The Extended Key Usage (EKU) field SHOULD NOT be used
but,if present,mayhave Encrypted File System (1.3.6.1.4.1.311.10.3.4) and/orIP Security End
System (1.3.6.1.5.5.8.2.1).

« UnderAttributes, eitherentersan:dns=yourdomainname.com orsan:email=<local-
part@domain.com|. Note: To configure a Microsoft CA to accept a Subject Alternative Name
attribute from a certificate request.

o Click on Submit and you will taken to the next page.

o Onthis page click on Download certificate or Download certificate chain to save the
signed certificate todisk.

[T} Merosoft Active Dwrectory Cr

« C' | £ s //10.10.10,254 cert —

Microsoft Actwe Directory Certficate Semices hat-2010-SERVER2KS-CA

Welcome

Use this Web site to request a certificate for your Web browser, a-mail client, or other
program. By using a certificate, you can venfy your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upon
the type of centificate you request, perform other secunty tasks

You can also use this Web site to download a certificate authonty (CA) certificate,
certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request

For more information about Active Directory Cerntificate Semvices, see Active Diractory
Ceantficate Sanrvices Documentation

Select a task:
Request a cetificate <
View the status of a pending certificate request
Download a CA certificate certificate chain, or CRL

certific

-
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[7) Merosoft Active Directory Ce »
€& 9 C [xpe//10.10.10.254 /certory foertrqus. asp o

Microsoft Actve Directory Cendicate Semces ol 2010-58 ERVD-CA Home

Request a Certificate

Select the certficate type
User Certificate

Or, submit an advanced cedificate request <=

Centificate Template:

[Grer B

Key Options:

@ Create new key set  © Use existing key set
CSP: |Microsoft Enhanced Cryptographic Provider vi.0 x|
Key Usage. ® Exchange
Key Size: [1024 I 3% icommon ey szes 512 1024 2043 4099 8162 10384 )
© Automatic key container name  © User specified key container name

7 Mark keys as exportable e
™ Enable strong private key protection

Additional Options:
Request Fomat # CMC ¢ PKCS10
Hash Algorithm: [shat =]
Oniy used to sign request.
™ Sawe request

san:dns=hal-2010. local I |
Attributes
‘

offl

Friendly Name: |

Microsoft Active Diroctory Contificate Senices ~ hal-2010-SERVER2KS.CA Home

Certificate Issued

The certificate you requested was issued to you.
install ihis certifcate €—

[~ Save response
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The signed certificate will be installed within the browser.

Microsoft Active Directory Cartiicate Senices — hal-2010-SERVERZKE-CA

Certificate Installed

Your new certificate has been successfully instalied

Export the certificate with its private key from the browser.

Parsrkal Gonkroke Intended purpose: | <Al> =
* Control the Inksenet content that can %' Parental Control
be viewed. " Personal | Gther Peagle | Intermadiate Certiication Authorties | Trusted Rock Carthicatior 4| 2

el [1szud To [somdty I
heb you control the Internat content that can be
e‘ b : (mgsryer hok-2010-SERVERZID-.,, 10102013 <None>
%y Enable... l By S=ns
Cortficates
Use certficates for encrypted connections and identification,
“ Certificate Export Wizard :Z
oo s ot
) Welcome to the Certificate Export
Aukiorglete Wizard
Stores previous entries m
mmumm _- This wizard helps certficates, certficate
1 b ks“uﬁ&:wm Kshuam
Muwo:u - Centficats rtended purposes e store to your dsk.
deﬁsmw Settngs Encrypting File System, Secure a AMMSM&J.MM 3
. content from websites that Seb a corfirmation of your identity and contains
MMMMWNMM
connections, A store is the system area where
certficates are kept.
Loarn fore about cartificates To continue, chck Net,
o | cacd | wol ||
o [t ]| e |
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How to obtain certificates for VPN connections (Site to Site, GVC, L2TP)
05/15/2019 da 1178 @ 17232
DESCRIPTION:

Using digital certificates for authentication instead of preshared keys in VPNs is considered more secure. In
SonicWall UTM devices, digital certificates are one way of authenticating two peer devices to establish an
IPsec VPN tunnel. The other is IKE using preshared key. The KB article describes the method to configure
WAN GroupVPN and Global VPN Clients (GVC) to use digital certificates for authentication before
establishing an IPsec VPN tunnel.

Features of IKE Authentication with Certificates in SonicWwall WAN GroupVPN and GVC.

o Adigital certificate either obtained from a third party CA (like Verisign) or from a private CA (like Microsoft
CA or OpenSSL) must be used for this configuration. Self-signed certificates are not supported.

e Inthe SonicWall, the administrator has the option to create a Certificate Signing Request (CSR) and get it
signed by a CA or import a signed certificate in the PKCS#12 format (.pfx or .p12 extension). When importing a
signed certificate into the GVC client, it must be in the PKCS#12 format (.pfx or .p12 extension).

o Both peers must trust the issuer of the certificate. In other words, the CA certificate of the user certificate must
be imported into the SonicWall as well as the remote GVC client.

o If acertificate has already been imported into the SonicWall signed by a 3rd party CA (for example, Versign),
this can be selected in the WAN GroupVPN. The CA certificate must be imported into the GVC client.

e SonicWall supports digital certificates issued by different CAs to be imported into the SonicWall UTM device
and the remote GVC client. SonicWall also supports forcing both peers to use certificates issued by the same CA.

RESOLUTION:

The certificate signing process described here is using a Windows Server 2008 CA. To configure a
Microsoft CA to accept a Subject Alternative Name attribute from a certificate request, refer this Microsoft

article: How to configure a CA to accept a SAN attribute from a certificate request
e Create a Certificate Signing Request (CSR) in the SonicWall
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e Get the CSR signed from the Windows Server Certificate Enrollment Web Services

° Obtain a certificate to use in WAN GroupVPN configuration

° Download the CA certificate for the signed certificate

° Obtain a certificate for GVC clients.
Create a Certificate Signing Request (CSR) in the SonicWall

Login to the SonicWall management GUI

Navigate to the System | Certificate page.

Click on New Signing Request to create a similar CSR as under
Click on Generate to save.

Refresh the page.

Click on the download button to download the CSR.
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| Common Name | |hal-2010.1ocal

Certiicas Abas: [WANGroupVPN

| Country ~ | INDIA (IN) =~
| State -] KA

[Locality, City, or County | BLR

|Company or Organization = | [SNwL

| Department =1

[Group = |

[ Team =1

Subject Distinguished Name: [C=IN; ST=KA L=BLR; O=SNWL;CN=soniclab.local

Subject Akernative Name (Optional):

| Domain Name =] |hal-2010.l0cal

Subject Kay Typa: RSA
Subject Key Size: | 1024 bits vl
‘Ready

System |
v 2 syem Certificates
Status
e Certificates and Certificate Requests
Adminestration
mr View Style: Al certificates © Imported certificates and requests ' Buik-in certficates ™ Inchude expired b
Time :
[T 2 Certiicate Type validated Expires
Schedues
Settings T 1 WANGroupYPN Pending request
Packet Monkor [T 2 hat-2010-SERVERZKE-CA CA certificate Sep 5 18:44:33 2016 GM
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Bl WwANGroupVPN.p10 - Notepad

Obtain a certificate using the Windows Server Certificate Enrollment Web Services
Obtain a certificate to use in WAN GroupVPN configuration

Open a browser and navigate to the Microsoft Windows Certificate Enrollment page: http:///CertSrv
When prompted for authentication, enter username and password of Administrator.

Click on Request a certificate

Click on advanced certificate request.

Copy the contents of CSR in the Saved Request box.

Select Administrator under Certificate Template. Note: User or Web Server template also could be
selected.

Under Attributes, either enter san:dns=yourdomainname.com or san:email=<local-
part@domain.com|. Note: To configure a Microsoft CA to accept a Subject Alternative Name attribute
from a certificate request, refer this Microsoft article: How to configure a CA to accept a SAN attribute
from a certificate request

Click on Submit and you will taken to the next page.

On this page click on Download certificate or Download certificate chain to save the signed certificate to
disk.
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Microsoft Active Directory Cerificate Sendces - hal-2010-SERVERZKE-CA Home

Welcome

Lse this Web site to request a certificate for your Web browser, e-mail client, or other
program. By using a cerificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upon
the type of certificate you request, perform other security tasks,

You can also use this Web site to download a certificate authonty (CA) certificate,
certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Cerificate Senices, see Active Direciony
Cerificate Senices Documentation,

Select atask:

Microsoft Active Directory Certificate Services -

Request a Certificate

Selact the certificats type:
User Certificate
Or, submit an advanced cedificate request. —
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'waumcf .
€ > C | Bbows//10.10.10.254/certsrv/certrgut asg X

Microsoft Actve Diractory

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
certificate request or PKCS #7 renewal request generated by an external source
(such as a Web server) in the Saved Request box

Saved Request:

Base-64-encoded [MIIBVDCCASUCAQAWUDELMAXGAIUEBhNCSU4XCzZAJ
certificate request |EWNCTF IXxDTALBGNVBAOTBFNOVOUXFzAVEGNVBANT,

(CMC or MAOGCSqGS Ih3DQEBAQUAA4GNADCE1QKBGQDOOZQ)
PKCS #10 or XoAAkenaoA6gkZLKJHCNXIF 711/ x6MuxNEKK1h/ +
PKCS #7) 6WaNSaP3T=ox19MeYI3DHGrGnE3cs2QlIvrqgPlsS v
< | p| ,,
Centificate Template:
[ Administrator < =|
Additional Attributes:

an:dns=hal-2010. local f—
Altnbutes.

Submit > |
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[7) Microsoft Active Directory Ce
€ 9 C Zbrs//10.10.10.254/certery/certrget. asp =
Microsoft Active Directory Centificate Serices - hal-2010-SERVER2KB-CA Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
certificate request or PKCS #7 renewal request generated by an external source
(such as a Web server) in the Saved Request box,

Saved Request:

Base-64-encoded [MIIBvDCCASUCAQAMUDELMAKGAIUEBhMCSU4xCzAJ
centificate request |EwWNCTFIxDTALBgNVBAOTBFNOVOuxFz AVBgNVBANT,
{CMC or MAOGCSGGS Ib3DQEBAQUARIGNADCB1QKBGQDOOZQ)
PKCS 210 or XoAAKEnaoAGqkZLRIJHEMXIF 711/ x6MuxNEKK1h/ +
PKCS #7): Sllia!BaPSTsox 19!leYISDquGix!3cstQL TurquPiS v|
4 L 3

----- BEGIN CERTIFICATE REQUEST----- j

Certificate Template:
| Administrator a— ~|

Additional Attributes:

san:email=Adminfhal-2010. local <=
Attributes

Submit >

' [ Microsoft Active Directory Ce
€ - C  Bbtre://10.10.10,254/certsrv/certirsh.asp b

Microsoft Active Directory Certificate S hal-2010-SERVER2KB-CA

Certificate Issued

The certificate you requested was issued to you,

@ DER encoded or ¢ Base 64 encoded
%
[Eg Rescadcaniicale

Below is an example of a signed certificate's Subject Alternative Name (SAN):
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Certificate x|

General Details |Certificatinn Path I

Shiou I::.ﬁ.ll} j
| Field | value | ﬂ
Subject Alternative Mame DNS Mame=hal-2010.loca. ..
{57 Subject Key Identifier c4bc 32 639b b7 4ccOES 4 .,

15t Autharity Key Identifier KeyID=93 65 16 fF b2 72 b5 7...
CRL Distribution Poinks [1]ZRL Distribution Point: Distr. .

.ﬁ.uthnrit':.f Information dccess  [1)Authority Info Access: Aoc,,.
@Certificate Template Mame Adrniriskrabor

@Enhanced Key Usage Microsoft Trust List Signing §1....
51| SMIME Capabilities [1]5MIME Capabity: Object .. = |

DMS Marme=hal-2010.local  f—

Edit Properties. .. | Copy to File. .. |

Learn more about certificate details

Download the CA certificate for the signed certificate.
Navigate to the Microsoft Windows Certificate Enrollment page: http:///CertSrv

Click on Download a CA certificate....
On the next page, click on Download CA certificate and save the certificate to disk.
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Microsoft Active Directory Certificate Services — hal-2010-SERVER2KS-

Home

CA

Welcome

Use this Web site to request a certificate for your WWeb browser, e-mail
client, or other program. By using a certificate, you can verify your
identity to people you communicate with over the Web, sign and
encrypt messages, and, depending upon the type of certificate you
request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA)
certificate, certificate chain, or certificate revocation list (CRL), or to
view the status of a pending request.

For more information about Active Directory Certificate Services, see
1ve Dir | ™ 10N,

Select a task:

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL <=

Microsoft Active Directory Centificate Semvice

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates i1ssued from this certification authonty, install this CA certificate
To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method
CA centificate:

Current [hal-2010-SERVER2KB-CA|H

Encoding method:

@ DER
 Base 64

Download CA cetificate =
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Upload the signed certificate into the SonicWall via the upload button of the CSR pending request.

»
» Dashboard Systgm[
* = spem Certificates

Certificates and Certificate Requests Items I to

View Style: C Al certicates @ Imported certificates and requests C Built-in certFicates 7 Include expired

[T 2 Certficate Type valdated Expires Details

Click on the blue icon to upload
signed certificate

[T 1 WAN GroupyPN Pending request

7 Upload Certificate - Google Chrome
£ b 1/10,10.10,1/certSigriphond htrrd

Upload Signed Certificate for Signing Request

Name: WAN Group VPN
Subject Distinguished Name: Cm=IN;ST=KA;L=ELR; O=SNWL;CN=hal-2010.local
Subject Key Identifier: 09304936420 ACBTE005S064506F002BC4403E32C7
Status: Request Generated

Please select a file to upload: certnew.cer

Fila should be PEM (.pam) or DER (.der or .cer) encoded

Ready

To establish trust and complete the validation of the signed certificate, import the CA certificate

Calle 140 #11-45. Bogota D.C.Colombia
+57 13680290 /+57 318 4914652
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e B

System |
Certificates
Certificates and Certificate Requests Itemsl; tol(of1)
¥ . O - C
Wiew Style: Al certificates Imported certificates and requests Bulk-in F incud red bk
certificates
T 2 Certificate Type Validated  Expires Detais
T | WANGroupVPN  Localcertificate |  No Oct 11 10:25:12 2013 GMT =4
import... e New Signing Request... SCEP... D

Status: The configuration has been updated,

Import Certificate

(o Import a local end-user certificate with private key from a PKCS#£12 (.p12 or .pfx) encoded file

| © Import a CA certificate From a PKCS#7 (.p7b), PEM (.pem) or DER (.der or .cer) encoded file I

Please select a file to import:

Choose File | certnew (1).cer
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Mode: Con
> Dashboard System [
i
v 'S System Certificates
Status
te Certificates and Certificate Requests ftems I to2(of 2) (M
Administration
View Style: C Al certificates @ Imported certificates and requests C Buit-in r Include expired buit-in
: certificates certificates
Time
Schedues [T # Certificate Type validated Expres Detais
i [T 1| WAN GroupVPN Local certficate  Yes <f==Oct 11 10:25:12 2013 GMT =4
Packet Monitor
Disgnostics T 2 hal-2010-SERVER2KS-CA  CA certificate Sep S 18:44:33 2016 GMT (=4
Restart - import... New Signing Request... SCEP... [ Deete |

o | — -

Obtain a certificate for GVC clients.
e Navigate to the Microsoft Windows Certificate Enrollment page: http:///CertSrv
e When prompted for authentication, enter username and password of a Domain User.
e Click on Request a certificate
e Click on advanced certificate request.
e Select Administrator or User under Certificate Template.

Note:

For Site to Site VPN or GVC, a certificate with Key Usage, if present, must have Digital
Signature and/or Non-Repudiation and Extended Key Usage (EKU), if present, with Client
Authentication seems to work.

If, on the other hand, using L2TP/IPSec VPN, make sure, if Key Usage is present, to use Digital

Signature and/or Non-Repudiation. The Extended Key Usage (EKU) field SHOULD NOT be used but, if
present, may have Encrypted File System (1.3.6.1.4.1.311.10.3.4) and/or IP Security End System
(1.3.6.1.5.5.8.2.1).

o Under Attributes, either enter san:dns=yourdomainname.com or san:email=<local-
part@domain.com|. Note: To configure a Microsoft CA to accept a Subject Alternative Name attribute from a
certificate request.

e Click on Submit and you will taken to the next page.

e On this page click on Download certificate or Download certificate chain to save the signed certificate to
disk.
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[T} Microsoft Active Directory Ce
& & C| b //10.10.10.254/certsry/ | dmm— W=

Microsoft Active Directory Centificate Semvices -~ hal-2 KE-CA Home

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other
program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upon
the type of certificate you request, perform other secunty tasks.

You can also use this YWeb site to download a centificate authority (CA) certificate,
certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request,

For more information about Active Directory Certificate Services, see Active Directory
~ort SendcocT o

Select a task:
Request a certificate <
Vi ndin
whl A j if hain, or CR
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&= 2 O Bptet//10.10.10.254/certsrv/certraus. asp g

Microsoft Active Directory Certificate Serices - hal-2010-SERVER2KD-CA Home

Request a Certificate

Select the cetificate type:
r Cerif

Or, submit an advanced certificate request. <—

Certificate Template:

|U5er El

Key Options:

® Create new key set  C Use existing key set
CSP: | Microsoft Enhanced Cryptographic Provider v1.0 »|
Key Usage: ® Exchange
Key Size: [1024 | 1" %% (common imy szex 512 1024 2045 4008 8102 19384 )

® Automatic key container name T User specified key container nam
[+ Mark keys as exportable «f—

™ Enable strong private key protection
Additional Options:
Request Format: & CMC  © PKCS10

Hash Algarithm: |5ha1 'I

Only used to sign request.
™ Sawe request

san:dns=hal-2010. local =]
Attributes: -
i 3

Friendly Name: |
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Microsoft Active Directory Certificate Senices — hal-2010-SERVER2KS-CA

Certificate Issued

The certificate you requested was issued to you.

F=] Install this certificate =

I~ Save response

The signed certificate will be installed within the browser.

Microsoft Active Directory Certificate Senices — hal-2010-SERVER2KS-CA

Certificate Installed

Your new certificate has been successfully installed.

Export the certificate with its private key from the browser.
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i Certificate Export Wizard
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| Certificate Export Wizard
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rt Wizard
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X
Completing the Certificate Export
Wizard
> You haye successfully completed the Certificate Export
g; J wizard,
=
Y You have specified the following settings:
Fie Name Ci\User
Export Keys Yes
Inchude all certificates in the certification path Yes
Fie Format Person.
4| | 2l
< Back Finish Cancel I

RESOLUTION FOR SONICOS 6.5 AND LATER

SonicOS 6.5 was released September 2017. This release includes significant user interface changes and
many new features that are different from the SonicOS 6.2 and earlier firmware. The below resolution is
for customers using SonicOS 6.5 and later firmware.

The certificate signing process described here is usingaWindows Server 2008 CA. To configurea
Microsoft CA to accept a Subject Alternative Name attribute from a certificate request, refer this Microsoft
article: How to configure a CA to accept a SAN attribute from a certificate request

e Create a Certificate Signing Request (CSR) in the SonicWall

e Getthe CSRsigned from the Windows Server Certificate Enrollment Web Services

e Obtain acertificate to use in WAN GroupVPN configuration
o Download the CA certificate for the signed certificate

e Obtain a certificate for GVCclients.
Create a Certificate Signing Request (CSR) in the SonicWall

Login to the SonicWall management GUI
Navigatetothe Manage|Appliance|Certificates.
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Certificates and Certificate Requests

View Sty's: & cortificates ® Dmported certfcates aod reguents Pt cortificates
Rewtart & Cetfcate
1 vy Jem e (4

Senv ot

SSLwWnN 3 SomowaiCA

MORTY WEW STENIDNG REQUE ST <

Syeer Time
$Wer SOefuler

ClickonNew Signing RequesttocreateasimilarCSRasunder
Click on Generate to save.
Refresh the page.

Generate Certificate Signing Request

Certificate Alias WANGroupVPN
Country v INDIA (IN) v
State v KA
Locality, City, or County ¥ BLR
Company or Organization ¥ SNWL
Department v
Group v
Team v
Common Name ¥ | hal-2010.local
Subject Distinguished Name: [C=IN;ST=KA;L=BLR;0=SNWL; CN=hal-2010.local
Subject Alternative Name (Optional)
Domain Name v
Signature aigorthm SHA256 v
Subject Key Type RSA v
Subject Key Size/Curve 1024 bits v
Ready
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Click on the download button to download the CSR.

' WANGroupVPN.p10 - Notepad I

Fle Edt Format View Hep

a AL
,,,,,

Microsoft Active Directory Centificate Semices —~ hal2010-SERVER2KB-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail chient, or other
program. By using a certificate, you can verify your identity to people you
communicate wath over the Web, sign and encrypt messages, and, depending upon
the type of certificate you request, perform other security tasks

You can also use this Web site to download a centificate authonty (CA) certificate,
centificate chain, or certificate revocation list (CRL), or to view the status of a pending

request
For more information about Active Directory Certificate Services, see Active Directory
rtifi Service umen n
Select a task:
Request a2 CoMifiiCale —
e ) 0 e atificate reque
wil CA certif ific hain, or CR
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Home

Select the centificate type

User Centificate

Or, submit an advanced ceificate request. e

Y o

€& 9 C [t //10.10.10.254/certsry/oertygrras

Microsoft Actm

Submit a Certificate Request or Renewal Request

A —_—
<P G
e

Home

Saved Request:

Base-64-encoded
centificate request
(CMC or

NIIBVDCCASUCAQAVUDELNARGAIUEBRNCSU4AXCzAJ
EWNCTF IXDTALBGNVBAOTEFNOVOUXF AVBGNVBANT
MAOGCSQGS ID3DQEBAQUAAYGNADCEB1QKBGQDOOZQ)

----- BEGIN CERTIFICATE REQUEST-=~-~~ j

PKCS #10 or XoAhkenaoASqr2 LEJHENXIF 711/ x6MuxNEEK1N/ +
PKCS &) 6WaNSaP3ITox19NeYI3DHqrGnE3castQlIviqgPlS y
«| | Dl
Certificate Template:
| Administrator = -
Additional Attributes:
san:dn==hal-2010, local af—
Aftnbutes
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[} Mcrosoft Active Directory Ce

€ 9 C b€ //10,10,10.254/certery /ooty gt a5 9=

Microsoft Active Duectory Centdficate Seraces hal- 2010-SERVER2KB-CA Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
centificate request or PKCS #7 renewal request generated by an external source
(such as a Web server) in the Saved Request box

Saved Request:

Base-B4-encoded [MIIBVDCCASUCAQAUDELMAKGAIUEBhNCSU4xXCzAJ
certfficate request |EwNCTT IXDTALBGNVBAOTEFNOVOuxFz AVBGNVBANRT,
{CMC or NAOGCSQGSIb3DQEBAQUAASGNADCB 1QRBgQDOOZQ)
PKCS #10 or XoAAkenaoA6qk2LkJHENXIF 711/ x 6MuxNEKK1h/ +
PKCS #) ultueapsrsox 1911e'tnnuq:cr:3cszounqqpxs -
4 » |

----- BEGIN CERTIFICATE REQUEST----- j

Certificate Template:
[Administrator  efm— |

Additional Attributes:

san:emall=Adninfhal-2010. local
Attributes:

sm>|

P ot e - N

€ & C [Bxbpe//10.10.10.254/certsrv/certinsh.asp s

Microsoft Active Directory Centificate Semvice hal-2010-SERVER2KB-CA Home

Certificate Issued

The certificate you requested was issued to you
@ DER encoded or € Base 64 encoded
Download cerificate
Download certificate chain
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Below is an example of a signed certificate's Subject Alternative Name (SAN):

Certificate x|

‘General Details | Certification Path |

Show: [ <All> 3
Field ' Value A
Subject Alternative Name DNS Name=hal-2010.loca...
(%)) Subject Key Identifier c4bc32639% b7 4cc065c4 ...
5]‘; Authority Key Identifier KeylD=9365 16 ffb2 72b5 7...
' | CRL Distribution Paints [1]CRL Distribution Point: Distr...

@j Authority Information Access  [1]Authority Info Access: Acc...

t;]? Certificate Template Name Administrator

E Enhanced Key Usage Microsoft Trust List Signing (1....

)| SMIME Capabilities [1]SMIME Capability: Object I..  w|

DNS Name=hal-2010.l0cal —

Edit Properties. . Copy to File... l
Learn more about certificate details

Download the CA certificate for the signed certificate.
Navigate to the Microsoft Windows Certificate Enrollment page: http:///CertSrv

Click on Download a CA certificate....
On the next page, click on Download CA certificate and save the certificate to disk.
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Microsoft Active Directory Centificate Services - |

Home

Welcome

Use this Web site to request a certificate for your Web browser, e-mail
client, or other program. By using a certificate, you can verify your
identity to people you communicate with over the Web, sign and
encrypt messages, and, depending upon the type of certificate you
request, perform other secunty tasks

You can also use this Web site to download a certificate authonty (CA)
certificate, certificate chain, or certificate revocation list (CRL), or to
view the status of a pending request.

For more information about Active Directory Certificate Services, see
‘ ir if ™M m n.

Select a task:

View the status of a pending centificate request
Download a CA certificate_certificate chain_ or CRL <=

Microsoft Actiwve Duectory Centific st IV & - 201 E i- Home

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this centification authority, install this CA cenificate
To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method

CA certificate:

Upload the signed certificate into the SonicWall via the upload button of the CSR pending
request.
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Moy e
veu Sy M owrfome * mputet cetRose e regeers Bt o Pt It exgwed bt = confe ey
B T vedetes. Vogmes Ootats g
1 w—————— . = « 0 N
PR, teey vnoe ’ =19
1 e L e e g 34 SO0 20 2058 DT - - A
¥ Upload Certificate - Google Chrome — | [®] X

E_* Bide®://10,10.10,1 /cert Sgridplosd him

Upload Signed Certificate for Signing Request

Name: WAN Growp VPN
Subject Distinguished Name: C=IN;ST=KA;L=ELR ; O=SNWL ; CN=hal-2010.local
Subject Key Identifier: Ox930493642CCBTE0ASS064S05F00ZECH4403E32CT7
Status: Request Generated
Please select a fie to upload: | Choose File I certnew, cer

File should be PEM (. pem) or DER (.der or .cer) encoded
'Ready

=P Upbad

To establish trust and complete the validation of the signed certificate, import the CA certificate

Certificates and Certificate Requests

Do
Wiew Sy AL enticates F Deaoned Corbiiies and induesty Bot-n (othnn InCude eagunt bull-» (etf ity 5
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C Impart a local end-user certificate with private key from a PKCS212 (.p12 or .pfx) encoded file

@© Import 3 CA certificate from a PKCS#7 (.p7b), PEM (.pem) or DER (.der or .cer) encoded File

Please select a file to import: Choose File I certnew (1).cer

Ready

mport

Cancel

Obtain a certificate for GVC clients.

o Navigate to the Microsoft Windows Certificate Enrollment page: http:///CertSrv
e« When prompted for authentication, enter username and password of a Domain User.

e Click onRequest a certificate
e Click onadvanced certificate request.

e Select Administrator or User under Certificate Template.

Note:

ForSitetoSite VPN or GVC, a certificate with Key Usage, if present, must have Digital
Signature and/or Non-Repudiation and Extended Key Usage (EKU), if present, with Client

Authentication seems towork.

If, onthe otherhand, using L2TP/IPSec VPN, make sure, if Key Usage is present, to use Digital
Signature and/or Non-Repudiation. The Extended Key Usage (EKU) field SHOULD NOT be used but, if
present, may have Encrypted File System (1.3.6.1.4.1.311.10.3.4) and/or IP Security End System

(1.3.6.1.5.5.8.2.1).

e Under Attributes, either enter san:dns=yourdomainname.com or san:email=<local-
part@domain.com|. Note: To configure a Microsoft CA to accept a Subject Alternative Name attribute

from a certificaterequest.

e Click on Submit and you will taken to the next page.
e Onthis page click on Download certificate or Download certificate chain to save the signed

certificate todisk.
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[ Microsoft Active Directory Ce = )
€& - C| Zbe//10.10.10.254/certsry/ | amm— el =

Microsoft Aciive Directory Certificate Semices - 010-SERVER2KB-CA Home

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other
program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upon
the type of certificate you request, perform other secunty tasks.

You can also use this Web site to download a centificate authority (CA) certificate,
certificate chain, or certificate revocation list (CRL), or to view the status of a pending

request.
For more information about Active Directory Certificate Services, see Active Directory
Certificate Services Documentation.
Select a task:
Request a certificate <=
View ndi ifi r
| ifi ‘ hai

[™] Microsoft Active Directory Ce

€& 2 C  [xbre//10.10.10.254/ certsrv/certrqus.asp =
Microsoft Active Directory Cendificate Semices hal-2010-S
Request a Certificate
Select the certificate type:
r ifi

Or, submit an advanced certificate request. <=
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Certificate Template:

|User |

Key Options:

@ Create new key set " Use existing key set
CSP: IMicrosoﬂ Enhanced Cryptographic Provider v1.0 3
Key Usage: & Exchange
Key Size: [1024 W™ 3% (common imy szes 512 1024 2045 4000 8102 10384 )

@ Automatic key container name User specified key container name
" Mark keys as exportable =
I Enable strong private key protection

Additional Options:
Request Format: @ CMC € PKCS10

Hash Algorithm: Isha1 '|

Only used to sign request.

I Save request

2
of

Friendly Name: |

Microsoft Active Directory Certificate Senices — hal-2010-SERVER2KS-CA

Certificate Issued

The certificate you requested was issued to you.

=] Install this certificate €—

I~ Save response
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The signed certificate will be installed within the browser.

Microsoft Active Directory Certificate Senices — hal-2010-SERVER2KS-CA

Certificate Installed

Your new certificate has been successfully installed.

Export the certificate with its private key from the browser.

W Contficateenmor | (5 42 X 8 saereartt aetwm temetee ¢ 3¢ |
e

Parertal Controls " iindedpupose:  [<a> o = B
a Control the Intemet cortent that can ' Parental Control P 8
bo viewed. ——————— Porsonl | Gthar Pecpie | Intermediats Cortification Authorties | Trustid Roct Certficatior 4| *
sl  Issued To | 1ssund by I 2
Ratngs help you control the Internet content that can be
Q ek b ; Ll mgueyer hal-2010-SERVERZXS-.,.  10-10-2013  <Nane>
¥ Enable.., I % Sottings
Certficates
Use certficates for encrypted connections and identfication,
R Certificate Export Wizard -!‘i
Welcome to the Certificate Export
AgoConglets Wizard
“wy  AutoComplete stores previcus entries Settings
on webpages and suggests makdhy import.., l Export.., |I Ret This wizard helps you copy certficates, centificate trust
for you, f mumﬁmmmom
Feads and Web Skces [ Cortficats ended purposes - store to your disk.
Foeds and Web Sikes provide updated Settngs | Encrypting File System, Secure Emad, CI A cortificato, which s Issued by a cortfication authorty, is
content from webstos that can be e —— S nMdmm“mM
read i Ikernet Explorer and other ‘ used to protect data or to establish secure
prograns, connections. A certificate store I the system ares where
cortficates are hept.
Leam more sbouk certficates To continue, clek Next.
O P ]I
oo [ ] coa |
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Yes
Inchude o certficates in the cortfication path Yes
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