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Route traffic to certain
website(s) through site to site
VPNwithoutRoute All Traffic

VPN

Considering an existing siteto site vpn tunnelis
created and functional, following are the steps for
additional configuration/modification that needs
to be done to achieve the above setup.

Inthis knowledge article we will use google.com
website ip address which is randomly taken. So in
this example, we will route traffic from Remote
Office for google.com website through Head
Office firewall ISP.
Configuration in Remote Office Firewall:
Step 1: Create an address object for the website
publicip as shown inthe screenshot below. The

address object will need to be in zone VPN.

SONICWALL

Network Security Appliance

Name: Google
Zone Assignment: VPN v
Type: Host v
1P Address: 64.89.45.11|
-e
Ready

Add Close

Step 2: CreateanewAddress Group, include the
address object we created in step 1 and also add
the existing address object for the Head Office
network(s). So this address group will consist
remote network andthewebsite(s) ip address.

Address Objects

View Style:

ITCorporation®
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Step 3:Intheexistingvpn policytotheHead
Office,inthe Network tab, forthe Remote
Network, select the Address Group created in
Step 2.

Configuration in Head Office Firewall:

Step 1: Create an address object for the
website(s)' publicip address as showninthe
screenshot below. The address object will need
to be in zone WAN.

SONICWALL Network Security Appliance
Name: Google
Zone Assignment: WAN v
Type: Host v
1P Address: 64.89.45.11
| Ready
OK Cancel

Step 2: CreateanewAddress Group, include the
address object we created instep 1 and also add
the existing address object for the Remote Office
network(s). So this address group will consist
remote network andthewebsite(s)ipaddress.

ONICWALL  Network Security Appliance

Address Objects

View Style:

Step 3: Intheexistingvpn policytothe Remote
Office,inthe Network tab, for the Local Network,
selectthe Address Group created in Step 2.

Step 4.: Configure NAT policy in the Head Office
firewall to translate traffic coming from the

Remote office network to WAN IPgoingtothe

website(s).


mailto:sales@itclatam.com
mailto:tss@itclatam.com

NAT Policies

NAT Policies

View style A2 Peboe ® Custom Poboes Defa sokce View IP Verson:
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Once the above setup is done, from the Remote
Office site visit the website added in the vpn
configuration.Ifrunning packet captureinRemote
Office firewall and Head Office firewall, you will
notice the traffic getting routed through the Head
Office firewall to the website ip address.

RESOLUTION FOR SONICOS 6.5 AND LATER

SonicOS6.5wasreleased September2017.This
release includes significant user interface
changes and many new features that are different
from the SonicOS 6.2 and earlier firmware. The
below resolution is for customers using SonicOS
6.5 and later firmware.

Feature/Application:

In existing site to site vpn tunnel setup between
Head Office and Remote Office, there would be
requirement that traffic to certain website from
remote office might need to be routed through
head office internet connection through the
existing site to site vpn tunnel. However the
requirement would not be to configure the site to
site vpn tunnelin Route All Traffic through the vpn
tunnel.

We can achieve the setup in few configuration
modifications in existing vpn policy in the head
office and remote office firewall.

Procedure:

Considering an existing siteto site vpn tunnelis
created and functional, following are the steps for
additional configuration/modification that needs
to be done to achieve the above setup.

Inthis knowledge article we will use google.com
website ip address which is randomly taken. So in
this example, we will route traffic from Remote
Office for google.com website through Head
Office firewall ISP.

ITCorporation’

Configuration in Remote Office Firewall:
Step 1: Go to Manage in the top navigation menu
Select Objects | Address Objects and add

ONICWALL

. :
S [, R

» 3G/4G/Modem ® add © Delete v

Network

Create an address object for the website publicip
asshowninthescreenshot below. Theaddress
object will need to be in zone VPN.

¢ Add Address Object - Google Chrome s [=] s |
A Not secure | h#ps://192.168.198.1/addNetObjDIg.html Q
SONI| CWA LL Network Security Appliance

Name: Google

Zone Assignment VPN v

Type Host v

IP Address: ;64.89.45.11 -

| Ready

Step 2: Create a new Address Group. Go
to Manage > Objects > address objects > address
group and Add

S O NI CWA L L Network Security Appliance MONITOR INVESTIGATE

» VPN P
» SSLVPN Address Objects Address Groups
» Access Points
» 3G/4G/Modem ® add O Delete v

o # Name
» Rules
4 Objects 1» All Authorized Access Points

Match Objects 2 All Interface IP
Action Objects
= - S All Interface IPvS Addresses
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VPN Policy - Google Chrome =@ 2
. . | A Not secure | b#pS://192.168.198.1 Q
Step 3:Includetheaddressobjectwecreatedin ISONICWaLL
step 1 andalsoaddtheexistingaddressobject
- . General Proy e Advanced
forthe Head Office network(s).Sothis address = -
group will consist remote network and the Local Networks
website(s) ip address. B EnG Sect Loca Notwork :
" Add Address Object Group - Google Chrome = B =T S
A Not secure | heprS://192.168.198.1/addNetObjGroupDig.htm Q s
SONICWALL ' Network Seauiy Appiance T :
Name: -
Firewalled Subnets a VPN N/W
Guest Authentication Servers Google
IphPolicyDstAuto_0
IPv6 Link-Local Subnet
Kasoerlsky Client :V Enforceme
LAN Interface IP
LAN Interface IPv6 Addresses I |
LAN IPv6 Subnets
LAN Subnets
Mcafee Client AV Enforcement ~
Ready
[Ready \CEL e
Configuration in Head Office Firewall:
NICWALL worror - wesncere |[RREY - ik ConFIAATION e | Lo
v T A Step 1: Create an address object for the
) o website(s) publicipaddressas showninthe
) 26/46/Wodam D i O Dkt v Shon IAMAING v Vs MTypes® C ) Reba v & uge » i i
" screenshot below. The address object will need
) b SEER o O i to be in zone WAN.
.:);.‘; 0 ;:'" RIAILRISHN l: e Y :_:: 2  Add Address Obﬂt- =l® 2
- ‘,_‘j‘:::”mv"' JUEC R T \Tm PA w :T: > - wc"ul‘e -
e — — [ A Not secure | bepS://192.168.198.1/addNetObjDig. htn Q
- . SONIC
Step 3:Intheexistingvpn policytotheHead ONICWALL
Office,inthe Network tab, forthe Remote b o
Network, select the Address Group created in . _ :
Zone Assignment \WAN v
Step 2. _ _ Tos Host .
GotoManage>VPN>Basesettings, editthe e T
VPN in question on the pencil option S
SONICWALL wowror mvesticare ([N X CONFIGURATION i
o B e Step 2: CreateanewAddress Group,includethe
- addressobjectwecreatedinstep 1andalsoadd
- @ the existing address object for the Remote Office

network(s). Sothis address group will consist

Select Network Tab and on the Remote remote network and thewebsite(s)ipaddress.

Network select the Address Group created in
Step 2 as shown below:

ITCorporation’


mailto:sales@itclatam.com
mailto:tss@itclatam.com

{0

" Add Address Object Group - Google Chrome l=l3] 2 ] ﬁ

W*
A Not secure | b#ypS://192.168.198.1/addNetObjGroupDig.htr Q

SONICWALL®  Metwork securty Applanc SON'CW LL

Knowledge Database

Firewallad Subnets A Google2
Goog'e LAN Subnets o 5 TR N
Guest Authentication Servers © Add NAT Policy - Google Cheome o|B] %

ig"a’rﬁzﬁhtggna | A Not secure | b#rrS://192.168.198.1/addNatPolDig. htr ypes 9 Q
Kaspersky Cllent AV Enforceme T g, - -
LAN Interface IP ' SONICWALL K Se :

LAN Interface IPv6 Addresses

LAN IPv6 Subnets

McAfee Client AV Enforcement ¥ v a Advanced

Ready . o
NAT Policy Settings
Original Source Remote Ste A
Transiated Source Xiwp v
IICWALL HONIIOR: “hessTT: sl s il s Original Destination Google v
s
Transisted Destination:  Origing! v
| -
ot Original Service Any v
[ — D Ak © Deets~ |uo Shon IVARIPYG > View AllTypes > O ©r Resove Page > I
WA Femmare Transiated Service Original v
Nstart Outate T Bveses Zim O Comomsn  Confgm
owe o ] nbound interface Any v
o = :..‘. Outbound Interface X1 v
Ao poets s
30/48/oders
one N ] Comment
b nubes g s
o IP Version: # IPW Only © IPV6Only © NATG4 Only
pogocrd casmanyassas sy veu e o Cen
e e . ¥ Ensbie NAT Policy

Create 2 reflexive pokcy

Step 3: Intheexistingvpn policytothe Remote
Office, inthe Network tab, for the Local Network,
selectthe Address Group created in Step 2.

T VPN Policy = Googie Throme T Ready

‘A Not secure | beapsS://192.168.198.1/vpnConfig_4_0.htm ¢ CLOSE HELP

SONICWALL

General m Proposals  Advanced

Local Networks

Once the above setup is done, from the Remote
Office site visit the website added in the vpn

® Choose local network from list Local Site v . . . .
b configuration.Ifrunning packetcaptureinRemote
Office firewall and Head Office firewall, you will
Remote Networks notice the traffic getting routed through the Head
st i VN Tunne 8 e routs o it e Office firewall to the website ip address.
® Choose destination network from st Remoke Ste v

Use IKEV2 IP Pooi”

n e e

Step 4.: Configure NAT policy in the Head Office
firewall to translate traffic coming from the
Remote office network to WAN IPgoingtothe
website(s).

GotoManage>Rules>NAT Policiesandadd a
new NAT polocy as shown below:
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