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Site to Site VPN Using Cetrtificates

Using digital certificates for authentication instead of pre-shared keys in a site-to-site VPN configuration is considered
more secure. This KB article describes the method to configure a site-to-site VPN using digital certificates.

Although the devices depicted in this article are an NSA 2400 (Site A) and an NSA 240 (Site B) running SonicOS
Ehanced 5.8.1.7 firmware, all SonicWall UTM appliances running either SonicOS Enhanced or Standard firmware
support this configuration.

A valid certificate from a third party Certificate Authority (CA) must be installed in the SonicWall UTM appliance.
The CA could either be a public CA or a Microsoft CA. For the purpose of this article, certificates issued by Microsoft
CA are used.

NSA - 2400 NSA - 240
WAN (X1): 192.168.170.51|

LAN (X0): 10.10.10.0/24

WAN (X1): 172.27.61.115
LAN (X0): 192.168.100.0 /24

e —
8888 298P

Site A Site B

Site A:

X1 (WAN) Interface IP: 172.27.61.115
X0 Subnet: 192.168.100.0/24

Site B:

X1 (WAN) Interface IP: 192.168.170.51
X0 Subnet: 10.10.10.0/24

RESOLUTION:
Site A (NSA 2400) configuration

Obtain a signed certificate

o Refer this KB article to obtain a signed certificate from a Microsoft CA : How to obtain a Certificate
from a Windows Certificate Authority (CA)
o Refer this KB article to obtain a signed certificate from a public CA: How to Request and Import a
Signed Certificate from Thawte

When obtaining a signed certificate the following must be borne in mind:
e Wild card characters (* or ?) are not supported in Email ID, Distinguished Name or Domain Name
o Email ID and Domain Name can be used only whenitis specified in the Subject Alternative Name
of the certificate.
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Create a site-to-site VPN policy.
e Login to the SonicWall management GUI

Navigate to the VPN page.

Click on Add to open to the General tab of the VPN Policy window.

The General tab is where most of the certificate specific information is entered.

Policy Type: Site to Site

e Authentication Method: IKE using 3rd Party Certificates.

o Name: Enter a name for this VPN policy.

e IPsec Primary Gateway Name or Address: Enter the name or IP address of the Site B (NSA 240)

SonicWall.

e |Psec Secondary Gateway Name or Address: Enter the name or IP address of the secondary WAN

of the Site B (NSA240) SonicWall.

e IKE Authentication

o Local Certificate: Select the certificate obtained earlier from a CA

e Local IKEID Type: Choose anyone of the following depending on the information in the signed

certificate:
Distinguished Name (DN): Based onthe certificate's Subject Distinguished Name field, which
is contained in all certificates by default. As with the E-Mail ID and Domain Name below, the
entire Distinguished Name field must be entered for site-to-site VPNs - Wild card characters
are not supported. To find the certificate details (Subject Alternative Name, Distinguished
Name, etc.), navigate tothe System > Certificates page andclick onthe Detailsicon. DNs are
separated by the forward slash character, for example: /C=US/O=SonicWall,
Inc./OU=TechPubs/CN=Joe Pub
Email ID (UserFQDN): Based on the certificate's Subject Alternative Name field, which is not
contained in all certificates by default. If the certificate contains a Subject Alternative Name in
Email ID format, that value must be used. If obtaining a new certificate from a CA, you could
specify an E-mail ID in the Subject Alternative Name. For site-to-site VPNSs, wild card
characters (such as * for more than 1 character or ? for a single character) cannot be used.
The full value of the E-Mail ID must be entered. This is because site-to-site VPNs are
expected to connect to a single peer, as opposed to Group VPNs, which expect multiple peers
to connect. For example, administrator@sonic-lab.local
Domain Name: Based on the certificate's Subject Alternative Name field, which is not
contained in all certificates by default. If the certificate contains a Subject Alternative Name in
Domain Name format, that value must be used. If obtaining a new certificate from a CA, you
could specify a Domain Name in the Subject Alternative Name. For site-to-site VPNs, wild
card characters (such as * for more than 1 character or ? for a single character) cannot be
used. The full value of the Domain Name must be entered. This is because site-to-site VPNs
are expected to connectto a single peer, as opposed to Group VPNs, which expect multiple
peers to connect. For example, sonic-lab.com
IP Address (IPv4): Ifthe Common Name (CN) or the Subject Alternative Name in the certificate
is an IP address, enter the IP address here.
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Certificates

~ a ’l nsa2400-vpncert 106 0f6) GealaTiloi
Cert s ertificate 3 000t |
R ane s O i K DClocal DCmhal 2010/ Clwhat- 2010 4ocal
Subject Distinguished Name: [C=IN/ST=KA/L=BLR/O=ScnicWALL/ CN=nza2400-
View Style: All certificates @ In 22 ertficates
\ abJoca
= | Cartificate Serial Numbar: S1127300000000000032
}a G e Tv‘; Valid from: dul 22 12:35:90 2012 GMT 8 Configire
Expires Omn: Jul 22 12:35:40 2014 GMT xX 3
| Pltermate Subject Name: n=s32400-ab.local
1 Soncwal oy Miternate Subject Name Type: Domain Name x| (&
I Status: Verfied
U1 2 SNwL-2k3Cert .::-;L X &
i —
7] 3 nsa2400-vpncert Local certificate Yes Jui 22 12:35:40 2014 GMT o X (&
r hal-2010.local CA certificats Nov 20 14:06: 18 2015 GMT (=) X & ﬁ
Import New Signing Request SCEP Delete Al

e Peer IKE ID Type: This must be the Local IKE ID Type selected in the VPN policy of Site B (NSA 240)
SonicWall. The following can be selected:

Distinguished Name (DN)

Email ID (UserFQDN)

Domain Name

IP Address (IPv4)
o Peer IKE ID: Enter the value of what is selected above.

SONICWALL> | Network Security Appliance

General | Network Proposals Aavanced

Security Policy

Policy Type: Site to Site -
Authentication Method: IKE using 3rd Party Certificates -
Name: VPN To Site B

IPsec Primary Gateway Name or Address: 192.168.17051

IPsec Secondary Gatsway Name or Address: 0.000

IKE Authentication

Local Certificat=: | REMOte site must choose or nsa2400-vpncert v
Peer IKE Type and enter the DN
Local IKE ID Type in this site’s certificate Distinguished name (DN) -
Peer TKE 1D Type:|T1IS is the Email ID of the remote site’s| E-Mail ID (UserFQDN) v
certificate used in the remote VPN
Peer IKE ID: policy. —"adm|n|sn'ator@nsa24(Hab,local

[The remote site must choose Local IKE
ID as Email ID

[Ready

OK Cancel Heip
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The configuration in the General tab is over. The remaining tabs, Netwark, Proposals and Advanced, can be configured in the same way a5 3 normal VPN :

o Gonerat [ wewerr ] proposas | ssances e luatitmianl Freces Joiomade)
IKE (Phase 1) Proposal
Local Networks ( ) RO - -
Exchange: Main Mode -
@ Choose local network from kst LAN Subnets ) '
OH Group: Group 2 s
© Local network obtans [P addresses usng DHCP trough this VPN Tumne! -
Enaryption: 3DES o
D Any address”
Authentication: SHA1 v
Remote Networks Life Teme (seconds): 23800
D) Use this VON Turnel as defaudt route for al Intemet traffic Tpsec (Phise 2) Proposal
) Destination network obtains IP addresses using DHCP through this YN Tunndd
. = Protocot: ESP -
® Choose destination network from list SiteBNetwork bd —
Encryption: 3DES b
Authentication: SHA1 -
[7) Enable Perfect Forward Secrecy
Ufe Teme (seconds): 28800
[Ready [Ready
oK Cancel Hop oK Cancel o

oo |_etwor_|_pugasals_| _soancsa_]

Advanced Settings

[7] Enable Keep Alive

= Suppress automatic Access Rules areation for VPN Polcy
[T} Require authentication of Vo dients by XALTH

[0 Enable Windows Networking (NetBIOS) Broadcast

[ Enable Multicast

[7F permit TCP Acceleration

B Apply NAT Poldies

[Z Enable OCSP Chedking

Management via this SA: Elurre [ urTes ] ssu

User login via this SA: Llutre [ HTTeS

Default LAN Gateway (optonal): 0.0.00

VPN Polcy bound to: Zone WAN -
OK Cancel Heb
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Site B (NSA 240) configuration

Obtain a signed certificate
o Refer this KB article to obtain a signed certificate from a Microsoft CA : UTM: How to obtain a
Certificate from a Windows Certificate Authority (CA)
o Refer this KB article to obtain a signed certificate from a public CA: UTM: How to Request and
Import a Signed Certificate from Thawte
When obtaining a signed certificate the following must be borne in mind:
e Wild card characters (* or ?) are not supported in Email ID, Distinguished Name or Domain Name
o Email ID and Domain Name can be used only when itis specified in the Subject Alternative Name
of the certificate.
Create a site-to-site VPN policy.
e Login to the SonicWall management GUI
e Navigate to the VPN page.
e Click on Add to open to the General tab of the VPN Policy window.
e The General tab is where most of the certificate specific information is entered.
e Policy Type: Site to Site
e Authentication Method: IKE using 3rd Party Certificates.
o Name: Enter a name for this VPN policy.
e |IPsec Primary Gateway Name or Address: Enter the name or IP address of the Site B (NSA 240)
SonicWall.
e |IPsec Secondary Gateway Name or Address: Enter the name or IP address of the secondary WAN
of the Site B (NSA 240) SonicWall.
e IKE Authentication
e Local Certificate: Select the certificate obtained earlier from a CA
o Local IKEID Type: Choose anyone of the following depending on the information in the signed
certificate:
Distinguished Name (DN): Based onthe certificate's Subject Distinguished Name field, whichis contained
in all certificates by default. As with the E-Mail ID and Domain Name below, the entire Distinguished Name
field must be entered for site-to-site VPNSs - Wild card characters are not supported. To find the certificate
details (Subject Alternative Name, Distinguished Name, etc.), navigate tothe System > Certificates page
and click on the Details icon. DNs are separated by the forward slash character, for example:

/C=US/O=SonicWall, Inc./OU=TechPubs/CN=Joe Pub

Email ID (UserFQDN): Based on the certificate's Subject Alternative Name field, which is not contained in
all certificates by default. If the certificate contains a Subject Alternative Name in Email ID format, that
value must be used. If obtaining a new certificate from a CA, you could specify an E-mail ID in the Subject
Alternative Name. For site-to-site VPNs, wild card characters (such as * for more than 1 character or ? for
a single character) cannot be used. The full value of the E-Mail ID must be entered. This is because site-
to-site VPNs are expected to connect to a single peer, as opposed to Group VPNSs, which expect multiple
peers to connect. For example, administrator@sonic-lab.local

Domain Name: Based on the certificate's Subject Alternative Name field, which is not contained in all
certificates by default. If the certificate contains a Subject Alternative Name in Domain Name format, that
value must be used. If obtaining a new certificate from a CA, you could specify a Domain Name in the
Subject Alternative Name. For site-to-site VPNSs, wild card characters (such as * for more than 1 character
or ? for a single character) cannot be used. The full value of the Domain Name must be entered. Thisis
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because site-to-site VPNs are expected to connect to a single peer, as opposed to Group VPNs, which
expect multiple peers to connect. For example, sonic-lab.com

IP Address (IPv4): If the Common Name (CN) or the Subject Alternative Name in the certificateisan IP
address, enter the IP address here.

Packet Morstor

Dagroctcs ".i

Rectart ce cates nsa24l-vpncen

Certificate Issver: OC=local/ DO=hal- 2010/ Cli=hai-2010J0cs
» , Network : er
Certificates and Certificate Reque: Subject Distinguished Namw: | /CoIN/STSKA/L<BLR/ O=SoncWALL CNarmala- 06 FE) wisisln
» & xpoden | abJocs
7 | £10CB4CS00000000003 1
» l Wreless View Style Al certificates & Cértificata Sertal Ronber: R o tificates
| Valid froe: 12:28:38 SMT
> "!‘. SorscPont h 2 ST Lzl
% # Certficate 7,4 xperas Oa: 22 1)-28: 18 J0t4 G& 4 Con -
> e | Alternate Subject Name: [p:wr sratcr@nsaled b loce ]
» QU Feenal Settngs 3 Sorvouss Lod  Aernate Sobject Name Type: £Mad 10 x) 2
: | States Vertied
» & v 2 SNWL-X3Cert Lod s 26
-
P S0 And-Spam \A
F 3 NSa20-vpncert Local corsficate Yes X 22 12:28:38 2014GM = X 8

I~

2400) SonicWall. The following can be selected:
Distinguished Name (DN)
Email ID (UserFQDN)
Domain Name

IP Address

(IPv4)

SONICWALL>

Network Security Appliance

Peer IKE ID: Enter the value of what is selected above.

Peer IKE ID Type: This must be the Local IKE ID Type selected in the VPN policy of Site B (NSA

Network Proposals

General

Security Policy

Policy Type:

Authentication Mathod:

Name:

[Psec Primary Gateway Name or Address:

[Pesc Secondar y Gateway Nam= or Addrass:

IKE Authentication

Advanced

Site to Site

IKE using 3rd Party Certificates

VPN To Site A
1722761115
0.000

Remote site must choose Email

ID for Peer IKE Type and enter]

the Email ID in the Sub Alt Name
of this site's certificate

Local Certificate:

Local IKE ID Type:

nsa240-vpncert

Peer IKE ID Type: -
This is the DN of the remote

site’s certificate used in the

E-Mail ID (UserFQDN)

Distinguished name (DN)

IC = INIST=KAL=BLR/O=SonicWALL

Peer IXKE ID: 2 s
remote VPN policy. e /CN=Site-A-lab local
The remote site must choose
Local IKE ID as DN
[ Ready
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The configuration in the General tab is over. The remaining tabs, Network, Proposals and Advanced. can be configured in the same way a5 2 normal VPN :

S |t | Provcsss | ometen)
IKE (Phase 1) Proposal
Local Networks (Phasa'l)
Exchange: Main Mode
® Choose local network from kst LAN Subnets v .
DH Group: Group 2
D Local ck cbtans [P add wsing DHCP through this VPN Tunnel
Encrypbon: 308
© Any address”
Authentication; SHA1
Remote Networks Ufe Time {seconds): 28800
) Use this VON Turnel as defauit route for al Intemet traffic Ipsec (Phase 2) Proposal
) Destination network obtains IP addresses using DHCP through this YPN Tune!
Loty M s AR Protocol: ESP
@ Choose destination natwork from lst NSA2400-Network X
Enarypbon: 30ES
Authenication; SHA1
17} Enable Perfect Forward Secrecy
Ufe Tme (seconds): 28800
| Ready | Ready
OK Cancel Holp 0K Cancel
| Coneral | Mncas

Advanced Settings

V! Enable Keep Alive

[ suppress automatic Access Rules creation for VN Polcy
[} Require authentication of VPN dients by XAUTH

[ Ensble Windows Networking (NetBI0S) Broadcast

[ Enable Multicast

[T permit TCP Acceleration

[0 Apply NAT Polcies

[ Enable OCSP Checking

Management via this SA: Elute [ urtes  E ssu
User login via this SA: _ure 2 HTTRS

Default LAN Gateway (optona): 0000
VPN Polcy bound to: Zone WAN

| Ready
0K Cancel
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Thecheck box Enable OCSP Checking can be optionally enabled ifan OCSP responderis availableinthe
network. Click on OK to complete the configuration.

Testing:

Initiate a ping from Site B (NSA 240) to an internal IP address in Site A (NSA 2400) should bring the tunnel
come up. A green button alongside the VPN policies will indicate the tunnel is up.

If the tunnel does not come up due to mis-configuration in the Local or Remote IKE ID, the logs will clearly
indicate where the error is. For example the following log message appears in the initiator (Site B in this
scenario):

Warning VPN IKE IKE Responder: Proposed IKE ID mismatch 172.27.61.115,500 192.168.170.51,

500 VPN Policy: VPN to Site A; ID Type Mismatch. Local: UserFQDN; Peer: DN

The above message indicates that there is a mismatch in the Local and Peer IKE IDs in either of the VPN
policies. The PeerIKE ID inthis side's (Site B) VPN policy has been setto Email Address but the Local IKE
ID in Site A has been set to Distinguished DN.
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